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.. BCTYIN

Ha cysacHomMy erami po313i»m<y mlwcrplanbno-m(bopMamnHoro
cycmnsc‘r}sa Bce Ginpmoro 3madenns HabyBaioTh aBTomaTmonam CHCTEMH
nepenadi, 36ep1raHHx i 06po6KH indopmarii, ocHoBaHi Ha anopHcTaHH1
KOMIT'FOTEPHHX TEXHOIOTH. o

Taki cCHCTEMH BHMAraioTh IOCTIHOTO Bnocxonanemm aix nomnpemm
B rmoGanmbHEX MacmTabax npnBom»m. zo HeobxigrocTi yﬂubu(auu npmmnnm
o0y IOBH i BXHBAHHS BIILUOBIIIHHX TeXHiYHUX 3aCOGiB.

3 PO3BHTKOM TeHeKOMyHlKaHIH CTATH nocryrmnmn 3pyt1H1 3aco6u, AKi
peamsosyxm; O6MiH eIeKTPOHHHMH JAHHMH, IO TPUBENO JIO, q)opmynamm
cepH eNIeKTPOHHOTO JOKYMeHTOOBiry.

Hpn noﬁynom CHCTEM enemponﬂoro JIOKyMEHT0061I‘y Ha OCHOBI
KaHAIiB 3B'S3Ky 3aralbHOTO IPH3HAYCHHSY BHHUKAIOTH cneumbmm BPIMOFPI
moB's3aHi 3 HeoOXimHiCTIO 3axmeTy iHopMmari, TaKi K 3a6&3neqemm
KOH(bl,ZIeHIUI/IHOCTI, I_(UIXCHOCTI, aBTOPCTBa JaHHX i TaK ,ua.m.v I.Il BI/IMOITI
ycma,umorbncx 32 YMOBH HEIOBipH YYaCHHKIB iHdopmaniiinoro o6Mminy oqun
O OFHOTO. ' o

Kpim  Toro, 3axucT indopManii HeoOximpmit mnsa  3abe3medenHs
[pane3JaTHOCTI CaMHX ABTOMATH30BAHHX CHCTEM.

He BunankoBo HeoOXiTHICT BIPOBaIXeHHS 3ac00iB KpHOTOIPAdITHOIO
zaxucry indopmanii (K3I) e omamM 3 nonoxens 3akoAy Yxpaimm «IIpo
€JeKTPOHHI JOKYMeHTH 1 elleKTPOHHHH JOKyMeHT000Ir.

Crin 3a3Ha9ATH, WO CTAHAAPTH, SKi Ha CLOrOIHI AIXOTE B Ykpaini, B
obnacti KpumrorpadidHOro 3axuctTy iHpopMarii He IIOKPHUBAIOTH BECH CIIEKIP
HeOOXiMHMX KpHIITOAArOPHIMIB 1 KPHITOIPOTOKOMNIB, HANpHKIAZ, BiOCYTHI
CTAHOAPTH HA A4CUMETPHYHY KDHITOCHCTEMY 1 CHCTEMY  Y3TOJDKEeHHS
CHMETPUYHUX KIIOUIB.

3 immoro Goky, HeoOXimHi KpHITOANrOPUTMH 1 KPHITONPOTOKOIM
MOKHA BOOYAyBaTH Ha OCHOBI OKPEMHX ITONIOKEHE BITUH3HAHUX 1 MIXKHapOJHUX
CTaHAapTiB, 3 MOJABLHION NPOLERYpoIo cepThdikanii.

Ile s3ymoBmoe pm0 HeoOXximmicTe aHamisy BuMmor i oOMexeHs,
BCTAHOBICHHX HOPMAaTHBHO-IIPABOBUMH JOKYMEHTaMH, i BUMarae ob'eKTHBHOL
OIIHKH MOXNHBOCTeH opramizamii sigHocHo peanisanii  BigmoBimmux
TCXHOJIOTIH,



Yy 32NPOMOHOBAHOMY HABJATEHOMY n0016rm1<y POSIIA/AOTECS NHTAHHA
opranisanii i (GyHKIIONYBaHHA HANIMHEX CHCTEM KpHITOrpadiqHOro 3aXucty
indopmanii. Buxsageni npuHIEIN MOOYXOBH KPUIITOCHCTEM Pi3HOTO THIIY,
HaBejleHa MeTONMKA TeHepalii 1 OIHKM AKOCTI TICEBIOBHIIAIKOBIX
HOCTiMOBHOCTEH, a TaKOX METONH TeHepalil NCeBJOBHNATKOBHX MpPOCTHX
qHCEIL ' : - ' s

OcobnuBa ‘yBara YpHiineHa reHepauii fKICHUX KMOYiB Ha OCHOBI
KpUIITorpadiMHuX IeHepaToOpiB NCERIOBUNAAKOBIX HOCTiXOBHOCTEH. ’

HaBomaTsCs ONMMCH i XapaKTePHCTHKH CTiMKOCTI GIOKOBHX MIHMGDIB
COCT 28147-89, Rijndael i acuMeTpHYHMX KpPHIITOAJITOPHTMIB, pPOSIIAHYTI
TOPYHLWIN - Oprafizamii, (byHKmOHyBaHHﬂ 1 - sabe3smeuenus HaxpiliHocTi
indpacTpyKTypH BiIKPUTHX KITIOUIB.

Meroro mocifHuka € BHKIaJ Marepialy, BHKOPHCTaHHS SKOTO
mepeabavaeThCst HA eTani po3poOKH KOHIENIl CHETEMH K3I @JIEKTPOHHOTO
noxymenToobiry oprasisarii. :

Tloci6uux npusHadeHuift IS CTYACHTIB CTApIIMX KypCiB  BHIAX
HABYATBHUX 3aKJafiB i acmipaHTiB, 3HAHOMHX 3 €JEMEHTAPHOIO TEOPIEK0 YHCen
(Bxmodaloun TEOpilo cuMmBony Sko6i), a Takox (baxxsmB, o 3alMaloThes
BnpoBamxeHaaM 3acobis K3L :

ABTOpY ‘IDMpO ‘BIYHI JOKTOPOBI - TEXHIUYHMX HayK, npodecoposi
Kysuenosy Teoprito BiraniitoBiiy, nokToposi TexHiTHHX Hayk, npodecoposi
Cxpunuukosi  Jleoniny BacunsoBuuy 17 JOKTOpOBI TeXHIYHMX HAYK,
npodecoposi Ilenectry Muxaifiny €BreHoBHYy 32 HOOPO3HUIMBE i ypaxme
CTABNIEHHS [I0 3aNpONOHOBAHO] KHUTH, A TAKOX 34 3aYBAKEHHS i peKOMefmani‘l‘,
IO CIIPHSUTH 3HATHOMY NOKPAIeHHIO MaTepialy. : <

Mu Bmmusi HB® «KPHIITOH» i TOB «TPUTEJ» 3a  HagaHy
MOMUIMBICTE BEKOPHCTAHHS B KHH31 MaTepialis 3a BupoGamu nux dipM. '

"Mu BUpAKAEMO TAKOX OCOGIMBY TOIAKY BCIM aBTOpaM, PoGOTH SKUX
Oy BAKOPHCTaH] IIPH MiATOTOBII JAHOIO NOCIOHHKA i JONOMOTITIH PO3IIHPHTH
TEMATHKY, IOPYIICHY B KHU3i: '



* TJIABA 1 OCHOBHI OHSITTS 13ANAYT KPHIITOJIOTTE
1 1 Hpemwer xpnnro.uom, KkpunTorpadis i Kpnnmanann Frens

ICTOpDI prmror'pa@u — POBECHHLA iCTOPil THCeMHOCT], 3.1 nmpomM
PO3IOBCIOUKEHHSM Kpunrorpa(i)m chopMyBanacs K MHCTELTBO TAHHOINMCY. .
3ranku npo mepuri mmbpn 3yCTPIYAlOTECS BiKe Ha MOYATKYy -Hamiof epu. Tax,
pumchbkult iMneparop Iait FOumiit Ilesap sukoprcTOBYBaB. B CBOEMY, anryBaHm
mudp, WO oJiepKas 3rofoM Horo im's. :

TlocriftiiMu 3aMoBEUKAMK KpnnTorpa(bman CHCTEM B yc1 gacu 6yJ1H
IOUIUIOMATH i - BiliCBEKOBL Came 361HBIH6HH8 ob'emiB . indopmanii,. mo
TIEPEJIAEThCS, 1 CKOPOYEHHS CTPOKIB Ha if 06po6Ky y BiIOBiXHHX BimoMcTBax
CIPHAII0 MIBHAKOMY PO3BHTKY IMGPYBAIbHOI TexHIKA. i ii Bnponanxce}mm
3aMiCTh PyHYHHX MHPCHCTEM, | v -

B PO3BHTKY IUH(PYBANBHOT TEXHIKH MOMHA npocmnKyBam JeKieka -
eTamiB. . , - - :

3 noqafxy i mo.cepenunn XX CTONITTS — BUKOPHCTAHHA MEXAHIYHHMX i
eNeKTpoMexariunmx mubpMammy; Bupobn’ M-94, M-138-T4 (CI.I_IA) C-36
(IIsenis), «Exirma» (HlMe‘I‘{I/IHa prc.1.1). G

Bxe Ha UBOMYy eTanmi BHUKOPHCTOBYBANHCS OpPHTiHAIBHI i HOCTATHRO
CTi¥Ki, 32 MipKaMH TOT0 Yacy, KPUIITOANTOPHTMHL. S

Hanpnxan, mmdparop - «EHirmMa» peanisye OpHriHANBHHI - METOX
KoMyTanii SIEKTPHYHUX = CHTHANIB 32 JONIOMOTOKI MAEKIIBKOX MHCKIB, IO
DYXaIOThCsL 32 TIEBHUM 3aK0HOM (pHc. 1.1). Koxauil auck Mae piBHy KiTbKicTh
BXiJIHHX i BUXiIHAX KOHTAKTiB, 3’€[HAHUX IONAPHO.

Enextpuynuii cTpymM mOCIiTOBHO NPOXOOHTH dYepe3s KOHTAKTHY IPYILy
HATHCHYTO! Kiasiu, cTane 3'€AHAHHS THCKIB, IOBEPTAEThCA Yepe3 pedaextop,
3HOB Hepe3  JHUCKH i samamoe - iHguKaTopry JIaMIIy, - IO - BiJHIOBifae
| 3amn¢>p013aﬂm Oyxkasi. . ‘

B 50 - 80-x poxax XX CTONTTS — 3aCTOCYBAaHHS eNEKTPOHHO]
WHQPTEXHiKH, N0Gyn0BaHOI Ha AMCKPETHHX PafiOeNeMEHTaX i MIKpocxeMax
Majioro CTyleHs inTerpauii.

Hounnaroyrr 3 80-x pokiB MHHYJIOTO CTONITTA — BIPOBAIKEHHS
WUGpyBanbHOl TeXHiKM Ha OCHOBI MiKpOKOMITIOTepiB i MiKpOKOHTpOIEpiB,
CTBOPEHHS CIELiali30BaHMX MIKpOCXeM, INO Dealli30ByIoTh KpHITorpadidmi
dynxuii (30kpema, crannaptn umbpyranns DES, RSA).
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Pucynok 1.1 - Mozens koMyTauil cHrHANIB B HingpMamuai « Erirmay
(cumBon A mepexonuts B C, cumson B — B D i wasnaxw)

Hopi Ttexsiyni Moxumeocti B 70-80 pokax XX cromitra Hazamm
Oimpmui mpocTip MaTeMaTHMKaM JUn1 CTBOPEHHS Bce OUIBII CKIANHHX 7S
HPOBEAEHHA KPHMNITOAHANI3y KPHITOANTOPHTMIB. Y TOMy dHcni, MIMpOKe
BpoBamkenns sraganux anropurMiB. DES 1 RSA. B sHaumiii mipi Gyno
3YMOBJIEHO ITOBCIO/IHMM  DO3MOBCIO/KCHHSIM KOMII'FOTEDHOI TexHiku i
BIIPOBaKEHHSIM O0UHCITIOBANEHIX MEPEK.

3 immoro ©OoKy, CTBOpeHHS TOTYXKHIX KoM’ IOTeplB TEXHOJIOTii
MepeKeBaX 06qncneHL 36insIryBaino pnsmc DO3KPHTTA Kpnmorpa(bmﬂnx
CHCTeM, SKi ‘¢ HElaBHO BBAXKATHCA CTIHKHMH. Bimznauumo, mo nepuia cBiTi
eJICKTPOHHO-PE élina o6qncmosam>ua Maana Gyna cTBOpcHa aHTAiHLSIMU. B
pOKH upyrm CBITOBOI Biltnu zum ;(enmq;pyBaHHx HiMenskol MEGPMaIIAHA
«BHirMay, [ [ e

IMupoxe ‘BPIKOpPICTaHHX KOMn'xOTepan Mepex, 30KpeMa, - IoGaTbHOT
Mepexi IHTCpHET, PO3IBHTOK  eIEKTPOHHEX GaHKiBCBKHX  TeXHOJOTIH,
s6inpmenns of'eMiB  mepenadi indopmanii- 3 obMexeHHM IOCTYTIOM
NIepaBHOTO, BiliCEKOBOrO, KOMEPIIIHOro i NPUBATHOTO XapaKTepy 3yMOBHIMA
POSBHTOK HOBHX HalpPsAMIB B KpuITOrpadii, BKIFOYAIOUH CHCTEMH BiJIKPUTOrO
PO3HOALLY KTi0diB i cHcTeMH enexTporHOro mudposoro mianucy. Ha croromui
Baxko 3Halite indopmaniiimy (IC) abo in)opMauiﬁHo—TeneKOMyHiKauiﬁHy
cucremy (ITC), B akiii He 3ac~roconyBaansl 6 MexaHl:sMI/I Kppm'rorpa(bmnoro
saxucty imdopmarii.

CyuacHa mmppyBaisHa TeXHIKA XapaKTepPH3yeThCs MaJII/IMH ra6apnTaMﬁ
1 Baroro, BICOKOIO IBHIKICTIO KpyBanHs, HaAiHHAM 3aXHCTOM indopMalii 3
o6MexeHUM nocTyroM (puc. 1.2 - 1.6).



Pucynok 1.2 - 3aci6 mmdpysanus «Kokon»

3okpema, 3aci6 kpuntorpadiuHoro 3axucry «Kokow» (puc. 1.2)
BUKODHUCTOBYETBCS Ul 3aXMCTy KoHineHuidHoi iHpopmanii B cucTemax
enekTponHoi nowtu. ludparop nmixkmoyaerses 10 xomn'torepa uepes USB-
IIOPT 33 NONOMOrol crnemiansHoi yTumiTdH. KoxHe mnoBinoMnends nepen
repeavyero no CHCTeMi eleKTPOHHOI MOLITH 3a3aierifas WHUdpyeThes 3riaHO 3
KPUIITOAINOPUTMOM, BH3Ha4eHHM ctanaaprom [OCT 28147-89.

Pucynoxk 1.3 - AGonenTHi TepMinany — TenedoHHI wWrpparopu

Ilokasani Ha puc. 1.3 TenedoHHi TepMiHaNM 1 Mepex 3araibHOro
xopuctyBanti «CEKMO» i «Ipniae» 3abesnedyiots undpoBy o6pobky
MOBHOTO  MOBIIOMIEHHS, aBTOMATHYHWH 3axUIUeHMH OOMiH KIIOYOBOIO
indopmaniero i muppyBanHs MOBH 3 WIBKHAKICTIO 10 9.6 K6it/cexk.
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[udparop “Tonas3-8000” (puc. 1.4) BUKOPHCTOBYETbCS IS nepenadi
JaHUX B 3aXMIUCHOMY BHIIAAI 10O TeneOHHHX Mepexax 3arajbHOro
kopuctyBanss. LIBuzakicTs mwmdpysanns indopmarii 1o 115 K6ir/cex. Bupi6
BKIII0Ya€ThCs MiX komm'torepoM (intepdeiic USB 1.1 a6o USB 2.0) i Mmonemom
(uepe3 3'ennyBad DB-9 inTepdeiicy RS-232).

Pucynok 1.4 - Llludpartop ans cucrem nepeaadi janux «Tona3z-8000»

lIndpatop anst cucrem nepepadi manux J-300 (puc. 1.5) wudpye i
po3udpoBy€e IOTOKM JaHKX 13 WBMAKICTIO 2 Mbit/cex. JlaHa anmapatypa mae
pO3BHHEHY CHCTEMy MiarHOCTHKM TEXHIYHOrO CTaHy 1 TeCTyBaHHS
npaue3aTHOCTI.

Pucynok 1.5 - Illudparop uudpposux norokir J1-300

iy

AmnaparHo-niporpamHuii koMruiexc «Ilenena» (puc. “1.6) ‘npusHa4eHui
I KpunrorpadiyHoro 3axucty koHbizeHuidHoi indopmanii y BizomMumx
(kopropaTHBHMX) Mepexax, nobygoBanux Ha 6azi TexHonorii 1P (mporokon IP
v.4). Inrepdeiicu xomruiekcy BiamosinaloTh pekomennauism Ethernet IEEE
802.3-2002 100Base-TX/FX. lIsunkicts 06pobku indopmauii 1o 70 M6it/cex.
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Pucynok 1.6 - Illudparop npotoxony IP «Ilenena»

Hesanexno BiI npu3Ha4yeHHs, eKCIUIyaTaUiMHMX 1 TeXHIYHHX
XapaKkTepUCTHK IepepaxoBaHi mudpysBanbHi 3acobu o00'eaHye ronossa
BIIACTUBICTh: 1X (YHKUIOHYBaHHS BH3HAYAETHCH AITOPHUTMAMH  3aXHUCTY
indopmanii — kpunrorpadiuHUMH NEepeTBOPEHHSIMH BiJKPUTHX TOBiAOMIIEHS,
AKi peanisoBani nporpaMHMM abo anapaTHWM cnocobom. BianosiaHi
NIePeTBOPEHHS - [l [JOCATHEHHA 3a[aHoro piBHA Oe3Neku 3axullyBaHOl
indopmallii NOBHHHI BiANOBIKATH AesKil KiTBKOCTI BUMOT.

Kpunrorpagiuni Meromu 3axucty iHdopmaiii 3acHOBaHI Ha
MaTeMaTHYHUX MePeTBOPEHHAX iH(opMallii 3 BHKOPUCTAHHAM CEKpPETHWX
napaMeTpiB — KIIFOYOBHX JaHHX.

Po3pobka noxibHuX MeToliB, MpolieMu aHali3y, CHHTE3y BiAIIOBIAHUX
IrOPHTMIB, 4 TAKOX OLIHKA IX SKOCTi CKJIaJaloTh MPeMET HayKH KPHIITOJOTIi
(kryptos — TaemHui#, logos - Hayka). Kpunronoris po3aiiserscs Ha JBa HAYKOBI
HanpsAMH — Kpunrorpadilo i kpuntorpadiuauii aHanxi3 (KOpOTKO —
KPHIITOAHATI3).

Llini uux HanpAMIB MPAMO MPOTHIIEHKHI.

Kpunrorpadis nociimkye BIacTUBOCTI | TPUHIMIM NOOYIOBH
aJropUTMiB NepeTBOpeHHs iHdopMmalii, o 3abe3neuyroTh il HafiiHNHA 3aXHCT.

OcHoBHI 0071acTi 3aCTOCOBYBaHHS KpUNTOrpadiuHUX METO/IB - LE:

— 3abe3nedeHHs KOHQiAeHUIHHOCTI iHGopMalii HUIIXOM WH(PYyBaHHS
npu 1 nepenadi MO BIAKPUTHX KaHanax 3B'A3Ky (Hanpukiam, B cUCTeMi
esleKTpoHHOI noiuTy) abo 36epiranHi Ha HOCIsX,

— peanizauis Mexgniarviia KOHTPOMIO WiMiCHOCT i ABTEHTMMHOCTI
KPUTHYHHMX JIaHUX, niﬁfaepnx&ex{ux 'aBTOpCTBA OJIEPXKAHMX ~ TOBIIOMIIEHb
uUISXOM (OPMYBAHHS JEsKHX KOHTPOIBHUX 3aMKCiB ~ LHPOBUX CHIHATYP.

IlpenmeToM KpHnTOaHadi3y € NOCTIIDKEHHS i NMpakTU4HA peanizalis
iH)XXCHEPHO-MAaTEMaTHYHUX ~ METOLIB  BiJHOBJIEHHS ~MEPBHHHOTO  BHUTJIAMY
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samupoBaHol iHdopmanil 6e3 3HAHHS - CEKPETHHX MApaMEeTPiB IIepeTBOpEHB
(meToniB memndpyBaHHs).

KoHKpeTHy IpoLeAypy BiiHOBICHHS mtbopmanu abo postm'ra mubpy
Ha3UBAIOTh KPHIITOAHAIITHYHOIO aTAKOIO.

Bractusicts KPHIITOCHCTEMH TIPOTHCTOSTH KpHHToaHamTHanM aTakam
Haspmaerbcx KpunTorpaq)lqﬂoxo CTiHKICTIO KPANTOCHCTEMH.

Topanbimii BUKIaA Kypey TOPKAEThCS, B OCHOBHOMY, ‘xpumTorpadii, a
METOIH KPHITOAHAJI3y PO3IJIS/IAIOThCA HIE B TOMY 00cs3i, AKUH HEOOXixHUH
JUISL pO3YMIHHA CyTi MeXaHi3MiB BaXI/ICTy,. a TaKoX st OLIHKH X HafiHHOCTI.

Kpunrorpadiysi mepeTBopeHHs 33CTOCOBYIOTECS JIs BUPIICHHS TaKMX
OCHOBHHX 3a7a4 3aXUCTy in)opMaui'f: '

1) sabesnedenns xkodGinenniiinocTi  indopmanii, 3axucTy B
HECAHKIOHOBAHOTO 03HAHOMICHHS 3 ii 3mictom. B paMKax JIaHOTO Kypcy
NeKuiif TOHATTS «KOH(iIeHIiliEmi», KMo 0CcOBNHBO He OGYMOBICHE iHmIC,
OTOTOXKHIOETHCA 3 NOHATTAM «CEeKPETHHIDY;

2) xoHTponb Liiicrocti iHGopManii, YHUKHEHHS HECaHKIIOHOBaHUX il
3MiH HITAXOM BCTABKHY, BUJANEHHS a6o 3aMiHu dbparMenTis;

3) ayrenrudixania cy6'exTis i inenTadikania o6'ekti ingopmawiiinoro
o0MiHy, mixrBepmKeHHs ICTHHHOCTI cTOpiH, -camoi imdopmanii, .uacy it
CTBOPCHHA i T.1; o

4) migTBepIDKEHHS aBTOPCTRA, 3a0e3NeTeHns HEMOKITHBOCTI BiIMOBH.

O6'exTaMH JOCTHIOKEHE i po3pobok cydacHol xpurtrorpadii e:

1) cmMerpruni kpunTorpadivgi cucTeMH (KPHITTOCHCTEMH);

2) KpUIITOCHCTEMH 3 BiIKPHTHM KIIOUEM;

3) xpunrorpahiuHi MIPOTOKOIH, BKIIOYAIOUH CHCTEMH €IEKTPOHHOIO
HiAIACY 1 CHCTEMH PO3NOBCIODKEHHS KIIIOiB; '

4) xem-obyHxuil i koau ayrenTudikanil MOBiIOMIEHS.

Kpurrrorpadivaumu TpONEAYPaMH; IO 9acTO BHKOPUCTOBYIOTHCH, €
sammbpysasHs i posmudpyBaHHs — Tpsme i ofepHeHe TEPETBOPEHHA.
‘3ammagpysanna — e ofepHeHe IePETBOPeHHs BHXigHOTO (iHakme -
pigkpuToro) texcry 7 B wAQpoBaHmHii TekcT S 3 BHKOPUCTAHHAM
xoH(ifeHniinux gamux K ‘BigmosigHo Ko Aesxoro anroput™y E- (sig -aHri.
encryption — umdpysanns). Ilapamerp K B xpunrorpadii Ha3uBaeTsCs
xmoueM. Kmou e tiero indopmarniero, 6e3 skoi HEMOXIMBE BiHOBIEHHS
I104aTKOBOTO NOBIAOM/ICHHS. PiBHAHHS mmbpynahﬁx 3anncylorﬁy BHITBUAL
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§=E(T,K) a6o S=EK(T).

Ocrariniii BApa3 IiKpecoe Te, o 3a nonomoroxo Kmoqa BH6Hpa€TLCﬂ
JiesiKe €MUHE NEePETBOPCHHS 3 rxapa.merpmmoro cimeiicTpa nepe'raopeﬂb. _

Posmudpysanan (He mly'ram 3 ;(emmi)pyBaHHﬂM) 06epHeHa
BifHOCHO umQpyBaHHs  IpoLeaypa ‘D (Bim - amrm. decryptioh -
pozmmppyBaHHx) B PE3YJBTATI BUKOHAHHS KO mn(bpoizannn TEKCT 3

BI/IKOpI/ICTaHHHM K.HIO‘-Ia nepeTBopHTch y BI/IXIILHI’IVI
= D(S,K) abo T = D,(S).

BIIISHa‘H/IMO IO B JIESIKHX BUIIAJIKAX 3pqu1me Kopncrynamcx onme}o

3 eKBiBAICHTHUX dopm sanucy: D(S,K)=D,(S)= E,}' (S) MaloYH Ha yBasi i

IIUM 3BepTaHHA BiAnosigno anropurMy abo Kimoda. B SR
1.2 Mogei BigkpaToro Tekery

Sx indopmamis, mo migIATaE KpHnTorpacbquOMy nepeTBopeHmo
PO3IAAATHMYTECA TIOBLOMIIEHHS a60 TEKCTH. v

Tepmin Teker abo moBimomyennsi O3HAY9ae ACAKHMIA Bndpi{nKOBaHnﬁ
Habip eitlemMeHTiB andasiTy, HENOPOKHHOI CKIHIEHHOT MHOKHHU: chBomB, mo
BUKOPHMCTOBYIOTBCS IS KONyBaHHA iHdopManil. R

Ha npaxTani Haibinsm acto anopnc'ronymrsca ambam'm' ‘

1) Gimapauii — Z,= {0,1}; ‘

2) micTHAmUATKOBHA ~Z | = {O, 1,...,4,B,C,D, E, F}’;

3) 26 Gyxs maTMHCEKOTO andasity — Z = {A B,C,...A4,7, Z},

4) ckopoteHa MHOXHHA 6ykn Kupnmux—Z32—{A b, B,..};

5) MHOXWHA CHMBOIIB, IO BXOAATH B cranaapTHi kogu ASCII - Zz56.

B 3aranbHOMy BHUAZKY, SKINO He CKa3aHO iHme, OynemMo BBAXaTH, IO
anaBitoM IOBiZOMIEHb, IO MiWTATAIOTH = 3amHGpPyBaHHIO, € . Mnoxga};a.
Z = {O,l,...,m —1}, a BeNWTHHY /M HA3HBATHMEMO IIOTYKHICTIO abo ‘,Mo,zxy'neM ‘

a.ml)am'ry BHXi/IHHX TEKCTIB.
Heo6xinso Bi3Ha9HTH, IO peanbHi IOBIHOMIEHHS s 6ym;—;n<01'
KOHKPETHOI MOBH, XapaKTepH3yIOTCS NEBHOWO HamMipHicTio. CraTHCTHKA
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YacTOT. 3yCTPiYaHHA €IEMEHTIB NOBIOMIICH CBIAYHTE PO IX-HEPiBHOMIpHMIL
pO3NOzALL. o

3oxpema, Aus [OCTATHBO BENHKOTO OOCATY JiTepaTypHOTO TeKCTy
POCIACBKOI0 MOBOIO GYKBamH, IO YaCTO 3yCTPiYAIOTECS, BUSBISIOTECA {0, u},
cepes GyKB aHIVIIHCHKOT MOBH, 1110, 9aCTO 3yCTPiYAIOTECH, — CHMBONH {e,¢}.

Tabmans 1.1 - Bigsocsi wacToT sycTpivaHHs OyKB amrifcsKoi MoBH (BrOipKa
300 000 Gyks ra3eTHO-)KYPHAIBHOTO TEKCTY) ‘

E 127% - D 42% P 1.5%
T 5.0% L 4.0% B 1%
A 8.2% U 8% v To%
o 7.5% c 2.8% X 0.8%
I 7.0% M 24% Q 0.1%
N 67% W 24% X 0.1%
5 63% F 33% 3 0.1%
H 61% G 2.0% Z 0.1%
X 60% B 2.0%

BinznadeHi BIAacTHBOCTI MOB BHKODHCTOBYIOTECS KPHITTOAHATITHKAMH
IipY PO3KPHUTTi WHQPIB, TOMY ML OLIHKW BIACTHBOCTEH MMGPOBAHKX TEKCTIB
HeoXiHO MaTH BimTOBifHY. indopMariito npo HMOBIipHICHI XapaKTepHUCTHKH
BIIKPHTHX HOBiZIOMIIEHb. ’

3 BKa3aHOIO0 METOI0 BHKOPHCTOBYETHCA P MaTeMaTHdHHX Mopeneit
BiIKpHTHX TeKcTiB. Hapenemo mpuxiamy HaHMOMMpEHINMIX Mofenel, o
XapaKTepU3YIOTh 1X BaXJIHBi HMOBIpHICHO-CTATHCTHYHI BIACTHBOCTI.

Binxputnit texer T ={,t,,...} € mDocmimoBmicTio mONIHOMIATEHAX
BUNPOOYBaHs Ha MHOXHUHI BUXOIB { j} = Z,, 3 BeKTOPOM 3yCTPiTHOCT] OKpPEeMIX

3HAKIB P = (po’p]""’pmal)’ ne p;,= P{ti = ]}
e oanxa 3 HafimommpeHitmwX Mofeell BITKPUTOTO TEKCTY, SKa J03BOJIIE
BHPINIYBATH 3a1a4i, IT0B'A3aHI 3 KITaCOM TaK 3BaHHUX NIOTOKOBHX LIH(IPiB.
..BipznagnMo, mfo  BIANOBIAHO HO*CXEMH He3aleXHMX BHOpoGYBaHb
BHKODHCTOBYETRCS XapaKTCpPHCTHKA HeBu3HateHocti abo Mipa indopmanii,
BHOUPAHO]I 3 EKCIIEPHMEHTY.
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" EdTpomiero #iMoBipHOCTI cXemm &=

senduuna H(f)=— ¥ p.log D;- _ e g e ean

‘ i=0 ' 2 ST et

3rinHo 3 Teopiclo KOMYBAaHHS, GyNb-AKuil BUXN iMdBipHiéHb'l' cxeMu
Moxe Oyt 3aK0,lIOBaHPIH CHMBOJIAMH 0 i1 Tak, o, o,uep)KaHa OOBXXHUHA
KOJIOBOTO CIOBa ynle CKINBKH 3aBrOAHO GruspKa 3Bepxy mo H (f) Ortxe,
OMHHIIEIO KinbKocTi iH(opmanii noriuxo BRaxaTH oguH GiT. .

Hepaxxo noxasarn, mo QyHKIiL eHTpomii omykna Bropy i pmocsrae
cBoro MakcumyMmy log, m ms pisroiiMosipsoro posnoginy (I/m,Ym,...,1/m).

3 eHTpOMi€lO MOB'A3aHA e O/IHA XAPAKTEPUCTHKA — HAMIPHICTE MOBH,
KA 00YHCIIOETHCA 38 HOPMYIIOI0

- H
R=1-—~"—r
log, m

TToHsTTs HAAMIPHOCTI MOBH BUHHKIIO y 3B'3KY 3 THM, IO MaKCHMANbHA
inpopMmania, sxy Mir 6u HecTH KoXHHH CHMBOX noxsmomemm B
piBHOIMOBipHi# cxemi piBHa log, m ' o

Jlns peansHAX TeKCTiB GyKBa Hece Menmie indopManii, ToMy BefudIHA
log, m~H xapakrepusye HeBUKOPHCTAHI MOXJIMBOCTI B Iepenadi Texc

2 p Y ’

Bumomemm

Iog'zm—.H —1- H
log,m log, m

YMOBHO Ka)XydH, TOKa3ye, SKy HacTKy CHMBOJIB TOBIIOMICHHS MOXHA
1IpoITycTUTH O€3 iCTOTHOI BTpaTh 3HAYCHHS.

“3okpema, 'OYEBHIIHO, IGO0 BHKPECIIOBAaHHA 3 TEKCTY, HAIHMCAHOro
POCIICEKOIO ' MOBOIO  BCiX - IONOCHHX OYKB NpPAaKTHYHO NHE 3HIKYE WHOro
inpopMarueroCTi. Binbm Toro, B mesxux mopax jgo 70-80 % 3maxis TéKCTy
MOXH& BUAATUTH 6e3 ICTOTHOT BTPATH 3HAYCHHS,
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Sk wacminox, ous m-byxeenoczo andasity KiTBKICT CMHCIOBHX TEKCTIB
(i3 3amanuMH oOMENKEHHAMH 3ycrp1qamm Gyxs) 3HAYHO MeHIIa 4Hcia YCix
MoxIBUX HaGopis 3 N 6yks, pisxoro m” '

3rizHo 3 TeopeMoro MaK-Mm.uaua YHCTI0 Blnxpmux TEKCTiB ans
peanbHOi MOBY 3 BEIMIMHOIO SHTPOTIIT HA OJIMH 3HAK TeKeTy H JUis IOCTATHBO
BETHKHX OLHIOEThCA Bemmunnoio #N =2 | § P el )

Inma mopens — Bmxpm‘nﬁ teker T = {r,,tz,..., 35 SR ..,tz,,, } €
HOCHIZOBHICTIO He3aNeXXHHX BHNpOGYBaHb Ha MHOXHHI BCIX IIOCiZIOBHOCTEH
IOBKHHH V, eNeMEHTH AKX Hanexats Z - TaKa MHOXHHAa Ha3sHBACTLCH
MHOMKHHOIO V -I'paM.

TIpH 1HOMy, TIpUHARMHI, JIA ACSKUX V-TPaM {t,,1,,...,1,, ] Mae Micue
HepiBHICTE: '

P{f”, J2’ t.w}#pnpﬂ p!v'

Hana  mozemb 3333maﬁ BHKOPHCTOBYEThCS NIpH  aHaumisi umq)pm
,01oK0BOIO THITY. .

Ille oyma moriens — BifKkpuTHi Teker T = {t,,1,,...} € mocHiNOBHICTIO
BunpoOyBaHb, 3B'3aHMX B IPOCTHI ommpwnn‘—i- nmanmor Mapkosa 3
[TIOYATKOBMM BEKTOPOM  DOSHOAINY . HMOBIPHOCTI P = (g, Piseves Py
MATPHIIEIO NIEPEXifHIX HMOBipHOCTEH P = ‘l P ,J,”

Jlana MofeNb J03BONAC BPAXOBYBATH HAfBHICTh 3alleskHOCTeH Mik
3HaKaM{ BiIKDHTOTO TEKCTy, @ TOMY BHKODHCTOBYEThCS I MNOOYHOBH
Kpmepi'ﬁs, 3a OIIOMOTOIO SKMX Bi A0PAKOBYIOTCS IOMHIKOBi BapiaHTH KIOYiB.

' C‘I‘a:I'HC‘I'I-l‘_iHi BIACTHBOCT] PeaThHIX BiJIKDHTHX TEKCTIiB € NOYATKOBUMH
NAHWMH UL TPOBCACHHSA KPHNTOAHANITHHHHX aTaK i OLIHKH NPaKTHYHOI
crifikocTi nmbpcucTeM, ' ' p

1.3 Camerpuuani i acamerpnani Icplm‘rocncreMn

ITpu poamam LBOTO MHTAHHS, Nepll 3a BCe, HeoOXiZHO BH3HAYHTH
ob'ekt mOCHiDKEHHA: a  came, Icpmrmrpa@qﬁy cucremy (mam -
KPHITTOCHCTEMA). B '

_IcHye XeKineKa MiAXofiB X0 BH3HAYEHHS KPHITOCHCTEMH, IDH HBOMY
KOXKHC 3 BU3HAUCHB, K [IPABHIIO, 3aCTOCOBANE B cBOiK obnacri.
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Kpunrorpad Bigacth - HepeBary —BH3HAYEHHIO, IIO - TOKiE [0
MaTeMaTHYHEX HOHsTh. Jint daxiBig 3 opramsammmx -aCNeKTiB . Gesnexu
iQopManiifHux cucTeM Hali6ipm 3pyyHmit HOPMATHBHO-IPABOBHIA MK,

Po3poGuuK - 3aco6is kpuurorpadiunoro  3axucty ingopmanii - (K3I)
OpiEHTYBAaTHMETHCS Ha BH3HaT-IeHH5{‘,‘ 3acHOBaHE Ha MNPHHIMIAX NOOYAOBH i -
GyHKLIiOHYBaHHS CHCTeMH.

3 MaTeMaTH9HOI TOYKH - 30pY, KpmrrocncreMa € HapaMS'I‘pH‘{HHM
cimeiicTBOM (E <) nepeTBopeHh BiIKPHTOTO TEKCTY. »

tInerm 15OTO cnvxeucma IHIEKCYIOTECS, abo [03HAYAKOTHCA CHMBOJIOM k
napameTp keK e xmmouem: Ipocrip xmouis — ne HaGip MOXUIMBUX 3HA9eHb
KoY. 4

3aspHuali KMOY € NOCHIZOBHICTIO CHMBONIB Aeskoro andariry. s
JAHOTO BHU3HAYEHHS MM OTOTOXHIOBATHMEMO [OHATIA KPHITOCHCTEMA,
mngpencrema i mudp.

Tgmmii  moxix A0 BU3HAYEHHS KPHIITOCHCTEMH BHKJIAJECHHH B
HODMAaTHBHHX JOKYMeHTax i3 3axmcry inmdopmaunii, 3rifHO 3 AKHM
KPUITOCHCTEMa ~— 1 CYKYNHiCTh 3acoGiB  KpHHTOrpaidHoro * 3axmcty
indopmarlil, HeoOXiIHHX KIOYiB, HOPMATHBHOI, CKCIUTyaTariliHoi, a TaKox
igmol moKyMeHTamii- (y TOMy 9HCIi TakWii, mI0 BU3HAYaeE 3axomi Oe3nexu),
BUKOpHCTaHHS fKkuX 3abesneuye HaJleXXHHI piBeHb 3aXMINEHOCTI IPOTeAYPH
indopmantiitroro obmiry. Ilpm upoMy indopmaniiinuii ofMin nepenGauae
36epirants, o6pobKy i nepenavy AaHuX. : el ,

Buxomsn 3 TEXHITHUX ACHEKTIB peainizanii KpHHTOCHCTeMPI II LIammep
JaB HaBelcHEe HIBKYe Bnanaqemm '

KpnnTocmTema TIpAIoe 3a IEBHOIO METOJ|OIIOTiEl0 (npouez(yporo) ‘aKa
BKNIOYAE: ONMH 1 Oliblie Kpnnrorpa(bmﬂnx anropmmB (MaTeMaqum(
IICpeTBOpeHB) KMOYi, IO BHKOPHCTOBYIOTECS HAMH a.nropnmamn, ‘chcTeMu
yOpaBmiHHA KmodaMu; BXimHi 1 BEximmi- HOCHiIOBHOCT (m;ucpn‘roro i
3aImBE(POBAHOTO TEKCTIR). S

YV BixsHadeHy METOJOJIOTIIO ABXOMNATH TAKOK npoue):[ypn regeparnii,
po3noziny, 36epiranss i 3HUINEHHs KIIOYiB.

11lo6 He CTBOPIOBATH HOHATKOBHX CKIAMHOM{B UL "podyMinHA
OCHOBHMX MeTOMNiB i NpUHIMNIB KpHNTOrpadiIHOro 3axncry mq)opMaun
IpuiiMeMO JesKi CTPOILEHHS TePMIHONOTi.

3okpeMa, 3amicTs odiuifiHoro Dye HOBroro i He MEHII MIHPOKOTO
moHATTA  «3aci6  kpumrorpadivHoro  saxmery ' impopmauiiy, MM
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BHKOPHCTOBYBAaTHMeMO OimbIi - KOPOTKi, Ha - IPAKTUI - BUKOPHCTOBYIOTHCH
TIOHATTH «III(QPaTopy», «reHepaTop KIOYIBY.

3amexHo Bix nNpUALEINB NOGYXOBH ANTOPHTMIB  KPHITOCHCTEMHU
mipo3IULIIOTh Ha cHMeTPHYHI i 3 BinkpATHM Kiiovem [1, 2, 5].

Kmoyi szammbpyBanHs i ~ po3mmdpyBaHHS B ~ CHMETPHYHHX
KpunTocucremax 36irarorscs abo ogue 3 iHmMoOro Moxe OyTH  IOCTATHBO
IpocTo 06UHCIIeHUH. -

B cHeremax 3 BiIKpUTHM KJI0UeM BHKOPHCTOBYIOTHCS B KIIFOUI —
BiIKpuTHIf i cexpeTHmii, IPHYOMY 3HAXOIUKEHHS CEKPETHOrO KIOYZ 32
BIIOMHM BIIKDHTHM € CKJIAIHOM IMOA0 OOHHCIEHHS MaTeMaTHdHOIO 3a1a4el0,
gKa, SK NPaBHIO, He DO3B'I3YEThCA 3a JIONOMOFOI0 3BHYAHHOI eNeKTpPOHHOL
06UNCIIIOBANLHOT TEXHIKH.

Taki cHCTeMH BHKOPHCTOBYIOTHCSH, ~HANPUKIAN, M 3aXHHIEHOTO
ofMiHy KJIoYaMH N0 BIXKPHTHX KaHajiax 3B'S3Ky, NpH IBOMY BRXimgHa
inbopmanist 3anmgpoByeTses 3a JOINOMOTOK BIIKPATOTO KIFOY4, JOCTYIHOTO
BciM kopucTyBadaM zedxoi ITC, a po3mmbp0ByeTbcx TIABKA TAM aGOHEHTOM
Mepexi, KUl Mae BiANOBIHUI CEKpPEeTHHH KITIOY.

Inmmii  manpsAM BXMBAHHA aCUMETPHYHMX CHCTEM — CTBOPEHHS
MaTeMaTHUYHOTO allapaTy eJIeKTpoHHore nndpoeoro nignucy (EIIT).

EIII B xpuntorpadii — e pe3yasTat KpHITOrpatitHOTO MepeTBOPEHHS
3a JIOIIOMOTOI0 CEKPETHOTO KiMfoua (yHKI{i] BiAKpHTOro TekCTy.

ELI, 3'equanuii 3 TEKCTOM, HOCHIAETECA iHIMM KopucTyBadaM ITC, sxi
3a JOIOMOTOI0 3araibHOZOCTYHHOIO BiAKpHTOro Kmoda i xpunrorpadigroro
MEPETBOPEHHS MOXYTE [IEPeBIPHTH aBTOPCTBO i aBTeHTHYHICTh IOBIIOMIIEHHS.
Hoxnanaime Mexarismu ELT po3risnaroTees HIDKYE.

1.4 IIpakTn4Hi BAMOTrH 10 CHMETPHYNHX KPHATOCHCTEM

OnuH 3 OCHOBONOJOKHUX TPHHIKMNIB TOOYNOBH KpHITOrpadidHuX
cucreM, abo fK IX HacTO Ha3MBalOTh Ha NpaKkTHNi — mmbpis — Oys
copmynbopannit B XVII cromitri ronnanacskum o@inepOM B. Keprxodcom:
Bin ceimamts, mo crifikicrs mmpy He NOBMHHA 3aNeXaTd Bl 3HAHHT
370BMHCHHKOM 0COGIMBOCTeli I0GY0BH WPy i NOBHHHA ‘BH3HAYATHCS
TITEKHA CEKPETHICTI0 KIOYa, 3HAHHA anropuTMy mmbpysamm HE TOBHHHO
BIUIMBATH Ha HaIIIHHICTB 3axncry '
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- BromoM B -OfHiMH ;31 - cBOiX (yHEAMEHTATLHHX - POOIT aMepHUKaHCHKUH
MmareMatdk K. IlleHHOH cTporo OGIPYHTYBaB IHe P/ BAaAUIMBAX - NPUHIHUNIB
1o6yI0BH CHMETPHYHAX MHEPIB.

HaiiBaxiBimoo . BUACTHBICTIO  OyAb-sKoi  KPHIITOCHCTEMH B
KPHIITOCTifiKiCT, IO  XapakTepusye il 3HaTHICTE  HPOTHCTOATH
KPUNTOAHATITHYHEM aTaKaM, [0 JO03BOJAE YHHKHYTH B JSAKHX JONYCTHMHX
MEXaxX MOXIHBOCTI JAelupyBanns 3auipoBaHuX NOBiAOMIEHb 6€3 3HAHHS
gmoua afo  mizpoOxu moBioMnenss. Ichye JEeKinbKa IAX0AIB O OLUHKH
KPHIITOCTIHKOCT], - 3@IEXKHO BiIl KOMIUICKCY YMOB, IO IIONETHIyIOTh
Kpnm"oaﬁaﬂiz Biasnauumo TIneKH Oeski: .

.-1) cepenniil uac,. HeOOXiAHMH A% TIOUIYyKY iCTHHHOTO KIIOYa ILIAXOM
[OBHOTO Nepefopy BCix MOKIIMBHX BapiaHTIB KIIOYIB;

2) cKiapHicTs HalKpamoro ajropuTMy PO3B’M3aHHS 3afiadi POSKPHTTH
KIIIOua 32 HagBHOCTI NMGPOBAHOro 1 BLINOBiIHOTO HOMY BiIKPHTOTO TEKCTY;

3) cKTaHiCTh HAHKpAIIOro anropHTMY PO3B’A3aHH:A 337adi PO3KPHTTA
KoY 3a JOTIOMOT'O0 CIEIaNBHO Minifpanux nap UwinpoBaHHX i BiMOBiqHUX
iM BIOKpHTHX TEKCTIB i iH.

KOMIUIGKC YMOB, BiINOBIIHHMM OCTAaHHBOMY BHIIAZIKY, B KpHmTorpadil
9acTO BUKOPHCTOBYETHCH JUIS PO3MEXKYBaHHA CTIMKHX i ClIabKUX KPUITOCHCTEM
B TOMy 3HA9eHHI, IO KPHNTOCHCTEMA,; SKa JIOIYCKAE. PO3KPHTTA KIHOYa IIPH
JaHOMy KOMIUIEKCI YMOB (He KaXydd BXe IIPO MeHII HeGesrewHi cHUTYyalii),
BBAXAETHCH CIabKOI0, iHakIle ~ cTifiKoio. 3po3yMiNo, MO IpH HBOMY PO3KPUTTS
KITF04a TOBUHHO 3IiHCHIOBATHCS B MPUHHATHUH Yac.

Psan_ Bumor jo mmbpy oGymosneHHH HeoOxijHicTiO 3a0e3nedeHHs
IPOCTOTH HOTO TEXHiTHOT pealtisanii B IPOrpaMHOMY i anapaTHOMY BUIILAA.

BimsHauuMo, L0 Ipd amapartHil peamisamii mm¢pis AocsraioThCsd
BHCOKA  IIBHIKiCTh ~ OOpoOku  imdopmanii,  Hapmiffemii  3axmcr  BiA
HECaHKI{OHOBAHOTO JIOCTYNy [0 KoHQimeHWIAHHX MaHUX, NpOTe JUIA Hel
XapaKTepHa, BHCOKA BapTiCTh. IMporpamua peanizauis 6inem memesa,
xapamepmjreucﬁ ninOMom rx{ymdcno BHKOPHCTaHHSA, B TOH K€ 4ac BOHA
MEHMI 3ax1mxeua Big pmmx aTaK Xaxepis.

"3 YPaxyBaHHIM TOTO (I)aKTy, 1o GiMBIiCTS peansHuX KaHamB 3B'I3KY B
Tiif un inmi# Mipi nigmaerses Aii MyMiB, BUCYBA€THCA BUMOTS, o CIIOTBOPEHHS
mn@ponanoro HOBIXOMIIGHHA HIIIXOM 3aMiHM GyJp-KOro CHMBOJNY HE .
OOBHHHO TIPHBOAMTH JAO ICTOTHOTO PO3IOBCIOJUKEHHS CIOTBOPCHB IIPH

posmrdpyBaHHi.
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SIKmwo B pe3ynsTaTi CHOTBOPCHHSA. ONHOTO CHMBOJY ‘B IIM(POBAHOMY
NOBIIOMJIEHHI ~ MOXe OyTd CHOTBOpeHHH TINBKM = OAMH  CHMBOJ . B
pO3HI(pPOBAHOMY TEKCTi, -TO "BifIOBiMHAN MH(p HA3HBAETHCH TAKUM, IO He
MOLTHPIOE CIIOTBOPEHHA. ‘

Heo6ximuicTs  3a6e3medeHHs BHCOKOI HNPOIYCKHOI '~ CIFPOMOXHOCTI
CHCTEMM - 3B'A3Ky | BEMOIa GKOHOMHOTO BHKODHCTAHHS pecypcy HaM'saTi B
OGUHCIOBATIBHUX CHCTEMAX BUCYBAIOTH TAKy YMOBY: MHQPYBAHHA He IIOBHHHO
icTorHO 30LMBLIYBATH HOBXHHY BHXIAHOTO TEKCTY, & MONATKOBi OiTH, IO
BBOJSTHCS B MOBIIOMICHHS B Hpoleci MUQpyBaHHsd, NOBHEHI OyTH TOBHICTIO i
Hazilino nprxoBani B H(POBAHOMY TEKCTI.

Ho cydacumx - KpuntorpadidHux cHeTeM 3axdery  iHdopmanii
BHCYBAIOThCA # iHIII BUMOTH:

1) zammdpopaHe NOBIXOMICHHS MOBHHHO HiZNABATHCS [POYUTAHHIO
TUIRKH 32 HAIBHOCTI KITIOYa;

2) 6ynp-sAKHH KMOY 3 JOMyCTHMO! MHOXHHM NMOBHHEH 3a6e3nedyBaTu
HasliiHui 3axuct iudopmarir,

3) He3HauHa 3MiHa KJII0YA IIOBUHHA NIPHBOJKTH JO iCTOTHOI 3MiHH BUIY
321HQPOBAHOTO NOBIZOMIICHHS;

4) uwucno onepanilt, HeoOximuux mnA posmmdbpysanus indopmanii
NULixoM Hepebopy BCUIKMX KIIIOYiB, IIOBUHHO IICPEBHIYBATH IPOTHO30BAHI Ha
HEPCTeKTHBY OOUYMCTIOBANEHI MOXIHMBOCTI KOMI'IOTEPIB 3  ypaXyBaHHSM
METOIiB BUKOPHCTOBYBaHHS MEPEKEBHX OOHCIIEHD;

5) He moBHHHO OyTH NPocTo] 1 IeTKO BCTAHOBMIOBAHO! 3AJIeXKHOCTI Mixk
KIIOYaMH, 10 BUKOPHCTOBYIOTECSA B IIpoLieci eKCIuTyaTanil KpUITOCHCTEMY;

6) gucno onmepauid, HeoOXiMHMX JUIL BU3HAUEHHS KIO4a 3
BUKOPHCTaHHAM MH(POBAHOIO NOBIIOMIEHHS i BiTOBIIHOTO HOMY BIIKpHTOrO
TEKCTY, HOBHHHO OYTH He MEHIIIE 3araibHOr0 TACIa MOXKIHBAX KIIOYiB;

7) CTPYKTYypHi eNeMeHTH aIropuTMy IH(pPYBaHHS IOBHHHI GyTH
HE3MIHHUMHU.

IMiranua xo pozainy 1

1) Sxuit amapaTHuil NpUCTpil MOXKHA 3aIIPONOHYBATH IS OpraHizaii
mmdpyBAHHA JaHHX 38 JOIOMOTO0 KOMITIoTepa 1 BikpuTuX NiHil 38'13Ky?
_2) 1Mo aBnge coboro npenMer KPUITTOIOTii?
3) o sBage coboro IpeIMeT KPHITOAHAIIZY?
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4) Ina sxux OCHOBHMX. 3aJad 3axMcry iHbopMmalii 3acTocoByIOTHCS
xpunrorpadiani nepeTBopenna? - - o
~5) 1o Taxe ko4 KpunrorpadidtHOro NepeTBOPeHH? '
6) Illo raxe saumdpysanns i posnmpypanaa?
7) Sxa Gykpa Ha#OiNBIN 9acTO 3yCTPIYAETHCA B aHIiHCHKIN MOBi?
8) Ywum € kpunrorpadiuta cucTeMa 3 MATEMATHIHOI TOYKH 30py?
9) Sk BH3HAYAETHCS KPHITOCHCTEMA B HOPMATUBHHX MOKyMEHTax 3
3aXHCTy iHbopManii?
10) Yam BigpisHAeTECH BXMBAHHA -KIMIOYWiB B CHMETPHYHHMX i
ACHMETPHYHHX KPHIITOCHCTEMaX? .
11) SIka . BNacTUBICTh ~KPHUIITOCHCTEM XapaKTEPH3Yye€ThCA IOHATTAM
«xpunroctifikicts»? I
12) SIxi OCHOBHI BUMOrH NOBHHHI 3aNOBONBHATH KIIOUi, MO0 He 3HU3UTH
 crilixicTs KPUIITOCHCTEMH?
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PO31J1 2 EJEMEHTAPHI IIH®PHU 1 Ix BHACTHBOCTI
2.1 Knacudikanin mnadpcucrem |

Beio pisHOMaHITHICTh ICHYIOWMX CHMETPWYHHMX KpHITOCHCTEM, IO
BHKOPUCTOBYIOTECA AN MIM()PYBaHHSI BHXIOHHX HOBIOMNEHB, MOXKHA 3BECTH
JI0 KJI4ciB MepeTBOpens, HaBeaenux Ha puc. 2.1 [1,2, 4, 7.

[Momokoei wugppu " Bnokosi wugppu

lNonepedHe - . - Jliniiine
wugpysaHHs- 3acekpeyyeaHHs

36epizatomb OGKUHY = He 36epizaroms GoexuHy
nosidoMITeHHs : nogidoMNeHHst

He posnosciodxyiome Poarogciodxyioms .
CIOMBOPOeHHA CrIOmMeopEeHHS

f

Pucynox 2.1 — Knacubixanis CHMETPUIHIX KPUIITOCHCTEM

Po3pi3HsIOTH KPUITOCHCTEMH IIOTOKOBOIO i 610K0BOrO THITY [18].

IToToxoBHM IME(POM HASUBAETECA CHCTEMA, 1O B Hilf HA KOXHOMY TaKTi
BHKOPHCTOBYETbCS 3MIHHHE aITOPHTM . INMGPYBAaHHs, AKUH BH3HAYAETHCA
BUXIIHIMH KIFOYOBHMHY JAHMMH i HOMEPaMH TaKTiB IHPYBaHHS, ak A0 TOTO,
IO PO3TIBIAAETECA.

BnokoBuM IHOPOM ‘HAMBAETBCSA ~ CHCTEMA IMMGPYBAaHHA, $Ka Ha
KOKHOMY TaKTi: BAKOPHCTOBYE OCTilHUH, BHOpaHuii 10 noyaTKy mudpyBaHns,
38JIEXKHO Bifl KITIOYiB, aTTOPUTM.

BinpmicTs cyuacHUX CTaHAapTiB MHGPYBaHHSA, BKIHOYAH0TH anroppm\m
T'OCT 28147-89, DES, AES Ta iumi, - mepeaGagae obpolGky Gmoxy maHHX
JIOBKUHOIO BiX 64 GiTiB.
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CHCTeMH mn@pyBaHHz po3p13mnon, 32 BUJAMH,  3AlEXHO BlI[
cnnxpomaamr - Iponenyp- mmbpyBaHHa posmmbpyBaHHa g opramzauu
nepenayi 3amudpoBaHiX JAHHX B KaHayli 38’a3Ky.

1. Honepeane mugpysauns, Ip AKOMY MOMEHT nepenatu m(bopmamx
micns i kpunTorpadiuHOro - mepeTBOpeHHSI OGHMpaETHCSH HependBaieM
nosigomnenss. el BU  muQpPCHCTEMH , BUKOPHCTOBYETBCS Yy BHITANIKY
CNICKTPOHHO] ITOIITH, KON, NOBiJOMICHHS [ONEPe/HBO MHU(PYEThCH, a IOTIM.
IepenaeTses B i(e;IKifI ITC, panpuxiian, B Mepexi Iurepuert;

2. Jliniline 3acexpedyBaHHSl HAISKUTH 1O KIaCy CHHXPOHHHX
IIOTOKOBHX mmiopcncreM i: mepepbauac Y3TOILKEHY po60Ty mmbpyaanwnx
IIPUCTPOIR i sp’asysansHOrO OOnamHaEHs. 30Kpema, H4 IBOMY HpPHHLMII
no6y,uOBaHa amaparypa mmbpyBaHHx TenehOHANK PO3MOB. e

_ Cxema B3aeMOZII OCROBHHX ¢JIEMEHTIB CI/IC’I‘CMH mmbpysamm HaBeneHa
Ha pHC. 2.2, MicTuTh TaKl €JIEMEHTH:

— IeHepaTopH IIOTOKOBHX mmbpur A, B .1 minmomigmi By3mH, mwio
peanisyrors kpunrorpadivHi nepeTBopeHHs:; ‘

- — KOMIUIEKC 3ac06iB 3B’ 43Ky, 10 3a6e31MeuyloTh poloTy Kasany 3B’ 43Ky,

Jlns opragisanii cnibHOI poGOTH JBOX reHepaTOpiB NOTOKOBHX Muppin
BOHM iHIIANi3yIOTBCS 33  HOMOMOrOK KIIHOYOBOT iHQopMmamil i fammx
CHHXpOHi3auii (CHHXpONOCHNAHAS).

% CHExpoHHa ' (OZHOYACHAR) pobora reHepaTopiB  JOCArAETHCA 3a
JIOHOMOTOI0  CHCTEMH CHHXpOHi3auii, CHeHiabHOTO - palioeNeKTPOHHOrO
npuiany, OPHHOUIH HOOYZOBH SKOTO PO3NILILAIOTECS B Teopil €IeKTpo-
paJio3B’S3Ky.

Y Bumanxy 36010 Ha niHIl 3B’43Ky cHCTeMa CHHXpOHi3anii 3abesmedye
TIepe3alrycK TeHepaTopiB OTOKOBOro MAGPYBAHHS i TIATPUMYE IX Y3TOMIKeHy
3a gacoM poboty ﬁpoerM CEaHCy 3B’ 53Ky.

- IlepeBaroro ‘cucTeM JiHIHOrO 3aCEKpeYyBaHHS IEPEN CHCTEMAaMH
HONEPEHBOr0 MHGpPYBaHHA € OLIBII [OBHE BHKOPUCTAHHS IIPOMYCKHOT °
3MATHOCTI KaHaTy, B TOH Ke Yac, B CHCTEMdX MHONEPeJHLOro LIM(pPYBaHHA
TIOBiTOMJIEHHS IOBIUH Hac MOXYTE 36epiraTucs y 3aumpoBaHONMy BHIVIAM, 10
THX Mip, HOKH He BHHHKHE NoTpe6a JOCTyIy JI0 HUX.

- Pisnomanitaicrs WHQPCHCTCM ' CYTTEBO 3BYKYETHCA, SKIIO. BUMaraTH
BHKOHAHHS BIACTHBOCTEH MmH(Pis" 36epiraTH’ JOBKHHY NOBIIOMJIEHHS i He
PO3NOBCIOIKYBATH CHOOTBOpeHb. Sk Oyne BKazamo pam, L€ O3BOJAC -
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MOBHICTIO ONHCATH . *BigmoBinmmii Knac- mmppis sk KoMmGizamiio mBox
eNleMeHTapHHX MH(PIB — epecTaHOBKH 1 MiACTaHOBKH.

] 1] .
g Bxin s Bxix
! cHEXpomizanii | cREXpomisaiii
‘ ] ’
' ! :
Kmon ; : ] Kmog
samupysanrn ¥ L 4 posmudpysanas
Tenepatop Teneparop ¢
B ———
Cruxponocuran HMOTOKOBOrO OTOKOBOro Cuuxponocinan
asi mugpy A mugpy B s
— e ¢
3amurdposane
nogigoMaeHHs
Binxpare | f f . Biaxpare
nosinoMien ol B ol I | " nosigomaen
e Kanas 3’s3ky Hs
Kpanro- ) Kprnro-
UepeTBOPeHs . nepeTBOpeH s

Pucynox 2.2 - Cxema nigifiHoro sacexpevysamss

Cnix Takox Bif3HAuMTH, IO B GaraThox OnOKOBHX WH(pPax cymapue
kpumrorpaiine mepeTBOpPEHHA € HOCTJOBHICTIO (3 MOXKIIUBMM ITIOBTOPEHHSM i
uepeyBaHHsM) €leMEHTAPHHX IHOpiB, 3aCTOCOBAHHX X0 GNOKYy TeKcTy, 1o
mmbpyen,c;I, a60 N0 nojamBMHX HOTO NPOMIXHMX CTaHiB. 3 BpaxyBaHH}IM
HABE/IEHOTO, BUBYEHHS eleMEHTapHIX MA(piB BHKITHKAE CaMOCTIHHMIH inTepec.

2.2 BaacTuBocTi eleMeHTapHAX IAdpis

epecranoBkoio S MHOXHHH TiTHX SHCEs {1,...,n} ﬁasuBaeTch
pe3ynbTar (06pa3) B3AEMHO OJHO3HAYHOTO BiNOGPAKEHHS AAHOT MHOXHHH Ha
cebe. ‘

3aCTOCYBAHHS TEPECTAHOBKH K cHCTCMH IMQPYBAHHS 3BOJHUTECS O
HepeynopsAKyBaHHA ITOC/iA0BHOCTI CHMBOJIIB Bl,T.[KprITOI‘O TEKCTY.

Js Toro, mob TIOKA3aTH, IO CHMBOI nepeMlmemm 3 nozuii o-(z) B
TIO3HIIiI0 igel<i<n, BnKOpnCTOByeTLca 3a1mc = (0'(1), ..,cr(n))

Haranaemo, mo YHCNO pisHAX IIepeCTaHOBOK LIMX HHOEl {l;...,n}
mopisrroe nl=1-2...(n— l)n '
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- Ha mpaxtuni OgaHy BemuuuHy- JUIL JOCTATHEO - BEJIMKHX - 7 3PYYHO
oliHBaTH 3a jonoMorow Gopmynu Cripainra: '

n=2m n"e™" (1 + 0(1)) i -

Hanpﬂman, o n=27 3aralbHe 4HCIO KIIOYiB IHGPY IepecTaHOBKH
nocsarac semiummn 10%°, mo npH cydacHoMy POSBHIKY OG‘IHCJ‘I}OBaJIBHOI
Texmm € JOCHTB BEJIHKOIO BEITHHHHOIO. .

Hexail Maemo BijikprTe noBigomiensas T = {t,’,t‘z' N } 3 1 3NEMEHTOB,
TONi B _pe3yibraTi- 3acTOCyBaHHsA BimoOpaxenHs X:7 —§ orpuMaemo
1M GPOBAHUH TEKCT ¢, —> 5, =1,(y, 1< isn

Hampuknapn, Bmxpme IIOBllIOMJIeHH}I KUiB micns  3acTOCYBAaHHST
TepECTaHOBKY X= (3421) HepeTBOpUTRCS B mHdpoBaHuii Teker IBUK.
BiHOBIEHHS BIIKPHUTOTO . TekcTy (po3mmdpyBaHHA) 3  MHQPOBAHHX
HOBiZIOMIIEHE BUKOHYETHCS aHANOTIYHAM YHHOM 3 BHKODHUCTAHHIM O0EPHEHOTO
TiepeTBOpeNHs, ¥ HamoMy Bumaaky & =(4312): {IBUK}—{KHUiB}.

V sunanky texery T OOBiIbHOL ‘DOBXHHH N ImH(P MepecTaHOBKH
BU3HAYAETBCS AK TOCHIJOBHE 3aCTOCYBAaHHS IEPECTAHOBKM L 10 GuOKiB
(thparmenTis) T (k), k 1, ,
uopmmoe n. N

N BiIKpPHTOTO TEKCTY, JOBXHHA KOXKHOIO 3 SKHX

SIKimo KoBxHHA TeKCTy T = {T(k)},., 1e KpaTHa JOBXHH] MEpecTAHOBKY,
TO OCTaHHill 610K HONOBHIOETHCS ACAKHM HabOpoM CHMBONIB andaBiTy At
OTpUMaHHS ZOBKHHH, KPaTHOI 7.

BimMitMo, mO 718 KOXKHOTO *3  OJIOKIB . BIZKPHTOIO TEKCTY MOXKe
3aCTOCOBYBATHCE CHOA IIEPECTAHOBKA Z,, mo 30UIBIIye 3araibHy KLIBKIiCTD
BaplaHTlB KITIo4iB Zo BemuunHE N (n), ne N JOpiBHIOE YHCIY OnoKiB, fKi
mudpyemo. .

Hamuii  meropt  mubpyBaHHS — 3aCTOCOBYETHCS B, amaparypi
3acexpe€yBaHHa MOBHHX HCBi,I[OMJIGHB Tax 3}3aﬂoro, MO3ai9HOTQ THITY
(anarnorisa Mo3aum i NepecTaHOBKY O4CBH/HA).

Ha npmcnam CprKTypHOI CXCMH, HaBEIIeHOI Ha puc. 2.2, MOXHA
TOBOPHTH, INO TEHEPATOPH HOTOKOBHX . mmbpna A i b amaparypu
3aCeKpedyBaHHS MO3aiJHOIO THITY CTEOPIOIOTH OC/IZOBHICTS IEPECTAHOBOK X,
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i X;', 3a° momomororo SKMX 3AIHCHIOETHCSNEPETBOPEHHS BiNKPHTOTO i
3ammgpoBaHOro MOBLTOMIICHHS BIATIOBI{HO.

Miugp nepecraHoBKH, 32 BU3HAYEHHAM, PYHHYE CTIHKI CIIONYH9eHHA Y
BifiKpuTOMy Texcti. B Toif uac, xinbkicTs onmsakoBux 6yxB B MH(poBamoMy
TekcTi TOYHO BifmoBinae iX KiNBKOCTI y BiIKPUTOMY TEKCTi, ‘mo B TepMiHax
neporoi Mozeni Bimcpprro'ro TEKCTY BHPaXKA€TBCA MK PIBHICTS Bimmosimumx
HMoBipHOCTel 3ycTpivi pi3HHX 3HAKIB: '

Vi, j MaeMicie p,; =P{t,=j}=P{s,=j}=gq,.

Hs BruacruBicts € odepupHoio cnabkictio mmdpy, OCKiNbKH,
BUKOPHCTOBYIOUH CTaTHCTH4IHI Kpurepii (mmB.  Hwxde «Meromu redepanii
KIIOYOBUX TAHHX»), IpH ROCTaTHiH JoBXWHI IMHQPOBAHOTO TOBINOMIEHHA B
ingopmaniHHOMY MOTOLI MOXHa JIETKO BHABHTH BiNOBIAHI MH(POBKH.

ToTiM 32 KOXHAM IME(GPOBAHAM TEKCTOM TAKOXK CTATHCTHIHAM INISXOM
MOXKHA BCTAHOBHTH JIOBXKHHY IIGDECTAHOBKH Ha OCHOBi BJIACTMBROCTI
conywerocTi OyKB BiIKPHTOrO NOBiIOMIEHHS a60 TaK 3BaHMM METONOM
IepeBipKy cTaHAapTHOT ¢pasu. »

TaxuM 9uHOM, NMPH AOCTATHRO BEMMKIH KLIBKOCTL JIOITyCTUMEX KITFOUiB
mudp TepecTaHOBKH 0e3 :;acTocyBaHHﬂ HONATKOBUX 3aXOJiB He MOXe
BBAXATHCS ZOCTATHBO CTiMKIM. ‘

Tlpm sHamisi yckiagHeHE mmbpy TIEPCCTAHOBKH  BUKODHCTOBYIOTECS
BJIACTHBOCTI NiICTAHOBOK.

HixcranoBkolo X crenmeHs m Ha MHOXHHI A 3 m enementin
Ha3UBAETHCA BIACMHO OXHO3HAYHe BimoOpakeHHs MHOXURH 4 Ha cebe.

TTizcTaHOBKY 3aUCYIOTh Y BUNISAL JBOPAAKOBOT TabmuILi:

0 1 .. m—-l) (1]
X= = .
Xy X| e Xpy X,

v X o

ITizcTaHoBKH MOXHA MHOXHTH 33 ndennOM: Y= .
. . A : x, yXi . yXi
_ MHOXuHa BCIX MiICTAHOBOK CTENEHs 77 'C IPYNOI0 38 MHOXKEHHAM.
IMudpovM npocroi 3aminm abo  GararoandaBiTHO0 IIiICTAHOBKOIO
HA3WBAETECH  Kpumrorpadiume NeperBOpeHHS  BiEKPHTOTO  TEKCTY B
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umépoBapnii X : T —» S, IpH SKOMY CHMBOJY BUXiHOTO TEKCTY 1, \.gignogizxae :
CHMBOJI-MHPOBAHOTO TEKCTY-S = X(t ) L e g e
' MHoxcpmy BCiX I'Il)lCTaHOBOK HalI 'z, Hanam 6y11eMo no3naqam K-
s(z,)- ‘ } o o
" Harapaemo, mo rpyma S(Z ) BizgnocHo omeparii KoByTKy Mé}e Tam
BJIACTHBOCTI. T
1. 3amMKHYTICTB: JOOYTOK ABOX mificTaHOBOK X, i X, € T ICTAHOBKOO:
XX, eS(Z,,,). Hana BnacTHBiCTE B TepMiHax IH(pY 3aMiHM O3Hadae, IO
JBOKpaTHe 3aCTOCYBAaHHA HpocTol 3aMiHyM eKBiBaneHTHO mesdkill Tpetilf 3amiHi.
Tobro, crilfixicrs mMUpyBanHs gizi HBOTO He 301IBIIYEThCS,
2. Acouiamm{icﬁ;: pesymstar m06ytky X,X,X, He 3amexurs :Bi‘gb

TIOPSAKY PO3CTABIAHHS HYKOK. -
3. IcHyBaHHS OEWHHII: [iCTAHOBKE, BU3HaYeHa K E = ( ] s

e omuumnero S(Z,, ) BimHocro onepauii Muoxenns: Vxe S(Z,) EX = XE=X .-
4. IcHyBanHs o6epHeHoro eNeMenTa: IS 6yn5—sncox mncraﬂosxn X
ic_'ﬁye €/ oﬁepaeﬂa IIII[CTaHOBKa X ' ";IKa 3a,1101aonbw{e YMOBY
XX'=X'X=E.
~ Bsaemno QﬁepHGBHMH i JCTAHOBKAMH €:

x 0 1 .. m—1 Ly [T Xy
= 1 = .
N C. - - 12 ... m-1

m-1

dakTUuHO, OCTaZHHI BUpA3M | € KNOYaMHM 3ammMpyBaHHs i
posum@pysania. KimbkicTh pisHMX KHOYiB NOpIBHIOE MOPSIKY CHMETPHYHOI
rpymH miacrarosok S(Z,,) i nopismioe m!.

Kpurrorpadiune nepeTBopeHHS X, $Ke BU3HAYAETHCA KIIOUEM
k=(X,.%;,..X,), neX esS(z) i ICHy€ xoua 6 ozjHa napa i#j, nus axoi
X=X, Ha3HBa€TLcsl mmprM KOJIOHOIG  3amimn - 66 mnﬁ)pom
GararoajadapiTHoi nincmgonxn “_:nlepio,uy_, 1, SKIO -.CHCTEMR,  PiBHAHB
o pyBaHHS - TMOCHAOBHUX -~ . n-TpaM BHXiJHOTO .. .. TEKCTy
(Fistysesest,) => (815855058, ) Ma€ BUTIIT: 5=X(t,), ne i=1,2,...,n.
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Haji0Li1p1n BaskIIMBIMY “BIACTHBOCTAMHE IS OIMIHKHM CTIKOCTI uudpy
mpocTol 3aMiHH € HaBeeH] HIDKUe,

-1. BmactuBicTh 30epekKCHHS CTPYKTYpH: OCKLIBKM BHXIOHMH TeKCT
1uudpyeTsest HOCHMBOJNEHO, TO U WHOPYBaHHE ~ M-TpaMu
(tistssemvs@seensty...t,), y SKOI CUMBOMH Ha MicUSIX 7, j piBHi, TO6TO 36iraroTscs,
6yze OTpUMaHA N -TPaMa (8,,8,,.+.,b,.+.,b,..:5,), y IKOI CHMBOIH Ha MicIIX i, J
TaKoX PIiBHI. -

2. Hexait X — mincraHoBKOBa MaTpHI, BiINOBigHA migcTaHOBNi X :
X =||a,, s =0.

Hesaxxo nepeKoHamcx, IO pO3MOAiIM HMOBipHOCTEl 3HaKiB
Buucpmoro 5=(01Pys s p,,) i nmcprBaHoro 7=(9,,9,5-.-,9,) TexcriB
I'IOB '13aHi cHiBBiAHOMEHHAM 7 = Xp .

=1, axmo j = X(f), inakue, q

‘j

Ocranmiff BHpa3 MOXHA y34TalbHMTH Ha BHIAIOK I Jukiziine
HiJICTaHOBOK (X,,X . ¢ n), PiBHOHMOBIPHO i He3aNexXHO, sAKi OOHPAIOTH JUIA

3amu@pyBaHHs BIIKPHTOTO TEKCTY: 7 =n" (Z)? i)ﬁ
¢

3 OCTaHHEOIO BHpa3y MOXHA 3po6nm BHCHOBOK, LIO IIpH 3pobireHux
IPANYINeHAsSX i 36iTpmMenHi gncna’ plBHHX IIlIICTaHOBOK, BHKOPHCTOBYBAHHX
A TmAgpyBAHHS, iMOBIDHICHI XapaKTepUCTHKH mHQ)pOBaHoro TEKCTY
HaOIIKAIOTECA X0 PIBHOMIPHOTO po3mOALTy. IHTYITHBHO $CHO, IIBHAKICTE
HaOMDKEHHA 3aJICKaTHME Bifl CTPYKTYDH MiJICTAHOROK.

BifzHauuMo OJUH BAKIHBHI OKpeMmii BHIIamoOK GararoangasiTHol
T ICTaHOBKH.

 TTimMHOXKMHA MiACTAHOBOK 3CYBY

C,={c¥es(z,): c®=| ’ ,k=0},..,m~1
IS z+kmodm

HasuBaeThes cimeiicreom mugpis Hesaps.

Bnpasa. losecty, mo C,, - KOMyTaTHBHA MIATPYNia CAMETpHYHOY rpynu S (Zm).
Brasiexa. OGepHeHO0 TijcTanoBKoo o C* e 9,

Brpasa. Hexait gana migcranoska 1lesaps Cc? 3 BepxHiM psaakoM (andasiTom)

BUTTIANY
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v;(ABBrﬂExcsnfmmmonPCTy@mtuummmaxdﬂ :_‘).5

Samudpysatn HOBI,Z[OMJIeHHH (KOHTPAKT HA I'IOCTABKY) 3a
JIONTOMOTO10 IIiCTAHOBKH c®,

Binsmauumo, mo BukopucraHHS onmiel minctamoskm Ilesaps me
3abesnedye HaBiTh MiHiManBHO criifkocti mMdpyBanHS, ToMy mo npu
HAsBHOCTI JOCHTE KOPOTKOTO IIM(pPOBAHOro TeKCTy mepeGopoM m BapiaHTiB
i ACTaHOBKH MOYXKHA IOBHICTIO BiTHOBHTH CHpaBXHill Kmo4. Y Hamomy
NPHKTIaAi Maemo TeKCT JoBxHHOK 20 CHMBOJIB, 3 HUX pi3HuXx BCsOro 11, Ha
OCHOBI AKUX NIPAKTHIHO IIOBHICTIO MOXHA BiJHOBHUTH KIIOY co,

" Binsmm cKmanHuME s ,neumq)pyBaHHﬁ KpHOTOCACTEMAMH € mubpH
saMiHK, IO 6asyroThCs Ha MiJCTaHOBI TPYN CHMBOJIB, HANpHKAam, Girpam
(mugp Ineiidepa) abo m-rpam (mudp Xinna), V Toit ixe yac BOHH CKIAHIMI
71t peaizanii i BUMaraloTs JOCHTE BETHKOTo 0GCATY KIFOUOBOT ingopmanii.

YV mnani DigBUmeHns cTifikocTi mMbpysaHHS Gimem edexTHBHEM €
3aCTOCYBAHHs! IH(PY KONOHOIO 3aMiHH, sKuil BU3HaYaeThes GasoBMM HabopoM
PiSHMX  IJCTAaHOBOK k= (XI,X [YR. ¢ ) i nocninomicrfo immexcip
r:{yl-,yz,---}, o BCTaHOBIHOIOTL TIOPATOK BHKOPHCTAHHS TiCTaHOBOK i3
3a1aHOTO HaGopy. ¥ muX ymoBax mm¢p KOTOHOO 3aMiHH IS TIOBiMOMJICHHS
T =1,1,,... BUSHAYAETHCS TAKAM GHHOM:

ET,(X,, X,,... X, T)=X, (t).X, (,)...

Hocminosuicts  impekcis  ['={y,,%,,-}  HasuBators - ramoro
g pyBaHnas abo KIIOYOBHM IOTOKOM.

Oxpemum BrmanxoM mmppy KOJOHOI 3aMiHM € WH(D raMyBaHHSI,
comu 3a 6a30BHH HAOIp IIACTAHOBOK BAKOPHCTOBYETECH CIMEHCTRO HiJICTAHOBOK
lesapsa, a sBuxigumii Texer Buraamy T =#,l,,... TICPETBOPUTLECI B

samndpoBanuii TeKCT S =s,,5,,... 3@ IPABUIOM:
s = C(’")(t,.) =(t, +7,)modm.

YV 3anexHOCTI Bil NpPHWHUMIY reHepauii raMd MHQpY 'pO3PI3HAIOTH
ICpiOMIIHI 1 BUIaIKOBi (HEMOBTOPIOBAH]) I'aMH.
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lama omdpyBaHHS HAa3HBAcTBHCA NEPIOANYHOI0, SKIIO iCHye HEAKe
p>0 taKke, mo Viy =y, .

Y 1BOMY. BUI/IKY NIepioiMyHAM HasUBaeThes i caM mmbp. ,

Ho'ryxcmcrb MHOXHHM KTOYiB IepionyHoro mnq)py raMyBaHHs
nopisaioe m” HpPI TICEBIIOBUIAAKOBHX MOCHITOBHOCTAX [ = {;/1,7/2, S

BEJTHKUM IIGplOlIOM GararoandapiTai CHCTEMH € MyXe CTIHKIMH.
TIOLINE cnoco60M OTpHUMAHHS TAKHX TaMOBHX

IIOCHTL IIOIHHEC_“ ™M
nocnifoBHOCTEH € 3aCTocyBaHH51 IlaT':IPIKlB [ICEBAOBHIIAIKOBUX YHCEIL.
Hajtani i Meroxu Gy yTh pOSIVSHYTi JOCHTD OKIAAHO.
Bnpaea. Tlokasatd, wo s TepioaMYHOro MU(BPy KOIOHOW saminn

. . . . m!
TIOTYXXHICTh MHOXKHHH KJIIOYIB 3 #2 MIJACTAHOBOK CTCHEHA M ,I[OplBHIOG n!.
: n

SIKIIO MOBXHHA TaMH WMGPYBaHHS IOPIBHIOE HOBXKHHI BiAKPHTOro
TEKCTY, @ ¢aMa raMa - PiBHOHMOBIpHa i BHKOPHCTOBYETHCS TUIBKH OOUH pa3, TO
Mae MiClle BMIAJOK CHCTEMH OJHOPAa30BOTO BHKODHCTaHHA 260 mudpy
BepHaMa, Ha3BaHOTO Ha 4eCTb iHKEHEpa aMepuKanchkol komnarii AT&T, axuit
3anponoHyBaB y 1917 poui Bignosi i MeTox mu(pyBanns.

V Toif "ac KmoY 3anucysaBcs HA Taneposiit crpiuni. Koxwma Gyksa
BHXiZHOTO TEKCTy B haTHHcLKOMy angapiti, pPO3WMPEHOMY JEAKHMH
JIONIATKOBHMH 3HAKAMH, CTIOYATKy NEPEBOIACS 3 BUKOPHCTAHHM Koy Bonio B
1’ srabitosnit cuMBoL. JIo IOYATKOBOro TeKCTy B KoAi Bofo im0y fonasases 3a
moxynem 2. Teneraiin dipmu AT&T 3i 3unryBansHuM npucrpoem Beprama Ta
obnagnaHHAM g MHGOPYBaHHA BHKOPHCTOBYBABCA B Kopmyci 3B'SI3KY apmii
CHIA. '

- OCKiNIBKH CTIOYATKY 5K HOCIH Kmo9oBol iHopManil BAKOPHCTOBYBaIACS
3BuuaifHa riepQ)ocx*pqua, aB anaanOMy - crienianbHUM YHHOM BHTOTOBIEH]
OTOKHOTH, T0 Hemeo [ IO3HAYEHHA TaKol CHCTEMH BRKOPHCTOBYIOTH TaKOXK
TepMiH omiopasosa crpltnca " i "onHOpazoBHil GrokHOT".

ITpuknan mmbpy ramysasug 3 kimodeM (OJHOPA3OBAST TAMMA ).

3ammudpyemMo TeKCT (BBIHOI[HI/I _ TPAH3AKIIMIO) 3a ,Z[OHOMOI"O}O
IBOro KoY,

Indpysanns 3py4Hinle BUKOHYBATH HULIXOM AOAABAHHS 338 MOJIYJIEM
33 pimux gyucern - HOMeEPIB Titep B andasiTi, IOYHHAIOUY 3 OXUHUIL, :

* Iicns HePeKOMYBAHHA, NONABAHHS "1 IOBTOPHOrO ' IIEPEKOAYBaHHA
OTPHMAEMO TaKe MH(POBAHE HOBITOMICHHS: ‘
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g 3 e e

BBLINOJIHA_TPAH3AKIIMIO . . 03 28 16 15 12 14 09 33 19 17 01°14 08701 ...

OJIHOPAZOBASLTAMMA_ 15 0514 15 17 01 08 15 03 01 32 3304 01 ...
C_93bOPOXC_HJBUBMIO 1833303029 15171522 18 33 14 12 02 ...

Iludp ramysarus 3abesrnedye BHPIBHIOBaHHA HMOBIpHOCTEH 3ycTpidi
3HaKiB MH(POBAHOro TekcTy. OYeBUIAHO, AKIIO0 MAEMO POMONIN HMOBipHOCTEH
3yCTPiYHOCTI 3HAKiB raMuu (g,..g,), TO PO3IMOMLT iMOBipocTell CHMBOINIB

IHI/I(i)pOBaHOIO TEKCTY OIHCYETHCA TAKOK CHCTEMOIO piBHﬂHL:

4, = P18+ P18+t P&
9 =P8t P28n ot Pr8as

Gy = Pi&nt * P28z + ot P8t

Bnpaea. Tlokasat#, INO Yy BHNAIKY HESAEKHAX, piBHOMipHo
POSHOALIEHNX 3HAKIB TaMM 3HAKU LIMQPOBAHOIO TEKCTY Gynyu. poano;unem
Takok piBHOMIPHO.

 udp CHCTEMH Ha OCHOBi ramu OXHODPA30BOTO BHKOPHUCTAHHH, K Oynie
TIOKA3AHO Jai, € IOCKORamMME MONO CTifikocti. OpHaK ix 3aCTOCYBAHNA IS
3abesneycHHs KOH(pmeHumHocn nepenaBaHol impopMauii' 'y GAraTLox
BHIIAAKAX NPAKTHIHO HEMOXIJHBE depe3 Ipobremu 3 reHepameIo Ta
PO3IOALIOM BeTHKUX 00cATiB KIIE040Bo] indopmarii.

Kle mubpis MOJTyTIEHOTO  TaMyBaHH 1CHyroT1> mmppn o
BHKOpI/ICTOBYIOTL immi onepann Ans BijtoGpaxeHns napn (t 7) Blmcpnmn
TEKCT-ramMa B 3HaK mmprBaaoro TEKCTY: ¢ = fv(t, 7). o

®yuxnin f, semge coforo obepHeHe TabNHYHE NEPETBOPEHHS, IO
BHKOPHCTOBYETECS Ha TaKTi mncppyBaHHx v Taki mmbpH HAUBAIOTHCH
um$pamMys TabIHMHOTO raMyBaHHs. : '

BaxmuBoio XapakTepHCTHKOO MH(PIB KONOHOIO 3aMiHHU € CTiliKicTs y
pasi IOBTOPHOTO BnKopncTaHHx ramMu mmbpyBaHHx pH HesimoMoMy OazoBOMy
Ha60p1 TiJICTAHOBOK. . .

"V - roif ke wbac- mOTpiOHO - Bi3HAUMTH, IO i ~6araToan¢aBiTHi
OifCTaHOBKA, B INPHHIMNI, KOCTYNHI KPHITOSHAJITHYHOMY ~AOCTiIKCHHIO.
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Kpuroctiiikicts GararoangasiTHix ~ cuCTeM pi3KO TNamac 3i 3MEHIIEHHAM
HOBXHHH KIIOYA. ‘ S . '

2.3 Teopema MapkoBa

Koporkuii oOrvisg OCHOBHMX THIIB -IMH(PCHCTEM He Moxe Jath
BUYEPITHOTO YABJICHHS TIPO BCE PI3HOMAHITTSA CHMETPHYHHX CHCTEM, OfHAK JUIst
daxisis B raxysi MeremxmenTy cucteM 6esnexn ITC nporo BBeeHHA, Ha HamTy
IOYMKY, OUIKOM JxocTaTHbo. TuM Ginmpine, IO HacTynHa TeopeMa J03BOJsIE
HpeJICTaBUTH, B L{inoMy, Ge3iiiy IpaKTAIHO NPHAITHNX ImdpcrcTeM. ‘

_Teopema (MapxoB A. A.). Byne-sxuit mh@p, SIKHit 30epirae KOBXUHM
HOBiIOMIEHE i He PO3NOBCIOIKYE CIIOTBOPEHB THITY 3aMiHK CHMBOJIY, IOJAMO Y
BUIVIAA] KOMIO3KUiT 1MdpiB epecTaHOBKH 1 KOTOHOIO 3aMiHH.

TakuM YHHOM, HAWGUILIME iHTepec 3 TOYKM 30py TeHepanii KIIOUiB
MaTHMyTh TOCIZOBHOCTi HE3IEXKHUX BHIAAKOBHMX BeMMIHH (ramu mmdpy) i
SIKiCHI TTiICTAHOBKH.

V Buma[Ky KaHaly 3B'3KYy 3 3aBallaMi, B Pe3yNBTaTi sSKux Moxe 6yTH
HpOIyINeHA ONMH CHMBOJ, DpaKTHYHC 3HAUEHHS Ma€ HIDKYEBHKIajeHa
TeopeMa.

Teopema. Byas-sxuif nmdp, IO He NOMHPIOE CIOTBOPEHb THITY
3HUKHEHHsS CHMBOJIB ¥ IH(POBAHOMY TEKCTi, € abo muhpoM IpocToi 3aMiHH,
a60 no6yTKoM MGy NpocTol 3aMiHK T2 MuGpPy NepPeCTaHOBKH, IO HOJArac B
iHBepcHOMY (3BOPOTHOMY) HOPSIIKY 3aIHCY TEKCTY.

Crig 3asHaymTd, Mo Kpumrorpadiddi Merofdm He DpH3HAYEHI Jid
6opoTH0U 31 CIOTBOPSHHIMH B KaHANI 3B'43KY.

Jina mmpimenHs sixmoBigwx mnpoGreM CHiX 3acTOCOBYBaTH iHIMI
MeTOZH, HAIPHKIIa, 3aBaflOCTilke KOMyBaHHS.

IIntauns go posgixy 2
1. 1o Take KpUIITOCHCTEMA IOTOKOBOTO THITY?
2. Ulo Take kpunrocucTeMa GIOKOBOTC THITY?
3. Ilo Take monepeane nMbppyBaHHA?
4. o Taxe miniifge mudpysanns (iniiine 3acekpeTyBaHHsM)?
5. Yoy Heobxinna CHHXpOHI3ais B TOTOXOBUX INH(pax?
6. SIxuif MaTeMaTHIHHUN 00'€KT HA3HBAETHCA ITiICTAHOBKOIO?
7.

I11o Taxe mudp mpocroi saminu?
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8. Sxnpawoe mmp NepecTaHoBKE? i

9. JSlx BnamroBaHHi NIHGP KOTOHOIO 3aMiHA?

10. Sx pnanrroBanui mmbp Lezapa?

11. Sk BimpisHuTH 3a nmdprexcroM mupp npocrm 3aM1Hh i mmbp
MIepPeCTaHOBKH 33 JIOTIOMOTO0 JaCTOTHUX XapaKTePHCTHK? :

12. 1o Taxe nepiox ramu mudpysanag?

13. Sxi yMOBH . 33/(OBOJEHAC TaMa B abCcoIroTHO CTlHKOMy mmppx_
Bepuama? ‘ :

14. fAx (l)opMymoeTch Teopema A A. Map_xoxia?

15.-UYm . ‘e -xpunmrorpadiumi . cmeremu  3acoboM  Goporsbm  3i
CIOTBOPEHHIMH. B KaHAaJi 3B'I3Ky? '

(A3 A
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PO3ALI 3 MOZ[EJII 3AI" PO3 BE31'IEKI’I KPI/IIITOCI/ICTEM

3 1 ®opmansna Mogeas 3arp03

ToBOpSaM TpO 3arposy GesNeKH KpHITOCHCTEM, 3AYBAXAMO,; IO
ZIOBECTH CTiMKiCTh KpPUIITOCHCTEM HEMOXITHBO 6e3 dopMarisadii IOHATTS
criffxocri, JuIs Woro moTpifHO, mo-nepie, cHOPMYTIOBATH IPHITYIIEHHS MpPO
MOXCUTHBOCTI NOTEHIHOTO 3NOBMHCHHKA, a TI0-IpYTe, YTOUHHTH 3aBJAHHS, IO
CTOITh Tiepex HuM. Pi3HUM MOMCOIMBOCTSM 3NOBMHCHHKA BifHOBIfaloTH pi:mi
BH/M ATaK, 2 3aBIaHHIM, IO BHUPINIYIOTHCS B XOAL iX' nposeneﬂnx - 3arposH
Gesnexn KpuITocHcTeMu {2, 3, 7, 8].

TMix 3mosMucHMKOM OyfeMO PO3YMITH ~aHANiTHKA, AKHH Maec TeBHi
3HaHHY B ofmacti kpunrorpadii, ocHameHMd [EAKHMMH TEXHIYHAMH Ta
AporpaMHuMH  3acobamu. Mera 3MOBMHCHEKA - TOHIYK ~ciabKocTell B
KpHUIITOCHCTEM] IS CTBOPEHHS TEXHOIIOTHT ofoaaH s 1i «3aXHCHHX 6ap'epipy.

" IIn7' KPHNTOCHCTEM pO3DI3HAIOTE HOTHpH piBHI  MOMGIHBOCTENR
aTaKyIOuOl CTOPOHU. o e

1) ‘HynsoBuil; BUNAAKOBUH 3JI0BMHCHHK CHCTEMH Ge3NeKH, 110 BOMOAIE
3BAYAliHOI0  OOYHMCIIOBANBHOI = TEXHIKOW, - OONamHaHHAM, IIPOTPaMHHUM
3a0€3TIeUESHHAM 1 «030pOEHHH» 3araTbHUMH Bl,IIOMOCTﬂMI/I 3 IIUTaHb 3axncry Ta
Gesnexy TelleKOMyHiKatii; ‘

2) Tepmmii; 370BMHCHUK crcTeMu Oestiexu jobGpe 3Hae ocoGimBocT
no6ynosH 1- GyHKIIOHYBaHHS KOMIUIEKCIR 3axi«ICTy indopmanii, BUKOPHCTOBYE
criemianeHi  (Xakepcoki) mporpaMui  3acobH  Ta HaWGLTEII  mOTyXHY
HIHPOKONOCTYIHY O6UHCITIOBAIBHY TEXHIKY; ‘

3) Jlpyruii: 37TOBMHCHHK Kopndpamﬁoro THIY JOJATKOBO /10
MOMITHBOCTEH TONIEPeHbOTO PIBHA Mae B CBOCMy pO3l‘IOp5[}DKeHHl (blHchosy
M ITPHMKY TOTYXHOI Gi3HeC-CTPYKTypH;

4) Tperii: 3MOBMHCHHK ~ cHCTeMH Oe3leKH Ma€ y  CBOEMY
POSIOPSIKEHHI Haykosi, Texuiudi Ta (iHaHCOBI MOXIHBOCTI crenianbHOI
ciryx6u ofuiel 3 MpoBiTHUX KpaiH CBITY.

CrifiKicTh KPHIITOCUCTEMH BH3HAYAETHCSA BITHOCHO MOMIIMBHX 3arpos i
ix peamizariii, TOGTO KOHKPETHHX aTakK Ha CHCTEMY.

3arpo3d KPHUITOCHCTEMH XapakTepH3YIOTh 3aranbHi  MOMUIMBOCTI
NOTEHIi{HOrO 3MOBMHCHHKA IIpH IOpymeHH Koudimennifimocti Ta
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iMiTozaxumenocti  (UiticHOCTI, }IOCTOBlpHOCTl HOBmOMHeHL) 3axmneH0ro
inpopmaniitroro obMminy, a He KOHerTHl MeToIH (anropuT™H) i 3AifCHEH .
Onuiv 3 HallBaXCTHBIIIIX Hanpmvnus HOCHI/KEHE B TEOPETHYH
xpunrorpadii € CTBOpeHHS cHCTeM, CTIfKHX [0 BCIX MOXIHBHX 3arpo3 (uasite
TaKHX, iMOBIPHICTh HACTAHHA AKHX BITHOCHO Mana) o
Hpr usoMy mnepeabavaerncs,, . mo 3JIOBMHCHHK B. 3M03i - HpOBECTH
HaH6UIBIII edeKTHRHY 3 ycix MOXTHBHX aTaK. .
Heonum
| 'a6comomo cnmcoxo B HOBHOMy po3yminHi m,oro _BHpa3y, a TUIBKH CTilKOIO B

(_v,nuncpecnnm IO HisKa Kpnn'rocncmma He Moxe Gym

; 'paMKax KOHerTHOI Mozeinl 3arp03 Co . .
' TIpUKNAmoM [BOTO MOXeE CIYXKHTH mup BepHama, abCOMOTHO CTikKui
NPOTH NACHBHOTO MifCAYXOBYBaHHS, alle BiH ,HE YCyBac MOXIHBICTE
HaB'A3yBaHHA OCMHCJIEHO! HeNpaBIiBoOi iH(bopma_L_I_ii' +Y BHIIAAKY aKTHBHOTO
* 3II0BMHCHHKa, IKUH 3HAE NUITHKA BiIKPHTOTO TEKCTY.
B IHIMM BiOMHM IPUKIANOM € KPHIITOCHCTEMA IPOCTOT 3aMinm, cTifika y
BUNIAJKy KOPOTKHX mn@ponaﬁmk HOBiJmMneHB ‘ane Hecrifika IIPOTH 4TaKd 3
BHKODHCTaHHAM (ParMeHTiB Bmxpnmx TEKCTiB,
' Ha opakremi. Kpnmocncremm : Buxopucmayxomcx B cKrazi
06 HCITIOBANLHIX Mepesk abo CricTeM crieniansHOro 38'13Ky-(puc. 3.1).

Jo cknany rmommtmox CHCTEMH 3B'S3KY . BXOASTh mudpatopu A i B,
"I.Ieﬁ*xp reHepalii Ta yIpaBNiHHA KIIOYaMH, mepexka a6o nimis 383Ky,
aboHeHTCEKi ycraHoBKM THIy TenmedoH, haxc abo apToMarmioBaHe pofode
micie. [loctaBka KmouoBoi indopmanii SmificHIOETBCS: “3a  JOTIOMOTrOI0
cnéhianbuo'f Ho1rroBoi ciryx6u abo 10 3aXMINeHNX Kagaax 3B'13Ky.

AHaJ'IlS yMOB (QyHKI[iOHYBaHHS MOJENI,CUCTEMH CIICI{albHOTO 3B'A3KY
lIO3BOJ’I}I€ BHSABHTH OCHOBHI 3arpo3H ii Gesmen, o MaroTs 0coGmHBe 3HATEHHS
1A BEOOpY NPaKTHYHEX BapiaHTiB MOGYAOBH CHCTEMH, BUSHAYEHHS NEPETiKy
opraHi3auiﬁHHx i TexmiyHHX 3aXomiB 3aXUCTY mq)opMauu, “OLiHFOBAHHS
JOCTATHOCTI 3aX0AiB NPOTH BUABIEHUM 3arposaM. T
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CneujanbHa docmasexa

Iepexonneis. Mepexa abo fpacayxosyeanns, 4 S
FIEMIN : NiHIA 38'A3KY _ < imimayist:
: S CNomeopeHHs"

Pucynok 3.1 - Kpunrocuctema i 3arposu ii 6esneku

Jlo HEX CJIiJ BiTHECTH MOXIHUBICTb peasti3allil pU3MKiB:

- TepexoruieHHs . 3awu(ppoBaHMX  ITOBIJIOMIEHb . i  IIPOBEAEHHS
KPHNITOAHANI3Y 3 METOIO BIXHOBJICHHS X 3MiCTy 260 PO3KPHUTTS KIIIOUiB;

- TepeXOMIeHHs KPUTHYHOI iHpopMmaiii npo pobory mudparopis 3a
PAXYHOK  TEeXHiYyHMX  KaHaniB BMTOKY  (moGiyHi  eNeKTpOMarHiTHi
BHIIPOMIHIOBaHHS, HABENEHHs, aKyCTHKa) 3 METOK CHpOMISHHS 3aja4
newvppyBaHHS;

- KpajikKka KTIOYOBOi Ta iHIIOI KPHTHYHOI iH(popManii BHACHiNOK
He0GPOCOBICHHUX Mil 3 6OKy 06C/IyroBYIOHOr0 NEPCOHaly 4 KOPHCTYBa4iB;

- Ti/ICTTyXOBYBaHHS, IEPEXONICHHS Ta MaHinmysnii (miapobka) 3 1aHnMK
B KaHaJli 3B'S3KY;

- MOpylIeHHs AOCTYNMHOCTI Ta wijicHocTi iHpopmauii B pesynsrari
3I0BMHMCHOTO €JIeKTPOMArHiTHOrO BIUIMBY (EleKTPOMATHITHHH TEpOpH3M),
TOpyLIEHb €NEKTPOXKHMBIICHHS Ta iHIIAX TEXHI4HUX (aKTOpiB.

. Oco6JIMBO CNiA MiJKPECTHTH, IO BaXKICTh MOXJIMBUX HACHIAKIB s
Ge3neKy. CHCTEMM MOCHJIIOETHCS Y BHIMAJKy OJHOYACHOI, peasizaiii AEKLIbKOX

3arpos.
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3.2 Araku Ha cmwerpn-mi i acHMeTpH4Hi mu(bpcncremn

‘ Y HAYKOBHX Bunammx (OCHTE NOBHO ONHCAHI MOXKIHMBI BHJM aTaK Ha
cncTeMH wHdpyBaHas 1 EI_[I'I, a BH/IM 3arpo3 - GiMBHIOID Mxpmo ;um cueTeM
EII i, menmozo mipoto, JUIS CHCTEM G pyBaHHS. A

Hns yCBl)IOMJ’ICHH}I npoﬁneMH PO3IIISHEMO ‘araké Ha cmwerpmm
KPHITOCHCTEMH.

Tipn aTami Ha ocHOBi Bmownx mmprelwrm (mphextext—only attack)
nepeRbauaeTres; Mo 3HOBMIICHHKOBI BigoMuii anroput™ mWEQpyBaHHA i B iforo
PO3NOPSIKEHH] € fesika: MHO)KHHa nepexormemrx TIOBifOMIIEHB (KpHIITOl‘paM),
ane HesigoMuit CereTHHH KITIOY.

3a BEXimHMMH YMOBAaM. JaHA ATAKA € Halcnabuioro 3 ycix MOXIIMBHX.
barato cy4acHHMX KPHIITOCHCTEM yCIIUIHO IIPOTHCTOATH MOAIGHEM aTaxam.

V pasi araki Ha ocHOBi Bigomux BigkpuTHX TekertiB (known-plaintext
attack) ZOZATKOBO A0 YMOB IOIEPEAHBOI aTakH NMEpeR0avacThCsA HAafgBHICTE Y
37OBMHCHHKA MHOKHHM [1ap KPUITTOrpaM i BinmoBigamx M BIIKPUTHX TEKCTIB.

Edextusnicte naHoi aTaKH Taka, MO AedKi [IOTOKOBI mdpy, B TOMy
aucni nobynosani Ha perictpax 3CYBY 3 niBiAHIMY 3BOPOTHHMH 3B's13KaMH,
MOCYTS BHSBHTHCS HECTIHKAMH. ’

' Hocnimkesss npocron aTakH 3 Bnﬁopom BprHTﬂX TeKcTiB (chosen—
plalntext attack). Tyt~ 3J'IOBMHCHHK Mae MO)KJIHBICTB " Bubpary BeoGxinHy
KUTBKICTB Bi/IKPHTHX TEKCTIB 1 OTpHMATH anoxamm iM muprekern. Lo ataxy
YACTO HA3HBAIOTH «OMIBHITHOKO» 460 «061)1}1},0}0» (midnight attack a6o coffee-
break attack), Imo BimmOBima€ cHTyamii, KONH ONepaTop GE3KOHTPONBLHO
saymms 3aci6 K31 B po6or{omy cTaHi i HuM CKOPHCTABCS 3TOBMUCHHK.

Xoua cekpeTHmE Kmou Homy HC}IOCTYHHI/IPI, S/MOBMHCHHK ~ MOXe
sampdpyBaTH THATOTOBNEHI HHM BiIKDHTI TEKCTH, mo € JONATKOBY
iH(OPMAITIO T KPHNTOAHANI3Y CHCTEMH.

ApxanTABHA aTaka 3 BHOOpOM BiakpHTOro Tekcry. B yMonax
nonepeJmBo'f aTaKd 3MOBMHCHHK Ma€ MOMIHBICTH ’Bn6opy 9eproBoro
BIIKDHTOTO TEKCTYy Ha OCHOBI 3HAHHY KPHITOIPaM, IO ~ BiIOBiZAIOTH
OHEPeIHIM BiIKPUTHM TeKCTaM ’ B

Hpocra ataka 3 Bnﬁopom mndxpTechy (chosen-ciphertext attack).
3/OBMHCHHK Ma€ MOXIMBICTh BHGpAaTH HEOOXifHY KilbKiCTh KPHIITOTpaM Ta
OTpHMATH BiAmoBimmi M Bimkpuri Texctu. Ilpu uUBOMY BCi KpHOTOrpamu
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noBuHHi GyTH BHGpaHi 3a3materine, T06T0, 10 OTPAMAHHS nepmoro BiZKpuTOTO
TEKCTY.

AnanTHBHA aTaka 3 BAGopoM mudprexery. B ymopax: TonepeAHbo{
aTaKd 3MOBMHCHHK, BHOMpAlOYM 9eproBy KPHITOTPaMy, BKe 3Hac Bimkputi
TEKCTH, fKi BiNOBIAIOTH YCiM Nonepennim., :

Araka 3 Bubopom TexcTy (chosen-text attack). 3ioBMuCHEK Mace
MOXUIMBICTS aTaKyBaTH KPHUITOCHCTEMY 3 ABOX CTOPiH, ToGTO, BHOMpATH 5K
KpHnTOrpaMu (i posiHbpoBysatH iX), Tak i Bigkputi TexctH (i sammdposysatH
ix). Araka 3 BUGOpPOM TeKcTy MOXe GyTH NpPOCTOIO, aNANTHBHOW, 2 TAKOXK
IPOCTOIO 3 OJHOT «CTOPOHHY 1 ATANITHBHOIO 3 1HIIIOL.

ATaxu nepepaxoBaHi B IOPSAKY 3pOCTaHHA iX cuim, ToGTO, araka 3
BHOGOPOM TEKCTY € HalCHITBHIINOIO 3 TIepeNigeHNX.

Jlmd  acHMETpHYHMX — KPHITOCHCTEM (3  BiZKpHTHM  Kmodem)
krnacudikaris aTak aHaoriyHa. ' ‘ :

Cuix MaTH Ha yBasi, 0 B I{50My BHIAZKY 3JIOBMICHHK 3aBKIH 3HAC
KPHNTOCHCTEMY 1 BIIKPATHI KITIO, & ajanTHBHA aTaka 3 BUGOPOM BiKPHTOrO
TEKCTY € HalCmaGIlolo 3 MOXIMBHX aTak Ha KPMITOCHCTEMH 3 BiJKPHTHM
KIIOYEM - 3MOBMUCHHK 3aBXM MA€ MOXUTHBICTh TIPOBECTH TAKY aTaky.

Kpim Toro, icHyroTs ataky, crenuGivHi s KPUIITOCKCTEM 3 BiIKpHTHM
KkmodeM. Hanpukinan, sximo "VIVH‘CJIOFMO)KJ:[‘HBHX BIIKPHTHX TEKCTIB HEBENHKE, TO
3MOBMHCHHK, 3HA0YM BiAKpHTHII Kmow, Moxe “3a3fanerigs HOiATOTYBaTH
HOCTATHIO KUIBKICTB KPHITOTPAaM i HOTIM, MOPIBHIOIOYM Hi "3arotoBxu" 3
NEPEXOIUIEHMMH  KPHIITOIPaMaMH, 3 ~BHCOKOIO HMOBIipHICTIO OTpHMyBaru
BifmoginHi BigkpuTi Tekctn. Taka aTaka HA3MBAECTHCS ATAKOIO 3 nepempxom
Texety (verifiable-text attack).

Tunu 3arpo3 He MAOTH HACTLTBKM iTKOT KIacH(iKamil SK THM atak. V
JMiTepaTypi YacTo CHOCTepiracThes Taka ' CHTyallis: JAEThCS <HOCHTH TOUHE
BU3HAYEHHS THITY aTakKH, OO0 AKOI PO3TLLNAETECA CTIHKICTh KPHOTOCHCTEMH,
ame HiYOro He TOBOPHTECA' ‘IIPO Te, MO PO3YMIiEThCS “Hifl  POKPHTTAM
KPHITTOCHCTEMH, TOBTO, B HOMY IMOJATAE 331294 3TOBMHECHHKA, Buginnmo Taxi
THIH 3arpo3 (NiepepaxoBaHi B IOPSAKY MiACHIEHHS). L

YacrKoBe POKPHTTS. 3NOBMHCHMK B De3ylbTati " aTaku OTpHMYyE
HacTKOBY m(bopMauuo 1po CeKpeTHHH kmo4 abo mpo mmcpmn TekeT. Xoua
TaKa 3arp03a AOCHTL 9acTo OGTOBOPIOGTLCH B JiTepaTypi, B 3aramxbHOMY
BHIATIKY Il CIOBECHHX tbopMymoBaHL cnpasa He Hae. Ipminmaa, MaGyTs, B
TOMY, IO came IOHATTA 9acTkoBoi iHopManii NOCHTE po3IUIHBYACTE i MOKe
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6yTH yrouHeHo Gesmiuwio pisHix cnocoGiB. 3arposa qacn‘coaorcz).’po:-iktpéﬁrm
(I)OpMaJIISOBaHa auine A7 abcomoTHO CTilfkux B INEHHOHOBCEKOMY CeHci
KPHOTOCHCTEM Ta KPHIITOCHCTEM iMOBIPHICHOTO IHH(bpYBaHHSI )

Poskpurrst tekcry. Y pesynLTaTl npmaenenox aTaKn 3J’IOBMHCHI/IK
TNOBHICTIO BIJHOBIOE BiZKPHTHIl TeKCT, 1O  BiANOBiZae TICpeXOIUTe i
KpHIrTorpaMi. 3aspryail nepenGadacTees, WO BiAKpATHE TeKCT BHOMpaeThCA
HaBMaHHS 3 JeAKOi: MHOXWHHI Binxphmx TEKCTiB, @ BIHOBJIEHHs BiZKpHTOrO
TEKCTY 33 KPHIITOTPAMOIO CTAHOBHTH 3arpo3y UL Gesnexu, SKIO HMOBIpHICTH
TAKOT'O BiHOBJICHHS He € B IEBHOMY CeHCi "HEXTOBHO Manow".

Ilobne poskpaTTs. Y pe3ynsraTi HPOBENEHO! araku 3OBMACHHK
o0uMCIIOE CeXpeTHHH KoY KpHATOCHCTeMH, al0 3HAaXOOUTh alTOPHTM,
GYHKIIOHANBHO eKBiBaNCHTHUE anrOpUIMY po3mudpyBadns i Takuid, WO He

BHMAra€ 3HaHHA CEKPETHOTO KIIoYa. , B
‘ Hasenemo wnacudikaniro Tunis arak Ha cuctemu ELII, 3anpomonosany
TomgpaccepoM, Mikamti i PiBecToM. ATakk mepepaxoBaHi TAKHM WHHOM, IO
KOXHA HACTYITHA CHIIBHINIA nonepenHLm. :

ATaka Ha OCHOBi BiIOMOro. BiAKpHTOro Kmoua. 3IOBMFCHHK 3Hae
TitekH Bigkputmit xmow ELIL Ile - Haiicrabma 3 yciX MOXIMBHX aTak.
OueBUIHO, 1II0 3MOBMICHHK 3aBXTH MOXe IPOBECTH TAKy aTaKy. o

. Araka. Ha OCHOBi BiJOMHX NOBiTOMIeHD. 3HOBMHCﬁHK$; Bizomi
BiIKpHTHI KIOY i HesKkui HaGip MiNMCAHMX TOBiiOMIeHB. lIpH IBOMY
3MOBMICHHK He MOXE BIUTMHYTH Ha BHOIp HHX IOBiOMICHS.

IIpocra araka 3 Bu0GopoM mnoBigoMJenb. 3IOBMHCHHUK Ma€
MOXKJIHMBicTh BUOpaTH HeoOXiAHy KiTBKiCTE HOBIOMIIEHE i OTpHMATH NiJIHCH
g Hux. Ilepeabagaerses, Mo wi OBIHOMIIEHHST BUOHPAIOTECA HE3AIEKHO Bij
BiJKPHTOrO KIII0Ya, HAIIPUKIIAJ, IO TOrO SK BiIKPUTHIt KII0Y CTaHe BimoMuil.

CrnpsamoBana araka 3 BHOOpOM NoBiRomiIens. B ymoBax nomnepeassol
aTaKy 3JI0BMHCHHK, BEOHpaoUH MOBITOMIICHHA, BXe 3HAE BIAKPUTHH KITIOU.

ApnanTeBHa araka . 3 BuOOpoM - moBigomueHb. JomaTtkoBo 1o
TIONepeAHBOTO. BHIIAKy 3TOBMHCHUK, 3HAI0OYH Ha KOKHOMY KpOI BifkpHTHIt
K09 i migmvicH Juis Beix pamme o6pannx noamomnem. IIOCJIII(OBHO Bn6npae
HOBI TOBIJIOMJIEHH L. C

TlorpozaMu i CXeMH enexcrpozmoro Higmmcy € posxpmm cxeMH abo
nizpobka nigmucy. Tonxsaccep, Mikamti i Pipectom }’TO‘IHIOIOTB nomrm
3arpo3H, BU3HAYAKOYH TaKi THIIH 3arpo3 (lepepaxoBati B HOPSAKY IIII(CHJ'ICHH.SI)
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Exsucrenniaibna miapo6ka mae Ha Merti 11ipo6Ky miamucy xoda 6 aus
OJIHOTO TOBIIOMIIEHHS, AKe He OYII0 MANNCAHO i 4ac ataky. 3IOBMHCHUK He
KOHTpOIIOe BHOIp IKOTO IIOBl}.[OMJIEHHﬂ Bono moxe 6ytn Bnnamcomm abo
Geary3aM. '

CenextneHa mnigpodka. Ilizpo6xa migmucy mns moBimomieHHs,
06paHoro 3MoBMHCHHKOM. [IpH 1150MY HepeifaqacThes, WO 1e TOBIIOMICHHS
BHOMpaeTbCs ampiopi (o HoUaTKy aTaky) i, SKMIO 3JOBMHCHHWK IIPOBOJHUTH
aTaky 3 BHGOpOM IIOBiZIOMIEHb, TO TOBIOMIEHHS, JIO SKOIO" MOTPIGHO

migpoOHTH NiANHC, He MOKe BXOIUTH 0 YMcia 0OpaHuX Mij J9ac aTak.

YuiBepcaasna miapo6xa.  3JOBMHCHHK  3HAXOJHTH  AITOPUTM,
GYHKIiOHANEHO eKBIBAJIGHTHHI allrOPUTMY OOUHCICHHA MiAMHMCY i Takuii, mo
He BUMArac 3HaHHA CeKPETHOro Kifoda.

TloBHe po3kpHTTH Nependadac 3HAXODKEHHS CEKPETHOIO KIIOYa.

SIx 6ymo 3a3HAYEHO BHIE, CTIHKiCTh CXEMM BU3HAYAETHCHA BiHOCHO
HapH {THH aTakd, THI 3arpos3d). CxeMa BBaXA€ThCS HECTIHKOIO NIPOTH HaHOi
3arposM, AKIO iCHye ‘MeTox 11 3milicHeHHH 3 HMOBlleC'I‘IO sKa He MOxe
PO3IISLIATHCS SK HEXTOBHO MaJia,

Cuctemn ELIl Teopetnmdno -Bpasmusi (Taki, mio * eMmpyOTHECS),
OCKUIBKH iX IpaKTH4HA CTiMKICTs GasyeThcs-Ha OGUHCIIOBATBHIN CKIAMHOCTI
PO3B'A3aHHs JEAKHX MATeMATHYHUX 3a1a4 - (TakuX, SK PO3KIaNaHHs ducel Ha
IpocTi MHOXHHKH, - T06T0 (akTopH3allisi, 260 . 3HAXOMKEHHS - AUCKPETHOTO

gorapu¢Ma B KiHIEBHX Ionsgx) i BHCOKill BapTocTi komrTiB abo pecypcis,
HeoOXiHIX JUIA IX BHpIlIeHHA. , ‘ ‘ A

[lorpibuo BpaxoByBaTH TOH (baKT IO [IPaKTHIHA CTIAKICTH CHCTEMH
HNOBMHHA OyTH INOpIBHAHHAa 3 MOXIUBAMH PH3HKaMH Mg  indopmariil, mo
XapaKTepUSyIOTh HaCHiIKH YCTIILHOrD. "310My". . . _

Be3yMoBHO, HEMae CeHCY- BUTpadaTH Yac: i KOITH Ha zxenmd)pyBamm,
AKIO CYKYNHi 0X0nu (MOXYTh BHMIpIOBAaTHCH B. Pi3HMX OJMHHIX, B
3aJ1eXKHOCTI Bix 06sacti 3acT0CyBaHHA KPHITOCHCTEMH) Bifl yemimmoro: "3momy"”
icTOTHO HIDKYe BAPTOCTI BUTPAT HA KPHITOAHAII3.

33 TeopeTu-ma criiikicTh, aﬁco.mo’rﬂo criifikmii mugp

Teopemxo mtbopmanmnnn mnxm zo ommonamm criiikocTi HQpis B
1949 pom 3aIpOIIOHYBAR AMEPUKAHCHKHH imkenep K. mEHHOH [38].

41



4 .Ha ocnosi .fiMoBipHicHOI Mogeni mmdpy . Bin chopMymOBaB TOHATTH
a6comomo cTiifkoro _mm¢py i fokasas, 1o mudp BepHama -Ha OCHOBI
BHIAJKOBOI PiBHOHMOBIPHOI raMH 3aI0BOJILHSIE BUMOTY JIOCKOHANO! CTHKOCTI.

Xoua KiHLEBOK METOK ICMH(pPYBAHHA € BiXHOBIEHHS -BiIKPHIOTO
TeKCTy ab0 Kno4a muppyBaHns, T2 HABITh MOXIIMBICTS Bra/{yBaHH: BiIKPUTOTO
TEKCTY 3 JeAKO0 HMOBIpHICTIO MOXke 6yTH KOpHCHa aTaKyloqu‘»i CTOPOHI. ‘

i Jna xomepmiffHHX yrog CyMa - TeHIEPHOI. IpONO3HIi, «Bra,uaHa».,'Jlo
HOPsIAKY BEIHYHHHE, MOXKE 3irpaTH BHPIITATLHY POJIb.

Hanpuknazn, orpuMaBmu nomimomiteHHs (S= {ABBBI'l]EB)K3BI/IKJI—
MKZ...}), 3ammppoBaHe NpOCTOIO  3aMiHOK,. 3NOBMHCHHK  OTPHMAE
indopmanito npo 36ir HH3KH - CHMBOIIB Yy iainKpHmMy TEKCTI, IO pPOOHTH
BEIIBMH BiporiiHAM hpnnyruemm npo , . BigKpuTHH TEKCT
T={3ATAJIbHA_BAPTICTb...}. Ilicis woro BiH - Moxe cnpoGysatu
' OTOTOKHHTH HACTYIHHH Iu(poBaHHit TEKCT 3 TUM 9M iHIUUM YHCIOBUM
BHPA30M BapTOCTi YTOMH. T

Ckasane 203B07I€ 3pOOHTH . BHCHOBOK, IO /Ui HajijiHoro mubpy
TlepeXOILIeH s MU(bPOBAHOrO NOBINOMICHHS He IOBHUHHO 3MIHIOBATH YSBICHHSA
IPO NPUITYCTHMHE 3MiCT BiIKPUTOTO TEKCTY.

IMupp nHasuBacrecs abCOMIOTHO . :CTIfiKEM 32 . H_[eHHOHOM AKIIO
BiAIKpHTHH | 3amM(pOBaHHAH TEKCTH CTATHCTHYHO He3anexHi, To0To, s VT, S,
y Bunanky P(S)>0, Mae micue piBricTs yMoBHO! i 6e3yMOBHO! iMOBipHOCTI:
P(T/8)=P(T). - - O

Isaxme xaxyud, TepeXOIUICHHS WHPPOBAHOTO  IOBiZOMIICHHS
(xpunrrorpamu) e 36inpmye obcsry indopManii npo BimKpuTHiT TEKCT, KO
KoY IMugpyBaHHS HEeBIIOMUIA. Hpﬁ 1BOMYy pO3UOALTH ¥MOBIpHOCTEH Ha
MHOXHHI BiIKpHTHX TeKCTIB -J0 1 Icis - mepexomwneHns MmH(POBAHOro
ToBifoMIIeHHS (anocTepiopHuii i anpiopHuil posrionin) 36iratoThcs.

Teopema. Hudp Bepnama T —'S '3a MoxyneM » xns nosifomnesns T
ROBXMEA n: 5, =(t,+7,)modm, i=1,...,n € aBCOMOTHO" CTIAKIM madpoM,
AKmO KmoY mupysarHs I BHOHpAETbCA BRIANKOBO, pPiBHOMMOBIpHO i
HE3aJIeWHO 3 MHOXXUHH BCiX MOXIIMBHX 11-IpaM B andasiti Z,, .

ﬂoee()eumz Hexaii 4= { } - MHOXHHA BCiX Bun(pnmx TeKCTns
J.'(OB}KI/IHI/I n,j= 1,...,N N=m" chmmcn KIOY F BHGHpaeTBCﬂ BnnanKOBo i

-

piBrokMoBipHO, To P(T)=m
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Jns n-rpamu Bimkpwroro texcry T'e 4 1 n-rpamu mmdprekcty:. S
n-rpama I': BM3HayaeTbCcs OIHO3HAYHO 3 - PIBHAHHS WMQpyBaHHA. Takum
YHHOM, BCi 3HAYCHHS ramu i mudprekcry gossoneni, P(S)>0.

Ilpu (blKCOBaHOMy S timosipricTs mapu 7,5 Jxopmmoe

e P(T 8)= ZP(T)P(F P(Tym.

T+r=S

3BigKH, BHUKODHCTOBYIOYM BH3H&YEHHS YMOBHOI  HMOBIpPHOCTI,
OTPAMAEMO: ~

P(S/T)—

: AleOle HMOBlpHOCTl BiIIKPHTHX TeKCTiB, 10610, KOMM mmbprexcr
HeBizoMui, piBHi Mixx coGoro. :
-3a opmyoro Baneca T P(T/ S ) 3 OCTaHHBOI pmnocn crinye:

A\

P(T)P(S/T) | P(T)P(S/T)

‘ P(s) ZP( JPLS/T, )

P(1/8)=

P(T)m™

) ZP(T]»)P(S/T;) ’"ZP(S/T )

(T) 1100} n norp16Ho 6yno z[osecm

3.4 lonarTs npakTH4Hoi cTifixocTi

HMennody HaneXuTh (GOpPMYIOBaHHS MOHSTTA NPAKTHIHOL CTifikocTi,'a
came: YH MOXe BHPIIINTH 3aBIaHHA Aemu(pyBaHHs KPHIITOAHAIITHK, IO Mac B
CBOEMY- PO3NOPAMKCHH] -00MeskeHi 0GYHCITIOBabHI  PecypeH® 1, 9ac, a. Takox
JesAKi KOMITIEKTH TIepeXOINeHIX NoBijoMITeHn? s

B mromy sBumagky : ximekicHolo Miporw HagpiifHocTi nmidpy €
o0uucIoBaNbHA CKIAIHICTh PillleHHs 3a/184i NeMU(pyBaHHsA." -

Hexait AI(E) - wmuoxmHa 3acTocopammx mo mmdpcrcremu E -
allfOPUTMIB ;JleIHH(bpyBaHH}I ‘IMosmaummo  T(x) - ‘cepemms  XimbKicTh
eneMeHTapan omepaiii HeSKOTO quHcmOBaqa Heo6xmﬁnx JIst ycmmnm
peanizauii anropuT™My aeAl(E) Toni dat Ha peanizamilo anropuTMy
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OLIHIOETECA . - BENIHYHHOIO © T, —T(a)/ S . Wow - - MaKCHMaJbHA

max

HPORYKTHBHICTD 06‘II/IC.TIIOBaJIBH01 TEXHIKH, mo €y poanopx;m\enm aTaKyroqm
CTOpQHI/I B < RN : v R 43*- o

3oxpema, B Tabauni 31 IS IeSKUX  KPUIITOAITOPATMIB HaBe,ueHo
Opi€HTOBHHA 9Yac POKPHTTS KJIIOYa METONOM MNOCHLIOBHOrO HepeSopy Beix
Horo NOMyCTHMEX 3Ha9eHb. i IocTiliHol oGumcmopansHoi moTyxHocti (T)
KoMIm'IoTepa, a Takox y Bapiamti (I) i spocramms 3a 3akoHoM Mypa
(TTOABOEHHS KOXKEH pIK).

Tab6uns 3.1 - Cepesaiit 9ac pO3KPUTTA KI0Ya METOLOM IIOBHOTO TiepeGopy

Yaesto Cepenniit uac POIKPRTTS 1104a
Aarepomv © mouis (pokig)
@ an
DES 7.2-10% 0.45 0.45
- DVP. ‘ . 2410 1.5-10° : 14
bvP-XL 7.9-10% 4.9-10" 39
IDEA ol 2510t o 1.610% S 70
TOCT 28147-89 6.3-10™ 3.9-10% 198

Taxum uMHOM, A1 OLiHIOBAHHS npaxTHUHOi cTiliKoCTi omQpcHcTeMH
E noninsHo BUKOPUCTOBYBATH Xapamebncmxy: Ty =minz,.

HpoﬁneMa OI.(iHIOBaHH}I npax'rmmm “cTifikocti Ha  OCHOBI
3aIPONOHOBAHOT METOAMKH TIOJATaE B TOMY, o KpHIrTorpad; Imo npoeKTye
CHCTEMY, MOXE OTPHMATH 1T THITe IS BiOMHX HoMy MeTOiB AemmbpyBaHHs.

IIpu uroMy morpi6Ho BpaXOByBaTH TOH axr, o peamsama JESIKIX
MCTOAIB BHMarae meBHEX (iHAHCOBHX BHTDAT Ha CTBODEHHS CIIEIiaTi30BAHHX
O0UMCITIOBANEHAX 3aC00iB. .-

3oxpeMa, Takuit migxin Oys BaIIpOHOHOBaHHI/I Hibdi i XeJmMaHOM s
OLH}OBaHHA  BapTOCTi. Aemmdpysanus atroput™My DES . msxom -cTBopeHHs
crienianbHOrO 06vuMCIIOBaYa, MOGYAOBAHOTO. Ha TIPHHIHII - PO3apaielioBaH L
npouecis nmepebopy BCiX BapiaHTiB KOUiB (1uB. posain 5). -

Baxnmmso maTtu: Ha yBasi, mo -BapTicHMH NiAxin o - oniHroBaHHS -
crifiKocTi- mHQpy - € BIIHOCHOI BEIMYHHOIO, OCKUTBKH IIBHIKHI ‘PO3BHTOK
Mix_cpoenempoﬁim ,pi31<o 3HIXYE BapTiCTh CTBOPEHHS BiANOBINHHMX 3acofiB..
Hanpuxiax, nepsuHHa ouinka Baprocti poskpuTTa DES 6ymna ameniena Ha isa
IIOpﬂ.,ZFK_I/I. TIPOTSIFOM JECATKA POKiB. . A
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BaxTHBAM YMHHHKOM OIIHIOBAHHA CTifikocti € ofcsr Marepiamy,
HEOOXiTHOTO A POKPHTTS HIM(DPCHCTEMH.

Bouepnap, 0o - And KOPOTKHX - IMMQPOBAaHUX TOBiNOMIIEHD - JAEAKOTO
NOTOKOBOTO IH(PY MOXXe iCHyBaTH AeKinbKa nap KIIOdiB Ta Buncpprmx TCKCTIB
TAKHX, 10 BUKOHYeThes piBHICTE: S =T @ K, =T, D K,=

Hepaxxo - HOMITHTH, IO, HaNpHKIaA, AL mmbpy BepHama KiABKICTD
TAKUX Nap ZOPiBHIOE YHCIY B’imcppimx ToBizoMiIeHs foBxHEH N, To6T0 2™,
ne H ~ emrpomia Bigkpuroro texcry. Jns KoxHOI Hapy-00YHCIIOETECS CBift
KIFOY i JIMIDE OJIWH 3 HUX € iCTHHHHM. Y TaKAX YMOBaX BiIHOBJICHHS iCTHHHOTO
K092 cTae NpobaeMaTHIHHM 3aBIAHHAM. -

SIKIIO MOBKHMHA NOBIOMIIEHHS IOPIiBHIOE ONHOMY CHMBONY B KoJi Ascii
(8 6iriB), To KimbkicTs map MoxMBHX map nocsrae 256. Ilpm spoctansi
HOBXWHM [OBIZIOMIEHHS, 4epe3 HAJAMIDHICTH pPEWIBHHX MOB, KiJBKIiCTB
MOMIJIKOBHX BapiaHTiB JIEN0 CKOPOIYETHCS.

Bincranmio exmmocri L,  mubpy E Ha3sWBaeThed HaiMeHine
HATypalbHE WHCNO (KO BOHO iCHYE), piBHe  noBsxmHi mHdpoBaHOTO
UOB{/IOMIIEHHS], IS SKOTO iCTHHHHH KIIOY BH3HAYACTECA OXHO3HAYHO (TO6TO,
OdiKyBaHe YHCI0 MOMHIKOBUX BapianTiB ZOPIBHIOE HYJO).

/Z[Jm KPHIITOCHCTEM 3 KiHLEBOIO MHOKHHOIO kmovis. K Bincrams
€MHOCTI MO)Ke 6y'm OTpHMaHa 3 q)opMme :

L= longK |
R, log,m
me R, —BemuduHa Ha/IMipHOCTI MOBH 3 andasitom, mo Mic;fHTL m 3HaKiB.
Bnpasa. PoapaxyBam BiZiCTaHb €AMHOCTI T mmudpy mpocTol 3amMiHy Ha
andasiti m=33, R, =0,7. c e _
Brxasiexa: -ckopacTaTHCA HOPMYJIOIO C'rlpera i ommOBamm yuca
33 _ : v e L
Ha 0CHOBI cka3aHOr0 MOXHA 3pOGHTH BHCHOBOK TIPO Te, 10 B Pasi Ayixe
KOPOTKHX IIOBiZIOMIEHb HABiTh MH(p MpocToi 3aMiHH Moxe . 6yTH JIOCTaTHBO -
CTIMKAM Yepe3 HeONHO3HAUHICT PillleHHs 3aKayi JeIM(pyBaHHs.
o Toro: MOMEHTY, , ik, IOBXKHHA mmprBgiH'dro. noBimomnenns (obcar
BCIX MOBIOMIEHB, WO € YV pO3NOpSIKEeHHI KPHITOAHATITHKA) HE . JOCATHE

45



Bmc'ram SILI/IHOCTI 3aBJAHHS nenm(bpyBaHHﬂ nomsrae B nomyKy BCix punem,
o MaroTh HalGLIEIY # PIMOBIleCTL . ,

Tlicnst Toro, K JOBXHHA -MHQPOBAHOTO IIOBIJIOMJIGHHSI (saram,HnH
o6c;1r NIepEXOIIEHHX MOBIZOMIEHB) HOCATHE BEJIIIHHN BuICTam €AMHOCTI,
MOXUIMBE BiMHOBIEHH iCTHHHOTO KIIOYa,

Cepenni Tpynosutpatn. W(N),: BHMIpIOBaHi YHCIOM €JIeMEHTapHIX
omepanifi, HeoOXiTHUX .nnxf\snaxoz[meﬂﬁx ICTUHHOTO  KJI}092 Ha - OCHOBI
HPPOBAHOTO [OBiOMIIEHHS - IORKXHHOI0 N CHMBOIIB, Ha3HBAIOTE poGod0I0
xapaKkTepucTHKOI mmndpy (puc. 3.2).

Pucyrok 3.2 - PoGoga xapgkrépncrmca um«i)py

3i 36inbmennsaM obcsry’ Hepe)ibhnemm"xijmxigrbj HeobXinHoi "poGoTH
3MEHTIIYETLCA, HAGNHKAIOUHCH K0 ISSKOTO ACHMIITOTHYHOTO 3HAUEHHS,

IleBnnii  imTepec  BHKIMKAE . FpaHHYHE . 3HaueHHS pobouoi
XapaKTEPUCTHKH IIpH HeoOMexeHoMy 06cs13i MHdpPoBaHUX MOBIIOMIIEHE W(oo).

Ilpakreane obuMcneHHS Hi€l BEMMYUHH € AyXKe CKIANHHM 3aBIaHHM,
TOMY, 3a3BHYaii, BOHA OLIIHIOCTBC}I JROCATHYTOI0 PoGOU0I0 XAPAKTEPHCTHKOLO,
sIKa BU3HAYAETHCA CEPENHBOI0 'rpy,z:omcnacno Hanxpamoro 3 muomxx MeTO}IlB
PO3KPHTTS IHGPY. ‘ ‘

.Anani3 MpaKTHYHOT CTIHKOCTi NOYMHAETbCS 3 HAKOMIMIEHHS i aHanisy
indopMmauii mpo xoHKperTHMi ‘IM(p, BEXiaHi Jiami I HOro mpOeKTYBAHHS,
pe3ynsTaTH NpoGHOI excrutyaTanii i HaykoBi myGmikanii.

- AHaniz npaKTg'l_Hbl' CTIHKOCTi BUXOAHTE 3 TOTO, IO caM mmdp MOBHICTIO
BijjoMAH, BKIIOYat09H 'OCOGIHBOCTI YTIPaBJiHHS KIIOYaMH, BiZoMi He Jme
. Im(poBaHi TEKCTH, a TAKOXK Jesika KibKicTh Bi)IKpid’mx TEKCTIB."

- Brxopsun 3 mmx ;:(onymem, TV ONIHIOBAHHS ‘PaKTHYHOL cnm(ocn :
HeoOXxinHo:
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— BH3HAYHTH i TOYHO C(bopMymosaTH MaTeMaTH4Hi Ta oﬁqucmOBaan
3aBAHES, AKi HEOGXIHO BUPINIATH JUIA BiHOBNEHHS Kifloda; '

— npoaHANi3yBATH MOXUTMBICTS BHKODHCTAHHS HAMKpaMX 3 4ducHa
BiIOMHX IO MOMEHTY aHAJi3y anropmMm BHUpIIIEHHS HOCTABIEeHHX 3aB/IaHb;

— mpoBectn BceBitie noCHiKEHAS Tenpenmii’ posnmxy 3BUYAMHIX
ofumcmoBANBHAX 3aco0iB. 1 OLIHHTH BApTICTB CTBOPEHHS ~ CHEMialbHHX
oGurcmopayis  (muB. «ITpuHUMIH  JI0GYAOBH i  BUKOpHCTaHHA OJIOKOBHX
AJIFOPHTMIB IH(PYBAHED). B o

Ipy OuiHIOBaHHI NpakTHYHOI .- ¢TifiKOCTI CHIX NpUAinHTH  yBary
peBomoniiHAM HOBAWisAM B OHTAHHI MiJBAIIEHH WUBUAKOAL 00MHCIIOBAIBHOL
TeXHIKH, - 1€ , CTOCYEThCA  TaKHX Hanp_m\_aié, | fK CTBODeHHs KBAaHTOBHX
06IHMCIEOBaYiB,  BXKHMBAHHA, HEHPOHHUX \ Mepem, KIIACTEPHUX = CHCTEM,
BUKOPHCTAHES METO(IB PO3TIAPANeIOBAHHA AJTOPUTMIB H iiL.

[aTanus go po3miay 3

1. SIxum umHOM KIacH(ikyioThCA PiBHI MOMXIHMBOCTEH 3I0BMHCHHKA,
1[0 ATAKy€ KPHITOCHCTEMY ? ' »
2. Peanmisanis SxMx PUBHKIB Uil KPHUNTOCHCTEM € TIOTEHUiHHO
Halbias1I HMOBIpHOIO? .
3. SIxa araka Ha CHMETPHIHY KpPIIITOCHCTeMy BBaxcaeTch HaltOinbIm
cabKoR0?
4. Y qomy TOJISTae npocra aTaKa 3 Bﬂﬁopom Bmxpmoro Texcry"
5 v HOMy CYTh TaK 3BaH01 exmmenmaﬂmm miapoGKu umbpoBoro
numncy? :
6. Slxwnit mmdp Ha3PIBaCTBCH abCcomOTHO CTIPIKI/IM 3a IHeHHOHOM'? _
7 Yu icmye Kpmepm (s BHl3HaHHSI) BlIleHTOI‘O Texc"ry B pa31
a6COMOTHO CTIHKOTO mudpy Beprama? .
8. UYu icuye abcomroTHo crifika acheIquHa KpHnTocncTeMa'?
9. SIx BU3HAYAETHCH npaKTHqHa CTiHKiCTB 1111/1(1)py‘>
10. 1llo Taxe BiACTaHb CAMHOCTI Imnilpy‘7
_11. 'V uomy cyTh NOHATTH p060qo1 xapaKTepHCTmm mmbpy"
12. 3 goro cnix noqm{am auama npammam crifikocti Hupy? '
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'PO3/ILI 4 ICEBIOBHITAKOBI IOCIIIOBHOCTI I
METOIY FEHEPAL KJIIOUOBHX AAHIX.

4 1 Jani pas (l)opmynamm KJIIO‘]OBO] md)opvlauu

Crim 3BepHyrs ypary ‘Ha Te, IO S3HAYHA KINBKICTH arak Ha
KPUITOCHCTEMH Ga3yeThCs Ha OCOOIMBOCTSIX KOHKPETHHX KIIOYOBHX JAHMX.

3okpema, JockoHama crifikicte mudpy BepHama gocsTaeThes 3a
paxyHOK BHOAJKOBOTO ° pPiBHOHMOBIPHOTO  pO3IOIULy - 3HAKiB  raMoBol
HOCTiOBHOCTI, Y TOI JXe Jac, HepiBHOMIPHHI PO3MOALN CeXPeTHHX IapaMeTpiB
ANrOpUTMY, eIEMEHTIB KJIOUa, HASBHICTh CTATHCTHYHHMX 3aeXHOCTEd Mik
HIMH CTBOPIOIOTE TIEpeJlyMOBH 15 IPOBEIEHHS e)eKTHBHHX aTaK.’

3okpema, crammaprs’ madpoporo mimmmcy I'OCT 34.310 (Pocis,
VYxpaina) i DSS (CIIA) smxkopucroBylots cxemy Emp-Iamams, mmst skoi
obuncnerHs pdpoporo niamucy R,S BupobseTses 3a hopMynamMu :

R=d'modp, S=k(H +xR)mod(p-1),

ne H=H(M) - XeIl-Kox HOBiOMICHHA M.

CeremnMn TapaMeTpaMu ¢ ocofHMCTMH KmoY X i Bnnazmomm
OIHOPA3OBHI KIHOY k , sxutt, 3a313pman, Ha3UBAEThCS PAHIOMI3aTOPOM,

Shkuio npu Q)opmyBaHm Bemqlmn k we 3abe3nedyerrcs pisHOMIpHHUI
po3n01un 3yCTPi4HOCTI pisHHX 3HaYeHb, TO MOXKC CTATH PEANBHOIO aTaxa Ha
OCHOBI 9aCTKOBOTO nepeGopy HaHGLIbII BiporiAHuX 3HavYeHb k B KomGinauii 3
HOL(aJILHII{M posB H3aHH$[M TIPHBENICHIX plBH}IHL BiJIHOCHO CEKPETHOTO KJII0HA.

h TaKnM THHOM, BHHHKAE TPH TICHO XOB nsa}mx Mi COBOIO TIHTAHH.
. IIlo Taxe BHITAIKOBA pmuompno posnomneHa TTOCIT XOBHICTS,
HpHU3HAYEHA JUiA (bopMyBaHHﬂ KIFOYOBUX JaHWX?

2. SIk 3a nominoMianeEui "ac orpnmani' TOCIIHOBHICTE CHMBOIIB 3
Jegxoro andasity, mo Mae HeBHHIT Habip BIIACTHBOCTCH, JOCTATHIM JIA TOTO,
mob i MOXHA 6yno 6 BBaxcam peanizaniero IIOCII]I(OBHOCTI HE3AIEKHUX
BUTIAIKOBHX BEIAYHH 3 plBHOMlpHHM posnoanM‘? '

3. SIx BusHAuYHTH, MO [edKa (IKCOBaHA MOCIITOBHICTH 3a3OBOJBHIE
BHMOTH BHIaJIKOBOCTI i piBHOMIPHOCTI MO0 BEUMOT 10 KIIOUOBHX AaHHX? ’
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lla.m pOBl‘JIﬂHeMO nocmnonﬂocn BI/IIIa}IKOBI/IX Benm{m{ x, 3 ,uncxpeTHnM
posnomeM e U1 Beix ¢ Bnnam(om Bemmmm X € Z ’

anom;u{o no Han61m>m nomprpenoro anﬁaqenwl [5 9] mlcxpe'ma
piBHOMIpHO PO3TOJIiTeHa BHITATKOBA nocnmonmcn. (PPBH) X= {x,, t2 1}
TIOCTiZIOBHICTE HE3ANEXHUX B cyxyrmpcn BHIIaIKOBUX Benmm{, T SIKAX
VieZ, P(x,=i)=m"

PPBII Mae Taki BnactuBocTi [5]: ,

1) M(x)=(m-1)/2, D(x)=(m* ~1)}12; - |

2) Jinst Beix k>0 Oyms-sxa k-BuMipHA BIIOpSIKoBaHa Bubipka (Bexrop
3 KOMIIOHCHTAMH X, ) Ma€ PiBHOMipHuit pO3MOALT 3 BiporimmicTio m™*

3) Bynk-aKa MiNoCTiZoBHICTS nociifiopHocTi X Takox PP!BH-'

4) Cyma za mMomynem m PPBII X i GYI[L-}IKOI He3aexHOT BiX Hel
TocifoBHOCTI Takox € PPBIT; ‘

5) PPBII He MOXe Gytu nepenﬁaqena To6T0 1A 6ym,-;n<oro
HATYPAIBHOTO 7 KUIBKIiCTB mq)opMaun 3a HIeHHOHOM O MICTHTBGS .
BizpisKy X, (xl, X ) po enemem* Xon nopmmoe HyIIo: I(x,m,X )=0.

Hpnc*rpm mo peamaye PPBH HA3MBACTHC reﬂepa'ropom PPBII

Hexat X =(x,.. ,xT...) - ,nmmcosa nocnmosmcrr,, Mo Mac JeAKUH
neplo,u T. Bruspki 3a CyTTIO BUMOTH JIO, BPIXI,I[IIID( JIAHUX AT q)opmyBamm
KJII0YiB BUCYBAIOTBCA B TaKHX ITocTyNaTax [ omomoba. .

1. Heobximno, mo6 KineKicTs OXHHHIK i KiMbKiCTH Hyma Blle13HSUII/ICH
Ha KOxKHOMY (T06TO, B3}ITOMy 3 Byap-aKoro Micus) mepioxi He.Ginbme, HiX Ha
OIHHHILO. o . B
2.V muoxuHi Beix cepiit (ipiskis pissol JOBYHHY, 10 CKIAAANTECS
miapan 3 Hynis, a60 OMMHMI) PIBHO MOJNOBMHA CEpiii NOBMHHA CKIAJATHCA 3
cepif OBXKHHOIO . OIMH, OIHA YBEpTh (TIOJOBHHA Bil TOJOBHHH, iuo
3QUIHINAIACS) TIOBHHHA cxna,uamcx 3. cepili JOBXKHHOIO JIBa, CEpii JOBXHHOIO
TPH IIOBHHHI 3aiiMaTy OJHY BOCEMY BCi€l MHOXHHH cepill i Tax paii.

3. Hexait _IaHo ABi Komii mocmizoBHOCT nepiogy -7, 110. MaloTh 3cyB
ofiHa Bl,lIHOCHO onuoi na BemmuuHy 0<d <T-1.Hexail 4, i B, - BianosiaHo,
KiNBKicTh 36iriB i HesGiris 6iTis B mEX nocninds'ﬂocmx. HazBeMo dyHKIicI0
apToKopenAwii Bupaz f (X d)=(4,-B,)/T. .

: Heobximuo, mo6 mns 6yme-aKuxX ,IIOIIyCTI/IMI/IX 3HaYeHb o (bym(um 3
f (X d) HalyBaNa JMIle B2 pi3Hi 3HAYEHH.
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. OcranHe mpapuio GopMymoe HeobXinHy yMOBY He3IEXKHOCT] 3HAaKIB
uocnmom{ocn X Onnouaco —~ e JiesiKa Mipa BiIMiHHOCT] nocnmosnoc'n X
iii xomii, sixa IIO‘{I/IHaCTBCSI B lHIHIH Tornn IHKITY.

Hocmnoamc’rs snca 3a,uoxsonmxe nocrynaTn Fon0M6a HasnBaeTLCﬁ
TICEB/OLIYMOBOIO HOCIIAGBHICTIO (1'11111'1) B

Bimvitamo, mo miHiMHI peKypeHTHI MOCHIZOBHOCTI MAKCHMATBHOIO
nepiogy mo cyti ncesmomymosi. Ile cBimumTe, mo moCTymaTH Oymu
copMyIbOBaHi, BUXOATIH 3 YMOBH 36epekeHEs MO3HTHBHAX CTATHCTHYHHX
BIACTUBOCTEH, XapaKrepHHX JUI JNiHIMHHX pPEKypEeHTHHX MOCIIHOBHOCTEi
MaKCUMAaJIBHOIO HEePioAy.. ;

'Ha npaxteni onruM 3 HaWBAXUTHBIIINX € TaKe 3aBjanHd. Buxonsuu 3
BHmeHepeanOBa.BHX Ta nmmx Bractusocteit PPBII, HeobximHO BU3HAYHUTH, YH
€ KOHKpeTHa nocnmomncm peamaamero PPBIL '

Hanani, s CKOPOYEHOr0 3a1tucy, peamsauuo PPBH Ha31/IBaTI/IMeM0
TIPOCTO BHIIAJIKOBO NOCHINOBHICTIO.  Jlnst BUpIlIeHHS 1Boro 3aB/AHH, nep 3a
BCeE, Heo6x1)1Ho Haty BHSHa‘IeHHﬂ PPBH aKe HPaKTHIHO SaCTOCOByeTBCH.

Icnye nexmsxa BHBHa‘{eHb Bnnamcoam TOCITiIOBHOCT], are 3 pizHux
OPHIUH BHKOpHCTOByBaTH Ha npaKTmu MO’HA JIHIIe HesiKi 3 IIPIX

OzMH 3 TiIXOfliB 0 BHSHAMEHHS BHNAKOBOY IIOCJ'IlIlOBHOCTl, mo
GasyeTsct  Ha ~ Teopil 1thopMaun chopmynsosammit ‘K.  IllennoHoM.
HocnioBHICTE "HA3WBACTRCA  BHIIAZKOBOIO 34 IHeHHoHOM SKINO  BMiCT
mq)opMauu B Hil Maxcmanmmn \

Inaxime ue Moxcna COPMYMIOBATH TaK: y IOCIIIOBHOCTI Bmcymx
HanMipHICTb; ~eHTPONif ‘IIOCHIZOBHOCTI - MaKCHMANBHA. Bi3HATHMO, * mo
BHIIAJKOBICTE TYT XapaKTePUIYEThCA K BIACTUBICTE reHepaTopa.

SIKIO' B3ATH 32 OCHOBY ILE BH3HGUEHH, TO JIOCHTL HACTO
BUKOPHOTOBYBaHi Ha NIPAKTHII TeHEPATOPH BHIANKOBHX HHCEN, MOGYLOBaHi Ha -
OCHOBi GyZHb-SIKOTO 3aKOHy anreGpH IIEPETBOPEHHS JIESKOTO - MOYATKOBOIO
BHIITIKOBOTO 9HCNa' (TeHeparopH INCeBJOBMIAAKOBMX wucen — ITIBY), ¢
HesKicHuMu. JIilicHO, OCKITBKY BOHM OTpmMaHi 3 BiHOCHO' KOPOTKOTO Bem‘opa
~ IOYATKOBOTO 3aNiOBHEHHS, TO- BOHM OGOB'S3KOBO HAUIHIIKOBI, 4 ‘eHTpoOmis
Bei€l nocinoBHOCTI HOPIBHIOE eHTPONIT IOYATKOBOTO BEKTOpA. - ,

Tummii nizxin sanpononosanuii A. M. KomoropomM, Bil fazyernes na
ANrOpUTMIHIE  cKiIagEOCTi  OGumceHb. - I1OCHiTOBHICTH™ * MOBKHHH - ‘1
HA3HBACTECA BUIIANKOBOIO 32 KoaMOropoBHM, a ii KONIMOTOPIBCEKA CKIAIHICTE
piBHa n, aKmo ii He MOXHA OTPHMATH B pe3y/bTaTi poboTH AKOTO-HEGYAD
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AJFOPHTMY, ABIMKOBHMH 3ammc HanKopOTmm IIpOI‘paMPI i peamsauu AKOT'O
MICTHTB MeHIIe n OiTiB. - ' i o - ‘
Hanpuknaz,. komMoropisckka CKIaNHICTE MOCTITOBHOCTI 3 7 ONHHHLE
pieHa -log; n+ 0(1), OCKINBKH ii- MOXXKHA 3aJaTH 32 : HOIOMOTOK0 anropm'My
HanpyKyBam 1 OZHHHIE’, HOBXKHHA BXOJly SIKOrO: nopsnky log, n, Tomy mo

CTUMBKH 3aiiMae nBilikoBuii 3amuc 4mcna » (MUMIBHEK KTy IPYKYBaHHS
CHMBOJIY ).

Cama nporpaMa JIpyK}’BaHH}I chBony Mae 41)1Kconany JIOBXHHY,
HE3aJISXHO BiX 7.

Honi6uo meHHOHiBCBKOMy BH3HAUEHHIO, BhnanKOBa 3a KonMoropoﬁer
NOCHiNOBHICTL He MOXKe 6y'm 3reHep0BaHa nomaomanwmw ITOPHTMOM 3
KOPOTKOTO [IOYATKOBOIO CTAHY.

., Hle omwm mimxix /A0 BH3HAYEHHS BHIATKOBOI TOCHiZOBHOCTI
3anporioHyBanu biom, lonpsaccep, Mikamni i Slo. , - , _

V BinmosixHOMY BH3HaUeHHi IMOCTIOOBHICT Ha3MBAETHCS BHIIAIKOBOIO,
AKIO He iCHye IONHOMIZTBHOTO (1M0131pmcnoro) anropnTMy, SIKHAA 3MOXKe
BipisauTH i BiA cyro ‘BHIIAAKOBO.

Taxa HocHiZOBHICTS HA3MBAETHCSA MOMHOMIANLNO HEBIAPI3NEHHOI0 Bi
BHIAAKOBOI 260 NCeBIOBHIATKOBOIO. T

Januit - mizxio =~ J03BONSE  BHKOPMCTOBYBaTH s - (OpMYBaHHS
nceBRoBUNANKOBUX - ocninosHOCTeH ([IBI1) merepminopani anropmrMu, 1o
Peani3oBYIOTECS " KIHIIEBHMH aBTOMAaTaMH. Xoud 3 MaTeMaTH4HOI TOUKH 30py
TaKi MOCHINOBHOCTI HEBHMAIKOBI, OCKIIGKE BOHH IOBHICTIO BH3HAYAIOTECH
[OYATKOBHM 3AII0BHEHHSM, ITPOTe IX HpakTHYHe BHKOPHCTAHHS He Jd€ JKOJHUX
nepeBar KpUITOAHATITHKY * 3aBIIKH «HEPO3PI3HEHOCTi» - Bi BHIIANKOBHX.
Ocxinpke - nélt  mifxii BBaXAa€ThCL” KOHCprKTIfIBHIIIII/IM, posmsmemo ‘#ioro
ZeTaybHiIde. B

BriagKoBi OCIHIOBHOCTI B PO3YMiHHI OCTAHHBONO BH3HAYEHHS TAKOXK
HA3HBAIOTEH «BHHATKOBHMH JUIS BCIX MPAKTUYHUX BKUBAHLY. ’

T'eénepaTopH ~ Takux - MOCHiZOBHOCTeH HasuBaroTh - Kpumrorpadiuro
CUNBHHMH, KpunTorpadgiuHo crifikumu (cryptographically -~ strong): abo
kpunTorpadiuno HanilHEMH (cryptographically secure). HapilisicTs, B nanoMy
BUIIANKY, € He JNHile BIACTHBICTIO TociminoBHocti (abo remepartopa), ame i
BIACTHBICTIO cnocTepirada, a ToUHile, Horo 06UUCTIOBANERIX MOXIHBOCTEH,

Ja TIBIT gosenenio ABa BaXUIHBI TBEPIDKEHHA.

51



.. 1..IlocninoBHICTH € NCEBNOBHNANKOBOIO TOM i JIMIIE : TOT, KOJH .BOHA
Henepe}lﬁaqynana T06TO BHTPHMYE TECTYBAHHS 4eProBHM GiToM. -

- Ie o3naac, WO AKMO HABITH BiOMA.YaCTHHA NOC/INOBHOCT 6ym,-;n<01
HOBXHHH, TO: IPH- HEBIAOMHEX - TIOYaTKOBOMY  3aNIOBHEHHI . TeHeparopa. i
napaMeTpax airopuIMy TeHepamii s 31196y'rr;1 ueprosoro 6irta e MoxHa
3aNpONOHYBAaTH ANTOPHTM, icromo_ Kpaluii TpOCTOTO  BragyBaHHA a6o
IMAKAIAHES MOHETH. o S

2. Kpurirorpadisno caneai TeHEpATOPH ICHYIOTH B TOMY i NHITE B TOMY
BHTIZJIKY, SKIIO icxiyxm. Jerko obuucIoBaHi (I)YHkuii', ane OOYHCIIOBAILHO
cknanHo obepreni (onnob6ivni hynxii — one-way functions). B npomy BHIIAJKY
KOXXKHOMY TeHeparTopy I'VIBH‘,'M_omHa HOCTABHTH y B3aeMHo ONHO3HAYHY
BimoBimHICTE sEsAKY o,uHo6i‘my' ¢yuxuio, sxa sé.nexcmb BIl MEBHUX

napameTpis.

4 2 CTaTHCTH'lHe Tecryaamm nBII

3 Ban}’BaHHSIM ‘BHKJIAIEHOTO, BBAXATHMEMO nocnmonmc'rb CHMBOIIIB -
ResKoro anasiTy TNCEBAOBHIAAKOBOK Y BY3BKOMY - CEHCI, SKINO = KOIEH
anropHIM 3 . JieAKoro. Habopy  NONIHOMIiaJNbHUX aNTOpHIMIB He Moxe i
BiIPISHUTH Bif BUIAKOBOT.

AJIITOPHTMH 150r0 HaGOPY HAUBATHMEMO . TECTAMH (KpHTeplﬂMH) Ha
BHIIA/IKOBICTb, & MIPOLIEC ITePEBIPKH IIOCIIAOBHOCT — TECTYBAHHSM, -

SIKmo TecT HE-.3MIr BiIPI3HUTH - MOCHiNOBHICTH . Bix BHITAOKOBOI, TO
FOBOPUTHMEMO, IO MOCHIAOBHICTH - NPOXOAHUTH 300 BUTPHMYE AaHHI TECT.
Inaxure rooprTHMEMO, IO TECT BiXHILE MOCITIAOBHICTE. )

. Omxe, MUTaHAA NPO MepeBipKY BHIAAKOBOCTI MOCTIOBHOCT] 3BOIMTHCS
N0 NHTaHHS no6ynosu  BignosigHOro HaGopy Tecris. Hna meoro, crouatky
HEOBXiHO BH3HAYHTH MIPHHIEI X poOoTH, a caMe: SKUM YUHOM TeCT ITOBHHEH
IpHiiMaTH OZHI HOCTINEBHOCTI | BiOXMIATA iHmG? .

Onmiero 3 Bimmosizeit na e IINTaHHY € TepeBipka HasBHOCTI Y, 3a]aHoT
TIOCIiZOBHOCT] - IEAKOI BIACTMBOCTI, XapaKTepHOl 1 Gyap-SKux BHITAAKOBHX
TIOCHIJOBHOCTEM. . o _ o : .

Hanpuknan, xait ©JICMCHTH - [IOCTiIOBHOCTI BHOMPAKOTECH , HE3ATEHKHO |
PiBHOMMOBIPHO 3 MHOXHHE Z, .. B 1»0My BHIIQIKY IIOCHIZOBHICTD 3 7 OHMHUILL
NOTaHO MiXOJUTh. HA PONH BHIAAKOBO! [JS TPAKTHYHHX BXUBAHE, XOHA
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piporinmicts 11 MoABY piBHA 2 ", AK i 6ym,—5nc01 inmol peamsauu 3 MHOMKUHH
Z;. '

" Lls mocaixosaicTh He GyZe THIOBOIO 3 TOYKH 30Dy nossa B PPBII
JOCHTE BEJIUKO! IOBXKHHH iCTOTHOIO AHCOANaHCy MK YHCIOM OJHHHIp i HYJIB.
V TOH e 4ac, Kpalie. BBaKaTH THIIOBOIO IIOCIiZOBHICTD, B sKOT KiNBKiCTH
OfMHULOG 1 HyniB HeiCTOTHO BifPI3HAFOTHCS, OCKIMEKM Taki MOCHTiIOBHOCTI
[ePEBAXAIOTH B MHOXHHI Z; . S Y

‘Hapani TecT, mobyA0BaHi HA BHACTHBOCTSX 3yCTpPidHOCTL e1eMEHTIB
TOCTJOBHOCTI, HA3HBATHMEMO YACTOTHHMH, OCKIIBKH BOHH IepeBipsIOTh
pO3NOALN ~ Y4CTOT 3ycTpidHOCTI 1 ° BMABILIOTH HOTO BiAXWIEHHS  BiX
piBHOlMOBipHOrO posmomimy (y T. 4. Kpurepii x°, MaKCHMambHOY
NpaBAoNoAiOHOCT] | MAKCHUMANIBHOT YaCTOTH).

ToBepraounchk 40 poGOTH TecTy, BiAMITHMO, IO HOTO -PEe3yAbLTATOM
3amxam Gyme mpuriinarrs aGo BigxuneHH rinoress H,, ska mepepbavae, IO
KOHKpETHA MNOCHZOBHICTE € IOCHINOBHICTIO, HE3aNeXHHX, PIBHOMIPHO
pPO3NOIEHHX BHIIAIKOBUX BEJIHYHH 3 BifoMHuM poano,uinom )

Ti AIKTEPHATHBOIO BBAKATHMEMO rinotesy H,, sxa MiCTHTh sK BC
MOXUTHBI BUITaJK{ HEPiBHOMIPHHX PO3IOALIIB €JIEMEHTIB NOCHiOBHOCTI, TaK i
BCi MOXCIHBI BUJ(H 3QISXKHOCTEH MIK HAMH.

OrpuMaBIIH pesym,ram TeCTyBaHH}I JestKol l’IOCJIllIOBHOCTl MH pobumo
BHCHOBOK IIpO Ti TIOXOKEHHS 3 YAMAIION0 (aye MEeHIIO! ofHHI) HMOBIpHiCTIO,
fKa 3aJeXUTh Bifi NapaMerpiB TecTy. 3 KOXHHM TECTOM IIOB'S3aHO JIBa
napaMeTpH. ‘

1. a ~ iiMoBipHicTs ToOMMAKE 1-ro pomy - HMOBipHICTE MapHO
BiIXWISATH iCTMHHO BHIAIKOBY NOCHiIOBHICTH, TOOTO NpHAHATH rinotesy H,,
Tom fX NpaBWIBHA Timoresa H, (MOXHa CKa3aTd, MapHO NpubHATH H)).
Benmamna o TAKOX HA3HBACTHCS PIBHEM 3Ha4yIIOCT] TECTY.

2. f - HMOBIpHICTH NOMHJIKH 2-TO poay — HMOBipHiCTL MapHO
NpuIHATH | HeBHIIANKOBY NOCHINOBHICTE 32 . BUIAIKOBY, T00TO - NPUIHATH
rinotesy H, 3a yMOBH, mo icTunHa rinotesa H,. , , RO

‘Pigenn 3HaIyINOCT] 33712€THCA JI0 110YATKY POOOTH TECTy, IPH LBOMY. BiH
BU3HAYaE BinHocHy JacTHHY CYTO BHIAIKOBHX HOCITiHOBHOCTEH, IO HE MaIOT .
BIACTHBOCTEH, HASIBHICTH SIKMX IEpeBipsie TecT. 3asBuuad o BHGHpaeTLéx 3

St
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TpakTHIRAX MipKyBaHb. SIKIo #MOBIpHiCTs TimoTesn, 10 NOBIPAETECS, JOCHTH
BHCOK&, TO PiBeHb 3HAYYIIOCTI BHGHpaéTLCﬂ ManenbkaM: 107 107,

Iapamerp S BANCHHTE BiX & i HOBXHHH nocnmonHocn 7 TaK, Mo npn
dikcoBaHoMy « i3 ‘3POCT2HHAM . 1 BeJIHYMHA B . 3MeHuIyeTbCL. Ockinexu
rinoresa H, CKJIa{Ha, TO 3 MHOXHHH TECTiB He MOXHA BHOpaTH €AUHMI TecT,
SIKHIE Bi,ﬁrmBiaae piBHOMipHO HalGiTRIT TOTYXHOMY - KPUTEPi0, TOGTO Takmii,
AKHH TIPH 32/1aHOMY DiBHI 3HAYYmOCTi ¢ MiRiMizye sHAueHHS .

B xoxi. poboru tecty, Buxommum, 3 TeCTOBaHOT IIOCJII,ZIOBHOCTI
obgHCTIoETRC fedxa BemaanHa U, 3BaBa crarmermkoo. Yacto Tecr
nobynosanuii Tax, W0 BiH HpHiiMae nocninom{icm, To6TO, He Bigkuzae H,,
sxmo U <U,, ne U, Hasupaerbcs IOPOTOBHM 3Haf{cHH;1M craTHCTUKH, ‘Tect
HaB3MBAETLCS JIBOCTOPOHHIM, AKIIO NpH HOTO mepesipmi BHKOPHCTOBYETHCS
* HepiBHicTE Burmany |[U|<U, .

3navenns U, bpospaxoaye'rbéx 3a yMOBH icTuHHOCTI rinotesn H,. Sxmo
U>U,, To NOCHiAOBHICTS BiIXHISETHCA. I/IMOBlleCTL B IIbOMY Bnnamcy MapHO
BiIKHHYTH, NIOCTiOBHICTH OBUHHA nopmmonam a.

Tomy Benuuuna U, BH3HAYAETRCS 13 chiiBBigHOmeREs O(U, ) 1-a , e
U ) dyHKuisn posnmoginy HMOBlpHOCTl @ — piBeHp 3HadymOCTi TecTy.

B nromy BHTAJIKY rpaqm{ GyHKuii CD(U ) p036nBaeTch abemucoro U,
Ha JBi YACTHHH TaK, o npn 1cTHHHm rmorezl H, HMOBIleCTI: HOSBY 3HAYCHb
CTaTHCTHKH, IO HE [epeBUIIyIoTh U, pmHal a. . s

Binmosizno, HAMOBIpHICT, mOSBM  3HAYEHD CTaTHCTHKH,  INO
nepesuugytors U, , piBHa «. . A L

Hyxe gacto Gysxuis ® — MOHOTOHHO 3pOCTAIOUa, TOMY: IUIsl TIEPeBipKn
HepisHocTi U >U, MoxHa nopismopatn ®(U) i ®U, ).

B HBOMY BnnanKy 1>0U)> (D(Ua)> 0, 3Bi/KH
1 'cD(U)<1 ~-oU,)=a. _

: " 3pyuHo  BBecTH - - 3HaueHHs P, =1-0U ) AK€  Ha3uBaeThCA
p ~BEJIHHHOIO. chcmmcn (I)(U ) ~ HMOBIleCTB TIOSIBH 3HAYEHD CTaTHCTHKH,
wWo He nepeBmuye U T0 B, ~ I/IMOBlpHICTI: osgBH 3HA4YeHb C'ramcmxn

61m>mnx Hix U,
OT)Ke, Ha mincrasi pesynLTanB TeCTy TOCHINOBHICTD BBAXAETHCS
BHIIaAKOBOIO, AKIIO B, < x.



Hanpuknan, 11s nepesipky. BUAy posnofiNy TecTOBaHOT TIOCHiIOBHOCTI

MOXHAa CKO (V Np ') »
pncra’mca cra*mcmxo;o Z Z Z——N—
=0 - 1Vp;

Tyt v, — 4acTora 3ycTpivHOCTI CUMBONY i € Z, B MOCNIAOBHOCTI 3HAKIB
mu(bposaﬂoro Tekety, N =v,+...4+ Vv, , - IOBXKHUHA TECTOBAHO] nocnmoaﬂocn
(Pos--» P, ) — BEKTOp pO3TIOALNY umompﬂocn CHMBOIB, Bl,IlHOBllIHPIH rinotesi
H,. Cratucruka y° mpu N >0 Mae Tak 3Bamm posnozin Ve H_;pgona 3k
CTyneHsaMu cBoboau, e & = m~1. Lleil poznioain tabynsosaHo.

Opu k230 s3amicts y;  3a3Buvail BHUKODHCTOBYIOTHCS.  Pi3Hi
anpoKCHMaLlii 33 JOROMOT0I0 HOPMaIBLHOTO PO3NOALNY. . ~

B pazi PPBII mac Micue (po,.;.‘., pm_,)=(l/m,...,l/m). Hexaii Beauumna -
Z,f.-,_,, — KBaHTHIIb piBHA 1-@ posnoniny y* 3- m—1' cryneHeM ceobomu,
BizNoBiHa piBHIO 3HaUyWOCTi ¢ , To6TO ananor U, : P(y? > Pia)=a.

Sxmo ans BMGIpKM BHKOHYEThCA HepiBHicTs: < yi,,, TO
npuiimMaeThes rinotesa H, po BUMaAKoBuUil xapakTep NOCIiAOBHOCTI, iHaKIe —
rimoreza H, BiOKuaaeTscs.

Binssauumo, mo BignosigHo no EKCOEPUMEHTAIBHHX  JIaHUX 3
TinoTe30i0 Mpo HasBHICTb y nocmnonnocn neBHoi BJIaCTPlBOCTl He cmnqmﬁ
TPO IPOTHPIHYS LHX e JAHHX 3 IKIIOK TiNOTE3010.

Ha ocHoBi cnoctepesxeHHs peamisanii AOCHiZOBHOCTI 3a JOIIOMOrONO
CTAaTHCTHYHHX KPUTepiiB He MOXHa [NOBECTH cHpase)iMBicTs Ti€i abo immoi
rinoTe3n, a MOXHA JIKLIE cmepzmcyaam mo pe3ynm~am cnocrepe;xenb He
cymepedats faHiii rinores. ‘

Posrnsnemo ocHOBHI BUMOrH no Habopy TectiB. 3posymino, mio-Habip
MOBHHEH MICTHTH ‘JeAKy MiHiManbHO ~HeoOXioHy MHOXWHY TecTiB, fKa
BH3HA4AEeThcA MaiiOyTHIM 3aCTOCYBAHHAM TCCTOBaHUX MOCIiZOBHOCTEH, 1 MOKe -
6yTH pi3HHM y KOXKHOMY KOHKPCTHOMY BUTIAZKY.

Hanpuxnan, Habip TectiB, pexoMenaoBanuit HartioHaTbHEM iHCTHTYTOM - -
crannapriB CIHA-NIST- st TecryBaHns: aBiiikoBHX HociigoBHocTteit [39],
BKoYae 16 TectiB (B T. Y. TeCTH: 4ACTOTHHIl MOHOGiITOBHMI; -uYacTOTHHIA
6noxoBHi; TecTH cepifl i AOBrux - cepiif oNUHHIL; paury sunaaxosoi {0,1}-
Mmatpui i in.). .
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‘BiNbINICTE - TECTiB- 3 «-Ha6opy NIST. npuswauena - yis’ ‘TeCTyBaHHA
NBIHKOBHX nocmnonnocren nomxmmro BI,ZI 10° —106 TpoTe neﬂm 3 HHX
MOJKyTh BHKOPHUCTOBYBATHCS 7Sl TECTYBAHHS HOCTTi HOBHOCTEi nonmmdxo Bix
10? enementis (MoHOGiTOBMIt»1 GiOKOBHI YACTOTHI TECTH, TeCT cepili, TecT
cepili MakCUManbHOi IOBXHHHM, TeCT YacTOT. V-IpaM.3 MepeKpUTTaM i im.).
Momaa' CTBOPHTH  aHAJIOTH TeCTiB HmBOro Halopy XA  TecTyBaHHS
IIOCII]JIOBHOCTCPI eneme}mB 3 ,HOBUILHOI‘O ampam*ry ' ,

" “KimskicTs TecTiB B [eSKOMy iX HaGopi BUSHAYaeThes, BUXOLSIH 3 TaK
3BaHOI 3aranbHOi NOMHIKH 1-r0  pofy, ToOTO TOI YAaCTHHM BHIAXKOBAX
MOCNIiZOBHOCTEH, AKi He IPOHAYTh X014 O OZHH 3 TECTIB.

Saramsna mommnka 1-ro pomy A(ma) 3maxomurscs. A 3amaHuMX
TIOMILIOK 1-r0 POy KOXKHOTO 3 TECTiB 33 YMOBH iX HC3aIeXHOCTI. SAxmo mis
. BeiX TecTiB 33HaHe OjHe 3Ha4YeHHSA «,, TO HMOBIPHICTH TOTO, HIO BHIANKOBA
TOCNiIOBHICTh HE NpoHzeE, l}punaﬁMﬁi, OJIMH TECT 3 ixa60py, piBHa

——(-na)

A(n,a):l—.(ﬁa)?:l- 1+ n/(_na) )

OCKINBKH l/a nmnmco 3poc*rae 31 BMGHIIIGHHSIM a. . v

Jns BHGpaHOl BCJIPI‘II/IHH A K]J'II)KICTI: Tecrm anaqaemcx ;nc’

—ln(l A(n, Ve is cm}aBmﬂomeHHz A=l-g™

BimMmitumo, mo 3i 3poctaHHsAM - # BenuumHAa A npaMye mo 1, Tomy
KiIBKICT. TecTiB He Mae GyTH. HAATO BEIHKOIO. :

Ipuxnao. Sxmo B KoxkHOMy 3 16 TectiB 3 Habopy, peKOMEHIIOBAHOTO
NIST, nomunka 1-ro poxmy mopisaioe.0.01, To A(n,a)=0.15, TOOTO OJIM3BKO
15%- cyTo BHNMAAKOBHX NOCNiZOBHOCTEHl He Tpoiile Xod 6W ONMH 3 TECTiB
Habopy. . . .
BaxxnuBUM YHHHHKOM «oG'eKmBHoro» TECTYBAHHA € HC3aICKHICTD
TectTiB. g mepeBipkH IX HE3AIEKHOCTI BHKOPHUCTOBYETBCA . K “eTaloHHUX”
nocnifioBHOCTEH S,,...,S, , OTPAMAHHX; HANPHKIIAM, 3 BAKOPHCTAHHAM (i3uyHIX
HATYUKIB BHIAgKOBWX yncen. Bemwanna k mae G6ytu nocrarrsoro (k = 500) mus

3aCTOCYBaHHS KPHTEPIIo He3aNeRHOCTI ¥ BHAY
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xNZ

FILE . " iJ 1. 'j

,Ilev Z Ty 8 v,jiziny:

3anponononaHa TaKa emmpmma METOTHKA TIePEeBIPKH - HE3ANEKHOCTI
tecti. Iosmawmmo T,,...,T, — monii, BlllHOBl}:[Hl daxTam npoxomerHz

BHT2/IKOBOIO nocnmonmc'no cyxyrmocn tecti 7,...7, Binmosigmo.

Heo6xijHo epeBipuTy BUKOHAHHS pnmocn P(T LT, ) HP(T

i=1

3a GopMyI1010 MHOXEHHS ﬁMQBipHOCTeﬁ:
P(L, T,T,)= P@G/T, Ty-+-T,) P(T, /T, - T, +-T, ) P(T, , /T, P(T,).

Orxe, I TEPEBIpKM HE3AIEKHOCTI TECTIB B CyKyIIHOCTi NOTpibHO
nepesiputH Hesanexuictk (1 —1)-of napw nogii surnsy P(T,/T, 0T )

Jna 1nporo Ha OCHOBi «eTaTOHHMX» TOCHJOBHOCTEH Si,...,S,

no6yxyeMo Hosi 0,1-nmocmigosHOCTi M, i=1,...,n TaKHM 9HHOM.

M, =(G(S ) s TS )s oo My (TH(SI),---,TH(Sk)),

e ﬂ(Sj) piBHe 1, AKIIO NOCHINOBHICTB S, TIPOXOANTH TeCT T,, abo Hymo B

iHIOMY BHIIANKY. .
* Tlicas nporo mobyxyemMo HocnigosHocTi L,

Li=M, L=M,-M,, ....L =M, -My-M,_, k=1,.,n—1,

Tie OTepalis «-» 03HAYa€ MHOKEHHS €lEMEHTIB OCH JOBHOCTEH, PO3TAIIOBAHHX
Ha OJAHAKOBHX MiCLsX. ) o e -

Jani, 3actocoyroun n-—1 pas KpuTepidl -~ HesamexHOCTI }°,
TepEBIpIEMO TONAPHY :HE3AJEKHICTR,; I KOKHOI 3 HACTYyNHHX map
M,.

‘3a pezynLTa'raMH TCCT}’BaHH}I npnm\aaen;cz plIIICHHﬂ opo HE3AICKHICTE

*

nocnigosrocTed: L, M,; L,, M, iTax nami, 5o L

n-1?

CHCTEMH TECTIB:
Sk Bxe OyIno BiMideHO, TECTYBaHHIO MigIATAI0TE:
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— KpUnTorpadi4ui BIacTHBOCTI KOHKPETHHX NI0CIIHOBHOCTEIH;

— BIIACTUBOCTI reHepaTopa, BHKOPHCTOBYBAHOTO [Tl CTBOPEHHS BHNAJ-
KOBHX HOCIiZOBHOCTEH.

II,xm CTAaTHCTHKH Hau61m>1u icrotrol0 0COGIHBICTIO  6yab-siKo]
nocmnoaﬂocn € if ,uommna Ha npaxcrum ‘OKpeMo posrnxnaxo‘rbca nmamm
TECTYBaHHS NOCTIAOBHOCTeH «BEMHKOD i «MaTob» JOBXKMHH.

OCHOBHOIO 'TIpHUMHOK AH(EpeHLifioBaHOrO MAXO4Yy 1O UMX XBOX
BUNIAJIKIB € TOH dakr, o BHaCTHBOCTl BHMa/IKOBO] nocnmosnocn CTalOTh THM
Ginblue BHpasHUMH, 4HM 6inbie if JOBXHHA.

BBaxcaeTses, Mo MiHiManbHa JOBXKHHA NOCHiZOBHOCT AU 4aCTOTHUX
Tectis mae 6yt B 5-10 pasis 6inbiua obesry andasiry. B rakomy pasi 3a yMoBH
PiBHOMIDHOFO pO3NOAiNY CHMBOJIB NOCHiAOBHOCTI HMOBIpHiCTH - TOrO, 1O
KOX€eH CHMBOI 3yCTpiHEThCH IOHaHMeHIte | pa3, HaGNHKaeThCs 10 OAMHAUL,

JiificHo, B nMX ymoBax HMOBIDHICTH TOTO, IO AKMICH CHMBON He
3YCTPIBCSA XKO/HOTO pasy, HaA3BHYAIHO Mana: )

‘ ‘ 1 N l 10m »
(1-——) =(1——J <e'~5.10"°
m m )

Imwi TecTu MOXyTh BHCYBaTH wie KOPCTKili BUMOrH JIO HOBXHHU
NOCIiTOBHOCTI.

Ockineky Gyap-axa nmianocninosuicts PPBIT Takox € PPBH pasoM 3
TECTYBaHHSM BCiel peanisauii Heo6xinxo TecTyBaty ii pisHi mnnocmnonﬂocn

i nmignocninosHoCTI MOBMHHI BHOMPATHCH 33 JOMOMOrOd JesKuX
IIpaBuIl, NPUYOMY TaK, 106 HOMEDH MicCLih CHMBOJHB AKi BPI6PIpaK)TBCﬂ He
3anexany 6 BiJ 3HaYeHL CaMUX CUMBOJIIB. :

Hanpuknan, ue cuig BUOMpATH IHAMOCHINOBHICTE, SKA CKIAHAETHCS
JIMINE 3 HYJiB. . '

Ipasuna BuGopy niznocnizosrocTelt MOXyTs GyTH TaKUMHU:

~ KOXeH j -} eNleMeHT BUXiZHOT [10CiJ0BHOCTI;

— KOXEH €JEMCHT, Iiepes -SKHUM 3yc1'pmacrbcx Jesxa ¢ikcoBaHa
koMOiHauis cuMBoOiB; o .

T CNIEMEHTH, HOMEDH . MiCUb  AKHX , BU3HAYAIOTHCH . JESAKOIO
NOCTIAOBHICTIO, HE3ANEKHOIO Bijl JaHOT i TaK Aani. ’
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TecTyBaHHS TeHepaTOpiB  BHIAMKOBHMX . MOCIiNOBHOCTEH (amcen)
CKIAJIaeThCs 3 ABOX €TAIB: :

— TecTyBaHHZ JocTaTHBOi Kimbkocti (~10°) mnocmimoBHOCTeH 3a
JI0II0MOTOR0 TizibpaHoro Habopy TecTis; ’

— 00pobKa OTpUMaHHX Pe3yIbTaTiB.

Jbist renepaTopa BHIIANKOBHX IOCIINOBHOCTEH MOBHHHI BHKOHYBATHCS
TaKi MipKyBaHHS: ‘ - -

— SKIIO TOCHiAOBHICTE BHHp06OBV€TLCH TecToM, lIJiﬂ‘;IKOFO 38 1aHHH
piBEHE 3Haqymocn @, TO 3 iiMOBIpHICTIO @  TOCHTIOBHICTD He nponne i
TecT (Hanpnman, npy o = 0.01, B cepepnsomy, He mpoine TecT 1 3 100
HOCJ‘IIJZ[OBHOCTCI/I),

— BEXimHi DocIifoBHOCTI reHeparopa 'NOBHHHI MaTH plBHOMlpHPIH ;
PO3NONLN BiAANOBIAHUX 1M 3Ha4eHb F, .

Metomuka - NIST - 00poOku  pesynsTaTiB -+ TeCTyBaHHA TeHEpaTopiB
nepenbadae Taki Ail.

1. OBuncnenns mponopuii nocnmomlocren Axi npommm TECT.

Hexan 6ymno IIpOTeCTOBaHO 'k nocanBHOCTeH 3 HUX k; npommm TeCT.

Toxni nponopum nopisntoe k, /k. meo plBeHL 3Haqymocn TecTy piBHHHA &/, TO

[TOBUHHA BUKOHYBaTHCA Hepmmcn:

-31f———“(1"“)5551-a+‘31'/-—-——“(1‘“). @D
Vk k. V& . g

- 2. Ilepesipka piBHOMIpHOCTI po3nofiny P -Benu+uH.
Hmpaxoayloncx HCTa: F- K.UIBKICTI: P-Benmym IO HalleXaTh

1 :
inTepBayaM [ —— ( 70 ) —] ;.(e i=1 ...,10 chﬂﬂ Horo oﬁqncmoen,cx CTaTUCTHKA

BH3HAYAETHCS 3HAYCHHA P zgams (4 5 0 5 X )

ne igams’ — HeNOBHA raM'c\-(i)yHKmﬂ of4ucmoBaHa 32 (bopmynoro.
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O(a,x (L [etear,

ne I[(z)= jt:"e"dt :
0

3. Slkmo BuKOHYeThCs HepiBHicTE P, 20.0001, To P-BelvyuHu

BBaXAIOTCS  PiBHOMIPHO pO3NOJiNEHMMH, a FeHEpaToOpH 3 BKa3aHUMHU
BJIaCTMBOCTAMH, 3a TepMiHonoriexo NIST, Ha3uBaroThCs CAHKUIOHOBaHHMH
(approved).

CankuioHoBaHHH reHepatop, 3a1eXHO Bia Habopy TecTiB, MOXe Gyt
AOCUTb XOpOLIMH ISl GOPMYBAHHSN ramMM OJHOKPATHOrO BHKOPHCTAaHHS Ta
IHIIMX KPUNTOrpadiyHuX 3aCTOCYBaHb.

4.3 'enepaTopn nceBIOBHNAIKOBHX NOCTIAOBHOCTEH

Binzuauyumo, mwo ans cteopenHs PPBII BHUKOPHCTOBYIOTbCA TPH THITH
reHepaTopis: TabnuyHi abo (isHyHi reHepaTop, a TakoX reHeparopu [1BIT.

Ilpuknagom TabnuyHoro resepatopa Moxe ciyrysata onybiikoBana B
1955 poui kommnanicio Rand Corporation Tabnuus o6csrom 10° BHIAJIKOBHX
uudp.

®isnyHi resepaTopu Habynu UIHPOKOTO TIOLIHPEHHS TICNIS CTBOPEHHS
MiKpONpOLECOpPiB, IO MaKTh HEBUCOKY BapTiCTh 32 YMOBH JOCTATHBOI
npopykTuBHocTi. Ha puc. 4.1 nokasano dizuanuii ICHEPaToOp BUIIAJKOBHX
nauux ORB, peanizosanuii komnaniero APA Consulting Ha MikpokoHTponepi
cimeiictBa PIC12C67X (8-Mu KOHTaKTHUMIA xopityc SOIC posmipom 5.3(8.1mm)).

Pucynox 4.1 - I'eneparop Bumankosux uncen ORB
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B 0cHOBy poBOTH IAHOTO TIeHepaTopa MOKIAAEHHI - TprHIMI
BHMIipIOBaHHS HaNpYT'H Ha KOHIICHC&TOpI, SKH 3ap;xm1<ae'rbcsx i pozpmae’rr,cx‘
BiAMOBiNHO O HEAKOrO IIOTOKY OiTiB. '

Tabnuaui Ta isHuHi” reHepaTopd pa3oMm 3 F4PHEMH CTATHCTHYHHMH
BIIACTHBOCTAME MAIOT5 DS HEJIOMIKIB, O TONOBHHX 3 SKHX MoXKHa BimHECTH
CKJIAIHICTE TEeXHITHOT pean13au11 BiIHOCHO HEBHCOKY - IIIBI/IIH(OI[IIO i Bucoxy
BapPTiCT: ‘ R

“Uepes HasBaHI NPHYMHHE IIpY NOGYAOBI: MPOrpaMHHUX i IporpaMHo-
amapaTHHX 3acofiB  KpHnTOrpadhiuHOro - 3axmery - imdopmamii ¢ MIEpOKOro
nommpeHHs Habynu reneparopu IIBIIL

Haif6inb11 IpoCTHM NPOrPaMHAM JIATYHKOM IICEBIOBUIIA/KOBHX YHCEI €
Jipiiinuii Kourpyenrnmii reiiepaTop (JIKI'), skuil OIMCYETBCSA PeKyPESHTHAM
piBasEraM Buay X, =(aX,, +b)modN, ne X,~ BumagKOBE NOYATKOBE
3HAYEHHS, @ — MHOXHUK, b— npupict, N —Mo/yns.

Tlepion BAXiZHOI MOCTIZOBHOCTI TAaKOro I'eHEparopa He HepeBHIIye N,
MaKCHMaJbHE 3HA9EHHs JOCATAETLCA, NPH IIpaBHIbHOMY .BuOOpi mapamerpin
a,b,N, a came, xonu: '

—wucna N i b msaemno npocri: HCJ[ (N,b)=1;

< ‘a—1xpaTHO GYIb-IKOMY IPOCTOMY P, IO AUHATE N

'~ a=1xparHo 4, mcmo N Kpamo 4. e

V [10] HaBemenmii COMCOK KOHCTAHT mig JIKT, mo 3a6e3edyioTs
MaKCHMAIBHUH [epiox nocnifiossoCTi i, 110 HEe MeHIne Ba)KJII/IBO, Bumom,um
IIOC/TiIOBHOCTI IPOXOAATE CTATHCTHYHI TeCTH. ' oo ' '

- Jns peanisanii JIKT na nepconanbnnx KOMITIOTEpaX 3 yPaxyBaHHAM ix
PO3PSTHOT CITKM HEPINIKO BHKOPHCTOBYeThCA Momymb N =2%' —1~2.14.10°.
Ilpu usoMy HaliGinswm sxicHi craTncT4Hi Bractisocti TIBIT nocararorsca Ins
KOHCTAaHTH @ = 397204094. ' n

V nopisusumi 3 ipmmmu BufaM# reHeparopiB IIBI1 nammii BuK
3a6e3neqye BHCOKY TIPO/IYKTHBHICTS 3a PaxyHOK MAIOro 4Hcia onepaniii I
CTBOPEHHS! O/IHOTO TICEBIOBHIAJKOBOTO BiTa;’

Henonikom JIKI™ B 1wiasi IX BUKOPHCTaHHT LI cTBopeH}m no*rorcomdx
mudpise nepenﬁaqysamc'rb BUXHIHEX HOCTiZOBHOCTEH.

‘Edexrusni araku Ha JIKI 6ynu sanponososari Jxoan Bosp.

it manmexars Meromu aTak Ha KBaJpaTWydi i KyGiuHi reHepaTopH:

X, =(aX?, +bX,  +c)modN i X, ={aX?, +bX2, +cX,  +d)mod N .
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Iamni gocmimemkw ysaransmmnm pesynsrat pobit Bosp ‘Ha BHEmamok
3araybHOTO .. OMHOMIATLHORO - KOHIPYEHTHOTO - reneparopa. Crepu i Bosp
noKasa, Ak snamaty JIKL, HasiTs Ko BigoMa He Bos. HOCTiXOBHICTh. |, ;.

-Bimman i Ximn, a nismime ITep . Ens-Ex’ I0oTep BHBYMIM . KOMGiHaIi]
JIKT. Ycwnanuenns Be e -Crifikimmve kpunrorpaiuHo, ane MaOTh BelHKi
Nepioay i Kpame IOBOIATE cebe Ha AesKux KPHUTepifX BANIaIKOBOCTI. .

Perictpu 3cyBy 3 aimifinum 3BopoTHNM 3B'a3K0M (Linear Feedback
Shift Registers — LFSR) Bimogators Bracae pericTp 3cyBy i cxeMy ofuncienus
q)yHKnu 3BOPOTHOTO 3B'S3KY (tap sequence) (puc. 4.2).

Lnl o :l"2] 1 k (’~“g;::'7:“,

" Pucynox 4.2 - Perictp 3cyBy 3 miniiiuum 3BOpOTHUM 3B'13K0M (LFSR)

Ha" cxemi BMicT perictpa — mocnimosmicts Gitiz — 3CYBAETECH 3
IPUXONOM TaKTOBOro immymecy (clock pulse) na oaum pospsxn Bmpaso. Bir
HAAMOJIOAIIOTO PO3PANY BBKAETECH: Buxoziom LFSR B manoMy TakTi poSorn.
3HaueHHs HalicTapiIoro PO3pANy TPH LBOMY € Pe3yJhTATOM JIOJaBaHHS 32
MoIyieM 2. (¢yuxnizs XOR) pospsais (ToUok 3miMaHmHs:) 3BOPOTHOTO 3B'I3KY.
IocninoswicTs, 1wo renepyerses,. HA3UBAETHCA JTiHIHHOIO peKypeHToIo.

I@opeTHqu, n-0itoBuit LESR.. Moxe 3TeHEPYBATH IMCEBOBHIIANKOBY
HOCHIOBHICTE 3 mepionoM 2" —1 6iris. Taxi LESR HasHBaroThECS pericrpamu
MaxkCHMaJBHOTO nepiofy [1].

At Boro pericTp 3cyBy mosHHeH MoGyBaTH B yeix 2" =1 neHymnoBHX
BHYTpIImHIX cTanax. S .

Onma i Ta x peKypeH'ra MOxe GyTn 3reHepOBaHa pericTpaMu pizHoi
nomxuy. Ilpumycrmo, mo cepes no,mGan pericTpis Ham #- 61TOBHH LFSR -
Mae MiHiMalbHyY HOBXKHHY. . . ‘

@yHkii  3BOPOTHOTO 33'23Ky pen'CTpa MOXHA IOCTaBHIH .Y
Bi/IIIOBiAHICTE TIOMIHOM, m(x) CTelleHs He. Glnsme ns Koe(pmleHTaMpI 3 ITons

JUIOKIB 33 MOZYIEM JBa, IO CKIANAETECS 3 omiormems BHITIIAY X et , Oe {n,.}
- MHOXXHHA HOMEDIB TOYOK 3HIMaHHS 3BOPOTHOIO 3B'S3KY. '
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- Tlonigom m(x) HAa3UBAETHCA : MIHIMAJILHHAM [IOJIHOMOM - BLIIOBITHOT
peKypeHTHOI OCHiIOBHOCTI. . :

Hna xoxmoi kinmeeoi (aGo neplolmqﬁoi) NOCIi FOBHOCTI S MOKHa
Bkazatd LFSR, sxuit, mpu nesxomy TOYaTKOBOMY 3aNOBHEHH, nopo,zmcye Mo
IIOCHi/IOBHICTB. _

Cepen Beix TaK.I/IX perlc'rplB 10Hye perictp MlHlMaJILHOI nopxuen L.

Bennmuuna L nasuBacthes Jiniiinoro cknajgmicTio mocmifosHoCT S

Haranaemo, mo ToiHOM Ha3HBAETHCA ,Hcspi;xHHM, AKIO BIH HE MOXe
6yTH BUpaxkeHHH 9K JOOYTOK ABOX noninoMiB MEHIIOTO CTeNeHs, RIIMIHHNX Bij
KOHCTAHT. . ' »

IpamiTHBNui moJIiROM CTENMeHS 7 HaJ TIONEM JUIIKIB 33 MOIyJIeM

JiBa — Ile He3BiAHUI NoNiHoM, sKuit fimurs x* ' —1, ane He AimTh x? -1 s
2n—1

Teopema. Jiia Toro, mo6 INOCTiOBHICTE, noponxéeﬂa LFSR, manma
MaKCHMANBHHI TIepiol, HeobxiaHo i JocTaTHBO, M6 1T MiHiMANEHMI IIOJIIHOM

Oymop-axux d: d|

6yB IIPUMITHBHHM TOMIHOMOM 32 MOZYJEM 2.

" COMCOK  NpPaKTHUHO 3aCToc03yBaan " anMiTHB}iPD(' TIONiHOMIB
Hagemenuit B [1, 7] HaanKna)I, HpHMlTHBHHM NONHOMOM €
X ax T+ A X+ xL S ' o ’ A

- Ha6ip noxasmukis (32, 7, 5, 3, 2, 1, 0) osuadae, mo, 3351}31111)1 :p'eric'lp
3CyBY NOBXHHOIO 32 i reHepyxqu 6ir 3B0p0THOI‘0 3B ;13Ky LITAXOM JIOAABAHHSA
7-ro, 5-ro, 3-ro, 2-ro 1 lro 61T1B 3a MO,ZIyJICM 2, MPI ommvxaemo LFSR'

MaKCHMAITBHO JIOBXHHH (13 pr —1 cranamm).

Hasenemo nporpamy Mosow C At IIOCJIII[OBHOCTI, 11 (s} reﬂepyerbcx
nmaunm LFSR: :

Int LFSRQ) { -

Static un51gned long ShlftReglster-l //Gymrmce Henymoae noqan(one 3anomie1m;1

ShlﬁReglster =((( thﬁReglster>>3 1) >

(- ShiftRegister>>6) -~ ' : . I

#( ShiftRegister>>4) B

~( ShiftRegister>>2) ) "

A( ShifiRegister>>1)

~( ShiftRegister))

80x00000001)

<31

| ShiftRegister>>1);

return ShiftRegister & 0x00000001; }
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Bimvitemo, sxmo p(x) -~ npuMiTHBRHH noinomM, To x” pl/x) = Takox
npuMiTHBHHIL. Kpim Toro, sxito momizom (a b 0) IpHMITHBHUI, TO (@, a —b, ()
~ npuMiTHRHEH. SIKII0 oNizOM (a,b e,d, O) HpHMlTHB}lPIH TO (a a-— d a-—ca
— b, 0) — npuMiTHBRYMIL i TOMY HOni6HE. ' '

TlpuMiTHBHI TpHIIEHH 0COOMMBO 3PYHHI, OCKINEKH MOMAIOTHCS JIHIIE 2
6itu perictpa 3cysy, ane IpH I5OMY BOHH 1 GLIBIT ypa:mmn O aTax.

Bsaram KaXy4H, LFSR 3pY4Hi 1A TeXHidHO peamaanu ajne 3 TOYKH
3opy Kpnnrorpa(bmﬁm CTIHKOCTI MatoTE cnaﬁxocn -

ocninosri GitH miEiitHOT peKypeHm nimiitso 38JIC)KH1, 10 po6HTL ix’
Hen0Tp16HnMn s mn@pyBaHHx

Jlocuts 2n’ mocmimoBHMX GiTis pexypem"n W06 BH3HAYHTH MHOKHHY
HOMEpIB TOYOK 3HIMaHHS 3BOPOTHOTO 3B'A3KY. ‘

Bemuxi pumankosi umcna, 3reHepoBaHi 3 nOCHiZOBEMX 6iTis- LF SR,
CHIBHO Kopem,oaam Ilpore LFSR pocuts 4acto BHKOPHCTOBYIOTECS  SIK
eneMeHm CKIIaHIX anropn'rmB (bopMyBaHHﬂ mmbpynaﬂmox KIFO90BOT
MIOCTZOBHOCT]. o L o

ICHye uie psin reHepaTopiB I'IBII (BT, W rereparopu anya), E{Ki qepés
psuf UPMYMH He 3HAdmm umpoxoro 3acrocy13amm B prmrorpaq;anmc
cuctemax. HafiGimsm eq)emam pimenns 6y orpmwam Ha OCHOBI CKIIafeHHX
TeHepaTopiB [11]

I/ueﬁ noﬁynosn cxnaneﬂoro reHepaTopa 6a3yen,cx Ha TOMy q)mm, 1o
KOMGmaum IBoX i 61m>me npoctux Trereparopis IIBII, B pasi HpaBHJILHOFO
BHOOpY 06'enHyBanEHOT GyHKIIT (B T. 4. ZOJIABAHHA 33 MozyIeM, 232 —1 i in.),
/la€ TeHeparop 3 MOKpaleHAMH BJIaCTHBOCTSIMH Bpmamcmaocn 1, AK Hacmnox, '
T IBAILIEHOR0 KPHIITOrpadidHOI0 CTIHKICTO.

4 B pasi cTBopenHs xpunrorpadiuro crilikoro reHeparopa ITBI'I Terko
BI/IplIIIyGTBC}I NHTAHHS CTBOPEHHS MOTOKOBHX nmd)pus anm Tamx IIBII we
BiApi3HSETBCH (Toqmme Mae He Bmplswrmcx) BiA PPBH JIBa reHepaTopH
3aBXAH MOXYTh GYTH CHHXPOHHO 3aIlyIIeHi 3 OHOTO BEKTOPA.OYATKOBOTO
CTaHy, skuii Habarato Kopormmii mepegaBaHOro noamomnemm o BHTIOHO
BifpisHie o cXeMy Big mudpy BepHama. ‘

Binomo 4 nimgxoxu no KOHCTPYIOBaHHA Bumommmx reHepaTopus.

1) cucTeMHO-TeOpeTHYHMIL,

2) CKNIagHICHO-TEOPETHYHHIL;

3) indopManiiino-TeopeTnurmii;
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4) panzoMizoBaHHH. ' -

Lli migxomu poO3pi3HAIOTECS CBOIMH nplmymeHHﬂMn npo Mo;rmmsocn
KPUITORHATITHKA, BU3HAYeHns kpumrorpadiusoro yemixy 1 HOHATTA '
HamiHHOCTI. S B _ o ’

B pa:3i cncremm&eopmmﬁom migxomy Kpnmorinacb CTBOpI0€
reHepaTop KIIOYOBOrO NOTOKY, SKHH Mae BIACTHBOCTI, | “HIo IIl,II,HaIOTBCSI
nepesipi, BKIIOYAIOUH JOBIKHEY nepioﬁy BHXimHOl -~ mocnioBHOCTI,
CTATHCTHYBHMI PO3NOXLN 10TOKY OiTiB, NiHiHHY CKIaAHICTh TIEpPETBOPEHHS i TaK
Jaui. ’ ) ’

3 BpaxyBaHHAM BIIOMHX METOAIB KpPUNTOAHANi3y 'KpHITOrpad
OTITHMi3y€ FeHEepaTOp MPOTH LHX aTaK.

Ha ocHoBi Taxoro migxoxmy Prommenem étbopMynLosaHHﬁ Takuit Habip
KPHTEpiiB 719 TOTOKOBHX mudpiB.

1. Benuxuit riepion BUXinHOT HOCHITOBHOCTI, BIACYTHICTE MOBTOpEHE.

2. Bucoxa mniniifua cma,umcrr,, SIK XApAKTEPHCTHKA HAIIOrO IeHepaTopa
gepes perictp LFSR miniManbHOT IOBXHUEY, KA MOXe 3reHepyBaTH TaKuii xe
BUXIZ,

3. HCMOX(JIPIBiCTB:BiVJ.lpiBHHTI/I Biu‘PPBH 34 JOIIOMOIOI CTATHCTUYHMX
KpHTepiiB. '

4. HepeMlmyBaHHx 6ym:—5n<nn 61’[‘ Kmoqmaoro TOTOKY Mae 6ym
CKJIaITHHM HepeTBOpeHHﬂM BCIX ‘abo 61115111001'1 6mB noqancosoro ‘cTany
(wmoua). .

--5. PO3CI}OBaHH}I HaI[MlpHICTB y Beix nmcrpylcrypax anropmmy poGom
reHepaTopa MOBHHHA poscumsamca ,

6. Kpurepil meniniiinoeri TePETBOPEHb: BINIOBITHO 10 JiesKoi METPHKH
BiACTA@Hp N0 JHHIHUX Q)ymcmn Ma€e OyTH JIOCTATHBO BEIHKOIO; nomlﬁﬂe
TaBHHONOAIGHE MOMAPEHHs TOMUIOK B pa3i 3MiHM ofHOTO GiTa apryMeHTy i iu.

TIpaxreka migTBepAKy€e HOMIBHICTS 38CTOCYBAaHHS BKa3aHHX KPHTEpIiB
He JIMINe UM aHani3y i OMiHIOBAHHS IOTOKOBMX HIM(PIB, CTBOPEHHX B PaMKax
CHCTEMHO-TEOPETHYHOTO HiAXOAY, ale i ansg Gyap-SKaX MOTOKOBHX i GIOKOBHX
mridpis. » :
OcuoBHa npbﬁnema NOZIOHUX KPHUIITOCHCTEM nonsATae B TbMy, o Ji
HEX B&XKO JOBECTH ;m-HeGym: q)aKTH PO IX KPUITOCTIMKICTh, OCKIIBKY It
BCIX LIMX KPHTepiiB He 6yna noBerena ix HeobXimHicTs 260 JZOCTATHICTE.
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TloToxopHH mHpP MOXKe 3afOBOJIBHATH BCi Wi DPUHIMIN i, ;BCE~TaKH
BHABHTHCA HECTifiKHMM, OCKi/IEKM CTiMKICTB .BIiIHOCHO 3a/IaHOTO . Ha60py
Kpnnroanammqnnx atax Higoro, He TapaHTye. C

[Ipuxnanom Branoi MOGYXOBM CKIANCHOTO T'eHepaTopa 3 'rqun 3opyi
migBuIleHHs NiHiAHOI cknamHocti € kackan I'onmana (puc. 4.3). Kackan
TomMana MIiCTHTB Aekinbka perictpis 3cyBy. LFSR. Hepmmii perictp pyxaeﬁ,cn
piBHOMIpHO 3 KpoxoM 1. 3CyB KOXHOrO MOAAJBIIOTO. PETiCTpa. yIPABISETECS
nonepeHiM Tax, Mo 3MiHa CTaHY IOAANBIIOro Perictpa B TakTi ¢ BinGysaeTscd,
Ko B Takti f-1 3 nonepemmbro perictpa sHiMaerscs 1. Inakme cram
TMOAAIBIIOrO PEricTpa He 3MiHIOEThCS.

Sxao Bei LFSR — nosxumy /, to mmmia CKIIQ/IHiCTh CHCTEeMH 3. 7

perictpamu fopismoe (2 —12"".

LFSR-1. [ LFSR-2 [ ‘LFSR-3 "| . | "X{(t)
l Taxkm } T - . ) :

. Pucynok 4.3 - Kackan ToniMana |

. TunoBuM npuKianoM KoMOiHyBaHHs PETICTPIiB 3CYBY € cxeMa «CTapT-
cTom» reHepaTopa, HIO 9epryeThes (Altematmg Stop-and-Go Generator)
V LBOrO reHepaTopa BelMKHIl Iepioz 1 BeuKa NiHiliHa CKJIaJIHlC’I‘B
R «CTapT-CTOI) rerepartopi (puc. 4.4) BHKOpI/ICTOByIOTBC}I 1 i
perictpy 3cyBy pisHoi nomxunu. LFSR-2 3mMiHoe craH sncmo anm LFSR-1
IopiBHIOE 1; LFSR—3 3MIHIOE CTaH B MPOTHIEXHOMY Bpmam(y Pe3yJII:TaT
reneparopa € IONaBaHHS 3a MOZyJTeM 2 BHXOJIIB penc*rpus LFSR—2 LFSR—3

LFSR-1 -

PucyHox 4.4 - CrapT-cronHuit reHepaTop, IO YepryeTses
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3acTocosy;oﬁu | cKJIajnicHO-TeOpeTHIHMil  miXix, . kpunrrorpad
aMaraeTbcs  JOBECTH —CTIHKICTR r_eHepaT‘opa,“‘ BI/IKOPI./I'CTOB}’XO‘IPI. Teopilo
KIagHOCTL. ‘ K

OcoBy - le.IeHL HpH IIBOMy mimxomi- CKIafAI0Th reHepaTopn HIO
a3y10THCA Ha TIOHATTI OXHONanpasJenol pynHKuii, ‘

3nageHHs  opHoHampaBineHol. GyHkmii y=f (x):X —Y  nerxo
GuncToBaHe, ane Maibke IS - BoiX 3HAYeHs. Y. TPaKTHYHO . HEMOXIIHBO
H3HAYATH anonume snauenHs x .. IHakme, sxmo V. — oGuucIoBaNbHA
KIafHicTh oTpuMania f(x), a V7 — oGUMCIIOBANEHA CKNAMHICTS 3HAXOMKEHHS

(%), 0 V' >>V.

Ha saraneHy JyMKy, ODHMM 3 KaHIWZAATIB HA ORHOHAIPABIEHY
)YHKIIIF0 MOXe GyTH cTenereBa ¢yHKIis B AesSKOMy KiHtesoMy momi f(x)=a*,
e a,x € GF(q). ' ) :

Jlerko noGagury, mo MiJIHECEHHS 1O CTENeHs MOXHA MPHCKOPHTH 33

AXYHOK BJIaCTUBOCTEl acoma’rnBHocn Hanmpuxnan, a —-a( )2)2 mo
03BOJISiE OGHCIATH CTEIIHE 33 YOTHPH KpOKH, 3aMiCTh BOCHMH.

OGepHeHa ‘Omepalis — 3ajjaua 3HAXOJDKCHHS MOKA3HHKA CTENeHs 3a
HAYEHHAM CTCICHEBOL - cbymcui‘i (;mcxcpe'muﬁ 'norapmbM), B 3arancHOMY
WNAZKy IOKH He MOXe OyTH Bnplmena Kpame HDK 3a. JOMOMOIO0
THMI30BaHHX MCTOAiB nepeGopy. . ' _ -

" TIpn Bignosimwo . BHOpaHiii xapalcrepncmm  p>0 i crenenx
O3MUPSHHS ~ TONA 71~ 1024 e 3aBJIaHHT npa cyqaCHOMy posBme‘
OMI'IOTEpHO TEXHIKH oncnxoBanLHo Hepoas SI3HE.

Hpnmanom rerepatopa Ha OCHOBi o;(HoHanpaBneHm (bymcuu MOXe
erxclmd reHepaTop (mea KpnnToanropm‘M}f RSA 3 napamexpaMH N,e,x, -
MB. ,uam) BUTISAY X, = X' mod Nmod2. Tyr ‘N =pg, Ae p,q — CeKperi
enuKi, HepiBHI NMpPOCTi. WHMCIa, € — IIOKA3HHK CTENEHEeBOT (byHKIIi'l',v HCI[
e(p-1fg-1)=1, e~ 05(p-1fg-1).

PesyisraT poGoTH "OfIHOTO “TaKTy TeHeparopa — MoJNomummii 6it x,,,.
TiliKiCTh IIBOTO TeHEpaTopa He HIDKYA 3a CTIHKICTh anropuTMy RSA ko N-
(OCTATHEO BeJIMKe, TO reHepaTop 3a6eariedye NPaKTHIHY CTIAKICTS. -

~ BBS - inmmii Ipuknan reneparopa, mofy10BaHOTO Ha CKIAHICHOMY
imxozi (3anpononosanuit Blum, Blum i Shub).
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- He omuu 3 npocTuX ‘i eeKTHBHUX AATOPHTMiB. MaTeMaTiriHa Teopin
LIBOrO FeHepaTOpa — KBAAPATHYH] JIMIIKH 32 CKIANEHAM MOIYIIEM H..
ITapamerpn reHepaTopé'_ CeKpeTHi BeJNHKi, HepiBHi mpocTi wncna, p,q,
Taki, mo p=g= 3(mod4) gucno N =pg; X — BUIAIOKOBE. cei(peTHe
o0MexKeHHS 3a MozyeM N. ’
- TlepIM KPOKOM OGUHCIIOETECS ICIATKOBH CTal X, = x*(mod V).
‘B ocHoBHOMY = mukmi emement IIBIT 3 HOMepoM i>1 ' piBHmil:

x, = (xf, ,(mod N)(mod2),” T06T0  i-MM ICEBROBUIAMKOBHM CioM' €
Momomii 6it wncna x, = x2, mod N .

BiZMITHMO, 10 &/ITOPHTM MOYXHA BUKOPHCTOBYBATH JUIA IM(pYBaHts
(aiinip 3 TOBUTBHMM JOCTYTIOM, SIKIO, OKPIM X, BBECTH CEKDETHHH NapaMeTp

p(n)=(p—1){g—1), ocxinsxu Toxi X, MOXHa 0BUMCIIOBATH 4epes Xx,, TOMY
mo x, = (x*(mod N))mod2), ze A(¢)=2'(mod p(I).

'+ U srmacresicTe JO3BONSE BHKOpPUCTOBYBaTH - BBS-reneparop mns
poGotu 3 dalimamu nomnbnoro noctymy (random-access).

Upcito n MOXHA nonmpxoBam BiNBHO T TOTO, moG KOXKEH a60HeHT
Mepexi 3Mir camocnnno 3reHepyBatH HeoOximmi Gitu. ITpu 1BOMY, AKIIO
KpHIITOaHANITHK He 3Mo>1<e POSKJIACTH Ha NPOCTi MHOXHHKH YHCIO 7, BiH He
3MOKe nepen6aqnm Hacrymmn Gir, HaBITb B iMOBipHiCHOMY ceHc1 HANPHKITAN,
«3 HMompmcno 51% nactynugii 6ir nopmmoe I». i

Binsnawumo, mo moxi6Hi reseparopu Jyxe noBibIi, ans ix npax'mqnm
peaisanii neobxiaui crenjanbui TIPOLIECOPH.

HacTymn nBa nmxozm, 1nd)opmauluno-Teopeannnﬂ _ i
pannomnonaunu He 3HAUILIA IMAPOKOTO PAKTHIHOIO BXHBAHHL.

3 TouKu 30py mtpopmanmno-"reopeumuoro nu:[xopy Hamcpammvx
3acoboM B 6opon,61 3 KpunroaﬂammKOM 10 Ma€ HecKiHUEHHi 06HICIOBATBH]
pecypcu i gac, e omHOpa30Ba cTpivka a6 ONUOPa3OBMil GIOKHOT.

- Y- BUIANKY PAHIOMI30BAHOYO IIOXOY 3aBAHAN MOJATAE B TOMY, IO
36im,mnm uucno GiTiB, 3 AKUMH HeoOXiJ(HO IPANOBATH KPUITOARAMITUKY (HE
36LIBIIYIOUH IPH HBOMY K0). L[b0ro MoXHa JOCATTH IUISXOM BHKOPHCTAHHS
BEHKHX BHNA[KOBUX 3arallbHONOCTYIIHHX PAMIKIB. ‘

Koy nossavarmme, sxi yactunm. (abo Gitu) mux paaxis He06x1)1Ho
BUKODHCTOBYBaTH  Aif .3ammpyBaHHI 1 posmudpysannsa.  Toni
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KpHnToaHamme JOBEJEThCs BUKOPHCTOBYBATH ME’I‘OI{ TOTAIHFHOTO nepeb'opy
BapianTis (rpy0oi CHIlM) Ha BUNAJKOBHX PATKaX. . ,

CTilKicTh IEOTO MeTOMy MoXe GyTH BHpaKeHa B TEpMiHAX CepeiHbOro
gpcna GiTiB, fKi JOBeHEThCH BHBIMTH KPHITOAHAIITHKY, nepm HDK [maHcu
BU3HAYMTH KIIOY CTAHYTH BHIL] 3 IIPOCTE BralyBaHHL. ’

Vni Maypep omuca Taky cxeMy. VIMOBIpHiCTH pPOSKDUTIS Takoi
KPUITOCHCTEMH 3alIeXHTh Bif 00'eMy HaM'ATi, JOCTYNHOro KPHNTOAHAITHKY
(ane He 3a)€KUTS Bift #Or0 OGIMCITIOBAIBHAX pecypcm) . S

106 ua cxema Habyna TIPAKTHYHOTO BHIILAAY, noTpibHO 6JH/I31>K0 100
GiToBHX TocioBHOCTEd 110 107 GiTiB KOKHA. OnmbpyBaHHx noBepxui Micsis
— oJuH i3 cnoco6m 3no0yTTa Takol KitbKoCTi GiTiB.

Ha 3aKiHYeHHsS BiI3HA4WMO, IO MIA no6yno13n reHepaTopa I1BI1
HeoOXiZHO OTPHMATH JAeKLIbKA BHNAJKOBHX 6iTiB. Haii6inbm  mpoctuii
crIoci6: BUKOPHCTOBYBATH HAHMEHIIHH 3Ha‘IPIMHPI OiT TaliMepa KOMITIOTEpA.

3a JONOMOTOK0 TaKoro crocoby He MOXHA OTPHMYBATH 6arato GiTis,
OCKLTBKY KOXEH BHKIHK IPOLENyPH renepali 6ita Moke 3aiMaTH NapHe THCIO
KpOKiB TaiiMepa, IO OGOB'I3KOBO no3Haanch H2  BIACTHBOCTAX
TOCIiIOBHOCTI. " ‘ ‘

Haiixpamuii crioci6 oTpuMATH BPI]'I&,HKOBC YHCIO — OE 3BEPHYTHCA JO
NPHPOHOI BHIAIKOBOCTi PEABHOIO ¢BiTYy — mymu B pesynbTarti mepexinHux
npouecis B HANBNPOBIAHWKOBMX [iofaX, TEMOBi UIYMH BHCOKOOMHHX
DPE3HCTOPiB, pajioaKTHBHEMN po3maj i Tak Aaii.

B upusaum, eNieMeHT BANA/KOBOCTI € 1 B KOMITIOTEpax:

— gac JHS;

— 33BaHTAXEHICTh npon;ecopa

—vac npn6yT'm MepPeKeBHX naKeTiB i Tomy nomGHe

[pobirema He B TOMY, m06 3Hamn JoKepeNa BHMALKOBOCTI, a B TOMY,
mo6 36eperti BHIIQJIKOBICTE TIpY BUMIpIOBAHHAX.

Hanpukiag, e MOXHa POGUTH Tak: 3HAEMO MO, mo TpaIUISICTBC}I
PeryispHO, ajle BUNAAKOBO (LIyM HepeBHINye NesKuif opir).

BuMipsiemo uac 4 2 Mix TIepInoro nozuero i ;[pyroro, TOTIM — Hac /,;
MidK JPYTOO TIOiero i TpeTI:OIO ‘

Sxkmo ¢, >t23, TO BB@KAEMO BHXiN reHepaTopa plBHHM 1y ;ncmo

RS t, 5 TO BHXiZI ;xopmmoe 0. HpH Heoﬁxmﬂocn npouec IIpOL(OB)KI/IMO Iami.
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- Cytreroio npo6iemolo  cHCTeM - TeHepanii BHIAAKOBHX JAHMX. €
HAsBHICTh BiIXHIeHE i KopeJialii - B 3reHepoBaniif nocninoesocti. Cami
TPOLECH MOXKYTH 6yTu BHMa/IKOBHMH, allc Npo6IEMH MOXYTb BPIHHKHyTI/I B
nponeci BAMiproBanHs. Sk 3 M Goporwcs? - :

Hexalf HMOBIpHICTh MOSBM: HyIs 3MilmeHa Ha ‘&, TOBTO MOXe Oyn
sarmcana sx P(0)=0.5+5..

Honasanss 32 mod 2 * IBOX OFHAKOBO PO3NOILTEHMX HE3ANESKHUX GiTiB
mae mupaz gyt dimosipaoeri: P(0)=(0.5+¢) +(0.5-&) =0.5+22. Tpn
NofaBanHi ‘IO’prLOX Gitis denmaeMO: P(0)=0.5+8=*. TIpouec mocrymoso
CXOIMTBCA 10 PIBHOHMOBIpHOTO poanomny 6iTin. '

Tammmit nmxm ‘Hexait posnmozin OJIHHHLIL i HyJIlB B IOCIiZOBHOCTI €
BeTHUKHH pig anomzmo
HepeTBOpHMO IIOCJII,L{OBH[ napn 61Tm
- KO ife:  OLHAKOBI 61TPI TO Bimxuuemo ix i p03l‘J'ISIHeM0 HacTynHy
napy;

| — KO 61m p13H1 10 5K anume 3HaquHx Bi3EMeMo nepmnu 6ir.

Jlanmii Meron mo3BONSE - BHPIITHTH npoﬁneMy 3cyBy, 30epirmm
BJIacmBocn BHHaIIKOBOCTI RKepena ] JesKOIO BTPATOIO B o0'emi ;wmx)

I'IOTeHmHHa npo6neMa o6ox MEeTOAiB B TOMy, IO 3a HasBHOCTi
xopensnii Mix cycimmimm Gitamm gami _Me'ronn,361m,my10n;‘ 3cyB. OpuH i3
cnocd6i;3 YHHKHYTH IEOTO — ancopnc*roz;yﬁam piéHi mxepéna BHIIaIKOBHX
qycen i mifcyMoByBaTH GiTH iIHCaHIX ofHa min onHoIo nocmnosnocren o
BEPTHKAJI. : )

®akr HasBHOCTI 3CYBY B I€HEPATOpi BHTIANKOBHX qnc.:en‘, 3éran0M, He
3aBK/IM O3HAYa€ HOT0 HENPHAATHICTE. \

Harmpuknan, npumycTumo, mwo jyis reHepauu 112-6itoBoro Kmoua s
anroput™y «mnotpiittmity DES (Triple DES, nuB. nami) BHKOPHCTOBYETHCH
TEHepaTop i3 3CYBOM JO HyJ: P(x,'=0)=0.55, P(x, =1)=0.45 (em*poniﬁ
H =0.99277 na oxtus 6iT 1inova B TOpiBHAHHI 3 1 JuIs ifieansrOro reneparopa).

B upomy Bnnamcy 3JOBMHCHHK MOXe onmmaynam nponenypy
TOTANBHOTO nepefopy KIOYiB 32 paxyHOK IONIYKY Kova, NMOYMHAIOWH 3
HaH6inpm KMOBlpHOI‘O 3HAYCHHA (00...0) i 3aKlH‘{yIOtXPI HaliMeHm HMOBipHNM

(11...1) YHacmnox HAABHOCTI ‘3CYBY MOXHA eKaTH 3Haxomxemm KJIIo4a B .

cepenubomy 3a 2'° cmpob. Sx6u 3cyBy He 6yno, To Gyno 6 morpibuo 2
crpo0.
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IIuTamm Ao posnmy 4

LT hRA

1. Y YOMy HOJArae BIACTHBICTS: HenepeJIGaquaHocn plBHOMlpHO
PO3MOAIiNeHOT BUMaKOBOI OCHi HOBHOCTI?
2. SIKMM YMHOM BHSHAYAETHCH (YHKI ABTOKOpENANil mepiomudHol
OCHiAOBHOCTI?
3. Sixa HOCHII[OBHICTB HA3WBACTHCH BPIIIa}IKOBOIO 33 IIIeHHOHOM?
4. Sxa nocmzxox;mc'n, HASHBACTHCS BUIA/KOBOIO 3a KomworopOBMM‘7
5. SIxa mOCHifOBHICTH HaBHBaeTI:CH T2KOI0, MO nomnomam.no He
BiAPI3HAETECA BiXl BUIAAKOBOI? ’
6. SIKa TOCTiZOBHICTH HA3MBAETHCS TICEBIOBHIANKOBOIO Y BY3EKOMY
cenci? S - - .
7. V uomy nOerae rimotesa H, mpH mnepesipui BHIIAZKOBOCT
nocnmonﬂocn Ha OCHOB HACTOTHHX TECTIR? ' R
8. JSkuM quHOM BH3HAYAIOTECA  TIOMEIKH l-ro i 2 -T0 pomy A
cramcmlmnx Tean‘? _ , ;
9. }Ixa Benmmﬂa Hasnaaen,c;{ noporOBnM 3HaquHxM CTATHCTHKH
ZNIsL JAHOTO TeCTy? :
10, IIfo take 3aranbHa IOMHTIKA nepmoro pony Iy HaGopy TecTis?
11. Yomy nas Ha6opy TeCTiB Heo6x1,zma nepeBlpKa ix He3asIexHOCTI?
12. Sk naniroBaHui JIlHlI/IHI/IH KoHrpyeHTmm reHepaTop PPBII?
13. Sk dyHKIioHyE perictp 3cyBy 3 JimitEEM 3B0p0THI/IM 3B'I3KOM?
14, Ilo Take niniliHa CKIajHICTb nocmnom‘{om?
15, SIi Kpmepii' AKOCTI  JIf  BHXimHHX . nocniJiOBHoctgﬁ
kpunTorpadbiHIX reHepaTopin BHcyHyTl Pronmenem? ' ' ‘
16. B wyoMy nomarae imes KOHC’I‘pyIOBaHHS{ renepa’ropm PPBIT Ha
OCHOBi PEricTpiB 3CYBY 3 PYXOM, SIKHM MOXXHa KepyBaTn? '
17.  Sxi ognomanpasneHi (by}ncuu BHKOpPICTOBy}OTBC}I B reHepaTopax
PPBII BBS i RSA?
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PO3I[IJI 5 NPHHITAITA IIOBY,HOBI/I BJIOKOBI/IX IHI/I(IJPIB
'HA HPAKJIAX AJIFOPI/ITMY DES

-5.1 Kpunrocxema anropurmy DES '

v 1972 poui HamoHanLHHM Gropo cran;xapnn CILA (HnHl nmpoamn
I[enapramemy Toprism CI_UA NIST . National Insntute of Standards and
Technology), 3 ypaxyBaHHﬂM 3p00Ta10q14x HOTpe6 saesneenns Gesmexn
indopmauii, Gyna p03p06J'I€Ha IpoTpaMa 3aXHCTY JaHuX.

. K cximanoBy wacTHy mnporpama nepez(6aqana chopeHHx ezmﬁoro
aJIropmMy st GesmeuHol nepenadi ta 36epiranus mq)opMauu

VYaidikanis AITOPHTMY Mana Ha Men €KOHOMII0 BHTPAT Ha CTBOPEHHS
' HapiifHuxX cHcTeM 3aXHCTY. OCTaTOtIHa Bepcm aJITOpHTMY DES 6yna npnuH;ITa B
Jmcrona,m 1976.

‘BUBUeHHA LBOTO ANTOPUTMY uuca}ae 3 TOUKH 3opy 3 ﬂcyBaHHSI 6asncHIX
NOHATH METOAONOTiT IIIJIBHH.IeHHSI 6e3neKH u{q)opmaun, ommosamm i
Bpa3NTHBOCTI i e(heKTHBHOCT - 3aCTOCYBAHHS pmmx Kpnmoananmrqnnx aTak.

o AITOPHTMY 1 GpyBaHHs BucyBaJmcs Tam OCHOBHI BI/IMOI“H

- BHCOKHH plBeHB 6e3nexcn -

- HaHBHlCTB IIOBHOI cnenncbn(anu anroppmwy i HpOCTOTa pOBYMIHHX,

- ‘6e3ne1<a anropnmy noamma 6a3y13amcx HA celcpemocn Kmoqa

- IIHpOKa ,lIOCTyIIHlCTB anropHTMy, i

- mpocToTa aaan"raun anroprrmy s anomeaH}m B pi3HHX
npmannnx Hporpamax;

- €KOHOMIYHICTb y peamsaun anropMTMy

- e(beKTHBHw'm AITOPHTMY; *

- MOXIHBICTb Bepmbmauu a,nrbpnmy

- BiACYTHICTb eKCTIOPTHIX OGMEXEHE. 4

Anropurm DES [1,11] BigHocsts 20 Kiiacy 610koBHX IHMpIB, JULT AKX
BUXIJ(HI HaHi T2 pe3ynbTarTé UIa(pyBaHHSA NONAIOTHCS Y BHIIAAI 64-GiToBHX
PAIOKIB - GIOKIB. .

Ilu¢pysauns i posmmdpysanus B anropur™i 3iliCHIOIOTBCA 32
OIHAKOBUME CXeMaMH 3a BHHATKOM NPOLENYpH (OPMYBaHHS KIOYB, IO
BHKOPHCTOBYIOTECA B IIAKNAX iioro po6oTa.

Kiouem mmdpysanns € BHNAKOBE YHCHO NOBXKHHOK 56 6itiB, mo
AOIOBHIOETECS AN MiBHINEHHS HafifiHocti 36epiranns Ta TPaHCHOPTYBAHHS
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BichMOMa OiTaMH mepeBipku napﬂocn, TaKk- IO 3aramlsHa AOBXUHA KII0Ya
nopismoe 64 Gitam. :

ANTOpUTM pealisye Tak 3BaHy cxemy @aiicrens, mo. nepenbavae
iTepanifiny 06pobky HBOX FaCTHH GIOKY BUXiHHHUX JAHKX.

IpH UEOMY B KOXKHOMY MUK (payHIi - B OpHTiHATEHIN JOKyMeHTAL(|T)
pOGOTH  ANTOPHTMY 3  BUKOPHCTAHILIM TiZICTAHOBOK [epecTaHOBKH
peamizyrothes GyHKii posciroBanns (nudysil) i nepemiunrysanusa. Besoro B
AITOPUTMI BUKOHYeTECS 16 payHuIiB (puc. 5.1).

Tepex nmbpyBanHsM Buxinauil 64-GiTOBHH KIIOY 3BYXKYeThCS 10 56
5iTiB (3a0HparoThes 6iTu HapHocTi) 1 po3buBacThes Ha aBa niBbIOKH Mo 28 Giris
KOXKEH. .
Ilicas mowarkoBol mepecTaHoOBKH (initial permutationﬁ - IP) 6ok
3XiTHUX [JaHuX po3buBaeThes Ha NiBy L i npaBy R; monoBunu (miBGmoxu) 1o
32 GiTH KOJXKHA.

Iotim Binbysaerbes 16 payHmB mequan onepanif, BxomoM i
BHXOJIOM SKUX € napu misbnokis L, R, j=0,l,.

Ha xoxHilt itepamii 1'[1B6.TIOK.I/I KOMGiHy}orch 3 wmouem K
3imoBiqEOro payRay (HyMepauis KIro9iB, NpHHHATA B craugapti Fips 46 mus
DayH/IB | KIOYiB, IOYHHAETBCS 3 OJMHULY, a NiBOIOKIB - 3 HYILT).

Ilicna ocTaHHLOro payHAy [paBuii-i JiBHif miBGIOKH 06'e,tu10T1>cx i
binansHa nepecTaHOBKa Ir !, mo e iHBepcielo NOYATKOBOI IEPECTAHOBKH,
3aBEPIIYE AITOPHTM.

INepectanoBku IP i IP"! ne BrmBaroTH Ha cTilikicTs DES, TOMY AesiKi,
heaTiz0BaHi Y BHUIVISRI HporpaMm Horo Bepcii, He BHKOHYIOTH 4epes MOBiNbHeE
SMKOHAHHS OiTOBHX onepauiﬁ.

Jns  oTpuMaHHS ~ YEproBOTO = payHAOBOTO  KIIOYa  IOJOBHHH
rxonepe;mmré KITI0Ya HC3AIEKHO OfHA 'Bi;( onHOl HHKMIYHO 3CYBAIOTBCA.
Be/MTUHHA | HAIPAMOK 3CyBY s KO)I(HOFO paylmy (buccoaam (3a;(am B OmHCi
<PUIITOANTOPHTMY). - ) _

INotim 3cymyri mnis6noxu Kmouda 06'€ILHYIOTBC$I ‘B 56- 6deB&
nocmnomucn, 3 gKOI Bnﬁnparoncx 48 6itiB’ 3a  XOTIOMOTOO nocmmm
nepecranonm CTUCKAHHA (cornpresswn permutatlon a60 permuted ch01ce)
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Bnok 64 Gitn

< — B ¢

Ri=Lo®f(Re.K))

Lis=Rus y f . Rys=L1®fR14,K1s)

<
4

Kis

F N

Lie=Rys ' o v R15=L}s@ﬂR15,K16)

Pucynok 5.1 - 3aransua cxema anroput™y DES

'y KO)KHOMy payH;u npaBmI mBGHOK na}mx R, s = 1 15 poanmploe"rr,cs{

o 48 Birin 3 BHKOpHCTaHHSIM NEePECTAHOBKH posmnpeHHx E (za paxynox
HOBTOpEHB 61T1B) HOTiM nopospxm{o JIONRETECS 32 MOZYNeM 2 3 48 6iramn
PaYHJIOBOTO Kmoqa (pnc 5.2).. ‘
OTpHMaHI 28 61T1B 3aM1HIO}0TBC}I Ha 6J'IOK 3 32 61TIB 3a non0Moroxo
BOCHMH S 6J’IOKIB (Ta6nnub 3aMiHM, 1o HepeTBopIOIOTL 6 6mB B YOTHPH).
Orpmwam 32 6itu mepecTaBImOTHCS 32 q)u(conauoro HiJICTAHOBKOIO, B .
pe3ynsTaTi 90ro BHXOAUTS MpaBuii miB6aoK R ', HOBOI Hapu miBGnoKiB.
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286imie | 28 Gimia HinGxoxn cmoua K

3cye— | 3cye— . acysH minGroxie Hezasexni

CmucKaHHs
eubip 48 3 56 6imie

A 4

R]-1 E poau. R S-6noku ‘ P T
) L/

326itw | -AoRATK. .
nepecr.

Y.

48 6it

* Pucynok 5.2 - CxeMa IIepeTBOPEeHb OJHOr0 payHIy

3a L, IIpHﬁMaeTBCH Gnok R, ;. Taxnum 9nHOM, IEPETBOPEHHA MiBOIOKIB

Mae ury L, = RH, @ f ( K ) ,
Bigsuaunmo oco6nnBy POJIb TIEPECTAHOBKH POIMIHPEHHS E (expansxon

permutation), 3 3aCTOCYBaHHsAM SKOI IPaBHii BGNOK R, posmmpioeTses 3 32 10

48 6iTiB 0MHOYACHO 3 IX IIepPecTAHOBKOIO (pHC. 5.3).

1234 5878 9101112 13141518

48‘ \ A A > \

1 2.3 4 5678 9 1001112131415 16 1718192021 22 2324

3, 4, 5, 4, 5, 6 7, 8, 9,
8, 9, 10, 11, 12, 13, 12, 13, 14, 15, 16, 17,
16,7 17, 18, ~19, 20, 21, 20, 21, 22, 23, 24, 25,
24, .25, -26, 27, 28, 29, 28, 29, 30, 31, 32, 1

32, 1, 2,

Pucynox 5.3 - Hepgc;anqm(g_pdmmpenﬂﬂ E 4
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He menm Bawomsa POJIb B aJTOPUTMI BifBeNieHa BOCHMH S -G1okam
(S-box substitution), Ha BXix AKHAX nozaeTbes 48 OiTiB pesynkTaTy NofaBaHHs
PayHIOBOro KJXOYa i posnmperoro mip6moxy TeKCTy (puc.”5.4), a Ha BHXOZI
oTpuMyeMo 32-6iToBHH PATOK. R

Koxua nincranoska HaseaeHa Taﬁnmxelds 4 pﬂ)IKibvi‘ 16 xononoxk. Brok
y 48 Giris ,mmm:cx Ha mecTubiToni K0M61Hauu ( \ 'bz,...,bé) TaK, IO Iiepiila
KoMObinaris saMiRroeTsCs npu 1-ikt nmc:TaHOBm i T.1., BocbMa KOMGiHaris - npu
8-i mimcranoBIi.

VY xoxaiit K0M61Hauu }IBOGITOBG 4HCI0 (bl,b ) nosHauae psoK TaGmHi
saminm (Big 0 mo 3) Amnanoriyno, 90THpH 6iTH, M0 3ANMIIIHCS, BE3HAYAIOTH
HOMep CTOBMIS. 3a PSAKOM i CTOBNUEM 3HAXONMTHCS TeTpaja 6iTiB, sxa
3aMiHIOE BHXifHY KoMGiHauilo, B pe3ymsTari oTpuMaemo Bicim TeTpaj,
. of'enHanux B 32-GitosHit 6mok, S-Gmoxu (Byanu 3amiHm) 3a6e3medyioTh
HelliHifnicTs i crilikicts mepersopenHs (ismi omepamii - miHiMHi i nerko
MiAOAI0TECH KpHnToaHajli3y).

6x8=48-6intoeuﬁ exid

@@%@%@#é@é

‘ 4x8=32-6imosuit suxid °

Pucynox 5.4 - Cxema peanizanii samin (S-6:10kiB)

PeaymeTar 3aCTOCYBaHHA IIIIICTaHOBOK 3HOBY  IepeMimyerscs
(TepecTaBIAeTbCA) 33 AONOMOTOIO nocmmm nepecradoBkd P. Omnepaumii,
nmounHaouM 3 E" 1 3akindyroun P YTBOPIOIOTE PayHIIOBY (uxnoBy) cpymcuuo
f (mmB. puc. 5.1;5.2).

Poaum(bpyBaHHa l'IOBl,lIOMIIeHI: 3mﬁcmoe’rma aHANOTITHO BUKIAZEHiH
BHUINE CXeMi 3 HEBENHUKOM0 3MiHO0. C€IMHA Pi3HWIA B TOMY, N0 K04 Tpeba-
BUKOPHCTOBYBATH y 3BOPOTHOMY TIOPSAIKY: CHOYATKY K, notim K; it 1
AJTOpHTM reHepallii KIIOUiB Wist payHy Taxox obepHenui.
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" . Crovarky, xomu Gyim-HeBioMi IpHHLMNY HOPMYBaHHS By3JIiB 3aMiHH,
Arenrcteo Hamionansnoi  'Besnexn' (AHB)  CIIA - 3BHHyBaquann 'y
BOyHOBYBaHH] IPHXOBAHKX NIA31BOK B TX aJICOPHIM.

v nojabLoMy, Ha 2-My cemiHapi, HpHCBﬂ‘IEHOMy DES AHB pOBKpPI)'IO
KiTbKa KpHTepiiB moGynoBy GIOKIB 3aMiAl.

1. Xonen §-6iok #e € HiniiHOL (ahinHO0O) (pyHKmeIo BXiTHHX- IAHUX,
TOOTO He iCHy€ CHCTeMH TiHiHHUX PiBHAHB, SKHMH MOXHA BI/Ip&SHTH 4 Buxunmx
6iti B TepMiHax 6 BXiTHEX.

2. 3mina oxHoro Oira Ha BXOAi 3MIHIOE, K MlHlMyM IBa 61m Ha BUXoxi,
OTXKe, [OCATAEThCS MakcuMizaris audysii:
3. S-6noku nOBMHHI MiHIMi3yBaTH DI3HUNIO MDK YHCIOM HYNiB Ta
OZTMHHULIE. ) k '

" Jlo uncna UiKaBUX Pe3yNETaTiB JOCHIIXEHHS ajrOPHTIMY CIIiI BimHecTH

TOH " (haKkT, IO ABA PI3HUX CHEiansHO Higibpanux BXimEEx GOKH MOXYTb
JaBaTH ONHAKOBHII BHXiZ. MoXHa Taxox HOCATTH PIBHOCTI BXOAY i BHXOXY
3MiHOXO TIIBKH B TPBOX CycimHix S-6iokax mo omaoMy Gity: Tomy me ouun
kputepiii AHB noniras y cTifikocTi 0o METOAIB TaK 3BaHOTO AH(EpeHIianLHOro
KpHIITOaHANI3Y.

5.2 Kpunrorpadidni Bracrusocti anropurMmy DES

Hali6insm cra6koro ﬁaiglcoro anropnT'Mygg ﬁeBéﬁHKa JOBXKHHA KIOYA.

Bigzsauumo, mo B anroputmi Lucifer - nporotumi DES, sxuit 6ys
po3pobnenuii kommaniero IBM, oRx¥Ha Kioda cTaHoBiIa 128 Gitis.

KopoTkuit xmou 36imelmye fiMoBipHicTs peamizanii PH3HKY araky
METOZIOM TOBHOTO Ilepebopy KIIOWIB 32  JONOMOTON  HIBHAKICHMX
o6guCcmOBaNnbHUX 3ac06iB. - i

I1e B 1979 poni-V. Hiddi i [. Xemnman (W Diffe, D. Hellman) mam
OIiHKY BapTOCTi CIIeHiaJbHOrO - OGUMCINOBaYa IJS POSKPUTTA KJIOYa 32 OJHY
no6y: * ~ 20 minsitonis momapis. Y 1981 poui neit pesynsrar 6yB yTOUHEHHIT:
BapTicTs ofHHCiioBada, IO BUpilllye - 3aBflaHHA 32 IBa MIHI, HE HEPEBHILYE
$ 50 M. J.[mi cytlacan cnemanmux cny;xG nepe61p kmo1is DES' minkoMm
peanbHuii.: ' i :

KpUuTHYHUM 78 QITOPHTMY € KillbKiCTB payHaiB-iforo pobortn. Yomy
BHKODHCTOBYEThCSl came 16 paymais, a He 8 w327 A. Konxeitm (A. Konheim)
1oKa3aB, 1o Ticag 8-itepaltiif mmpopanuii 60K € MPAKTHYHO BHMAIKOBOIO
dyskuiero Syap-akoro Gira TekcTy i Oyap-Axoro Gira ximoga. THM He MeHIIE,
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OGMEXHTHCA 8 payH[amyt He € MOXIHBHM, BHXONSTH 3 DSy, IPAKTHIHHX i
TEOPETHIHHX - pesynLTéTiB 301<pe1vxa, B 1982 poui 6ymu orprumani pesymbTatH
KpHnToananisy 4-payngosoro DES; qepe3 IicTh. pokis 6y nemncbponarmn 6-
paynnosuii DES. o

P03p06neH1 B 1990 pom E B1xaM0M (E. Blham) i-A. Iamipom
(A. Shamir) mMeTomn ,n;mpepeﬂmaﬂmoro KPHIITOAHANI3Y MOKa3amy, 1o DES 3
MEHITION mxc 16 K]JIBKICT}O payHiiB Moxe OyTH DO3KDHTHI 33 JOTIOMOIO
aTakd Ha OCHOBI BiJOMHX BIAKpUTEX TekcTiB (known-plaintext attack ) Gimpim
e(eKTHBHO, Hi% Ha OCHOBI IOBHOTO MepeGopy KIIOYiB. ,

Criliicts anroputvy DES iCTOTHO 3aNeuTsh Bill BHKODHCTOBYBAHHX
xmodis [11,12]: .Cxema ¢opmyBaHHS KTIOWiB A1 payHAiB KONyCKae aeski
KITIO4i, AKi HA3UBAIOTECSA clnabKuMu, oo

Sk BXe roBOpWIIOCH, KIIHOY HUIATHCA HA JBi. IOJOBHHM i KOXHA 3 HHX
© 3CYBACTBCH.-HE3AJIEXKHO. Y. 3B'M3Ky 3 LHUM MOXe BMHTH TaK, INO KOXCH
payunosuil ko4 6yze OMHAKOBHM. .

- Ile Moxe cTatucd, AKINO XY CKIANaeThes Tinbku 3 0, Tineku 3 1 abo,
AKIIO OffHA noN0BHHA 3 0, a inma 3 1 (Tabmums 5.1).

Tabmwus 5. 1 3HaquH;1 clIabKuX KIovis anroplmwy DES (y 16 c/ c)

s - Kiroa 56 Giris
28 Girin(rin.) | 28 Giris(upas.)
0000000 | 0000000
0000000 - - FFFFFFF
. FFFFFFF. 0000000
.. FFFFFFF- |- FFFFFFF

Kpim Toro, icHyrots napu kmouiB, o Nar0Ts OQHAKOBHI pe3yneTar oy -
u(pyBanHs ‘BiIKPHTHX TeKCTiB (eKBiBanentni xmoui). I{e Tex nos'azaHo 3
TeHepanieio MAKmoyis: 3amicts 16, Hacupasni, popMyroTses TiNBKH 2 pisHiX,
BHKODHCTAHHX - 32 8 .pas B 16-Tu - paymnax. Ili xmoui  HasuBaroThCH
HamiBenaGKuMU. € Takox Kiodi, sKi BUPOOMISIOTH TinbKH 4 MiAKIIOYi, KOXKEH 3
SIKHX BHdeHCTOByGTT{CH: [0 4 pasy Ha ANTOpUTMi IK(PyBaHHs. v

aranoM, 64 cnabiux kmoui i3 72 057 594 037 927 936 BapianTis
MOXMUIMBHX KITIOHIB ~ e Hebararo. Illatcu oTpuMaTy Taxuii KIod MisepHo Mai.
THomx cnabxix KIodiB He 3Hai‘1)1eHo.v A IR

IleBni caabkocti DES noB'ssani 3  BIACTHBOCTAMM T4K 3BaHHX
JONOBHIOBANBHKX (IHBEPCHHX) KIOUiB,



Hexait 610K Texcry T mepexonuts B 610K mudprexcry X npn KmoTi
K.

TMosnagumo wepes K 10GITOBE AOMOBHEHHS (IHBepCIIO) xmoa K :
KoK= (11.. 1) BmmmleTbcx, 0 pesyJbTar 3ammbpyBaHHa Ooxy T na

xmoui K piBHRHI X.

Ile osnawae, 10 3aCTOCYBAHHA IIPOTH DES araku i3 3a3janerins
obpasuM BiIKpHTHM TekcToM (chosen-plaintext attack) mossomse cKOpOTHTH
BaBiui mepeGip Bapiantis kmowuis, T06T0 MOTPibHO MepesipuTH 2% Bapiantin
samicts 2%.

Kle toro, E. leaM i A. Ulamip mokazanu TAKOXK, IO lCHy€ aTaka Ha
OCHOBI ~BiIOMHX BiIKDHTHX TEKCTiB (known-plamtext attack) Takoi

CKNamHOCTI 33 HAsfBHOCTI sIK MIHIMYM 2% pinommx ap. BiIKpHTHX i
IMHA(POBAHAX TEKCTIB. ‘

Bkasana cnabkicts € ckopime TEOPETHIHOIO, TOMY INO ﬁMOBipHiéTL
OSBH Y BiOKPHTOTO TOBIZIOMIICHHS NOMOBHEHHS Y BI/H‘.TBI}II mmcpmoro TEKCTY.
nyXKe HH3BbKA. :

Ax 1o 1992 pOKy 3a1mma.noc;x ,mexycmHnM THTAHHA: 94 € MHOXHHA
BinoOpakeHb, HOpoMKeHa anropurMoM DES, rpynoxo‘? Cyrs npoGJIeMH TIOJISTae
OCE B 4OMY. '

. Kinsxicts BCix B3aCMHO. omloaﬁaqm{x BuIOGpa)KeHL 64-61T0an 6roKiB
Ha cebe crmanae’ 2! DES 3 56-GiToBnM KITIOHeNt mae He 6imbme 2% ~10%
¢ pYyBabEHEX BimoOpaxeHs. ,

Koxne Taxe BinoGpaxeHss anaqae'rf,cz KJIOYeM, € MiICTAHOBKOKO Ha
MHOXHHI  64-0iToBHX 6n01<113 i busHavae omepanii = 3ammugpyBauHs-
pO3ITHGPYBAHHSL. . s ‘ - o )

Sxmo wmuoxwmma 2 Bcix omepaniii - DES  (ro6ro,  omepauriii
sambpyBaHHs - posimdpysanHs) He 3aMKﬁyTa Binﬂoc'no ix mobyrtxy, TO,
KoMOiHyrouH . 1i onepénii' MOXHa OHepXyBaTH Benmcy KinbKicTh HOBHX -
mmppnepe'mopenb 31 361m>men010 nommnom wnoqa (pnc 5.5). '

He cnpane,unnno Jmme B TOMY BHIIAZKY, SKIIO MHOXHHA O HE €
"PYIION0 (mm'pynoxo rpynn nchaHonox) ‘ ‘ .
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Pncyﬁéx 5.5- Héipiﬁﬁe mmbpy;samﬁ 3a gonomoroio DES

Skmo x Q € TPyNoio, T0 KmeToaHams QITOPHTMY CHIPOILYETECS, 60
Toni ,zmx Gy,ms-mmx Kmoqm Kl, K 1CHye Koy K, TaKHH 1o
(EK, (T)) E,, (1), a ue AO3BOJISE CKOPHCTATHCS aTaKOIO THIy «3YCTpid

' mocepenuHi» (meet-m-the—mlddle) 3i cma,umcno 2% papiantis 3amicts 2% y
pa3i IoBHOrO mepeGopy KIrouiB.

- Tinsxku B 1992 poni 6yno /l0BezIeHO, 0 MHOXWHE NIEPEeTBOPEH, SKi
nopomxyrotses DES, ve € rpynoso.

' fAx pxe OynO 33a3HAYCHO BHINE, AOCTLUDKEHHS GFOKOBHX anropuIMiB,
Bmodatoyd  DES, | crano - - momroBxoM  ans . po3po6Ky ¢ Merojis
AudepeHIiaTbHOro KpUITOAHATI3Y. v

-Ili MeTomu 3acHoBaRi Ha aHanisi map IMAPOBAHMX TEKCTIB; BiMIOBIAHI
Uapy  BiKPHTHX TEKCTIB SKHX BiIpI3HMIOTRCA OJHAKOBHM, . 3a3Nalerins
BCTaHOBJIEHAM YHHOM.

Y npoMy BUIIaZKy IPHHHATO TOBOPHTH, IO IS aHanisy BHGI/IpaIOTLCﬂ
IapH BIAKPHTHX TCKCTIiB 3 OHAKOBAMH Pi3HHIIIMH. :

Buxinni Texcru He oGop'sskoBo moBmmEI GyTH OCMHCJICHUMH, BOHH -
MOXYTh BUOMDATHCS BHNAIKOBO, 20U BOHH BiOBi IaTH EBHAM YMOBAM.

Hesaxi  sigminHOCTI 'Y BiOKDHTHX TeKCTaX 3 JOCHTb BHCOKOIO
HMOBIpHICTIO  MOXYTh (Mmmmso nontmo) ITPOSBUTHCS 1 B nmd)pOBaan
Gokax. Taki BITMIHHOCT] HA3MBAIOTECS XapAKTEPHCTHKAMH. LA

, lIn;I anroput™My - DES, Hanpwiian, sxmo pisHMD -MbX  Gmoxamm
BIIKPHTHX TeKCTiB (oo onepanii XOR )-zopieioe 0080 8200 6000 000044, TO
icHye mawc, NpuGIM3HO B 5%, MO Pi3EHLS MiX mudpoBaHIMH 6I0KaMH Taka
X.

Judepenuiansumii KpHIITOaHAaI3 BUKOPHCTOBYE nozmitui
xapakTepucTHKH (ix Garato) Ans nepeouinkm HMOBIpHOCTEH OKpeMHX KIHOUiB i,
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srozioM, st nomyrcy Hanﬁmsm HMOBIpHPIX 3HaquL poap;mm ICTHHHOI‘O
Kimoga, » - .
Binmnosinna 'aTaKa‘Mome' Gym npoa'eneHa SAK IIPOTH DES faK i immmx
6TOKOBHX AIrOPHTMIB, IO MAIOTh IOCTiHHI 610K 3aMiny. E(i)eKTHBmCTL aTaKu
icToTHO 3aMEXKUTH Bifl CTPYKTYpHU S-GIIOKIB. - '

Y craugapri anroputmy DES 6noxu saminu oani_aoqaa.ni NPOTH TaKuX
aTaK. 3oxpema, mpu 3ajaHmMx Onokax, mix 16 paymais OmiHKa CKJIAJHOCTI
cKiTajae 6m3pKo 242, Hus anfopHTMy-s 17-18 paynaamu gac po3KpUTTA KIoda
BISIBISIETHCS. NPUOTM3HO piBHIM Hacy moBHOro mepebopy. Ilpm 19 paympax
nepebip cTae BATIHIIAM. : :

Y uinoMy, pusuk yCHinIHOTO IPOBEACHHS BiINOBIIHUX aTax, 3 OTJALY
Ha KONOCANbHI pecypen, HeoOXimi [T mroToBKy aTaky, MiHIMAEHHUIL.

Wb TIPOBEJICHHS aTaKH chosen plaintexts attack g oTpHManmn
Heo6XiaHoT niq)opmaun norpi6ue nmrbpyBaHH;I notoky 1.5 MGit/cex. nporsrom
3 poxiB. o ‘
V 6inpmocri payHmB BI/IXIL[HPIH xmod DES 3cysaetbes Ha 2 6itu, kpiM

1,2, 91 16 payHniB, KoM 3cyB popismioe 1 Giry. IlpmunHa - mossa
pery;ipHocTi B nepeTBopeHm, siKa MOxe GyTH BHKODHCTAaHA L. IIPOBENECHHS
KPHITOAHAITUYHEX aTak. ' . :

Monmbucaum DES IIUIHXOM 3anp01aa11>erH>1 TnocTilHoro 3CYBY KIOYa
na 2 GiTy micms 6y,zu,-5ncoro paytmy IPU3BOAMTH A0 HIDKEHHA HOro cTilikocTi.

E. BixaMy HaexuTs imes Bixmosimmol e(belcmBHm aTaK| Ha OCHOBi
3B'SI3AHHX  KJIIOYIB (related-key . criptanalysis). Ils ataka pearnisyerscs y
BHITAIKY NOCTIHHOIO 3CyBY. Koda i TpH HasBHOCTi 2" BiAKPHTHX TeKCTiB 3
BuGpannmy xmodamu (chosen-key. plaintexts). abo y. Bumaaxy BimoMmmx map
BiJKPHTHX 1 um¢pposanux TexcTis (known-plaintexts).

lIJm TPOBEZICHHA aTaki NPOBOIUTECA AHATIS PI3HHNb MiX Iapamu
KITIOYIB i mapaMu Bmxpmnx 1 I (POBAHIX TEKCTIB.

-Afaka He 3aleXWTh Bifl .IHCIA  PAYHIB, npOTe S cnux BA3HATH
MaJOpeaIBHOIO 3arPO3010, OCKIIBKH JUIf 11 peamizanii KpHITOAHANITHK IIOBUHEH
SHATH BIIaCTHBOCTI JATYHKA. BHITANIKOBUX WHCEJI, KM BUKODHCTOBYETBCH /UL |
cTBOpeHHd KmodiB DES, a TaKOX MaTH HOCTYIl RO IIM(PATOPH JI OTPHMAHHS
Beﬂmezﬁoi KinBKOCTI TMap BinkpuTHX i nMpoBaHKX TekcTiB. MoXHA BBAXATH
DES on'mmisoBaIilm i [IPOTH Ti€l aTaky. - '



S 3 Peaxcumn poﬁo'm ﬁnoxomlx anropxmwm

ICHy€ KinbKa pexcmvlm po6oTH  6NIOKOBMX  aNTOPHTMIB, ki
BHKODFICTOBYIOTHCS B 3aJIEXHOCTI BiX KOHKPETHOIO 3acTocyBanns [11,12].

" Pexmm enexrporuoi konoroi kuuru ECB (Electronic Codebook M5de) -
Halibinpi oueBHAHHI crioci6 BHKOpHCTaHH}I 610Kx0BOrO KPHOTOQIFOPUTMY.

CyTb pexuMy Tionsrae B TOCIiOBHiH 3aMini GI0KiB BUXimHOro TEeKCTy
Ha BiAnoBinHi mubpoBani Groxu. OxHaKoBi GIOKH 3aBXIU 3aMApPOBYIOTECA
OJIHaKOBO, IHO' aHANOTIYHO IMH(PYBAHHIO ‘33’ OMOMOTOI0 3BHYANHOL KOJOBOT
Kx-mrn, _‘:';‘Bi,ucu - HaSBé'eneK'xponna‘KonOBa xaura (Electronic Codebook).

" 3assuuaii, po3mip Groky nopiBHIOE 64 6iTam, OTXKe, B «KOXOBIH KHm3i»
nocuts . Garato ‘sammcis’ < 2% CrpykTypa KoXHOT «KONOBOT KHHIHY
BH3HAYAECTHCH CROIM KIIOUEM. R '

Tlepesaroro ECB’¢ nesanexxne umpysanns 6roki. Ile Baxmso s
IHQPYBAHEA * CyKYNHOCTi (aiiniB 3 KOBINBHEM (BHNAZKOBHM) OCTYIIOM,
HaUpHKNan, 6asd JaHHX. IHn(prBaHi 3aITHCH MOXHA BH/IQISTH i momasaru B
Oynp-aKy nomnm{y mnsmlcy B, ;ncmo BBama"m “mo 3amuc cxcnanae'n,cx 3
11100 YHCaa 6II0KIB.

Ipo6nemoro ECB € Te, 1m0 KpUITOAHANITHK MOKe TogaTH 3GHpaTH
KOIOBY KHHTY 6e3 3HaHHA K0Ya 33 HASBHOCTL nap mmcpnmx i mn@ponamdx
TekcriB. TIpakTHYHO B ‘peaNiEHHX TIORiZOMIIEHHSX 3ycrpmaxonc,q nosroprosam
CTPYKTYpPH: HOYaTOK Ta 3aBEpIIEHHS NHCTIB enex‘rpomlm IOIMITH, 3arOJOBKH,
3BEPHEHHS, ‘mianucy, ‘iHGopMauis mpo anpaBHmca HaTa mmcTa i T. A Jns
PYHHYBaHHS LUX 3aKOHOMIPHOCTeil BUKOPHCTOBYIOTS iHII PesXAMIL '

He Menm, a norenuiiiho Moxe if 6inbin, HeGesneunnii PH3NK MONATaE B
MoxnuBocTi iMitanii a6o BigrBoperms Grokin (block replay) 6es snamis Kmoua
i HaBiTh jeraneif amropurmy. ITo CyTi, STOBMHCHHK MOXe 3MiHIOBaTH
3anmi¢posaHi NOBiNOMIIEHHS TaK, o6 o6AypHTH HpHiiMaya. f

3oxpema, PO3IJLIHEMO CHOTEMY ENEXTPOHHHX GAaHKIBCHKMX PO3PaXyHKIB,
y fKili noeinomeHms mmbpy}oncsi 6noxosumM anropntMoM B pexkumi ECB.
CrannapTanii ¢opMarT noBifOMIers MOXe MaTH BHLTISy 13 GIOKIB 110 64 Gird.

‘Hexait snoBMucHHK KOHTPOIOE MiHiK 3B'S3Ky Mix ABOMa Gankamu. Bin
TOCHIae NIEBHY cyMy (wanpukian, $ 100) 3 ogmoro 6anxy B iHmmii, moTiM me

a3. Jlaii, nepernsHyBIH BCi IOBIHOMIICHHS, Bil 3HAXOMNTE TPy TOBIAOMIICHE, ,
axi 36iraroTeca. Shamo Takux 6arato, To omepariio ‘nOTpiGHO TTOBTOPUTH HJid
BUSBIICHHA (CBOTO)» MEPEKasy.
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1 -2 1371 4 1 . 510 11 [-12 | <13
Ilramno bank - Bank - I’ | Mo paxymey | Cyma
gacy | BiNpaBHHK | OJCPXKYBAY | BRIANHAKA SR ]
8 Gaiir | 12 Gaiiris | 12 GaiiTis 48 Gaiirin 16 GafitiB | 8 OaiiTiB

Pucynok 5.6 - ®opMar NOBiJOMIICHHS APO TPaH3aKIii -

Bijicnasmy  BHABIEHE IOBiIOMICHHS me pas, MOXHA OTpUMATH Ha
paxyHok foxomy + $ 100. Sxmo 3po6uTH Le 3 cyMaMu 6lm,me $ 100 i xinpka
pa3iB, TO MOXHA OTPHMATH JOCTATHIl KyIII.

11 aTaka HOCHTH Ha3By «TIOBTOPEHH: 6noxy» (block replay).

Ha nepmniii morz, FIOBHMHHA JONOMOITH BHSBMTH NOMIGHY aTaKy
BiMiTKa dHacy mepenaui mosigomieHH: (timestamp), vnpOTe e He 3aBXIH
ZOIOMATAE.

BaHKH MOXYTh- 3MCHIIHTH PH3HK, 9acTillle 3MIHIOIOUH Kiiodi, aje ue
03Ha4a€ TUIBKH T€, 110 3/I0BMHCHHKOBi HEOOXiTHO IIPAIFOBATH MIBH/ILIIE.

AIeKBaTHOIO BiINOBIIO CHCTEMH 3aXHCTY HA aTaky HOAIOHOrO poxy €
IepeTBOPEHHS, 3BaHe 3ueIUleHHsM (chaining), sxoMy Biamosimae Tak 3BaHmi
pexum CBC (Cipher Block Chaining Mode). '

-5.3.1 Pexxcnm suensienns mngposannx 6aokis (CBC)

3ueivten  3a6esmenyeThes LLILTXOM éééfoéj}saﬂﬁx pesynbIaTy.
E(PYBAHHS NONEPENHBOTO Onoxy Juist nmq)pyBaHHﬂ TIOTOYHOTO Gnoxy. Taxum
YUHOM, 6ym,-m<1»m 610K mmpreKcry 3anex<1»m> BIJ:( y01x nouepemnx 610KiB
'BHXIZHOTO T 'rexcry ,

Y TBOMY pe)KIdMI 610K TeKcTy, nepet mmbpyBaHHzM 32 JOTOMOICIO
anroplmvxy E() nonaemcn 33 MOZyJIEM 2 3 nonepe,unm I].IPI(lJpOBaHHM GJIOKOM'
1% BeKTOPOM xmmamaauu w (pHc. . 5. 7) _

PO3IIIH(1)p}'BaHHS{ BHKOHYETHCH AHATIOTIYHO. Maremamqmm 3armc
piBHAHB 3aUTMGPYBaHHA i posmmbpynamm_ BUIIIAIA€ Tak:

S,=17V, S, E(T+S,_,)T S,_IGBD(S)

Bex'rop 1H1H1a.TIl3aIIll I V= S, nommen Gym BunanKOBnM, moﬁ KOXHE

HOBIJIOMJICHH}I 6yJIO }’HlKaIIBHHM 3 MC’I‘OIO y’HHKHeI{H}I MO)KJII/IBOCTI aTaKPI Ha
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CTaHJ.IapTHHH 33r00BOK MOBIHOMIEHHS. Belc'rop IV HE 060}3 SIBKOBO 36ep1ram B
ceKpeTi, Horo MoxHa nepe;:anam p330M 3 HOB])IOMJICHHHM )
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PHcyhOK 57 - Pexxnm mncbpyéaﬂm CBC ans Tpsox, cmBQJIiB TEKCTY

Binsuricts moBinoMneHs He ziMThCa Ge3 ocraui Hd 64-6iToBi 6i0KH,
3a3BMYaAll 3aTHIIAETECH KOpoTKui (OK B KiHI TexcTy. Mom{a no-plsnomy
Gopomcyf 3 IAM, ‘

Hannpocnnmn MeTo,u - 1Ie, /:[ononﬁemm 1o HOBHOI‘O 61101<y (paddmg)
HECMHCTIOBHM HaGopoM CHMBOJIIB. ,I[Jm BHIANEHHA (CMIiTTA» TIpH BiTHOBIEHHI
TOBITOMJICHNS AOCTAaTHEO B OCTAHHBOMY Gaiiri BrasaTH KinbkicTs 3aifBEx
CHMBOJIB. Tarcoxc 3 mero MeToIo MOXHa anopncronynam K ocTaHHill GalT
TEKCTy CHMBON KiHIS (pauny, ane iHONi Ile HEMOXIHBO peamsyBam,
BANPHKIA, ¥ BHIIAJIKY, KONI posmmbpox;annn 610k HeranHo anpasnnen,ca B
mam’ste, _ . o ’

Tonj 3acTocOByeTHCs TaKa CXeMa MIMQpPYBAHHs: IPHIYCTHMO, OCTARHIN
Onox cknmagactsca 3 j 6irie. [Ticmn mmbpyBaHHz OCTAHHBOTO minoro Groky,
sammdpyemo nmcbpoaa}mu 6ok me pas, Bn6epeMo J modatkoBux OitiB

OTPHMAHOIO TEKCTY. i toniamo 32 mod 2 3 ocTaHHIM GI0KOM BHX{JIHOT'O TEKCTY.
I_Ie ie mmbp mm Hel’IOBHOI‘O GJme (pnc. 5. 8)

84



ElT0n2® Sns).

EdTa1@Snd |
) Bub6ip
| Hoewuna ;' ' | movamkoeux
| jGimie i 6imie

Pucynoxk 5.8 - IllndpyBaiasa oCTAHHEOIO KOPOTKOTO GNOKY

5.3.2 Binuosnenns nicas nomiox y CBC

Pexuv CBC Moxe OyTH oOxapakTepw3oBaHWi 5K Opoueaypa 3i
3BOPOTHHM 3B'A3KOM . 3a. mu¢pprexcrom (feedback) npu: mmadpysapmi i 3
HonepeDKYBAIBHAM  3B'SI3KOM (feedforWard) s mHPTEKCTOM  IIpH
posmudpysanui. e o3nauae, mo OfHa TIOMIIKA y BPIX!JIHOMy TEKCTi BIUTHHE
Ha umdpoBaHmii 670K 1 Bei HacTynni umq)poaam oK. Alle Lie HeBaXJIHBO,
OCKLITBKH pozmmbpyBaHHﬂ obepre neii e(bex'r i y Bl,lIHOBJIeHOMy TEKCTi 3HOBY
byne TLTIBKI/I oxHa IIOMHJIKa ,

TloMuKe B 3amm1)p03anomy TeKCTi zmcm*r; nonmpem qepes HH3LKy
AKICTH iHiH 383Ky 260 IOMUIOK 3‘IPITYBaHL 3 mlcxe'm qH KOPCTKOTO mcxa

V pexumi CBC HOMHJIKa ‘OJIHOTO 61Ta B nqupOBaHOMy TeKCTi nosmcno
NOMKOMKye ed 610k i me ofuH GiT HacTYIHOTO Gnoxy (y TiHl xe no3mm, mwo i
nonepe,unm) HaCTynm 6oky He nbmxomxyxomcx T06T0 CBC € pe)KHMOM,
110 CaMOBiIHOBIIOETECS (self-recovermg) 'HesBaxaioun Ha Te, Mo pexmm CBC
BIJIHOBIHO€TI>C}I 32 HasBHOCTI CHOTBOpEH, BiH 30BCiM He 3axumemm Bix
nommorc cmmpomaauu }IKmo xonam a6o mpamm 61T, To cHeTeMa 6yne
fbopmyBaTH 6e3rer3m nomnomnem{x -

~ Tomy 6yI(L-5{Ka cHCTEMa, 0 an(opm'rosye pemm CBC, nonmma:
SaGeanqum 30epexKeHHd CTPYKTYPH BuXigHoro Texcry (framing).

BnacTuBicTh mepeTBOpeHHS MaleHbKO! MOMHIKH B mudpi y Benuky

NOMAJIKY TEKCTY Ha3HBAEThCSA PO3MOBCIOMKCHHAM IOMILIKY (error extention).
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Jins GopoTe6H 3 TakuM ABHIIEM HeoOXiflHe 3aCTOCYBaHHS MeXaHi3My
BISB/IEHHS Ta BUIIPABICHHA HOMI/IJIOK (error detection & recovery). Ilpuuomy,
TaKa OpoLeRypa IIOBI/IHHa_.BI/IKOHYBaI‘I/ICﬁ gK Iions 3amm@pyBaHHd, TaK i g0
posumbpysanns. ITopxa cxeMai . MexXaHi3My BHSBIEHHS Ta BUIIPABICHHSI
rioMEIIOK (erTor control) HaBeneHa Ha puc. 5.9.

— 3| Koutp. / S - . Konrp. |

NOMHUNOK NOMRITOK
a) \ D« | | Ex /
IELT
Hani
— | Ex ».. KoHTp. KonxTp. » Dgx. —»
TOMMIIOK - e HOMMHOK

© 3ammr nosTOpY

- Prcytiok 5.9 - TIpocta @) i f;prameHa (6) cXeMH KOHTPOIIO TIOMBIOK
. 533 Pexnm .;"i;dvpioniord’sn.'_‘gsjky 3 ‘l‘.llli‘(bpp‘l\l (CFB)

OnHielo 3 hpoGﬁem B‘HKopﬁci*aﬁHa\' pesxumy ‘CBC € HEeMOXTHBICTS
T0YaTH IMQPyBaHHs 710 OTPHMAHHS inoro 6110Ky IaHuX. Hx chmsnna MOIKE
ycrcnanmmx po6ory zxonams 3 BIIUIaHCHHM TepMmaJmM.

. Pexum CFB (Clpher F eedback Mode) nepe,uGaqae Momnmcrs
HmcbpyBaHHx uam/xx 3anncaMH, MeHumMH HI}K mmm Omox. :

B Mu po3rmmeM0 BapiaHT mmi)pyBaHHx o;:moro CHMBOITY B KOZi ASCII
(Tax 3}3amm 8- 61TOBIm CFB), are Horo MOJKHA y3aralbHATH i Ha BHNanok.
OJIHOTO 61Ta . :

Ha pHC 5 10 moxasanuii 8- 61TOBHH peme CFB ¥y BHIIAZIKY 64 61TOBOI‘0 ’
6nox<onom ajropuT™y. YV IHOMY BapiaHTi 6n01<03m1 ATOPHTM npamoe 3
4eproio (CTeKoM) 3 PO3MIPOM, 1110 HOPIBHIOE JOBKHHI BXIHHOIO OJIOKY - 64 Gitm.
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(a) Pezicmp 3cyay: 8 6ailmie '(6) Pezicmp 3cyey: 8 6aiimia

< <+
< <

Si1 Si-j
NS s
T SV, » S; , T; NPy ‘ S

Pucynok 5:10 ~ Pexxum 8-6iroruit CFB-mode, (2) 3amudpypanss,
(6) posumdpysanns

Ilepen nogarkoM u.m@pyBaHHﬂ CTeK K 1 B pe)ngl CBC SaHOBHIOCTLCSI
BeKkTOpoM ininjamizawii IV.

Y xoxHOMY TakTi mmbpyeThes BMICT creka, a xpaiimi nisi 8 6iris
PE3YNBTATY CKIANAIOTECA 33 MOMYNEM Ba 3 IIEPHIAM 8-GiTOBUM CHMBOIOM
TEKCTY, B pe3yneTari 0TpHMy€M0 8 61T1B muQ)pOBaHoro TeKcry, TOTOBHX IS
mepemaui. G Gl VI

IoTiM BMicT crexa 3CYBaeTECS BIIIBO Ha 8 61T1B, Kpamn niBi 8 6itiB npn
IBEOMY BiAKMJAIOTHCS. PaHille OTpMMaHM CHMBON NIM(POBAHOIO TEKCTY
3aMimae kpadHi npasi 8 6itis crexa. ITotim mponec mosroproerses. Taxmm
9HHOM, TI0 CyTi, peajli3yeTsCs TeHepaTop IOTOKOBOTO IHBpY.

Posmm¢pyBanms 30iHCHIOETECA B 3BOPOTHOMY TOPAAKY. Bimsmawmmo,
mo Ha 060X cTopoHax 6I10KOBHH QJIFOPHUTM IpPALIOE B PeXXuMi 3amuQpyBanHHs.

Sk i B CBC, B pexumi CFB 3an1mbp0BaHHﬁ TEKCT 3aJIEKUTH Bi ychoro
nonepenusoro Texcry. ¥ CFB, ak i B8 CBC, nomnika y BuxigHoMy Tekcri
ofepracThen npu po3tnugpyBaHHi,

ITomunxa B 3ammbpoBanoMy TeKcTi OUIbm uikama. Hepmml eq)eKT
0xHOGITOBOT OMMIKY - HOMHAJIKA B IOYATKOBOMY TEKCTi. :

TIpu posmuppysarHi nmoMuikoBuiH OiT IoTpamnase Ha pericTp 3cyBy i
TICye pesymETaT. posmmbpynaﬂnx IO THX mp, IDOKH He BHiife 3 iHIIOro KiHs

pencrpa
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TaKnM TMHOM, Y 8-6itoBomy CFB DOMMJIKE OZHOTO, 61Ta B mmpprexcn
TIPH3BOJHTE - 10 cnonaopemm TIpH pozmmbpysanﬂx nep' ST 6anTm Xoua
nogansIIni mudpreKcT poanmd)ponyen,cx KOpEKTHO.- )

Hioane: sxwo ataxyioua CTOpPOHA 3HA€ TEKCT HOBiNOMIEHHS, TO,
MO)KJII/IBO HaBMI/ICHe CIIOTBOpeHHA OiTiB B J:[aHOMy ‘Ononi Take, mwo 610K
po3nmq)pycrr>csr B yce, IO 3aBrOZHO. Hacrynuuit 610k Gyzxe posmugposaso y
CMITTS, ale IIKOJa BKe Moxe OyTH 3anofisHa.

Taxum '-H/Ime, peskam CFB € TakuMm, mo caMoBiHOBIIOCTLCH (self-
recovering) i-moup TIOMHJIOK CHHXpOHi3amii. TloMunka moTparsie Ha perictp,
nicye 8 Gaiitis i 'Bnna‘uae\é iHIIOTO KiHIS (ocxinmcn CHHXPOHI3ALiA 3aBKIH
TII0YHHAETHCS BiJl OCTAHHBOTO 3aINppOBaroro Gaiita).

5.3.4 Pexxum 380poTHOro 3B'93Ky 32 Brxogom (OFB)

Pexxum OFB (Output Feedback Mode, puc. 5.11) cxoxuit na CFB 33
BUHATKOM TOTO, IO B peerp 3CYBY nommaeTLc;I S;,ane S,.

T0My nell pexuM L€ HA3ZHBAETHCA BHYI’plIIIHlM 3Bopoan 3B'SIIKOM |
(internal feedback) OCKIJIbKH MEXaHi3M 3BOPOTHOTO 3B'S3Ky HE 3aIEXMTH BiX
TIOYATKOBOIO TEKCTY Ta 3ammbposaﬂoro TEKCTY. e

(a) Pezicmp 3cyay: 8 6aiimie (6) Pezicmp 3cyey: 8 6aiimie

< . " | <
+ +

)

‘81_1 o si~1
. . : ) 4 .
T :C) S; T; Do — Si

. \/‘

Pncynox 5 11 - PC)KI/IM OFB, (a) 3ammbpy13anw1, (6) posImaQ)pyBaHHa
F OIOBHOIO _ IIEPEBAT0I0  PERHMY OFB € HEpO3NOBCIOMKEHHS
noMHJIOK a0 BincyTHicTh fBHImA error extension. IIoMmuxa omHOTO - 6iTa "B .
mE(poBaHOMy 6101 BUKINKAE OAHOGITOBY OMHJIKY IIPH BiXHOBIEHHI TEKCTY.
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Ile BaXIHBA AKICTH Iy Mepenati’ OLHPPOBAHUX 'Bi;ieo- a60 ay,ziié«bai«'mia, ze
TPHITYCTHMI HOOTHHOKI. [IOMHNIKH, & e)eKT NOMMPEHHs NOMIIOK - Hi.

3 inmoro 60Ky, BTpata cHHXpOHi3alii Gyde MaTH HEyCyBHi Haciimku.
Tomy mmppencrema B pexumi OFB NmOBHHHA MaTH MEXaH{3M BHSBICHHS
BTPATH - CHHXPOHi3anii i MexaHi3M 3aBaHTaXeHHS periCTpis - 3CYBy 'HOBHM
BeKTOpOM iHimianizanii /¥ mis BinHOBNEHHS CHHXpPOHiZaNii, ‘

IpoBeneni B ocralHi pokn nociimkerns pexxumy OFB nosenn, mo neii
peXHM NOBHHEH OyTH BUKOPHCTAHWI TUTHKM B TOMY BHIAJKY, KOIH pO3Mip
670Ky - piBHHI pO3Mipy 3aMIIIlyBAHOTO ENEMEHTA :3a 3BOPOTHHM  3B'SZKOM
(feedback), ~Tobro 64-GiTopmii - ONOKOBHH' a&JTOPUTM HOBHHEH OYyTH
BAKopHcTagul 3 64-6iropum OFB. BuGip Biznosigxoro pvexwy BHKOPHCTAHHS
6ITOKOBOIO ANITOPHTMY' CITiJI POGHTH BHXOISTIM 3 TAKHX MipKyBaHL. :

ECB - waiinpocrimmit i naiicnabumit. CBC Tpoxm cxiammimmii, are
pabaraTo Hanmmmnu .CFB 1i i OFB cwisnimi, ane nosinsrind; CFB 3a3BHYai
BUKOPHCTOBY€ThCS VIS BiNaTeHAX repMinaniB, OFB - st BUCOKOIIBUAKICHNX
CHHXPOHHMX CHCTEM. nepeua‘ll. DES nosBoneso BUKOPHCTOBYBATH 3 Oy RB-SKAM
3 IMX 9OTUPHOX PEXHMiB. IHHII pesxiMi. 3aCTOCOBYBATH He pexomenzryerscx

ITuTauns go posniay S

1. Slxuit po3mip 610Ky, ToBXUHA Kimioya i KinbKicTs paynais 8 DES?
. 2.+ Sxuit nopsnox dopMysanms mimonouis B DES?
3. SIxuM YHHOM NEPETBOPIOIOTHCA JiaHi Ha ofHOMy payHzi DES? -
4. SIxa pous i sIKi napaMeTpH epecTasOBKH POLINPEHHs?
S. Sxa crpykrypa BY3NiB 3aMind i sk 3 ix JIOI‘IOMOI‘OIO 3paificHIoeTECS
TIepeTBOPEHH JaHuX? A " : o
6. SIxa Haiicnabuia anKa asiroputvy DES? »
7. Y u@oMy ‘- monsra€ ' BIACTHBICTE HE3aMKHYTOCTI ~ MHOMKHHH
BitoOpaskeHs, MO nopozmcy}orbca DES" ‘
8. SIxa cepeHs OIHKA KiJIbKOCTi Tap BXiTHUX 63101013, HEOOXimHAX M1
permdpysanss DES Meromom nH(bepeHmanLHoro KpHIITOAHaNi3y?
9. V uomy nomsrae pexxum ECB 6:10xoBoro mudpy?
'10." Y oMy nonsrae pexund CBC 6r1oxoBoro mmpy?
11. 'V womy noisrae pexuM CFB 61101(01301‘0 mudpy?
12,V axux Bﬂna,mcax peKOMeH;IyGTLC}I BnKopHcTOByBam pexcmvm CFB
i OFB? ' S i -




, PO3/ILI 6 BJIOKOBY INA®PHU LOCT 28147-89 1 RIINDAEL

6 1 Cxemn muq)pynamm FOCT 28147—89 i Rijn'dael

XapaKTepm pini:g noanKy 70-x pokiB XX CTOIITTS NPUHIAIH noﬁynonn
6J10Konnx mupis Gymu. -06ymMoBNeHi, 3 OgHOro GOKy, piBHEM ~PpO3BHIKY
MATeMaTHYHUX HayK, 3 iHIIOrO — KOMIpPOMICOM MK HeoGXiNHOIO MIBHAKICTIO
umdpyBanns i cKmammicTIo :TexHiuHOl peanisanii anropuT™y, mo-3abesmeuye
‘HeoOximHy Kpunrorpadigny crilikicTs. OCKITBKH elleKTpOHHA IPOMHCIIOBICTE ¥
“TO¥ 9aC M2cOBO OCBOINA TiBKHA BHITyCK MIKPOCXEM MAJIOro i'CepefHbOro piBH:
inrerpanii, To Bu6ip Toro abo inmore anropuTMivHOre pimeHHs B 3RAYHIi Mipi

| 3anexaB -BiI icmyrouoi - mikpoenextponsoi 6asm i xapakTepHcTHK
004HCIIOBANTBHOI TEXHIKH, IEPIT 32 Bee, BiA ii BHAKOXIT i o6c;1ry OIIepaTUBHOT
) HaMm'sTi. R . . '
CTBopeHm‘fI B ni poKku i 3arsepmkennit sk crangapr CIIA B 1977 pomi
xpunroanropur™ - DES | peanmisye - apxitexrypy, 1o omepxana HasBy
30anancoBana Mepexa Qaiicrens (balanced Feistel network). Bigmosimmo o
i€l apxiTexkTypu Bech Ipolec MU(GPYBAHHA CKIANAETECA 3 Cepil OHOTHIHAX
LUKIB (payHAiB).

Janwit npyuanun no6yfoBy 3aliMaB HOMiHyroue Mice B kfipmmrpatbi‘f
GIOKOBHX IMHQPiB IPAKTHYHO MO HAIIX JHiB. 30KpeMa, BiH NIEXUTH B OCHOBI
pamy mmdpiB, IO IHAPOKO BHKOpHCTOBYIOTBCH, BKITIOYAIOYH KPHIITOAITOPHTM,
BH3HaueHu# cragpaprom I'OCT 28147-89 (mami - FOCT), 8 TaKoX &ITOPHTM
IDEA, peanizoBannii B nporpamMuEoMy npoxykri PGP [8,30].

. 3pocranHs mBuaKocTel 06pobku inpopmanii ITC 1o mecarkis rirabiris
B CEKyHy BUCYHYNO ITiIBUIIEHi BUMOIH [0 4acy BHKOHéHHkaHHTOI‘pa(bi‘IH}D(
nepeTBopens. 3 iHmoro 6GoKy, PO3BHTOK HAYKH i TeXHiku Bimcpi«m HOBi
MOMUIMBOCTI [ IIpOBe/ieHHs e(eKTHBHOTO KPHIITOAHANI3y i aTak Ha ummudpH,
10 TIOCTABMIO BUMOTH Jo mimBHIeHHs ix KpumrorpadiuHoi crifikocti. B Toit
e 9YaC, N0sBA BEIMKHX IHTETPANBHUX CXeM i 30iIBIIeHHS 06CAriB OneparnBHOT
nam'sti CTBODHJIM, NEPENYMOBH JUid -PO3pOoOKH 1 BIOPOBAKEHHS OGLIBmI
HOCKOHAMMX Wi piB. , '

IlepepaxoBani . YHHHHKH. SYMOBHJII/I po3p061cy HOBHX - IAXONIB /10
1106y 0BH GIOKOBHX CHMETPUUHUX KPHITOANTOPUTMIB.

B xinni 90-x poxis HamionamsHuii iHCTHTYT craHaapTis i Texmomoriit
(NIST) ininirosas KOHKYPC Ha CTBODEHHS HOBOTO CTAHAApTy mudpyBaHHA
samicts anroputmy DES. Besoro Gyno sampononosano 15 xpunrorpadiusmx
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AITOPHTMIB, nio éanononsﬁaﬁﬂ OCHOBHI deKypéHi Bumorn. TTichs mixseneHHs
TPOMIDKHAX MiACYMKIB 3aIHUIUIOCH WsTh GiHANicTiB, 3 SXMX B JXOBTHI 2000
POKY ISl 3aTBep/DKeHns 5K cTaBzapT AES (advanced encryption standard) 6ys
Bubpanuiit kpunrorpadiunuii anroputM Rijndael (Pennen) [12, 15, 40].

Ha sigminy 8in TOCT, nomxuHy Knoda i posmip mudpoBaHoro GIoxy
anroput™y Rijndael MoxHa 3MiHIOBaTH, L0 HOCATAETHCS 3ABIAKH 32CTOCOBAHIH
cxemi nmgpysanns. [Ipu 1ILOMY KUTBKICTS payHAiB (IIHKTiB po6OTH) aNTOPHTMY
BU3HAYAETHCS * JOBKHUHOIO s KIoda i posmipoM mmdpoBaHOro GJIOKY 3a TakuM
MIPABHIOM: AKINO MaKCHMAalbHA 3 IUX IBOX BenwumH piBHa 128 Gitam, TO
BCTaHOBIMIOETHC 10 payH)nB s 192 6itiB — 12 payszis i1 256 Oirtis — 14
payHzis (tabnuns 6.1). ' :

1le ‘mos3BoONsEe B 3aNEKHOCTI Bifl BHXIZHHX BHMOT A0 KPHIITOCHCTEMH
BAPIOBATH B LOCTATHHO MIMPOKHX Mexax cTilikicmo (Bix 10° 70 107), i B He
Oy’Xe TIHPOKMX — IIBMIKOMIEIO aiNroputMy (He Olnplue HiX B 1.4 pasa).
Binzaauumo, mo B CTaHJIapTi AES Bnﬁpzinnﬁ poamip 610Ky, pisHmit 128 Gitam.

Ta6J'[I/IIIiI 6.1 - HOplBHﬂJIBHl xapax’repncmm roct 28147 891 Rundael

- -Kpanrroanropur™
XapaxTepHCTHKA : TOCT 28147-89 . | - Rijndael
. Poaumip Gnoky B Gitax = " e 64 - . . 128,192, 256
Jlopxuna Kmoqa B 6itax . 256 (+512) 128, 192,256
. Apxiveirypa Omsopinna s6ananconatia «kpazpat (Square)
P ‘mp L Mepexa @aﬁcTﬁHﬂ: ] P q;
Yueno yuicnis (paynais) 32 10,12, 14 . :
Yactuna 610Ky, udposana 3a o1uH 128,192, 256
A A 2 6. R T
nmcn (payﬂz() 6itin 32 (monozima 610%y) (nosmm 6:10;()
. . : 128 192 256
Jlosxmﬂa PayHIOBOTO KIK90BOFO 32 (monoBima 610Ky) :
enemenTa, 6irtis (pisra poaMlpy.éuoxy) .
Tonasanns 3a mod 2 i mod 2%, | Pisui onepauif nan Ki’HL[eBHMM
Onepanii, 0o BHKOPHCTOBYIOTHCS onepauil NOTeTPamHoT 3aMiHH, TONAMH
LWKNL, 3CyE BiiBo Ha 11 GitiB i KinpLAMY

B anropurmi I'OCT, ax i B DES, reck nponec mugpysaHHs po3burhit
Ha cepilo ogmoTHMHYX IuKIiB (payuziB). Ocobmmeocti no6ynoBH anropuTMiB
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I'OCT i Rijndael, a Takox iX BIACTHBOCTI 3pYd4HO BHBYATH Ha OCHOBI iX
IIOPiBHSIBHOTO aHATI3Y, 3anponoHoBa#oro B [13]. L

B xoxzoMy mmkii anropurMy I'OCT 6mox T AKuii mmbpymn,, SBILIE
06010 KOHKaTeHaHIIO - o6’elma}mx JIlBOl L, i nparoi R, wacTuH, ofiHa 3 gKuX

MOZMQIKYeThOS IMUIAXoM N0GITOBOTO J0fiaBaHHs 3a mod 2 i3 3HaueHHIM, WO
BUPOGISETECS 3 {HINOI YaCTHHH 1-KIIOYOBOrO eleMeHTa LIAKIY 33 HOMOMOTOI0
ysxuii. mudpysanns. Mix MEKIaMi - 4aCTHHE GOKY MiHAIOTECS :Micama, i,
TAKHM YHHOM, B Hacrynﬁomy UKL 3MiHeHAH - 670K He Mo,umbucyerscx Ta
HABIAKH. ' it : S s e e

Cxema mmbpyBaHHx sa I OCT HaBeJleHa Ha pHC. 61 a. Ho,mﬁua
apxiTeKrypa JIO3BONSIE  NETKO  OHepXaTH ofepHene  KpuIrrorpadiune
IepeTBOPEHHA 3i CKNaAHO! i, MOMIHBO, HeobepHeHo! GyHknil mmbpyBaums.

OcobmusicTio MEOro MiAXOMy € Te, IO B OAHOMY IHKII mmbpyeTbcx-piBHo
' NOJI0BHHZ OJIOKY.

Tudp Rijndael (pnc 6 1, 6) Mae npnm.umono iHmy apxrrexrypy, 1o
OfiepXkaila HasBy «KBajpar (Bi aBTOPCHKOI HA3BH Iepuioi Bepcii mmopy —
Square).: I1s- apxirexrypa Gasyersca Ha IpaMEX rxepeTBopeHﬂax 6moxy, 1o
umdpyeTses, skuit nogacThes y GopMi MaTpuni 6alitis.

3anm¢)py13amm CKIIANIAETRCA 3 -cepil OHOTHIIHEX KpOKiB . (payHzis),
TIPOTE - B 'KOXHOMY payHii 6ok TIEPETBOPIOETbCA AK . €MAE (e i He
3AIHIIAETECS HE3MIHHUX YaCTHH 6110Ky Ockinbky 3a OfUH payH] MAGPyeThCS
TIOBHMI GJIOK, TO Z71s1 JOCATHEHH 3iCTAaBHOI 3 MepeXero daiictens cknannocTi i
HeNiHIAHOCT] NIepeTBOPEHHS TaKMX KPOKiB noxpeﬁyencx Bnnm MeHIIe, HiX B
T'OCTi. -

Koxcmm paszx ToJsrae B 1'[061TOBOMy JoAaBaHHi 3a mod 2 1oTOYHOr0
cTaHy mm})poaaﬁoro OMOXy 1 KIFOYOBOrO eNeMeHTa Ppaynpy, 3a AKEM crifye
CKIIa/iHe HejtiHiiHE IepeTBOPEHHA GNOKY, CKOHCTpyioBaHe 3 TphoX GLBmI
IPOCTHX TIEPETBOPEHb, POSTIAHYTHX AT. )
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YI'
(6)

Prcyrok 6.1 - llndpysanns 3a anropurmamu TOCT 28147-89 (a) i Rijndael (6)

Ho3snavenns, npuitaari Ha prc. 6.1, MaroTh Taxuit 3MicT.

T,T’ —Buxinguui i 3ammdposanmuit rGIIOKI/I, BiIOBINHO;

k, — xmowoBnit eneMenT KTy (péynny)'

X, —sanmdpopana nicns i-ro LHKIY HaCTHHA 6n01<y,

I (X k) (bym(um mmppyBaHHa anropunvry FOCT

NLT ,  NLT'- perynspHe Hemimiiine HepeTBopeHH}I i seniniitae

TePETBOPEHHS OCTAHHEOIO PAYH/Y ANTOpPHTMY Rijndael Bimmoriaro;
R —gucrno payHmB B anropnml Rijndael (10, 12 a6o 14).

6.2 Hopmﬂﬂmm paywmz umq)pynamm Tocrt 28147-89 i Rundael

AnropmM rocTt peamaye BIJIHOCHO Hecmaaﬂy q)ymcm}o n.mcbpyBaHHx,
K& cmanaen,cx 3 onepauu IIOJJaBaHH}I 3a MozyseM 2% Bxumoro HIBGJIOKy 3
KIIOYOBHM eIEMEHTOM pay}my BOCEMH mncranoaox mo 'BHKOHYIOTBCS
He3ajlexHO Y BOCEMH TeTpajax, i Gitosoi HepeCTa.HOBKH - 06epTaHH51 Ha 11
6itis y Gik cTapmux pospsais.

Cxema paynny nmmépysanns 3a 'OCT so6paxena ua puc. 6.1, a.
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B Rijndael 6ok, sxuit mudpyrots i ioro npomixmi cramm s xoni
NCPETBOPEHHS NOAAIOTECS .y BHer,m MaTpHIi 6ai/’m3 4n, me n = 4, 6 , 8,
32JIEXKHO Bif po3Mipy 6oKy.

AHnanor uukinoBoi GyHKUil nmtbpyaanm B alropuTMi R1_|ndae1
CKIJa€eTECH 3 TPHOX - HABENEHUX HIDKYE enemeHTapHm( MEPETBOPEHD, IO
BUKOHYIOTHCS HOCJIIJ:(OBHO _

1. Baiirosa nmCTaHom(a KOXHHH Oaiit 6n0Ky 3aM1HIO€TLCS{ HOBHM
3HAYEHHSM 13 3aranLHoro Ans Beix GaiTiB MaTpHLi BekTOpa 3aMiHH.

2. TloGaiitoswit UMKIYHHE 3CYB DPAIKIB MaTpuIli: nepnmn panok
3JIMIIAETECS He3M1HHHM, Ipyrait pagok 3CYBAETHCA BIiBO Ha oMK Galft, Tperiit
i weTBepTHIl PANOK Mist 1 = 4, 6 3CYBAIOTECA BNiBO HA 2 i 3 GdHTH BiAmoBinmo, a
s n=8 na 3 i 4 Gaiirn.

3. MuoxeHHs ManHIIL (3MinryBanns KOJIOHOK): - OfiepKana Ha
‘ IIOHepeleBOMy KpOll MaTpuus MHOMHTLCH 37iBa Ha MAaTPHITFO-IIUPKYJISHT
po3mipy 4x4, ne

(02 03 01 o1}
. 401 02 03 01}.
- 01 01.02, 03
03.01 01 .02
Onepanii 3 eJIeMeHTaMPI ManHIIB (monamus i MHO)KCHHH) Bm(ony}oncx
B CKiH‘ICHHOMy nom GF( ) ﬂOpOIDKeHOMy HesnumuM Ha GF(Z) TIOTiHOMOM

m(x)=x @x ®x @x@l , , :

B HLOMy . noni JIOlIaBaHHﬂ 6alTiB | BmconyeTLc;I K .. mobitose
HicyMoByBaHHS 33 mod 2. Hpn MHOXEHHI 7BOX GaliTiB, KOXHHI 3 HEX
IIePETBOPHTLCA HA MHOTO'WIEH, BEKTOp Koe(illieRTiB SKOr0 € MOCHiToBHiCTIO
6itiB, axi cTBOPIOIOTH Binnosimamii Gaiir. Lli MHOTOICHH NEPEMHOKYIOThCS
Haj GF(Z) a MOTiM OB9HCIIOEThCSA JHIIOK noGyTKy 33 Mozyniem m(x).
Koecbluleﬂ'm nmmcy CKIIAJAIOTh GalT, IO € pe3yNBTaTOM onepauu

Cxema payH;xy aIropHTMY Rundael 306pa;1<eHa Ha 6.2, 6.
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Pucynok 6.2 - Cxema nepeTBopéHst JaHHX mm 1-ro payHuay iﬁnd)pyBalilm 33
anropurmamu FOCT 28147-89 (a) i Rijndael (6)

ITo3na4cHuS, npnmlsm Ha puc. 6.2, 03HATAIOTE:

X, X 63101( o nepe'rBopfoBchs[ anropuTMOM Rgndael

H, L - CTapmmI x Mononnmu nis6IoKM Ha .Bxoni paynny I'OCT
BimmoBixHO;

H', L’ — o crapuui i MO.TIOIHJIHH mBGJIOKH Ha anom panyy TOCT
Bumomzmo : ,

k — Kkmxou0BHiT eTeMeHT paylmy,

S[ ] YHKUiS MiACTAHOBKY — FPYTIAMH 110 4 61m IS I‘OCT 1 GaprraMH
T anropm‘my Rijndael; .y C , ]

R — omepariis HuKIiTHOro 3¢yBY 32- 61'rosoro cinopa Ha 11'GitiB y 6ik
CTapIX PO3PSAiB; ’ ‘

R, -— onepanis nopsaxoBoro o6epHEHHI MATPHIli B ANTOPUTMI: RJJndael

M x— MHOXEHH: B anropnml RlJndael Marpmn npommcnnx ,uaﬂnx
371iBa Ha MaTpumo M . N :

Slxmo B anroputMi I'OCT mepectanoBky rnBGnomB BiZIHECTH JO payHAY
mdpyBanHs, K IIe NOKA3aHO Ha PUCYHKY 6.2, a, TO MOXKHA ITOMITHTH, IO B
o6ox anropurMax Bei payHmu mudpyBaHHA INCHTAYHI OAMH OXHOMY, 3a
BHHATKOM OCTAHHBOTO PayHJy, B SKOMY BifICyTH: JacTHHA onepaliii.

" Taxuit MAXiZ J03BONSE OmepXKaTH HAWKOMIAKTHINy peanizaliro, fAK
anapaTHy, TaK i mporpammuy.
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B ocranmsoMy paymai I'OCTy simcytHs oneparlia [epecTaHOBKY
niB6mokiB mudpoBanoro 60Ky, B OCTAHHBOMY payHm anroputMy Rijndael —
MHOXCHHS 3]IiBa Ha MATPHIO M . ,

B ofox ‘Qﬁrosopxosaﬁm( aqropuTMax e 3pobJeHo JUIL TOro, mob
3a0e3NeunTH - EKBIBANEHTHICTE  CIPYKTYypH  IpAMoOro i obepHenoro
M (pyBaNbHAX NEPETBOPEHB, Npo mo Gyae ani HTu MoBa.

B anroputMi FOCT exsiBanenTHiCTs CTPYKTYpH npﬂ}woro 1 obepreroro
KpHITOrpadi4Horo NEPETBOPEHHA He 3a0e3NedyeThes CleialbHo,’a € IPOCTHM
HACJiIKOM BHKOPHCTAHOTO APXiTEKTYPHOTO pillleHHs,

B Gyns-sikiit omHopinuiit 36amancosaniii mepexi Maiicrens obuzsa ui
TIEPCTBOPCHHS AJITOPATMIYHO ifCHTHYHI i PO3PI3HAIOTHCS TITEKH HOPAIKOM
BUKODUCTAHHS KJIIOYOBHX €NIEMEHTiB: 1pH po3MHMpPYBaHHI ejleMeHTH
BHKOPUCTOBYIOTECA * ‘B MOPSKY, oGepHeHOMy TOMYy, B SKOMY BOHH
BUKOPHCTOBYIOTHCA IIPH 3aIIM(pYBaHH]. '

IIndp Rijndael no6ynosanmii Ha Gasi HpAMAX nepemopem, Ax i gna
BCiX nojibHMX anropurMis, 06epHeHe NEpPETBOPEHHS 6yuye'm>cx i3 obeprenn
KPOKiB IIPSIMOT'0 nepeTBopeHHx BXHBAHUX B 3BOPOTHOMY TOPSIIKY.

B sp'ssky 3 Bumeckasamum, - 3a6e3neunTH TaKnd  xe  crymiHe
ieHTHYHOCTI TIPAMOTO i OBEPHEHOro IepeTBOpeHS, SKHit HOCSTAEThOs B
Mepexax (aifcTens, He € MOXIIHBUM. - -

 Tlpore 3a paxyHOK alrOpPHTMi4HMX ~pIilIGHP MOXHA JOCSTTH
ineHTHYHOCTI MPAMOrO i OGEPHEHOIO NEPETBOPEHE 3 TOYHICTIO 4O KOHCTAHT, IO
BHKOPHCTOBYIOT5CS B IIEPETBOPEHHSX.

B rabmuni 6.2 HaBemeni nocnindsﬁoci‘i omepauiii ' ABOX - ocTaHHIX
payHzis amroputmy Rijndael, ix dopMareHe oOepHeHHS, a  Takox
MozudikoBane OGepHCHE . MIEPETBOPEHHS, sKe. MOGYNOBAHE 3 yPaXyBaHHAM
CIiBBi/THONIEHE MiX IIapaMeTpaMH i aJropPUTMIYHO NOiOHe IpAMOMY.

Hepes ‘R, mnosnadena obepHena ;o R,_: onepauis OWKIIYHOTO 3CyBY
PAAKIB MaTpuui. 5K BUHO 3 MepIIIX JBOX CTOBILIB Tabmumi 6.2, anropuTMivna
CIRYKTYpa IOpsAMoro i obepraeHoro TlepeTBOPeHp ICTOTHO PospisHMOTHes. [Tpore
IULXOM TOTOXXHUX MEPETBOPEHD MOXKHA JoGHTHCS Ginbimol BIIIIIOBI,D;HOCTI MiXK
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Tabmuus 6.2 - Jlsa ocTanHi payHau anropurMy Rijndael i ix obepuenns

[Ipame ObepHene . .OOGepHeHe NEPETBOPEHH A
NepeTBOpPEHHA NEpETBOPEHHS (Monudixosane)
X=X@kn.1 XZX@kR+1 X=X@kR+|
X=5(X) - X=R(X) X=5T(X)
X=R(X) X=5"(X) , X=R(X)
X=MxX X=X®kgp X=M"xX
X=X®kq - X=M'xX" X=XO( M"'x kg)
X=5(X) X=R_(X) X=57(X)
X=R(X) X=87(X) . C L X=RAX).
X=XDkg. - X=X®ke., o  X=X®kg.

'Hepm 3a Bce B1)13Ha‘ﬂdM0, 11O onepaum ‘HoGalitoBoi 3amimn S
KOMy’I‘aTPIBHa 3 npoueuypmo n106a#TOBOro 3CyBY PA/KIB ManPII.Il

. . S-n'(R;(X')): R, (s7(x)).

KpiM Toro, 3rigsHo 3 npaBHIaMM . MATpH4HOI anreOpd 3a 3aKOHOM
acoLiaTUBHOCTI MOXHa TaKOX NOMIHATH nopaz(ox noﬁnosoro JI0/IaBaHHs
Kioya 3a MonyneM msa 1 MHO)KeHHSI Ha ManPlLI}O.

AR E

Uy (X ®k,)=(Mm" xx)ea (M %k, ).

3aCTOCOBy€MO BKa3aH1 3MIHM [O ZApYroro CTOBIUA TaGJmui 6.2,
OZIEPKYEMO B TPETHOMY cTosmu Monmbmonany nocmnonmcn; onepaum npu
IBOX payHaax 0GepHEHOTo nepe’mopenﬂﬂ C S

" Tlopisusuua l-ro i'3-ro cronnuus Taﬁnuul cmnqmb npo TE, WO
aNrOPUTMIdHA - CTPYKTYpa TPAMOTO 1:06epHEHOTO NEepeTROpeHD meﬂmqua.
Pe3ynbTar nerko Y3aranbHIOETECH Ha ROBibHE YUCIO payﬂmn A

TaKHM YHHOM, B anropmm lendael npouenypn 3au1mbpy3amm i
poammppyBaHHﬂ aNropuTMiYHO INEHTHYH i p03p13Hm0TbCﬂ TlJ‘leH B AeTansix:

a. B ofepHeHOMY nepeTBopeHm BHKOpHCToByCTLCH BEKTOP 3aM1H,
obepuennii B onepaumnomy 3HAYEHH] BexTopy 3aMiH [PSMOro nepe'raopenns

b. B obepHeHOMY nepemopemﬂ YHCIIO GaHTlB Ha SKi 3cyBae'rr>cs1
KOXKHHH PANOK MAaTpHLi naHux B onepaun nopsimcoaoro 6amosoro 3CyBY,
iHme; :
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[

.C. B OGePHeHOMy nepe'rBopeHm B KpOHl MaTpHYHOIO MHO)KeHHﬁ 6J10K
narmx MHO)KPITBC}I 3iBa Ha ManI/IHIO '

(0E 0B 0D 09)  —
09 0E 0B 0D
“loD 09 0E 0B
0B 0D 09 OF

06epHeHy Tift, mo “BI/IKOpI/ICTOByCTLCH npn HpSIMOMy HepeTBOPEHHi; _
-4 B oﬁepnenomy TepETBOPEHH] KIHOYO0Bi ellEMEHTH BUKOPHCTORYFOThCS
B oﬁepnenomy nop;xmcy, i, xpim TOTO, BCi 1 eneMeHTH, 32 BHEATKOM NEPLIOro i

OCTaHHBOTO, IOBHHH], 6yTH IIOMHO)KeHl 311iBa Ha MaTPHIO M

TakuMm YHHOM, AHATOTIIHO TOCTy, B aITOPHTMI lendael MOXHa
CYMICTHTH peaizaniio npoue)lyp umt]ppyBaHHx AK TIpH amapaTHil, Tak i npu
nporpamHiii peasizauii.

6.3 @opMyBaHHS KJHOYOBHX €JIEMEHTIB:

Yy crannapn mmbpyBaHHa r OCT bt 3¢ Bnp06nemm TPANUATH maox 32-
GiTOBMX KIIOUOBHX eNeMEHTiB 3 256-6iToBOro Kmoua 3acTOCOBAHMI JyKe
upoctyii mixxin. Kiod iHTepUpeTyeThCs K MacHB, IO CKIANAETECS 3 BOCHMH
noaxmouin: K = (k,,kz, ,ks).

T_a611mm 6.3 - prﬂ;iéx BﬁGOpy HOIKIIOYiB }_3; a.n_ropmMi TOCT 2814’7-89 »
Ne payry 1[2[3]4]5]6]7[8[9[10]11][12]13]14]15]16
Kmoua. emement [ k1 [k | ks | ka | ks | ke | ko ksl ki ko | ks | ksl ks| ke | k7 | ks

Nepayuoy -.{17]18:/19120121122123{24125(26|27128{291.30{31132
Kmou. enement kl kz k3 k4 ks k6 k7 ks kg k7 k6 ks k4 k3 kz k[

Kmouosi cneme}rm Bmcopncmsy}on.cs{ Ha payHjtax mmbpyBaHH;I -
IOCITiIOBHICTB nonxmo'nB «npormmae’rr;ca» TPH pasu B IIpﬂMOMy HOpAAKY i
omMH pa3 B o6epHeHOMy, B pe3ynm'an KOXCH KIIOYOBHH eNMeMEeHT
BUKOPHCTOBYEThCS PiBHO 4OTHPH pasu. v Taﬁnnm 63 HaBe/ieHa Bumom,zmchL
HOMepa payHyy i BHKOPHCTOBYBAHOTO Ha payHm Kmoqonoro eJ'IeMeHTa

v mmbpl ‘Rijndael BnKopncronyerbcx TpOXH CKnafHima cxema, mo.
BPAXOBYE MOJUIHBY BiTM{HHICTh B pOaMipax GII0KY alropaT™y i KIoda. ‘
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-~ ICHYIOTS Ba aITOPHTME TeHepailil HOCHiJOBHOCTI KIIOYOBHX CNeMEHTIR .
~ s Kmo4ya posmipom 128/192 Gita 1 ms kmoda posmipom 256 6irt,: gxi
PO3pI3HSIOTECA IOCUTH HE3HATHO.

Kmou i KmodoBa NOCHIZOBHICTh MONAKOTHCS y UM BeKTOplB 3
KOMIIOHEHTaMH 3 4oTHpHOaiiToBHX ' cniB. [TogaTkoBa AinAHKA mOCHiZOBHOCTI
3aIIOBHIOETECH CJIOBAMH 3 KJIFo9a — To4HO TaK, sk i BTOCTL. . = .

Tlopanemmi .cAoBa KJIFOYOBOI < IOCHIMOBHOCTI - BUPOOISEOTBECS 34
PEKYPEHTHHM CIIiBBIIHOIIEHHIM TPYHAaMHU, KPATHUMH PO3Mipy KIIOUa.

Tepine 4-GaifToBe CIOBO Takoi IPyIM BUPOOISETHCI 3 BUKOPHCTAHHIM
JOCTATHBOTO CKJIAJHOTO HeJiHifiHOTo .HepeTBOpeHHs, Bei iHmi — 3a mpocTuUM
NiHIAHAM CIIBBIIHOIMEHHAM:

. . W @G(w_) imod N,
’ Y= v, ®@w, 1, imod Ny ;&0

Tyr N, - rmcno"32-6iTOBm< cnis B mou (4 a60 6, qns 8-mum
BUKOPHCTOBYETECS inma cxeMa) G() ~ meniniitne l'ICpCTBOpeHH}I 32-6iToBux
cniB. lle mepeTBOpeHHS Ma€ BHITLAL, G(x) S(R"(x))EB P(z/N ) i BKIIOYAE
GaiitoBuii 3cyB, mobaiiToBy mimcTaHOBKY i 1mofiToBe noxaBaHHA 3a mod 2 3
BEKTOPOM, 3aIeXHAM Bil HoMepa I'PYyIId eleMeHTiB, o BUpobaIeTses.,

-8~ ne onmcana Bume dyHKUis moGaitToBoi 3amiHM, RS — onepamii-.
[MKTiYHOro 3CYBy apryMeHTy Ha BiciM GitiB BuiBo, a P(z/N ) —-4-6aiitoe
CII0BO, 1O KOHCTPYIO€EThCS 0COOIMBIM ‘IKHOM inme 3ane>KHe Bm KIOa.

HepeTBOpCHHﬂ G( ) BHOCHTH CKJI&IIHICTI: i Henimiifmicts B cxemy-
BHPOGIEHHS KIKOSOBHX eneMe}mB ycmanmoxoqn THM CaMHM KpHnToaHama
mdpy. T Co o

*'OrphMaHi 3 ONHCAHOrO BHIIC TMOTOKY 4-GaliToBi croBa TPYNyIOThCA B
HOCHiIOBHOCT KITOUOBUX €IeMEHTIB JOBKMUHY, piBHOI | p03M1py IUPOBAHOTO
6n01cy, IUist BEKOPHCTAHHS HA PayHIax mmbpyBaHHx 5K ONHCAHO BHIIE.’

"3  BHIIECKa3aHOTO ~ BHTIKAE, mo ANFOPHTM Bnpoﬁnemm KITI0Y0BO]
nocninosHOCTI B MHGPI Rijndael cxmanminimii, sk B T'OCTi. ITpote Bin
JIOCTAaTHBO e(eXTUBHHY i He BHOCHTH CKUILKH-HeGyZ: iCTOTHOTO BHECKY /0
3aranpHOro o0'eMy OOYMCIIOBANLHMX BUTpar Ha HMGpPYBaHHS. IIBuakicTs
mudpyBaHHs 3 OOYNCIEHHAM KIIOYOBHX EIEMEHTIB «HA JIBOTY» HE3HA4HO
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MeHIIIC IIIBHIH(OCTI IIII/I(i)p}’BaHHH 3 BI/IKOPHCTB.HH}IM 3a3,uanermb IIl,I(l‘OTOBJ'IeHHX
I\HXO‘IOBHX eJIeMeHTIB

6 4 Bnﬁlp By:mm 3aM1H i KOHCTaHT, umbysmm xapalcrepnc"rmm

Hauna:mnmmnmn KOHCTaHTaMH I"OCTy €. TOBrOTPHBAJI ~ KIIIOUOBi
€NeMEHTH — BY3/H 3aMiH.. BoHH He 3adikcoBani B cTamzapti, a mocrasaroTscs
CHeIIiaJI_iBOBaHI/IMHé opraisaiismu, mo 3a6e3nedyioTh: KOPHCTYBAadiB muppy
KIOY0BOIo . iH(opmanieto. - Yepes -ne -Gyms-aki Bimomocti 1po KpuTepil
TIPOEKTYBAHHA BY3JLiB 3aMiH BifICyTHi. '

13 safanLan MipKyBaHL MOXHA' IOMITHTH, 1O, IIBHAIIE 33 BCE, BY3IIH
3aMiH iznpbﬁnmoncx 3 BHKODHCTAHHSM OfHi€l 3 METOIUK KOHCTpYIOBaHHA
By3/[iB (HAaUpHKNAN, 3 BEKOPHCTAHHAM T4K 3BAHUX GenT-OyHKUid [8, 14]), a
TIOTIM OLIHIOIOTECA 34 AeKiMbKOMa KPUTEPisMH, i BY3IH, M0 MAFOTh HEJOCTATHIO
sAKiCTh, Gpakyrotscs. Cepes XpuTepiis ouinkw, AMOBIpHO, OPHCYTHI TaKi:

— CKAajIHiCT5 i HeniniliHicTs GyIeBHX d)yHKuil‘fI, 1[0 ONMHUCYIOTH BY3JIH;

- lxmbepeumanma XapaKTePHCTHKA By3.TIlB 3aMmin;

— niHiiHa xapaxrepncmxa By3.IIlB 3aM1H

Ha mmmHy Big T OCTy, B mmbp1 Rijndael sinomi kpurepii BHOOpY
BEKTOpa 3aMiH. Hpn tioro KOHC’Ipy'EOBaHHl TIOBHHHI GyTn B3ATi IO  yBarw Taki
MipKyBaHH:; ¢ i .

— MigiMizania Han6umm01 3a. BEIIMIHHOIO xapax’repncmm Kopemsuii
Mi)K 'JIlHlI/IHHMI/I KoMOiHaliaMy BXifaux i BAXiqHUX GiTis (Bu3HA"ac cTiiikicTh Ho
Jnmnnoro KPHMITTORHATI3Y); | ) .

— MiniMizanis Han6ummoro HETPHBIaNbHOIO | 3HaquH;1 B Taﬁnnm qacToT
nap pisanue (anx{aqae cnmacn, o ,umpepenmanmoro Kpmrroanamsy) '

- cmanmcn, anre6pa1qnoro BHpasy, 1O ONHCYE BY301, B nom GF ( )

ABTopH anroppmv[y Rundael BI3HAYIIH, 10 KO0 namm Byaon 3aMin
BHKIHKAE CYMHIiBH B iforo SKOCTi iy Bl,ucymocn «UOTAaHHOTO XOAY», TO BiH
MOXe 6ym SaMlHeHI/IH Ha mmm. ,

HpmmMy, c*rpylcrypa nmcbpy i Kmmacrr, umcmB Buﬁpam TaK moG
HaBITh V11 BHIIAIKOBO Bnﬁpaﬂoro BeKTopa 3aMid umbp. 6yB 6H CTIHKKH 11(0)i (]
MeToziB ,umi)epermlanbﬂoro i ninifizorO Kpmrroanamsy i

Onepaum 6an1'01301 _3aMiHH B auropuTMi Rj'jﬁdaél . ongléyerl?qg
PIBHAHHSM! ' ’
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S(x)= ( +x° +x7 +x)+X (x +x¢ a0’ +xt +l)mod(x +1)

Ile mepeTBOpeHHs BKIIOYae MyIbTHILIKATHBHY iHBepciio-Galita X B
noni GF(Z“) (3Har{emm 00 mpn LIBOMy MiHSETBCA came Ha ce6e) i a(}uHHe
NepeTBOPEHHS Pe3yIBTaTY. ‘ ‘ '

Horo noninomu Bubpani Tax, mwo6 y pesyibTati Oyiu BifCYTHI TOUKH
nepyxomocti: S(X)=X i «anTuEepyxXoMoCTi»: S(X)=~X, ne 3max «»
NO3HAYAE OTepaniio NoGiTOROTo iHBEPTYBAHHA.

3 "iHIMX BaXIHBHX . KOHCTAaHT anroputMy Rijndael’ Heobximmo
BimsHawmTH Marpuigo M payHIOBOrO HEPETBOPEHHS (IMIIYBAaHHA KOIOHOK). '

¢ Meroio 1BOTO Kpoxy € qu)ysm 3MiHH" B- OmmMy Gaifri Ha Bech
CTOBMEIH MATPHIII.
' Ipu ubopi MarpuLi, KpiM 3BHYAHEX BEMOr ofepHEHOCTI i mpocTOTH
oncy, Gynu B3sTi A0 yBary Taki 6axani xapamepncmm TepeTBOPEHHA.

-1.-Jlinifnicts 8 o GF(2).

2. ocratHiit piBens qudysil.

3. Bucoka mBrAKICTS peanizanii Ha 8-01TOBHX TpoLecopax.

Hanmil KpoK nepeTBOpeHHA Moxe OyTH TakoX NpelCTaBNeHMH 5K
MHOXEHHA CTOBINIR HEePETBOPIOBAHO! MAaTPHI JaHMX, IHTEpIpPeTOBAHMX SK
MOJIHOMH TPETHOTO CTeNeHs 3 KoetblmeHTaMH i3 mons GF(ZS), Ha immmi

r[omHOM c(x) 3 KoecblmeHTaMH i3 oro xc nonx 3a MozyIeM HOJ‘HHOMa x*+1.
3nzmo 3 TPETHOIO 3 nepepaxoaaﬁnx BHIIE BI/IMOI‘ Koe(bunenm
MHOYKHHKA [OBUHH] 6yTH SKOMOTa MEHIIH. ABTOpPI mmpy BEGpam nostiHoM,

B32EMHO npocrrm 3 (HaBeJ.‘[eHI/IM) IIOJ'IIHOMOM x* +1:
efx)= 03 % +01 -x? +01x+02

BusBngerscd, Ta X - OpoleRypa, 3ampAcana B MarpHuHiit dopwmi,
exBiBaJICHTHa MHOXCHHIO 371iBa Ha MATPHIO M — WUPKYJIAHT NOJTiHOMa e(x).

TakuM 4MHOM, HA iainMiHy Bix T'OCTy, paynn sixoro nobymosanuit Ha
TpamMUiiHHEX U1 64rate0OX GNOKOBHX AaNTOPHTMIB OmeEpallisX, TakWX sK
nchaHOBKn B MaJux 61TOBHX Tpymax, 6iTOBi mepecTaHOBKH — 3CYBH, aMUTHBHI
onepaun 3 GIICMEHTAMH [aHHX, um(bp Rijndael Gasyerscst Ha JBOX OCHOBHHX
NEPETBOPEHHSX: 6GaifTopiii 3amini i onepanii nepemimysanns croBouis Mamnul
JAHVX 32 JOIIOMOTOIO il MHOKEHHS 3/1iBa Ha Marpuigo M- ‘
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AHaniz" BracTuBOCTEH CTiitKOCTI .a.;IFb;])ﬁ’fMiB MOYHEMO 3 JTOCHiKEHHS
XapaKTepUCTHK AUQy3ii.

- PO3MIAHEMO ‘BIUTHB -3MiH B’ TIOYATKOBHX [AHHX. Ha BHXiZIHE - 3HAYCHH
$ynxuii mudpysanns anmropurmy FOCT... S e -

Hexati y Bximmomy 32-GitoBoMy niBGioni aMineHnii- oquH Gir. Hepmom
onepanicio GyHknil mudpyBaHHY . € ZOAABaHHA 33 MOXyNeM 22, BHacTimok
4Or0 MOXITMBE HePEHECEHHS 3 MONOAINMX PO3PAMIB B cTapmi. - - -, :

Teopetnuno, amina HaliMonoamoro GiTa onepaHna MoXe MPUBECTH IO
3MiHH BCix 6iTiB cymu. ITpoTe AMoBipHiCTS Liel nozil HRagzBAYaiino Mana.

. Moxna noxasarn, mo 3a .yMOBH DIiBHOHMOBIPHOTO i HE3AIEKHOrO
posnoxiny GiTie onépaHniB Ha MuoxuH] {0,1} limMoBipHicTs moxil, mwo BoINB
onHoro Gita onepansia POMOBCIOIKYETHCA BIIIBO PiBHO Ha 1 GiTiB pesy.sTary,
piBHa mpubm3HO 27 : , )

IIpaxTu4HO MOMHa KOHCTAaTyBaTH, IO NPH JOJaBaHHi 3a MomyneM 2°7,
3MiHa ofiHOro Gira omepanya 3poGHMTHL BIUIMB He Ginblle, HiX Ha 1Bi Ccycimmi
TETPafH Pe3yIbTaTy. : -

IpumycTumMo, Mo B apTyYMEHTI IIHKIOBOT (bym(un nmtbpyBaHHﬂ 3MiHEHO
3HAYEHHS - OJHOTO - 3 GitiB. ‘B “pesynprati MiZCYMOBYBAHHA 3 . KIKOUOBHM
€JICMEHTOM 1 3MiHa 3 fiMOBipHicTIO . 1/32 PO3MOBCIORUTLCH HA, rpyHy 3 5 Giris
HaCTynHmo onepamefo y q)yHKuu mmppyBaHH;I € 3aM1Ha B TeTpanax v
Tsre cymixrmx Gitin cymn noxpnnaen,cx IBOMaA TaKI/IMI/I I‘pyHaMH. Orxe,
nicyg BHKOHAHHS éamum 3M1Ha posnoncro;{mr,cs{ Ha 8 61T mo BXOJIATS /IO LUX
JIBOX TPyIL. . o _
onansumii mIKIiHHMi 308 BIiBo Ha 11 GiTis He 3Mimoe uucia 6iTiB,
mo Oymy 3adervieni, MpoTe 3MiHIOE iX HONOXKEHHS B CNOBi: 1i 8 6iTiB 6yxyTh
PO3IOZiNeH] IO TPEOX CyMiXHUX TETpajiaX, K MOKA3aHO Ha puc. 6.3

T T T 7T T T 1 B sisayBuximmx JaHux

3MiHH Hmics JoaaBamms

3MIHH micng 3aMiHK

L") aminm va suxoni st mmdpyBanHs

PHcyHOK 6.3 - I[H(I)}{Biﬂ cnoTsopens Ha payani [OCT 28147-89
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Ha pucynky xoxHHH IpAMOKYTHUK BianoBifae onmili-TeTpani, ae Gity,
o 1X TOPKHYJIHCS 3MiHU, BHALICHI CIPUM KOIBOPOM.. ,
Tenep npocaigkyeMo 3MiHY Yy BHXIIHEX JaHHX Uepe3 JeKUIbKA payHIis
M pyBaHHSA TIPHITYCKAIOYH, IO lHBepTOBaHO biT B Mono,umm nonorsum 610Ky.
-Bigmopiani miarpaMu HaBesieHO Ha pHc. 6.4, -

|1|Htl::{"171;11|15an-6nox

1 paysn
2 paynmm

3 payu)m

4 paynyu
PrcyHoK 6.4 - Jiughysis crioTBopeHb micis AeKinbKox payrzis TOCT 28147-89

Sk . BUOHO Ha PHUCYHKy, .3MiHa ogHoro Oita B Monbnmiifx NONOBHUHI
BHXiZHOTO ONOKY HiCIST:-YOTHPROX PayH/IB nm(l)pynamm PO3IOBCIOJDKYETECS Ha
BECh mmppOBa}mH 610K, ) . . _

Slxwto x Oyze. iHBeproBanuii it i3 c*rapmm TIONOBHHH, TO ne YHCIO
36inpmuThed Ha 1 i cTane pibaEAM 5. TaKH_l_VI 9HHOM, 34 32 payH1Iu MUGpyBaHHS,
nepenbayeni 'OCTomM, zaHi BCTUraroTh IOBHICTIO NepeMimaThcs 32:5%6 pas.

- Tenep’ posrisHeMo’ audysilini -xapakTepucTHKE anropat™y Rijndacl.
Ilepma onepauis payHny OomdpyBaHHA LBOFO alTOPHIMY — TnobiTOBe
HlJ.IcyMOB}’BaHHX 3 KIIOYeM 3a MOZyNeM 2 — He IIPHBOJUTH [0 BHXOAY 3MiHH 32
Mexi ofHOrO 6iTa. HacTynHa omepanis — 3amiHa mo TaGmmi — noumpzoe 3M1Hy
B omHOMY OiTi Ha Bech BaliT.

' Hactynuuii 3a HEIO nopﬂzn(omn 6am01mn 3cyB He 3M1HIO€ Higoro B i
KapraHi. I, Hapeum, 3aBepmam>Ha onepanm payH,uy nepemmynamm GaliTie B
CTOBIIISIX Ma'xpnm - npnso;mrb o nmbysu 3an Ha BGCB cropmens, Taxmm

M‘II/IHOM, 32 OMH payHi( mml)pyBaHHx 3Mma B omiomy 6m me}mx JAHHX
3p06mr> BILTHB Ha OfIiH cronneub ‘MaTpui naHHx

] Ha HacrymmMy _paynni mmbpynanmz m 6aum B xom onepauu
nopxmconoro 6aHTOBoro 3CyBY GynyTr, «posnenem» no pmmx CTOBILLSX, in

i
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"pe3yNLTaTi MOJANBLION - -onepauii nepemmyBaHHa Gaiitis B CTOBNUAX BHUXinHa
"3MiHa PO3HOBCIOANTECS HA 4 CTOBMMI. - ' ' ‘

TobTo Ha.BCIO Marpmuo ‘AaHuX mpH ‘128~ 61Toaomy 6nou1 JaHMX, Ha 2/3
martpui npu:192- 61Tosomy 6nou1 i'na i TIOJIOBUHY TIpH 256-6itosomy Gnoui
‘Aanux. Hiarpama nud)ym B anropml:le!‘ Rq;}dggl HaBe/CHA Ha PHC. 6.5..

Bux. cran micas 1 payHuy ‘micns 2 |

payHaiB

Pucynok 6.5 - [ludysis cniorsopens nicns fexinbkox paynnis Rijndael

Takum uunowM, npy wndpysanni 128-6itorux 6nokiB 3Mina B ogHOMY
Giti BXinHuX maHux po3n03c1011>i€y€'rbcz Ha Bech 6110k PiBHO 3a°ABA payHM, Py
61m,any p03M1p1 610Ky — 32 Tpu. B pesynbrari 3a 10- 14 payHIiB anropHIMy
Rijndael nani Beturarors l.IUIKOM nepeMimarucs 5-7 pasis.

Sk BHAHO 3 BHIIEBHKIANEHOrO, 33 MOKA3HAKaMH Auy3ii anropmMn
FOCT i lendael HecyTreBo Bllel3H$[lOTLCX OUH Bift om-xoro

- 6.5 Hoxa:mnml cnmcoc'n, nponymmmocn 3py‘lHlCTb pea.m:mun
a.rlropm‘MlB

PosmxueMo criwﬁkicp,f obox anropmMi_B : ‘1o BinoMnx BUIIB
Kpnmoaﬂa.msy o » ; '

Hanﬁmbm YHiBepCcalbHUMH T2 etbexmsﬂnmu Jmu anrbpmMiB
’mupoxoro Kyacy € nmbepenmam,}mu i mmmmu BUIY Kpunroauam:zy

Jlam omm(y cTiiikocTi | anropymwy FOCT [0 KOHKPETHHX BHIIB
Kpumoaﬂanmy HEMOXUIHBO 6e3 cneumbmaun BY3IIiB 3aMiH, OCKiIbKH cTiifKicTh
'umq)py 3aIeXHTh Bil BIACTHBOCTEH BUKOPHCTaHMX MiCTaHOBOK. B TOH e yac,
nocsin nocmmxe}mx 61M3bKHX 32 apxrreKTypoxo um(bpua 3 BiZOMHMH
Taﬁnnuxmn 3aMiH (Bmmqaloqu DES) CBIAYMTD npo T€, WO KpnnToaHams
wudpy 10 16 payHjiB Mae CeHC TINBKM 33 HAsABHOCTI BEJIMKOrO o6cary
BUXIAHHX JanyX, a npd 20-24 payupax crae npaktuyHo aapemunm. I'OCT
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peanizye 32: paymm nmxbpyBaHHz, 1o 3a6e3ne11ye JlOCTaTHIH 3anac, II.I06
YCHIIIHO IPOTHCTOSTH BKa3aHHM BHJAM KpHnToaHamsy
¥ BinkputoMy Ipyni Bmcy'rm TOBi/IOMITEH s PO YCIINIHE PO3KPHTTS
TOCTy 3 .gxumu-HeGynb Konxpemmwu By3ldMH 3aMiH SIK '3 TECTOBHMH,
HaBeleHuMH B cranaapti [OCT P34.11- 94 “TaK: 1 3 TUMH, MO ‘MOCTAYANHCT B
KoMepitisi opramizanii 3 KoHKpeTHUME peaizanisyu I OCTy.

3a oHiHKOI PO3POOHNKIB, BiKe HA 4-X payHHax MUGbPYBARHS AITOPHTM
Rijndael nabysae focrarsio cTifikicTs 10 ‘BKa3aHMX BUJIB aTaK,

3anexHo  Bin - posMipy.. GIOKY - ‘TIpoBefieHHA  JimiifHOTO - i
IudepeHniansHOro KPUITOAHANI3y alrOPHTMY BTpavac: CeHC Micyd 6-8 muKIiB,
TOZI S Horo cnenudikanieio nepenbageno 10-14 mukmis. Omxe, mmdp Rijndael
TAKOK CTilikn# 10 BXa3aHuX BHU/IB aTaK 3 AeSKUM 3aIlacoM,

TaxuM. 4uHOM, 06UIBa MIHGPH MAFOTh JOCTATHIO CTIMKICTH O BiIOMMX
BUZiB KpHITOaHaNi3y. B HaykoBHX nyGnikanisx HeMae BiZoMocTei TIpo aTaku
Ha BKa3aHi IMQpH, AKi TEOPETHUHO TO3BONMIM 6 JemH(PYBATH IOBIIOMIEHHS
3 MEHIIMMH O0YVCIIOBATBRUMH 3aTPATaMH, HiXX OBHII ITepe6ip Beix Kiodis.

Jnst ouiHKe JOCATHYTOI edeKTHBHOCTI amapaTHo! peanizauii mudpis
rOJIOBHMM KPUTEpPieM € KiTBKiCTh i CKIIAQHICTH- GIEMEHTAPHUX ONepamil, sKi
HeoOXiZHO - BHKOHATH B, LMK . IMHOpYBaHHA, & TakoX MOXIHBICTE iX
HaPaeNbHOr0 BHKOHAHHS. S

Onisxa edexruBHOCTI HpOI‘paMHHX peamsaum mHudpiE TTOBHHHA
Opi€HTYBATHCS, IONOBHMM  9HHOM, -Ha 32-0iToBi miaaTdopMu, OCKiNBEKH Takxi
KOMIT'IOTEPH HUH] CKIaIAl0Th BEJIMKY YaCTHHY- CBITOBOTO IAPKY.

B roit xe. uac. inTepec BHKIHKAIOTE pearisamii -mudpis Ha 8- 61TOBPIX
MiKpOKOHTPOJIEPAX, IO € OCHOBOIO TECXHONOTII IHTENEeKTYANBHHX K4pT, -Ka
BHKOPHCTOBYETBCS PISHHMH cMcTeMaMy Oe3roTiBKOBHX po3paxyHKis., Umcio
KOPHCTYBA4iB TAKMX CHCTEM OCTaHHIM 4acOM 3pOCTae IIBUAKIMHA TEMIIAMH.

..Craanapt nmdpysagas I'OCT 3pyunmii gk JAis anapaTHoOI, Tak i A1
nporpamuoi peanisauil. Ilpu moexuui 6oky mamux 64 6itH ocHoBHa pofota
BeJIEThCS 3 TOJIOBUHKAME IBOTO GIOKY — 32-GiTOBHMH CIOBaMH, IO JO3BOJAE
e)eKTUBHO peajli3yBaTy CTaHAAPT Ha G1IBINOCTI CYJacHHX KOMI'TOTEpB. -

» Han6mbm prIlOMlCTKOXO onepamem npa peamsann FOCTy Ha 32-
61TOB;I/IX HK € 3aMiHa. Tomy npu #ioro nporpaMHm peamsauu nmcranomm B
TETpajax MOxa nonapHo of'ensar i BPIKOHyBaTH 3aMiHy Ha 6amax mo
icToTHO eq)eKmBmme HanexHe MONAHHS NiCTAHOBOK 3aMiHH /I03BONHTE
TAKOXK YHHKHYTH BHKOHAHHA NHKJIIYHOIO 3CYBY CJIOBa HA BHXOHI (yHKII
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- IHQPYBAHHA, SKINO BY3NH 3aMiHM 30epiraTy s .MacHBH. 4-6am01mx cniB, B
SKHX B)Xe BUKOHAHI HeoOXimmi scyBm:: .~ == -, Lo T e T

. Taxa -«posmyTa» TaGuuIs . 3aMil - BUMAraTHMe Ui CBOTO 36ep1raHH;1
i 4x 28 x4 =2" Gaitri a60 4K omepaTHBHOI. maM'sTi. OfHa 3amina peanizyerscs
33 /TPH OJHOTAKTOBI. MallMHHi -KOMAH/M: 3aBaHTaXeHHs Galita B inmexcHuiA
pericIp, 3aBaHTAXCHHS. 3aMIHIOBAILHOTO 3HAYCHHS B 'pericrp, BHKODHCTAHHA
33BAHTAXKEHOTO 3HA4YeHHA B Ollcpaiii mobiToOBOro MiCYMOBYBAHHL.

V  pesyneTari . 3alpONOHOBAHI  METOOW = ONTHMISANil - {O3BOITIOTH
peanisyﬁa:j:ﬂ paysn nmpysanss 3a I'OCTowm 3a 15 ongnotakrosux xoManz 1K,
3 ypaijaHhXM MOMUTHBOCT] NapaNelsHOr0 BHKOHAHHA KOMAHJ' IPOIECOpaMu
Intel Pentium payux I'OCTy-Moxe:Oyru peanizoBaniil 3a 8 TakTis poﬁom
mporecopa, a Bech Ipolec muhpyBaHng —3a 32 x 8§ =256 Taktis.

+Ha npouecopx Intel <. Pentium 200. me MoXe [TO3BOJIHTH - HOCATTH

' IHBHI[KOCTI nmd)pynamm o 6.0 Mbaift/cek.
%7 - Ockinpky GLMBIICTE eleMEHTAPHHX OHepawiil, {0 BHKOPHCTOBYIOTHCS
TOCTom, BXOHMTH =~ B * CHCTEMY ~  KOMaHT noumpeHnx - 8-GiTopux
MiKpOKOHTpoNepiB, ~#oro ' peanizanis - B ULOMY BHNAAKy HE BHIJIMKAE
yCKIanHeHb, BHHATOK ~ ckiIanaHus <3a'MonyheM 2% norpi6HO BEKOHATH SIK
OfiHy omHepalilo HoxasauHs Ge3 meperoCy i TpPI omepatii’ ZIOJIaBaHHSI i3
IIEpeHOCOM, IO BUKOHYBTHCSA KACKAZHO,

AnapaTHa peamizaniz. omsoro - mukmy [OCTYy cknamaerses 3
TNOCHiZIOBHOTO BHKOHAHHS 3-X- Omepamiif Hajy 32-GiTOBMMM - apryMeHTaMH:
TiJICyMOBYBaHHS,  3aMiHa ~OAHOYACHO y BeCiX BOCEMH TeTpaiax i TobiToBe
ToxaBauHa 3a Moxynem 2. Iluxnigsmil 3cyB He BHMAarae OKpeMoi oneparii,
OCKIJIBKM JOCATAETCsl [POCTOI0 KOMyTami€lo MpoBifHuKis. TakuM wHHOM,
anaparHe BukoHarHs POCTY BuMarac BUKoHaHHS 106 eieMeHTAPHAX onepariii
Ha 1ukni mudpysarnd, i 18 pobota He Moke GyTH poznapajeneHa.

' ‘Tenep posrHeMo ocobmuBocTi peamisamii anropurmy Rijndael. Ileit
ANTOPUTM ¢ GalfT-OpieHTOBaHMM; T06T0: LLIKOM MOsKe GyTH cOpMyNBOBAHHIL B
TepMiHax oriepailiii-3-Gaiitamn. B anropurmi BHKOpI/ICTOBY}OTBCX anreOpaiani
onepauii B KiHIEBHX nonsfx, Hancxnanmmom 3 sncnx € MHO)KeHHx B GF(ZS)

Eesnocepem{e BUKONAHHA WX " onepaniit npmaeno 6 mo HagTo
Heed)eKTHBHO] pea1u3an11 amroput™y. OpHax GaHmBa crpylcfypa mmbpy
BmpoBae nmpom MOKITHBOCT] 3 on'ruM13auu nporpaMHm peanizanii., 3amina-
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Gaiita y TabnALi’ i3 HOXANBIIAM MAOKEHHAM Ha KOHCTaHTy B. KnmeBOMy o
GF (28) Moxe 6yTH ofaHa K OJIHA 3aMiHa 'y TabJHIT. - ‘

‘B np;rMOMy mmbpl BHKOpI/ICTOBYK)TBC}I Tpn" KOHCTAHTH (01, 02, 03) i,
OTXKe, 3HAXOGIATECS TpH Taki Tabnuni. B 380poTHOMY — uotHpH (OE, 0D, OB,

IIpu manexmii opranizaui’f mpotecy mmbpyBaHHﬂ nop;uxxonnn
GaliToBMi 3CYB MaTPHL] AaHMX MOXH2 He BUKOHYBATH. ' *

‘Tlpn peamisanii Ha 32-6iToBEX mnaTGOpMaX MOXHA peanisyBaTH
GaliToRy 3amiHy i MHOXeHHS ejieMeHTa MaTpui TaHHX HA CTOBHEIlb MaTpHIi
M sk onny 3amiHy 8 6itiB Ha 32 6itn. Taxum YUHOM, IIEPETBOPEHHS OXHOIO
32-6iTOBOTO CIOBA JAHUX BKIIOYAE goTupH OalTOBI 3aMiHM, KOXHA 3 SKUX, SK
6y710 Bil3HAYEHO BHINE, BUMArae TPHOX OHOTAKTOBHX MAIMHHUX KOMAHL, -

V pesynkTati, YaCTHHA payHIy 1S OXHOrO 32-GiTOBOro ClOBa MOXe
OyTtu peanizoBaHa Ha mpoliecopax Intel Pentium 3a 14 xomany aGo 3a 7 TakTis,
mo npu 14 paynaax mubpyBaHHs J03BOILIE HA iponecopax Intel Pentium 200
JIOCAITH Teopemtmo’f Mexi mBHAKOAI npubmmsHo 7.8 M6aiit/cex, He3amexHO
Bzl posmipy Groky marmx i xmoua. Jiia MeHmIOro ghcna payHmB IUBI/I)IKICTB :
361IBIIYETHCA. B : o

Bimnosinua ontumisanis mpusene ,z(o’ DEBHHX BUTPAT OIEPATHBHOL
maM'sti, JIIs KOXKHOTO CTOBHIS MATpHIi M Gyiyerscs cBiif BEKTOP 3aMiHd’
oxsoro Gaiita Ha 4-6aiiToBe CIOBO, OTPHMYEMO Ta6JIKLIIO 3aMiHH, po3MipoM
4% 2% x 4 = 2" Gaiitis a60 4K. -

Hani, tabmumi, o BI/IKOPHCTOBYIOTB'C}{ “npd - 3ammnbpyBaHHi i
pO3MIE(PYBanHi, pisHi — lie NOABOIOE BHMOITH JI0 0OCATY ONEPATHBHOI aM'ATi.
KpiM TOrO, AN BHKOHAHHS OCTAHHBOIO 'IHUKNY pO3IHMPYBaHHS NOTPibeH -
okpeMuif By3on 3aMin, fforo posmip pismmii 256 Gaiitam aGo 0.25 K6aiita. V-
pe3yAabTati OprfMyeMo, mo zxnx"32—6dean-' TPOrpaMHAX peamizariii mudpy
Rijndael meoGxinui 8.25 KGaiita omepaTunHOl mam'sTi- ams 36epiraHst BY3JiB
3aMin. JliiA CyqacHuX KOMI'IOTEPIB L1 BHMOTA He BUIISAZE Ha,l[MlpHOIO

Bam—opleHTonaHa ‘apxitekTypa anropurMy - ‘Rijndael  gosBomse
Hansnuqamlo edexTuBHO peanisysatu #oro Ha 8-6iToBHX MleOKOHTpOJ’Iean
BuKopHCToBy}oqn TINBKH oOlepalfii 3aBaHTaXeHHA-BABAHTHKEHHS PEricCTpiB,
1HIEKCOBAHOTO BﬂmryBaHH;I ‘Gaifta 3 nam' 5m 1 no6lrosoro III,Z[CyMOByBaHH}I 3a
MOZIyTieM J1Ba. ‘ ‘

Taxosx BKasaHa 0COOJIMBICTE KO3BOIISE BUKOHATH e(heKTHBHY IIPOTpaMHAY
peainizanio anroputMy. Payun mudpysasns suMarae BUKOHaHHs 16 GaltroBux
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3aMiH [UIOC, YOTHPHK oNepaii noGitoBoro BUKMo4HOro abo Han 128-GiroBumu
Grokamu, AKi MOXYTb 6yTH BUKOHAHI B TPH €TAIH. ‘ s

VY pesyasTari oTpumyeM. 4 omepanii Ha muka abo 57 onepaum Ha 14-
payHmoBuil MUK MH(PYBAHES 3 ypaxyBAHHSIM «3aiBOT» onepanil nobirosoro
NOIABaHHA KIIOYA 33 MOJYJNEM [Ba — I HpuONM3HO BIBiYI MeHINe, HiX B
I'OCTi, - C e e
" Ockinsxu lendael Mae, Bpgiui 6mmmm posmip 6noky, Iie Bexe A0
mpubaH3HO  HOTHPUKPATHOI. MepeBard B IIBUAKOCTI 3a YMOBH - aapaTHOI
peaniéaui'f Ha 6asi ojmiei 1 i€l s Texwonorii, Heo6XiHO BiAMITHTH, IO BKa3aHa
BHILE ONiHKa € JOCHTh Ipyboio. .

-Asropavm  poboru [13] 6y11a r[poneneHa OUiHKa . NPaKTHIHHX
XapaKTEPUCTHK MIBUAKOAIl MpOrpaMHUX peamizaniil IopiBHIOBaHHX IMHGPIB Ha
wiargopmi Intel Pentium, mns mmudpy Rijhdaelg posrasaascd BapiauT i3 14
payH,uaMH : L . .
,Hml KOXHOIO 3 anropmma Mosoro. Ci OyB HammcaHuHl €KXBiBaNeHT
QyHKiii 3anmmdpyBaHna OgHOTO GIOKY, B AKOMY TOCIINOBHICTE payHIis Gyia
po3ropHeHa B TiHIAHMIA KO, e I03BOJIE JOCATTH MaKCHMalEHOI IMBHAKO]T.

B exsiBaneHTax BUKOPHCTOBYBAJlacs BUMaAKOBa KIO40Ba iHdopManis i
BUIANKOBi BY3IH 3aMiH, ONHAK HA IIBMAKOAIIO peami3auii. e He BIUIHBAE,
OCKIIbKM INBHIKICTH = BUKOHAHHS BHMKODHCTAHHX KOMAHZ & Ipolecopa He
3aNIeKUTh BiXt IX onepaufis.. ,

DyHKuil, 10 BUKOHYIOThH 3ammbpyBamm, BHKITHKAIIUCS 110 107 pas, i
BUMIPIOBABCA. Yac 1X BHKOHAHHSA, SKHH . IOTIM NEPEPaxoBYBaBCid B. MOKA3HHK
UIBHAKO. ,Z[Jm KOMIiNAnil -,.i . MOOYHOBM  BHKOHYBAaHOTO = MOJYNS
BHKOpHCTOBYBaBcs kommimsrop Intel . C++ v4.5, ockineku, BiH Ho3ponse
onepxaTH KO i3 MAKCHMANBHOWO . MIBAAKOZico. Bymd BuIpoGyBaHi TakoX
xoMmimrropu MS Visual C++ 6.0, Borland C++ v5.5 i GNU C++ v2.95.2,
OJHAK OTPUMAHWH i3 {X BUKOPHCTaHHSM KOZ OyB MOMITHO IOBINBHIMIMAR. | -

Kon ontumisyBaBcs ans mpomecopis Intel Pentium i Intel Pentium
Pro/IV/III. 3a AOLOMOrOIO . OJIEPXKAHUX - TECTOBHX 3amau Oyna - 3aMipsHa
LIBUIKOAIA peanizaniit mmbpis Ha nponecopax Intel Pentium 166 MI'n i Intel
Pentium HI 500 MI'u. PesynsTaTi BUMipIOBaHb HaBeleHi B Tabuuui 6.4.

- OueBHIHO, - BINHOIICHHA BEIWYWH MIBHAKOAI xBox mmdpis Bix mrry
Ipolecopa, NPaKTHIHO, He 3aleKATh, TOMY PE3yAbTaTH JAHNX CKCIICPHMEHTIB -
aKTyansHi i B faHui 9ac. - .
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Tabmuus 6.4 - TToxasuyku wsHAKOAT peanisalil anroputmis MoBoio C

TOCT 28147-89 “Rijndael, 14 payrmis
Pentium 166 - - 2.04 M6aitr/cex . - . . 2.46 M6aiit/cex
Pentium 111 500 3.30 MGanT/cex 536 Moalcex

Taknm THHOM, TIPH pea.m3auu Ha 32 61"ronnx rma’rdmopMax anropnmn
MaIOTh nopmmmm xapaKTepHchn mBH,zmoml. Ha 8-61T013nx KOMII 1oTepax
CHTYyaIlisi, IMOBipHO, CX0Xa. :

Illo crocyersesd anapaTHm peamzaun TO, Ha BlmvnHy sin T'OCTy,
‘Rijndael 103BONSE NOCATTH BHCOKOTO piBHS napanemaMy mpH BPII(OHaHHI
mHQpYBaHHS, MICTHTh MEHIE  IHCIIO payHmB, ‘Iepes o HOI‘O anaparHe
BTileHHA MOXKeE BHSBUTHCS iCTOTHO GmLm OIBUJIKAM. }Imuo CYIUTH 3a
AOBKHHOIO HAlGINBIIOrO MUKy B Mepexmomy no,uanm 060x anropuTMm Horo
Tepesara IpHGNH3HO JOTHPHKpATHA.

TMopisHaHHES NMapaMeTpiB alrOPUTMIB mmbpyBaHHﬁ TOCT 28147-89 i
Rijndael noxazye, mo, He AWBISYHCH Ha iCTOTHY BiAMIHHICTH B npuHIMIIAX
noOynoBu nux mudpis, IX OCHOBHI XapaKTepHCTHKH IIOPiBHAHHI,

BunsatkoM € Te, mo Rijndael mae snauny nepepary B mmmjxoxii nepes
I'OCTowm npu anapartHiii peanizanii Ha 6asi onHiel i Tiel Xk TexHOIOTII.

3a KIOYOBMME U QITOPHTMIB Takoro poay mapaMeTpaMu
KPUOTOCTIMKOCTI JXONEH 3 aNropuIMIB He Mae€ iCTOTHOI INepeBard, TaKoX
npubMM3HO OAHAKOBI INBHAKOCTI ONTHMAILHOI IIporpaMHoi peamisamii st
nponecopis Intel Pentium, mo MOXHA eKCTPalOMOBaTH Ha BCi CydacHi 32-
PO3PAMIH] IPOLECOpPH. _

Is ckaszanoro MoXHa 3pOOMTH BHCHOROK, IO CTaHIApT IMGpyBaHHI
I'OCT signosigac BEMOTaM, OI0 BHCYBAIOTHECHL O CydacHHMX mm¢pis, 1 Moxe
SAIMINATACSA CTAHAAPTOM Ie NOCTaTHBO HoBruii uac, OuUeBHOHUM KPOKOM B
fioro BpockoHaneHAi Moxe GyTH mepexiA Bix 3amiH B TeTpagax no GaiToBEX
3aMiH, IO NOBMHHO INe¢ GiNbine MiABMUIATH CTiMKICTH aNrOpHTMY HO BiIOMHX
BHZIB KPHIITOAHANI3Y.

IIntanns no posuiay 6

1. SIkuM YMHOM MOJAIOTECA ONIOKM NAHWX B XOAi poOOTH ajropuTMy
Rijndael? _
2. Ha sxux eneMeHTapHHX HepeTBOpeHHsaX nobynosanuii Rijndael?
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3.251ki moBxuHH GNOKiB ,I[OHYCKaIOTBCSI Tipy mmdpyBasHi anropmmaMH
TOCT28147- 89 i Rijndael? ,

4. SIxi omepanji BHKOPHCTOBYIOTECH B IHKII (payHIi) anroputmy FOCT
28147-89? : S

5. SxkuM -  anreOpaivHuM  CHCTeMaM — HalekaThb — omepauii, Lo
BHKOPHCTOBYIOTECA B anroputMi Rijndael?

6. Ha saxux npmnmnax peanizoBano q)opMyBamm KJIIO‘IIB B Rijndael?

7. Slka xapakrepucTHKa AUQy3ii npn 3Mini ozHoro 6ira BxigHoro Groxy
s FOCT 28147-89?

8 Slxa xapaKTepncha ,umbyzn npa 3M1Hl ozmoro Gita BXiftHUEX GOKiB
pisof nomxurm it Rijndael?

9. Sxa xinexicts paynnis I'OCT 28147- 89 JOCTATHA JUIA #oro crifikocTi
IPOTH TA(PEPEHITANBHOr0 aHanizy? -

10. SIka KimekicTs paymHmiB ‘Rijndael JOCTaTHS 7S Horo CIifikocti TIPOTH

nugepeRIaATEHOrO aHaisy?
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PO3LI 7 KPUOTOCHCTEMMA 3 BIAKPUTUMHA KIIOYAMHA
7.1 Onnocroponni GyHKUIT 3 cexperom i aCHMETPHIAI CHCTEMI

Haticnabmo:o  JIaHKoK HpY peamizanii CUMETPHYHHX KDHIITOCHCTEM B
CHCTeMaX  3aXWIIEHOTO  eeKTPOHHOTO  JOKYMGHTOOGIrY, — ICKTPOHHIX
BaHKIBCHKUX IIATEXIB 1, 0COOIMBO, eIeKTPOHHOL TOPTIiBII € MUTAHHS PO3HOALITY
KJIIOYiB. -
Jhis 3a6e3nedeHHs oOMiHy Kontbuxenumnoxo indopmaniecio Mix gBOMa
aboHEHTaMH TelleKOMyHikalidHOi Mepexi MoBUHEH GYTH 3reHepoBaHHil KINod
(MoXnnBO, OXHUM 3 a0OHEHTIB), a MOTIM MHO.JACAKOMY 3aXHINCHOMY KaHaly
mepenaHuil iHMHM xopucTyBaiaM (immomy aGomenty). SIk 3aci6 crBopemms
3aXMINEHOI0 KaHAIy 3HOBY MOXe OyTH BUKOPHCTAHA JIedKa KPHIITOCHCTEMA.

Hait6inenry rocTpoTy IHTAHHS PO3MOALLY i JOCTABKH KMIO4iB HabyBae y
pasi HeMOXIHMBOCTL - Hamepes ~oOmMcaTd cKiax  iHbopmaniiHO-TeNeKOMyHi-
Kaniaol Mepexi.

Jlna supimenss uiel npobGreMH Ha. OCHOBI pe3yNbTATiB, OAEPKAHHMX
KJIACHYHOIO i cydacHOIO anreGporo, 6y/IH 3aIPOIIOHOBaHI CHCTCMH 3 BIIKPHTHM
wnoyeM (CBK). B CBK mis 3aumdpyBanHs He BUKOPDHCTOBYIOTBCHS CEKpETHI
Kmoui — BOHH HeoOxiaui TLtbKu Ipy posmmdpysanad (puc. 7.1).

TFonopmum nomstraM CBK ¢ ojnomanpasnena QyHKIiS 3 CexpeToM
(one-way trapdoor function). OnsoHanpasneny (QYHKINIO 3 CEKPETOM f, (x):
D — R nerxo oGuucnutH i Beix x € D, ane myxe Baxko 00epHYTH Maibke
o4 Beix 3madeHs i3 R. OpHax, SKIIO BHKOPHCTOBYETECS JesKa CEKPETHA
indopmanis ¢, To 471 BCiX 3BadeHh Y € R nerxo oG4HCIMTH BeJHMHHY x € D,

IO 3aX0BOJNBHAE yMOBY y = f,(x).

KpunrochcreMs 3 Bl,lIKpI/I'I'I/IM KOYeM, MO BHKOPHCTOBYIOTH
onuoHanpasieni QyHrni 3 cereTOM, Iie Ha3sUBAIOTHCH ache'rquHHMH
' (asymmetric cryptosystems). ‘

B 1975 poni Middi i XelmMaH B pobori, npncmmeﬂm Kpnmorpa(bu 3
Biquuva KIOYeM, 3alpONOHYBAaIM JeKilkka BapiaHTiB  IoGyHOBH
OI(HOHarIpaBJIeHHX dbynkui 3 cexperom. Ilpore ui Qynxuii me Gynu TOYHO
' acHMeTpHUHMMH, ToMy HezaGapom Hiddi i XennmaH 3aIIp01'IOHy'B2JIH 6inpm
Bflammit BaplaHT [OKa3HUKOBY (l)yﬁmmo 3a npocmm MOJIyJIEM.
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Iz ¢ynknis Gyna BEKOpHCTAHA B IIHPOKO POBTIOBCIOMKEHOMY
KpUnTorpadiuHoMy _DpoTokon = mpoTokKomi .o6Miny xmodamu Jlipdi-
XejrmMaHa (leﬁe-Hellman key exchange protocol).
Pawnimte, B 1974 poni, Mepki (Merkle) Bunaiinios MexaHisM }’BI‘OIDKCHH}I
‘KpHIrTorpaditHOro Knoya IUITXOM OUEBHIHHX ACHMETPHYHUX O04HCIIEHS, mo
oJlep KaNy Ha3By I'OJIOBOTIOMKa Mepkia,
AcHMeTpHYHICTE TONOBOJIOMKHM Mepkna monsrae B ToMy, mo il
00YHCTIOBANBHA CKIANHICTS: I 3aKOHHMX YYACHHKIB IPOTOKONA Y3IOMKEHHA
KmoYa i JUIS NepeXommoBadiB' 30BCIM pisHa: JeraiubHi yYaCTHHKH JIETKO
BHKOHymTLjo&méneHHx, a HejeransHi -— Hi. T'omosonomMka Mepkia — 1e
nepira e eKTHBHA peanisarlis oqHOHANPaBIeHOT BYHKIHI 3 CeKPETOM.
He JVUBJIT9UCE Ha Te, INO ‘TOJOBONOMKA MepKiia HE HigXOMHTh A
3aCTOCyBaHHﬂ ‘B- “Cy4YacHHX KpumTorpahigamx = momarkax, ii BIUINE Ha
KPUIITOCHCTEMH 3 BiIKPUTHM KIIOYeM HEMOXIIUBO NEPEOLiHHTH. ’
... OcranniM gacoM cTasio BiZIOMO, 10 NEPUTY KPHIITOCHCTEMY 3 BiTKPHTHM
KIIOUeM po3poGus 6pmancr>1mu matematuk Koke (Cocks) me B 1973 porii.
ANropuT™ Koxcca O OfepXaB 'HA3BY -ANTOPUTMY 3 HECEKPETHHM KIIOUeM
mudpyBaHHs, BHKOpHCTOByBaB cxnamncrs PO3KTAAHHA IiNOro 4mciaa Ha
TpOCTi MHOXKHUKH i, 110 CyTi, 36irascs 3 KpI/IIITOCHCTeMOIO RSA. .
Cnoqan(y IrOpUT™ Koxkca 6yB 3acexpeueHHi 1 yume B rpyasi 1997
poxy I'pynia eneKTpoHHOTO 3aXHCTY 3aC06iB 3B'M3Ky (Commumcatlons Serv1ces
Electronic Security Group — CESG) #ioro poscexpemna.
He nuBmguuce Ha Te, IO CHOYATKY KPHITOCHCTEMH 3 BilKpHTHM
‘xmoueM Oymm HapGawHsM By3pKOrO Kojla Ocib, caMe 3aBISKH BIOKPUTHM
JOCIJDKEHHSIM BOHH 3HAMNTIN [Ba HalBaX MBI 34CTOCYBaHHsI JUIA CTBOPCHHS
anropuTMis- udposoro migmucy i Mexanismie oOminy CeKPCTHUMH KIOYaMH
yepes BiJKPHTI KaHAMY 3B'A3KY.
B Ham 4ac anroput™u muQpyBaHHA 3 BIIKDHTUM KIIOYEM OTPHMAIH
UIHPOKE PO3NOBCIOKEHHA B iHbOpMANifHMX CHCTeMaX.
, Tak, anroputm RSA ‘[1, 16, 18] daxTuuno craB craHmapToM s

BiIKDHTHX -CHCTEM | pPEKOMEHNIOBAHMI MIKHAPOIHOW opranisaﬁie}o 3i
: -CTaHnapTﬂsaui'i“’IS‘O BimoRimHI ‘HOmaTKM JeXaTh B OCHOBI eJIeKTpoHHOT
‘ KoMepuii, 3aiticaioBanol yepes Internet

CyTb 1X MONATaE B TOMY, IO KOXKHHM a60HeHTOM Mepexi reHepyIOThCA
IBa KMO4i, 3B'I3aHi MDX cO0OI0 32 IIEBHAM MAaTeMaTHYHHM 3akoHoMm. Omup
KIIOY OTONIOINYETHCS BIIKPUTHM, a iHIIHM 3aKpHTHM (CEKPETHIM).
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Biaxperraii kmod oryGIiKoByeTbCA i JOCTYNHH Oyb-KoMy, XTO Oaxae
[HOCHATH INOBIHOMIEHHS BIACHHKY ceKpeTHoro. kmoya. Cexpernuii wkmnou
36epiracrrcs B TAEMHHII. . o

Buxigauii texer mmdpyerses BIIIKpHTHM KIII0HEeM Onep)KyBaqa i
TepeNacThcs oMy, - 3aumdpoBaHmii TeKCT B NPHHIWMI He , MOXe OyTH
po3muGpoBaHuil THM JKe BIIKPHTHM KmoueM. Posmmdpysaru IOBIHOMICHHS
MOXHA TUIBKH 3., BAKOPHCTAHHSM CEKPETHOTO KiOYa, KM BifoMudl muire
caMoMy aJpecary.

Binnpasuuk OnepxyBay
- Cucrema 3 Crcrema 3 -
Buxiguuit BiKPHTHM X Iudp- BiIKpHTAM | Buxinnmii
TEKCT KIHOUEM TEKCT > KITIOuEM i TEKCT
A A
Bigkpamiuit ooy ' CexpeTHHl K01

Pucysok 7.1 - KpumrrocucTeMa 3 BIIKpUTHM KIFOYEM

TakuM  YMHOM, OIHOCTOPOHHS  GYHKI% 3  CEKperoM, IIo
BHKOPHCTOBYETBCS B ACHMETPHHHIN CHCTeM, € B32€MOOZHO3HAYHOIO, e PasoM
3 THM Ma€ BIACTHBOCTI HeoOepHEHOCTI.

Heobepuenicts, 3snYaiino, posymeTch HE B 3araJbHOIPHHHATOMY
3HA4YEHHi, @ #K IIPAKTHYHA HeMO)KHHBICTB obuncTH obepHeHy GyHKUIO,
BIKOPHCTOBYIOUH Cy4acHi 00qMCIOBANEHI 32c004 32 NOCSUKHNH iHTepBan yacy.

Tomy, mo6 rapanTyBatH Haniifmuﬁ zaxuct iHQopmanii, no CBK
BHCYBAIOTECS 7B BAXTHBI i O‘IeBI/IIIHl BHMOTH. ' A

1. TlepeTBopenHs BHXiXHOTO TEKCTy TIOBHHHO 6yTI/I oﬁtmcmOBaHo
Hepean13OBaHHM (Heo6epHeHHM) i yHmKaTH fioro BlIlHOBIIeHH}I Ha OCHOBI
Bi/IKpUTOTO KIIHOUA.

2, BusnaueHHs 3aKpHTOFO Kmoqa Ha OCHOBi Blmcpmoro TaKOK TOBHHHO -
OyTH HEMOXITHBHM Ha Cy4acHOMY TexHolorivHoMy pisui. Ilpn npomy Gaxana
TOYHA HIKHA OIiHKa cma).mocn (xiisKOCTL onepamn) PO3KPHTTA wudpy.

B .. ocHoBi cyqacrmx KPHIITOCHCTEM 3 Bl,I[KpHTHM - KIIIOYEM
o6rmcmoBam>Ho Heoﬁepnem TIePCTBOPEHHS |, qacnme 3a.BCE OymyloThCd Ha
OCHOBI TAKHX AJNTOPHTMIYHMX mpobaem: ’
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~ PO3KJIaNaHHA BEJIMKHX THCE] Ha npocTi MHOKHUKI;

- 06'-II/ICJT6HHSI norapugma B cmHtIeHHOMy o,

- 3HAXOMKeHHA KpaTHOCTl TOUKA (mMCKpeTHHMil jorapudM) Ha
emnTHaHii KpUBiif; C ‘

- oGuHCIeHH KOPEHIB anrefpaiunix piBHAHL Hajl KUTHUAMH 1 ITONIMA.

BimsHaunMo o6nacti ﬁmHBaHHH'CBK [4,6,7,12,20].

1. Bacobm mudpyBanns NaHUX, IO IEPENAIOTECA 1 36epiraloTses.

2. 3acobu ayreHTudikanii xoprucTyBadis i mepeBipku HimicHOCTI naHMX,
(bopMyBaHHA €NEKTPOHHOTO IHUGPOBOIo MNIHCY.

3. MexaHi3MH po3NOALTY KAIOYiB.

Asropurmu CBK nipaiioroTs HOBiNbHILIE, HiXK aNITOPHTMH CHMETPHYHHX
mmbpeucrem. ToMy Ha TpakTHIi HEPEBAXHHM €  KoMOiHOBaHe
Buxkopucropypanni CBK i cmverpmanmx cucreM. Ilpm umeomy CBK
BUKOPHUCTOBYETHCS /U1 CTBOPEHHS MEXaHi3MiB pO3NOAiNTy KIouis, 06'eM SKHX
HE3Ha4YHWil, a 3a JIOOMOICI0 CHMMETPHMHWX AITOPHIMIE 3IiCHIOETHCA
HGbPYBaHHA BeJHKHX 1HGOPMAIiHHMX IIOTOKIB. v

Haiibinsime po3noBCIODKEHHS OTPEMATH CHCTEMH 3 BiIKPHTHM KIIOYEM
Ha ocHOBI anroputMy RSA, xpunrocuctema Enp-Tamans i KPHIITOCHCTEMH Ha
OCHOBI eninTHYHIX KpHBPIX ,

7.2 Kpnm‘ocncrema RSA

Kpnn’rocnc*reM'd RSA, p03po6neHa B 1977 poui, onepxana CBOIO Ha3By
Ha 4ecTs ii apropis: Pona Piecra, Am IllaMlpa 1 Jleonapna Efinensmana.

PospoGHmcn CKOPHCTANACH THM Q)aKTOM IO 3HAXOUKEHHS BEIMKHX
OPOCTHX HHCEN B OG‘II/ICJIIOBaJIBHOMy BilHOMIEHH] 3HiHCHIOETECA JMOCTATHEO
HpocTO, aje He BifoMuit aJII‘opI/ITM IO BHUKOHYyE 3a INONIHOMiaNbHWI 9ac
PO3KJIaAHHs Ha IPOCTi MHOXHHKH BETHKHX THCEL

Jloseneno (Teopema Pa61Ha) 150 po3kpHuTTA WHdpy RSA expisanentHe
3HAXOKEHHIO TaKoro posknany. Tomy st Gyib-skoi JOBXUHE KIIOYa MOXKHA
Aatd (cyqacr{y TIPaKTHYHY) HIDKHIO OIfHKY 4YHCTA OMepamil Jiisi PO3KPHTTA
mmbpy, a3 yan}’BaHHSIM rIpOleKTI/IBHOCTl cytxacx—mx I(OMH HOTCPiB OIIHUTH i
HeoOXinHuii Ha e gac.

Moxummc*rs peankHO OLIHATH 3aXHUINEHICTh anroputMy RSA crana
onHi€eIo 3 npn'mH nonynspaocti niei CBK na (bom AECATKIB {HIIHX cXem. Tomy
anroput™ RSA BHKOPHCTOBYeThCA B GaHKIBCBKUX KOMI'IOTECPHHX MEPEKaX,
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ocobnuBo A poGOTH 3 BiiaTeHUMH KIli€HTaMu (00CIYTOBYBAHHS KPETUTHUX
KapTOK). = L '
B pam wac amroputm RSA BI/IKOpI/ICTOByCTBCH B 6ararsox CTAHAApTax,
cepen sxux SSL, S:HTTP, S-MIME, S/WAN, STT i PCT. Kpim Toro, anroputm
RSA peanizyerbcs Sk y Barisai camocTiifHux kpurrrorpaideEx npomyxtis
(PGP), Tax i 51k BGyZOBaHI 3acO6H B IEAKHX HOABTKAX (IHTepHeT- 6pay3epm Big
Microsoft i Netscape).

* HaragaeMo psa NOJOKeHb eneMeHTapHm Teopu YHCeN, WO JIeXATh B
OCHOBI LIBOT'O AINOPHTMY. »

Haif6inbmmy  crinsHam IllJ'ILHI/IKOM HBOX  WimMX uMcen a i b
HA3WBAETHCS Halibinbime uine 4HCIO, SKe JIIHTh SK @, Tak i b. TlosHa4eHHS:
(a,b) abo HCI[(a, b). Yucna a i b HAa3UBAIOTBCS B3AEMHO HPOCTHMH, SKIIO
(a, b) =1 .
BayieaM PakToM € ¢, IO HC/I(a,b) MOXHA BHPA3HTH 33 JOIOMOTOI0
pileHs AioaHTOBOTO PiBHSIHHS. ,

Hexait a>b 1 d =(a,b). .Toni ichylors uimi wmema X, y, mo €
PO3B’sI3KaMU PIBHAHHA xa + yb=d. '

Po3p’s3km x, y, d pisusuHst xa+ yb= d 3a ymoB a>b i d=(a,b),
MOXHa 3HaHTH 3 JOIOMOIOK TaK 3BaHOTO, PO3UIMPEHOTO aNropHT™My EBKimina.
OueBunHO, IOCTATHBO PO3B’A3ATH PiBHAHHS IPY JOZATHHX a i b.

Omxe, 7151 B3a€MBO NIPOCTHX WHCCH m 1 b, m>b MOxKHa 3HAlTR unCIA
x, y Taki, mo xm+yb=d=1. Hpnaeuemo OCTaHHIO plBHlCTL 3a MoIyaeMm m,

otpumaemo yb =1modm.

Ho6ynonaae qHCIo y HA3MBACTLCH THCIOM, oGepHeHnM Jo b za

MojyeM m i mosHauaeThes gepes ¥ =b" modm. Taxe umcno B manasom
(L,...,m~1) e emummM. ‘ »

~ Bigmitamo, mo 3 miel npHunHK MuOXHHa H  Beix HajiMeHIx
HEBI/I"EMHUX JHIIKIB, B3AEMHO IPOCTHX 3 71, TP MHOXKEHHI Ha Gymb-axuit cBiit
enemenT A, HmigaeThcs nepectanonmi: - H = H . ' ‘

PosrngreMo cremeHi ducna a 3a MoayneM m, Ae a i m B3aEMHO

mnpocTi. ‘ '
- Hexaii m=11. Creneni 1, 2, ...10 qucna 2 fraKi: 2,4,8,5,10,9,7,3, 6,
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Asanorigmo, creneni uncna 3 1OpiBRIOOTE 3, 9, 5, 4,1, 3, 9, 5, 4. B
' KOXHOMY BUIGAKY € nepioz[prqnicTL HaiiMeHma JOBXMHA IEPiOLY IS YHCIA @
32 MOJIyNeM 7 Ha3HBa€TLCH nop;mKOM (HOK&BHI/IKOM, IICplOJIOM) qucna a 3a
MOZyIeM m. :
' Hop;mox yucna a 3a MOlIyJIeM M I03HAYAETECS ordma

Hop;{mcu qHCeIl 32 MOAYNeM m pisHi. IcHYIOTH 9Hcla, MO € MOPSIIKOM
OIHOYAaCHO I BCIX dYHCel, B3aeMHO NpocThX 3 m. OpHe 3 HuX piBHe
3HAMEHHIO TaK 3BAHOL bynxuii Eﬁﬁepa p(m), sxa BH3HA4YaEThCs SIK KiNBKICTh
gpces B IIOCTIIOBHOCTI /, . .., 1, B3AEMHO TIPOCTHX 3 M.

.-3 o3HaueHHI CIixye, IO, gp(p): p—1 nmma mpocroro Whcna p i, KpiM
Toro, p(1)=1. |

Oyuxuis  Eitnepa € Mynsmnmlcamnnom AKIIO (a,b)=1, TO

¢lab)=p(a)o(b). '

Teopema Eiinepa. Sxmo (a,m)=1, To a®™ =1modm.

Hogedennsn. Tlpn m =2 teopema copaBernusa. Hexail m>2 i a,,...,q,
-~ BCl IMWIKH 32 MOLYyIEM m, B3aEMHO npocn 3 MoZnyneMm (3a O3HAYCHHAM,
k= p(m)).

Hexait a>1 - omgue 3 Takmx mumkis. Toxi MHOKHHH {a,,...,ak} i
{aa, modm,...,aa, modm} s6irarorscs. _

Tomy Aa“’(”f)al---ak; a,--a, i—=fbmodm. TToMHOXHBIIH obunsi
qacTHHYH nopisHAHHS Ha b” modm, ofepHHUMO a*™ =1 modm .

3 teopemu Eiinepa cninye mana Teopema Pepma: a’=1modp, pe p
- mpocte, a# Omod p. ’

Bnna)lox a=0mod p MOXHa BpaxyBaTu y Bupasi a” =zamodp.

- IcHye - 3arameHa QopMmyna mnis gv(m) mpd  BigoMoMmy KaHOHitmdMy
pO3KiIani m Ha cTeneHl IPOCTHX THCENL. ’

Hexaii m = p{p} ... p}, ton p(m)=p{"p;*...p1" (p, = 1)...(p, -1).

TaxkuMm 49MHOM, SIKIG n=pq, e p,q HepiBHI Hpocti 9Hcna, TO
o(n)=(p~Ng-1)-

Jms Momynis # BKa3aHOTO BUIVISAY MOXHA IIOKA3ATH, L0 AKImo e

YHCJIO, B3AEMHO ocre 3 n), To BimoOpaxenns E : x—>x‘modn ¢
p en
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B33EMHO OFHO3HAYHMM HAa MHOXHMHI JHMIIKiB 34 MOHymeM n’;“"l"leH EOMY,
ed =1mod p(n) , a o6epHennm BinoGpaxeHusM € E; (x‘)4 = xmodn.

B xpunrocuctemi RSA sammpypanHs 6IOKy -NOBIOMICHHA m
TIPOBOAMTECS 3a opmyinow ¢ =E, , (m), a mna po3uHdpyBaHHs 3aCTOCOBYETECA
omeparis m=Ed,,,(c). TakaM YHHOM, BIOKDHTHM 1 - CEKPETHHM KIIOYeM
KPHIITOCHCTEMH €, BifmoBinHo, (e,n) i d.

Tlo6ynosa xmo4a d npu BiIOMEX e, d, p, ¢ Jlerko 3ificHenHa. 3a
HAasBHOCTI BiUOBiMMX mapameTpiB Qymkuii E,, 1 E,, Takox nerko
00YRCIFOIOTHCS. ‘

Sxmo sigomi e i n, ate p i g HeBioMi, TO E,, #Bage coboio
OJTHOCTOPOHHIO (bymcme}o 3 CEKPETOM. /

Iobynosa E,, 3a 3allaHiMU € i 1 piBHOCHIBHA posxnanamno 4qucHa 1
Ha CTiBMHOKHHAKH, Ypa31 Komd p ig — nocraTHso Bemuki mpocti tmc:na TO

pO3KNajiaHHs 71 NpakTHyHO Hemoxomse. lle i e mpuumnowO crifikocti
KpHﬁTOCHCTeMH RSA.

PosrnsaneMo NpHHIMIA  Opranisanii ‘iH(bOpMaHiI‘fIHOI‘O obminy 3
BHKOpHCTaHH}IM cucremu RSA. Cnouatxy a60HeHT i pudupae mapy pizHHX.
IpOCTHX HHceX p, 1 g;. IlotiM Bin obuHcmoen, = p,g,, BUOHpae BATAIKOBHI

JHIIOK ¢,, B3aeMHO npoctuit 3 (n, ), i snaxomuts d, = ;" mod ¢(n,).

Ha saragbHOZOCTYNHOMY cepBepi (caﬁ;ri) PO3MIIIy€eThCA TOBiAKOBA
TabMHILs, KA MiCTUTE BiKpyTi KMol aGouentis (e,,7, ).

Jns mepemadi xpunrrorpamu Bix aborenrta i go aboHenta j a0OHEHT i
posbuBac BiIKpHTHI . TeKCT Ha ONOKH i IOCTIZOBHO 3ammppoBye IX 32
JIOIOMOTOI0  IIePeTBOpeHHs  E, . AGoHEHT j mNpOBOIOUTH PO3MH(PYBaHHS
mo0II09HO, 32CTOCOBYIOHH Bifobpakenus E, 4y '

OuesunHo, Aot TOTO, 1106 3f1a1>’1m d,, I[OCTaTHBO 3HAHHS
cnimmox&hﬁxis ;e s cyqacnnx TeXHOJIOI‘l‘{HPIX MOJUHBOCTeH  dac
BHKOHAHHS Haquamnx 3 BimoMuX anropmms pozxnanamm (WIS SHATCHb

s 2104 IyXe BeIAKUH, o ;

. PosrisieMo HaBYANBHAN npmcna):[, mo imoci"pye 3aCTOCYBaHHA

anropHTMy RSA. 3ammbpyeMo noBifoMueHHs m=3,1,2, mo ckIamaeTecs 3

TPBOX OIOKIB.
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1. Bubepemo npocri aucna: p=3 g=11.
2. O6uucnumMo n= pg =33 i ¢(n i(p—l)(q'—l)=20. :
3. Buepemo BRNaKoBe 3HATCHAA € =7, (e.g(n)=1

5. O6amcmIMO CeKpeTHIH KoY d=3, ed= 1mod¢(n)
BllIKpHTPIH KII04 ~ (7 33)
3amaq)pyeMo IIOBIJ:(OMJICHH}I m=3, 1 2.

RS4(3)=37=2187=9mod33, RSA(1)=1751mod33,'

RSA(2)=2"=128=29mod33.
, Jlnsi posum¢pysanss nmigHeceMo Koxnuil Gnox o crenens d =3 3a
momynem 33: 9° =729 =3mod33 , I’ =1mod33, 29’ = 24389 =2mod33.

_ CexpeTHHH KIFOY JUIS HABYATBHOI CHCTEMH JIETKO 3HAlTH mepeGopoM.
Ha npaxtuui ne HeMOMUIMBO, OCKINBKM peanbHUH posmip MOJTyist (oBxuHa
61To130ro IIO,ZIaHHﬂ) szze(n) 3Ha.XOJIHTI>Cﬂ B luanaaom Bix 512 g0 4096 6i7iB.
' OCHOBHI 3ycHuis B XOfi MpakTHUHOI peanisauii RSA npumagatots Ha
reHepallilo BUNaKOBHX BEJIUKHUX IPOCTHX THCEI.

€ oueBHIOHMI TLIAX pilieHHs 3amadi: BHMIAXKOBO Bpiﬁpam BENHKE

HelapHe YHCIIO 7 i MEepEeBipUTH HOro MOAINBHICTE HA MHOXHHKH B Hiama3’oHi

3,040

VY pasi mepnadi Bnﬁnpaemo gucno n+2 i tax gani. Ilpote npn BEJNUKHX
7 TaK|i nminxin HesnificHeHHNIA.

IMoMiTiMO, INO 3 Teopil YHCeN BiZOMO, IO HMOBIPHICTH TOrO, MO
HABMaHHA BHGpaHe YHCIIO IOPSIKY 71 GyHe IPOCTHM, OLHIOETECS SK 1/ ln(n)

B nanme 38 pi q MOXHa BHKopnc'rOByBam «maiixe» IpocTi THcna,
o 1. Ane y Bnnamcy, SKINO BHKOpHCTaHO CKIaJIeHe tmcno, a He npocre,
KpunrocTifikicrs RSA magae. € Herorami anropmMn, AKi  JO3BONAIOTH
TenepyBaTH «MainKe» npocn tmcna 3 JIOCHTB MIIOI0 Hmompmcno TIOMHUIIKH.

Iama npofineMa - ;11(01 Llomicmm CITifl BUKOPHCTOBYBATH KITIOHi?

Kopucro nasectn HOBKHHH napaMetpis RSA B 6itax [41], BcTasoBneHi
i pexomenzoBani (pasLy3skaME QaxiBUsM Ui TPAKTUYHHX JONATKIB,

1. CrisvuOXHWKM RSA-MOmyns n=pq nosuHni BuHGHpaTHCS

BUIaAKOBO 1 6YTH ONHAKOBOI HOBKHMHH.
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2. .JlomxuHa . CEKpeTHOro Kmoya ¢ NOBHHHAa OyTH nopiBHgHHa 3
po3MipoM MOAYTS 1. ‘ 4

3. JIoBXHHa BIIKpHTOrO Kmoqa e IIOBHHHA 6yTH cTpOro 6inpuie 16
Giris. _

4. Jlo 2010 poKy [03BONSIOCS BHKODHCTOBYBATH 3HAYSHHA MOMIYILT
JoBxuHOIO He MeHmie 1536 Oitie, mpote peKOMeH;(ye'rch — He MmeHme 2048
oiTiB.

5.3 2010 poky mo 2020 pix J03BOSIETECS BUKOPHCTOBYBATH 3HAYCHHA
MOJYJIs JOBXHUHOW He MeHuIe 2048 Gitis. ’

6. Ilicma 2020 poxy mnepenbauaeTbcss BHKOPHCTOBYBATH 3HAYCHHS
MOJIYyJIS JOBXHUHOIO He MeHmie 4096 Oitis.

Hacryneuit Baximpuii acext peanisamii RSA ~ obuucmoBansHui.
AJDKe JIOBOJUTECSA BUKOPHCTOBYBATH anapar apu)MeTHKH BETHKHX YHCEIL

Crnijy BpaXxoBYBaTH, 10, B MOPIBHAHHI 3 THM e anroputMoM DES, mis
RSA morpiben B Tcsui i gecaTky THCSY pa3 Ginpmmit gac.

7.3 Kpurrrocuerema Eap-Tamann

Ha sigMiny sigm RSA acmwverpmana xpumrocncerema Eme-I'amans
3acHOBaHa Ha npoliemi guckpernoro Jorapudma [11, 16, 17}

Bignosinza OJIHOCTOPOHHL. q)ymcmﬂ € TIOKA3HUKOBOIO tyskIieo 3a
IIPOCTUM MOJyJEM p : CeKpETHi TapaMeTpH BXOOATH B TIOKA3HHKH CTCTICHIB.

Tliguecen s yucna N0 CTENEHs B CKiHYeHHOMY HOJH BUKOHYETHCH JIETKO,
Tomi %K BiJHOBIEHHS MOKASHUKA CTENeHS 3a 3HadeHHIM ¢yHxnil (robro
3HAXO/DKEHHS JAUCKPETHOrO Jorapu(ma) HPH BEIWKHX P € CKIAJHOIO
00urCIIOBATHHOIO 3aa4CIO0.

OcobmmBicTio i€l KPANITOCHCTEMH € Te, M0 AUCKPETHMH JorapudM He €
OIHOCTOPOHHBOK (QyHKiie 3 cexperoM. Tomy i T o0epHeHH: BiINpPaBHHK
nogigoMieHns hopMye noaaTKoByY iHGopManiio Ha OCHOBI pa3oBOT0 KII0OYa, Ky
OepXYBaY MOMKE BUKOPUCTOBYBATH I UATAHHSA NOBINOMIECHHS 32XHIIEHHM
Bix npocodysanHs iHdopManii crocoboM. ‘

B xpumrocucremi Emp-Iamans mns nmoGynoBn IapH . aCHMETPHYHHX
KTouiB BHOMpAEThCS BENHKE MPOCTe YMCIO p- i ABa NMCEBAOBHIIAIKOBI 4MCHA,

MeHDI p-1.
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BN

Ogme 3 HUX, g, TOBHHHO 6yTn eJIeMEHTOM Benmcoro nopxm(y 3a

MOZYJIeM p, CKaXiMO, nepmcnm KOpCHEM. Jpyre uncio, x, BUOHpaEeTECH 5K
CeKpeTHHI Koy, BBakacThes, 1O NOBiIOMICHHS — NHIIKH 33 MO}Iy.TIeM P

Bigxputum KIIIOYEM € Tpifika gucen D2 y g'modp.

i1 KOJKHOTO TOBifOMICHES (POPMYIOTECH JONATKOBI [aHi, IO TPAIoTh
pONE Na3iBKH [ KOHKPETHOTO ceacy MHQPYBaHHSL.

Jns 3amu¢pyBaHHs. OBIZOMICHHS M BHOUPACTHCA MICCBIOBHIIAIKOBE
gqucno & (pammomisatop, pasoBuii kmod) 3 ymosoio HC]L (k, P )— 1.
PaHnOMisaTopﬁ He TIOBHHHI IIOBTOPIOBATUCS 1 IIOBUHHI TPHMATHCS B CEKPETI.

IToTiM o6uHCIIOOTECS Yucia = g* mod p — nasziskai b=y'm modp
- mnd)pTeKt:T. Kpurrorpamoso € napa 610KiB JaHHX a,b . -

Jlns posmupyBanHS KOCTATHEO OJIEPXAaTH CHIBMHOKHMK y*, mo
MOXHA 3pOOHTH 3a. JIOTIOMOTOK) CEKPETHOTO K0Ya, OGUMCIMBINK 3HAYCHHS

=g"modp. ‘

iiicro, ¥* = g% modp, Tomy m=a"bmod p.

TakuM UnHOM, 3a0e3neduyeThcsa 3axXMinenni indopMauiiinuil o6Min 6e3
TIOTIePEeHROTO PO3CHIAHHS CEeKPETHUX KIIOUIB.

7.4 KpunrocucreMH Ha OCHOBI eTiMTHINHX KPHBHX

Jisi mobymosu CBK MO)Ky’fB OyTH BHKOpHCTaHI eninTHuHi KpHBL —
MaTeMaTH4Hi 06'exTy, BU3HAYeH] Hal CKIRYeHHUMH mmossivu [19].

JUis BROAAKiB XapaKTepHCTHK moit p=2, p=3, p>3 airopurvu
o69rciieHHsA 3HaUEHE, OB'I3aHUX 3 peaisanico nmoxibumx CBK, icToTHO pisHi.
Pazom 3 THM, OCH(V)BHi‘HpI/IHI.II«IHI/I Ha ocHOBi sxmx moOymosani CBK Ha
emnmqnnx KpHBHX, B i/IeHHOMY 3HaYeHH] ONHAKOBi.

~ Uixaso - BigsHauymTH, mo, HA BiZMiHYy BiX poamsmymx pamme
icpymrocncreM, 1o6yI0Ba BiIKPUTUX MapaMerpis A CHCTeM Ha eNilTHYHIX
KPUBHX € CKJIaFHOIO aNropuTMidHOK0 1pobiemoro. B JAaHOMY BHIIANKY eeKT
BiX cTaHnaanaauu KPHIITOAIrOPHTMIB 0COGNIBO BiUyTHHIL.

Jlns CHpomeHHs BHKNANY PO3IVIAHEMO eTiNTHYHI KpuBi Haj npocmM
TONEM XapAKTEPHCTHRKE p > 3.
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Eninreyaa xpuba (EK) man nomem numkiB 3a momyneM p >3
6e3rmocepeIHBO MOB'A32HA 3 PO3B’S3KAMH TOPIBHABHA y° =X’ +ax +b mod p

3a TaK 3BaHOT YMOBH HEBHPOJDKEHOCTI KpuBoi 4a” + 27h* 0.
Bkasane MOpIBHAHHS Ha3WBAE€TBCA DIBHAHHAM Kpusoi: B adinaux
KOOp/HHATAX. '

Koxwwit posp’ssok (x,y) mopiswmams y*=x’ +ax+bmodp
Ha3MBAETHCA TOYKOIO KpHBOL P(X,y).

MHOXHHY PO3B’S3KIB HOpiBHSHEA - 3 =x".+ax+bmodp Moxna

POIMMPHTH TaKUM YHHOM, IIO PO3MIHPEHA MHOXKHHA CTaHE KOMYTATHBHONO
rpynoto E. 114 rpyna HasHBAETHCS IPYIIOK TOYOK Ha eiNTAUHI KPHBiit.
I'pynosuit 3axon B rpyni E HasuBaerhcd JofapaHHsM. OCHOBHOIO
APUYHHOIO, 10 XO3BOJISE MO0y AyBaTy rpyily £, € MOXIHMBICTE MOGYIOBH HOBHX
pilieHs piBHSHHS KPUBOI, BUXOATYH 3 B¢ BinoMux. Bussnserncs, skimo fani
po3s’s3ku F(x,¥) 1 B(x,,);), TO «IPAKTAYIHO 3aBXIH» MOXKHA 3HAUTH Tperilt

PO3B’ 430K, BUKOPHCTOBYIOYH 3HAHHA KOOPAMHAT NEPHIHX JBOX. .

Onepantis, 1o 3icraBige ABOM (MOXJIHBO, ONHAKOBHM) TOUKaM Ix
«cymy», B aiHHHX KOOpHMHATAX 3aIIHCYETHCA Y BHIVIANI NpoOOBHX BUpAasiB,
TOMY IpH OOYHMCHEHHAX MOXKe BHHHKHYTH OCOOMBICTE, SKIIO Y BINIOBiAHOMY
3HAMEHHUKY 3'BUThCH HYJIbOBE 3HAYCHHSA (38 MOLYJIEM D).

OdeBHIHO, 1€ €/1HA CHTYAllis, KONH BAHUKAE OCOOIMUBICTS.

Orxe, ili MoXHa 3icTaBHTH Aesdxe no3HadeHHA (O) 1 pO3MMPHTH
MHOXHHY pO3B’s3KiB PiBHSHHS “KpUBOi, moxasmm cumeon (O, iMiTyroud THM
CaMHUM ICHYBaHHA IOJATKOBOIO €JEeMEHTa, 3BaHOTO HECKiHYeHHO BilaNeHOIO
TOUKOIO. ,

Moxna UOkasaTdH, IO SKIMO g omepamii «+t» BBaxaty O
HeHTpanbHHM  €NEMEHTOM, TO PpO3IMHKpEHa MHOXHHA TOYOK  KPHBOI
IIePETBOPIOCTRCS HA KOMYTATHBHY IPYIly, 4 CaMa OIepanis — B IPYTIOBHil 3aKOH.

Hacupaspi, mns aHamiTHYHOrO '6rmcy ’pos'mnpeﬂo'i MHOXHHH TOYOK
KpHBO] CJIi BUKOPUCTOBYBATH TaK 3BaHi IPOSKTHBHI KOOPAMHATH, B AKUX TOUKH
KpHBOi GYIyTh 3a1aBATHCA HE NAPOI0, a TPIHKOo JHCe.

BuABIACTRCHA, B -I(bOMY - BUNAAKY BCi TO4KH KpHBOI OyIyTs
pisnonpanﬂmwn i 6yxyTs miakopsTHCS OiNBII 3araIFHOMY IPYIIOBOMY 3aKOHY.
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“Tpynosuii'3akoH ‘B AMIHHHX KOOpAMHATAX OyB BiIKDHTHH IpH
FOCTI/KEHHAX eTiMTHIHAX KpUBHX ‘Ha 3BHYaiiHoMy moni AificHHX «mcen, 1o
«ifIKa3aJI0» BAJ BUWOBINHIX NEPETBOPEHD HaJl CKIHICHHUMH [OJIMH.

. Hopapanns asox Touwoxk EK Ham moneMm AilicHHX YHCel MOXHA
chopMymoBaTH y BUIMIAAI reoMeTpudHOl MOGYXOBH, IO 3B’SI3y€ KOOPAMHATH
TOYOK-IOAAHKIB 3 KOOPIMHATAMH TOYKH-CymH (puc. 7.2). '

Mot wporo ciix BpaxoByBarH, IO KO Ipsma neperuaac EK B asox
TOUKAX PO3MIUPEHO! KPHBOI, TO BOHA NMEpPeTHHAE KPHBY B TpeTiil TO‘ILII (Touxa
JIOTHKY BBAXAETHCS TOIBIHOIO TOUKOIO).

-

$7’
\/@\;

= et
N

a 6)

+
| K/'m\x

B)

Pﬁcynox{ 7.2 - T'padix eninmt&m‘f kpuBoi y° =x’ — 3x+4 (a), mofaBaHHS ABOX

To4ok (6), KpaTHa TouKa (B)

Jns cxnananss Todox P i (-xpusoi (puc. 7.2, 6) nponozinM_o yepe3 P i
QO 1npamy. Bona nepette EK B fesxiii Tpetiit Toyni E Iposenemo uepes R
npAMy, HapallelbHy oci OpAMHAT, sKka meperHe EK B mesxi#t Toumi R, sKy
IpuiiMEMO 33 CyMY TOYOK KpuBoi: R=P+Q.
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Sxmo P =@, 10 TOUKa R e HEPETHHOM KPHBOI 1 IOTHYHOT JI0 KPHBOI B
touni P. V BiIHOBIEHHX BUIAaOKaX BBaKAEMO, IO NpsAMi, NapaneisHi oci
OpZHHAT, IPOXOIATH Tepe3 HeCKIHIeHHO BianeHy T09Kky O.

Bkasana reoMerpHuHa H06y)10Ba Ha3UBAETHCH MGTOJIOM ciuamx i
JOTHIHTX.

Hexait P=(u,v). Ilospagumo }~’=(u,—-v). OugeBypHO, W0 MpH Haumiit
nobynoBi R = (x, y), a R= (x,——y). PosrisHemo Touky R+ P. KopaeTyiouncs
TEOMETPHIHOI0 T0OYIOBOIO, JIETKO npocnimcyﬁa'm, mo R+P=Q. Iummvu
COBAMHM, JONABAHHA 1O TOUKH R=P+Q ‘Touxu P ekBiBaneHmo
«BimHiManHo» ToukH P 3 Touxku R. TakuM 9HHOM, IS BU3HAYEHHS onépaui'f
BiHiManHs, oGeprenoi yonasaumio, mpritMeMo (- P(u,v))= P(u,——v). v

Hexait G,=G, G,=G+G i 1. 1. Buxomsum 3 touxn G, MOXHa
100y yBary mocuifosicTs TO4oK G,...,G, ,G, = 0 HesKoi NOBXHHH A.

Skmo 3amucysaTd noxibHe k-xpartHe MORABaHHA Ha KpUBidl y BUrmani
kG, npuitagsim 0G = 0, To, oueBHiHO, KoeillieHT X MOXHA NPUBOAUTH 33
MOXyJeM # 1 posrmfpaTé BHpasu BHrIany uP+vQ i u(vP). Onepania kG
HaanBaerLcs{"cKaJmpHHM MHOXXEHHAM TOUKH Ha k. Halimemme wine »n, ms
axoro nG = 0, HA3HBAETHCH nop;:nkbM Touku G .

BuxopucroByiouM aHAIITHYHY TeoMeTpilo, MOKHA [IOKa3aTH, INo
rpymosuit - 3akon  B(x, )+ P (xz‘,'yz)—- P,(x,,y,) Binmopimae mesxuM
NIpaBHaM, fKi, y pasi CKiHUEHHOTO IO xapaKTepncmm p> 3 3BONATECH 110
HIDKUIEBHKIIAIEHOTO.

cx,=A—x, —x,modp, ¥, =Alx, ~ x,)mod p, re
A=u‘—modp,sn<mo BzPil="r~"— 3% +a modp,sncmo B =P,
X, =X, 2y,
2. Sxmo 3HaMeHHMK 1 népeTBopfoeTLca B Hylb, TO
P(x,,y )"'P (%2,3,)=0.

3. Onepanis, oGepHeHa JIOZABAHHIO: —P(x y)=P( )

4, Jlna 6yap-axoi TO‘IKI/I P posumpenm KpﬂBOl OxP=P.

Sk mpaBuio, npn nobynoei CBK™ =Ba ‘eminmTHHIN  KpuBiif

BHKOPHCTOBYEThCA Touka (G BEIHKOro IIPOCTOrO HOpsAaxy . Bel omepauii B
CBK - 37iilicHIOIOTECS - HAJl TOYKaMu BHTIMRY kG, fki y’I‘BOpIOIOTL unmmﬂy

nigrpymy rpynu E.
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- IToxarkemo, IK MOXHa oGyxyBaTy ananor anroput™y Jlibodi-Xemmvana
HA CNNTHYHIH KpuBiH. Buxiguumm uapamerpamu € cama kpusa E. Haj
CKiHYEHHHM I0J1eM i TouKa G BENHKOTO IIPOCTOrO HOPAAKY 7.

“KopucryBaul KpUOTOCHCTEMH: HE3AIEKHO TeHEPYIOTh CEKPETHI BENHKi
yHcna m, img, AKi € HapaMeTpaMu A GOPMYBaHHA CIIBEHOTO CEKPETHOIO
xmo4a. Ha Tx ocHosi o6uucmoloTsea Bigkpuri wnodi O, =m,G i @, =m,G.

Ilpopismy oOMiH BiNKpHTMMH KIKYaMH, KOXHHN 3 aGOHEHTIB MOXe
copMyBaTH 3araibHuil Koy K, =m m,G=m,Qy =mQ,.

Crifikicre CBK 3acHoBana “Ha CKNamyocTi 3amaui JHCKPETHOTO
norapH(bMyBamm Ha Kkpusiil. 111 3aa9a noiirac B 3HAXOIKEHHI' CKAAPHOTO
MHOXHHKA 13 cmBBmHomeHHa P= kG i, B 3aranpHOMY BHIAJAKY, €
0GYHCIIOBAHO HEJOCTYIHOIO. ' '

i Hait6insnr TpygoMicTkiuM eTarnoM o0YMCIeHHS BIIKPHTHX [apaMeTpis
eNITHYHOI KPUBOL - € BH3HAYCHHS IPOCTOrO HHCHAa F, SKE € JUIBHAKOM
kinekocti # E enementis B rpymi E.

SIx npaBmno, ofuucieHHs n 3BOAUTHECH A0 obuncieHHsa #E 3 #Horo
mofanpmiolo Gakropmsanicro. Jus obuucnenns #E, B3arami  KaxyyH,
BHKODHCTOBYIOTECS CKNaiHi. anroputMu. . Bizomi mpocti o6MexeHHs Ha
roedinientn pisusuas BK, npu sxux abo- #E=n, abo daktopusanis #E
;BﬂIHCHeHHa .

_ TeoperuyHo rpyna E CKIaJacTbCs 3 HE 6mmn, HiK ABOX HHKIIYHUX
niarpyn. 3aspergaif mapamMeTpu KpHBHX Taki, MO IOPSZIOK 1, OAHi€l 3 miaryn
ITy>Ke MaJvif i BU3HAYAETHCH IOpiBHAHO Jierko. Ilicimst goro n obumcimoeThes y
BUnani n=#E:n,. o

Chineni anroputMu obuucnenns #E iCHy}ofL, ame € CIIAmHUMH i
TPYJAOMICTKHMH. - '

Hns uncna #E e ouinkn. Hampuknan, wepiBrictes Xacce:
q+142ﬁ S#E$q+l+2\/§ , ze g=p - KiIbKicTh eneMeHTiB B moji
xapaxTepucTikn p . Taxam uunoM, #E =g +1-¢, 7ie ]t{SZ\/— .

Hns nesKix KpUBHX qucno # £ MO)KHa OGUHCIIUTH TEOPETH'HO.

, Kpusi, pm1 akux #E= = P, Ha3UBAIOTHCA 2HOMAIBHMMH, 2 KpHBi, JUIq
-snmxt 0(p), — cynepcuurynspumMy. »

«JJI1 KPHBUX - HMX THIIB" BiZoMi e()eKTHBHI: METOIH  JTHCKPETHOTO
norapuMyBaHHs.
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“Ilpore. icHye  Kmac  KpPHUOTONPOTOKONiIB, B  SKHX ' ICTOTHO

BHKODHCTOBYIOTECS BIIACTHBOCTi CaMe CYTIEpCHHIY/SPHUX eMiITHYHHX KPUBHX.

IixaBo BifzHauuTH, Mo GaraTo KpHITTorpaditHaX cHCTeM, PO3pobIeHHX
Ha OCHOBi cucteMu RSA, MOpOMKYyIOTh aHANOTH Ha eNiNTHYHHX KPHBHX HAJ
KinblieM TUIIKiB Z/nZ IAst CKNANeHOro 4MeNa, ie p,q ~ pizHi hpocri yucima.

Enintuuna. Kpﬁna E, wan Z/nZ 3a/a€eThes THMH X anreGpaiaHIMu
piBHAHHAME, IO 1 Y pasi npocroro Monyml. Hanpmmézx, KpUBa 3aJa€THCS K
MHOXMHA PO3B’A3KiB OCHOBHOTO MOPiBHAHHA ¥* = x° +ax+bmodn, npr HCL
(4a3 + 27b2,n)= 1 3 HeckinveHHO BixaNeH010 TOUKOW O.

Omnepauii Ha E, BHKOHYIOTBCA 32 (OPMyIaMH, BINHOBIAHHMM METOLY
ciyaux i poTuaHux. Ha sxans, Takuii 06'ekT He € Tpynomo.

Tomy 3zamicte E, po3rfamacThCs Tak 3BaHA OpsAMa CyMa KpPHBHX
E =E , + E, : inummit 06'exT, sxuil «Manoy BifpisHAeTses Bin E,.

~

Koxunii enemenT E, — H0THPHBEMIDHHH BEKTOp, IO CKIANAECTHCH 3
JIBOX TOTOK KPHBUX Epi Eq'.' ’ '

* Sxmio napa‘(x, y) 3a[IOBOJILHAC OCHOBHE piBHAHHA Mt E_, TO mapy
mmkiB (xmod p, ymod p) i (xmodg, ymodg) aBToMaTHIHO 3aI0BONBHAIOTE
TS X PIBHAHHS 32 MOJYJIAMH p 1 g BiAMOBiAHO.

Haranaemo, o - Kuraiicekoio TeopeMom HpO JIMIIKH HA3HBAETHCS
HaBe/IeHe HIDKYE TBEPJUKEHHSL
~ Hexait wncna my,m,,...,m; nonapHo B3AEMHO TIpocTi i M= nym, - ny .
-Tomi enmmmit 3a MomynmeM M pO3B'S30K CHCTEMH TIOpiBHSHD
k
x=¢;modm;, i=1..k Mae  BHIIANL: x=2c,M1N, modM, ne
i=1
— -1
M, =mmy---m_m, ---m,, N =M modm,.
JiicHo, y BKkazaHOMy BHpa3i Jyxa x JoHaHOK ¢, M| N, IOpIBESHHHAH 3 ¢,
3a MOAYJeM m,, a 8ol iHmi NopiBHIHHI 33 UM MOLYIEM 3 HyJIeM.
Bpaxosyioun Kurafickky TeopeMy Npo JNHIOKH, X i ) OIHO3HadHO
BiIHOBMOOTECSA 34 3HA4eHHAMH (xmod p,x mod q) i (ymod p,ymod q)
Hpore, pa30M 3 HECKiHYEHHO Bumaneﬁoro 'mtncoxo 0, rpyna E ‘
MICTHTB CYKYIHICTE TOYOK BHIY {( - y), (x o )} TOMy E CKJIAETECH 3 TOYOK

kpuBol E, i meaxoi MHOXHHY 0COGMBHX TOYOK. -+
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~ " Hasenemo ocrosui BractuBocti E,, 6mmsski o Bractusocteii E,, mo

nmo3Bose Oynysaru RSA-1roai6uHi KpunTocHcTeMH.
1. Meron ciunmx i ZoTMUHMX y pasi, KOmH BiH BH3HAUEHHH msk,,

36iraerscs 3 rpynoxsoro oreparliero B E
TaKuM THHOM, SKITO BUKOHYETBCS nonaBaHHsz KOHKpETHHX TOUOK B E,,

TO BOHO BHKOHY€TCS 6e3 (bamopnsauu n.
2. Tlpu BemukHxX p i g 3 I/IMOBlpHICTlO, GJIPISI:I(OIO %o o,ummul

MHO)KCHHH TO‘IKI/I Ha CKaJUIp B E HOBOI{I/ITBC}I ﬂK aHAJIOriYHA onepaum B E

CyTh IBOTO TBEP/DKEHHS TaKa. o .

IpuiimeMo N =HC)ZI(#E ,#Eq). Toni (kN +1)P = P st nepeBaXKHOTO
HHCIIA TOHOK i GYIIL-HKI/IX uumx k. 7
' PosrigHemMo - aHATOr CHCTEMH RSA 3 BUKOPHCTAHHSM eNiNTHIHOL
kpuBoi. Bifxputum ximodem € mapa N,e, ne N=HCJI(#EP,#E4), ( ,e)=1,
CEKpeTHHM — Yicno d Take, mo ed =1mod N .

IlIndprexcT NMOBiOMIEHHS m, siKe 3iCTABIAETHCA HAIlepen BHOPaHHM
cnocoboM meskift Touni M xpueoi E,, BinmpaBHHK omepXye 3 HONOMOIOR
CKaIPHOTO. MHOXeHHsS y Burmani C=eM . Onepxysad, 3Haoun 4ucno d,
BinHoBIOE M =deM =dC. o

BusBnserses, OfHAK, WO 3iCTaBNCHHA m <M Moxe BuMaratH
dakropmsamiio 77, To6TO BkazaHa cXema IWM(PYBaHHS, B3arami KakydH, He €
kopextHoo. Ilpore icHye psp  6Gimbm  JocKoHaNHX RSA;ﬁbz[iGIihx
KPHIITOCUCTEM, HANPHUKIAL, KPUIITocHcTeMa JIeMiTko (s KPHBHMX 3aTallbHOTO
BUIjIAy), ab0 kpunrtocuerema Kysakano-KosMa it KpHBHX —BUITISIY
Yy =x’+bmodn.

InTanns go posaixy 7

"1. II{o Take ogHOHanpaBnena GyHKLi 3 ceKpeToM (N1a3iBK0I0)?

2. 3 AK010 METOIO BUKOPHCTOBYETHCS BiAKPUTHIL KIIOY B aCHMETPHUHIN
Kpnmocpm'rem’f‘

3. SIxi ocHoRH BUMOTH JI0 Bmxpmoro Kmoya i mmudprepersopeHHs B
acuMeTprudHiH KpHnTOCHCTeMﬁ

4. Sk (bymcun L0 BHKOPHCTOBYIOTBCA B Kpnn"rorpa(bn, MAaloTh
BIACTHBOCT] onHoc:Toponmx‘? ‘

5. Sxi ocHoBHi BnacTHrOCTi (hyHkuil Efinepa?
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6. Sxum YUHOM cexperﬁﬁﬁ'mbq ofancoeTECS qepes Bimcpi;fmﬁ npa
tdopmyBanni kpunrocucteMu. RSA?

7. 1Ho Take IOPSAOK THCIA 33 3aaHUM Mo,uyneM‘7

- 8. IIM 400 BHKOpHCTOBySTBCH parmomsa’rop B Kpnnrocncrem Enp-

9. Ski MOBXMHM [apaMeIpiB KPUIITOCHCTEMH RSA BBa?KéIOTB(;ﬂ
Ge3neYHUMH B HAII 9ac?

10. $Ika MHOMUHA TOUOK eJINTHYHAX KPHMRHX HaJi CKIHYCHHHM MOIEM
BHKOPHCTOBYETHCS TSl KpHITTOrpadidnmx nepeTdeéHL'?

11, o -po3ymieTbes iy pozmnpeH}mM MHO)KHHI/I TOYOK eJIiNnTHIHOT
xpusoi (EK) f10 abeneBoi rpymu?

12. B goMmy nonsrae onepaum CKJIPHOTO MHOXEHHS Toyké EK na
qHCno?

13. o o3nauae TBepKerHs, mo Touka EK Mae ﬁopx):[ox n?

14. B goMy monsrae 3afa4a AUCKpeTHOTO JorapudMysanns ga EK?

15. Sxwuit eTan e Haif6ineIn TPYXOMICTKAM NpH OG‘H/ICJ‘ICHHI BiIKpUTHX
napaMeTpiB eminTAYHO! KPHBOI?

16. HoMy TOYKH eninTHIHO! KpUBOT HAJl KilbIEM JHIKIB 110 CKIaIeHuM
MOIyNeM He YTBOPIOIOTH IPYILy BllIHOCHOCTaHJIapTHOI onepann HIONABAHHS
TOYOK METOAOM CIYHHX i HoTHUHMX?

17. Un Moxna mnobynyeath RSA-moxi6uni xpunrocucreMu Ha
eJiITHYHKEX KPUBHX Haj Kinbuem 3a moxyneM N = pg?
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“PO3JILI 8 TECTYBAHHS YMCEJ HA IIPOCTOTY I BI/IEIP
IIAPAMETPIB RSA

) - Xlpn. noGy,uom acnmeTquHHx KpHIITOCPICTeM, a TaKoX Molmcpmauu 3
napamerpm B XOIi eKcIUTyaTalii BUHMKAE HeoGXiAHICTs TOGYNOBH HANBENMHKHK
TICeBIOBUIIANKOBUX TIPOCTHX 4MCeN, IO MaloTh Ti abo immi cnenudiumi
BIIACTHBOCTI. _ ‘ 4 S ‘

Y GaraThoX BHNAjKaX, HampHKnaj, y Bumanky RSA, Bemuxi npocti
9HCNIa € KIIOYOBHAMH [IapaMeTPaMK, v

Binnosinsi o6uncmoBaNBHi NPOLEypH BKIIOYAIOTE B cebe anropHTMH,
WO peamisyioTs erar IepeBipKM YHCEN ' Ha NpPoCTOTY. B miteparypi i
Kpumrrorpadiunii npaktuni noxiGui anropATMH HOCATS Ha3BY. TECTiB.

B ocHosi TectiB nesxarp Tax 38ani kputepii mpoctotH [16, 17, 18]. Icuye
TBa THITH KPUTepiiB IPOCTOTH: JeTepMiHOBaHi i HiMoBipHicHi.

JleTepMiHoBani TeCTH JO3BOMNAIOTS JOBECTH, IO YHCIIO, SIKE TECTy€ThCH,
— mpocre. [lpakrwuno. 3actocoByBaHi .JerepmiHOBami TecTH 3mathi math
NO3UTHBHY BIiANOBIAL HE HIY KOXHOIO NPOCTOTO MHCIA, OCKiINBKH
BUKOPHCTOBYIOTH JINIIE JOCTATHI YMOBH HPOCTOTH.

,HeTepMiHOBaHi TecTy .6l KopucHi; kKomn Heo6XiaHo - moGyayBaTh
BUNALKOBE BEJMHMKE NPOCTE YHCNO, 4 He nepempnm npocrory, CKakiMo, Jesxoro
€MHOTO YHCHA. L ,

Herepminosanuii Tect BI/IKOpI{CTOByeTBC}I, HANPUKJIAL, B IpoUeAypax
00YKCIIeHHs HECEKPETHUX NapaMeTpiB Mu(ppoOBOro nignucy tuny Eis-Tamans,
Beranopienux I'OCT 34.310. Lleii Tect 3acHOBamuii Ha BHKIaOeHiid Hux4de

TEopeMi.

Teopema. (Jlemirko). Hexalt n=gR+1, ne ¢ — npocre, R — napHe i
R<4(g+1).

SIxuio icHye a Take, mo a" =1modn | "V #lmodn, TO YHCIO 1 —
npocre.

Ha sinMiny Bin nerepmizoBanmx, iMoBipHicHI TecTn MOXHA eheKTHBHO
BUKODHCTOBYBATH [ TECTYBAHHA OKDEMHX HHCeN, NpOTe iX pe3yNsTaTd, 3
AESIKOKO IMOBIPHICTIO, MOXKYT 6yTH HEZOCTOBIPHAMH.

Ha macrs, midowo xinbkocti moeropems Tecty 3 MozxdikoBanKMU
BUXIZHMMM JaHHMH HMOBIPHICTD IIOMINIKH MOXHA 3pOoOHTH 5K 3aBrOIHO
Maoro.
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8.1 Tecr na ocnogi mayoi Teopemu ®epma

IIpu noGynosi ﬁMbBipHiCHHX Kpn"repii'B HIPOCTOTH BUHMKA€ PSAA THIIOBHX
TATaHb, SIKi 3pyTHO PO3TIISHYTH Ha IPHKJIAZ], 34 SXUif BHGEPEMO TECT Ha OCHOBI
Majoi Teopemn Depma. SIK BiOMO, Lif TeopeMa CTBEPIKYE, IO SKMO 17 —
TIPOCTE, TO JUIS BCIX a, B3AEMHO IPOCTHX 3 1 » BAKOHYETECH yMOBa (IIOPiBHSHHS
Depma): ™' =1modn. :

Taxum wuHOM, sikio TopiBHsiHHs DepMa He BHKOHAHO XO4Ya 6 IS
OJTHOTO YHCIIA 3 MHOXHHH {2,...,n- 1}, T0 a — cxnagene.

Tect Ha ocHOBi Manof Teopemu Pepma MOACHIOETHCS HAXKYE.

IceBnopumazgxoBo BHGHpaeMo HIIOK @ €1{2,...,n—1} i mepesipsemo
yMoBy (a, n)= 1. Slxmo ug ymopa He BHMKOHAHA, 3HAYHTB, # — CKIAJeHe.
Tlepesipsiemo mopismsHAs Pepma. SIKINO BOHO He BHKOHYETHCS, TO YHCIO 71 —
cknazene. Igaxme, HOBTOpIOCMO TECT Al inmoro 3navenny a.

OueBuHO, OCHOBHE ITMTAHHS THoJsrae B TOMY, 100 OUiHUTH, SKOIO
Mipoto Tect € edextuBruM. Ilepi 3a Bee, cnin 3'sCyBaTH, M iCHYIOT ciotaneri
9HCIIA 71, AN SKUX IPH IeSKOMY @ BUKOHYETBCS yMOBA Maiioi Teopemu DepMa.
Bussrnaerscs, e Tax, OCKiNTEKH icHyI0TB KOHTPOPHKIIAIH:

20 =(2°)* = 1mod341, 7% =1mod25.
8.1.1 OcuoBHui anichIBocﬁ UCEBAONPOCTHX YHCes] |

Haspemo cxnanese HemapHe 4MCNO 72 ICEBIOTPOCTHM 33 OCHOBOIO 4,
AKIO Iapa YHeell 3a40BoNbHseE nopisasHust PepMa a” =1modn.

BHABISIETECS, MOKHA ITOKa3aTH, MO I 6y115—1<oro a icHye
HECKIHIeHHO 6arato nceBIONPOCTHX YHCEN 33 OCHOBOIO d.

OcHoBHi BIACTHBOCT HCEBAONPOCTHX YHCEN TaKi.

Teopema [17]. Hexaii » ~— HETIAPHE CKIILICHE THCIIO. Toxni:

1) n - nceBxonpocTe 32 OCHOBOIO g B TOMY i JIHIIEG Tomy Bnnamcy, KOJIH
(a,n)=11 ord Lan=1;

2) SIXIO 71 ~ MCEBNOMPOCTE 33 OCHOBOK a i b, To n — TICEBAOMPOCTE 32
ocHOBamK ab i ab™ modn;

3) muoxuna F, = {a € Z; 1a"" =1mod n} YTBOPIOE MYJIBTUILTIKATHEHY
NiArpyny B MyNBTHIUIKATHBHIM Tpyni Z, ofGepHEHHX elleMeHTiB Kinbus

JIHHIKIB 32 MOJYJIEM A
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4) AKWo 1 He € NCEBAOIPOCTHM 3a OCHOBOIO d X04a 6 IS OfHOro

4HCIa a, TO 1Fn < |F| mosnageno xinpkicts enementis, mo

 Hallexath Mnoxmm F )

HOMITHMO o lZ] go n)<n-1. Tang YMHOM, SKINO TecT Pepma

BUSIBIISIE CKIIAZIeHe 71 TIPH OXHIl OCHOBI a, To icHye He MenTe (n 1)/2 ocuos 3
AHAJIOTiYHOIO BIACTHRICTIO.

. JificHo, BiacTusicTh 1) Bon,u;HTL 3 BU3HaYeHRA ord,a . Bnactusocri 2)
i 3) BUXONATH 3 MpaBHIA [OYJEHHOrO TEPEMHOXKYBAHHS YACTHH HOPiBHSAHE i

nepempm HOplBHHHHX CDepMa Ans ocHoBu b7, .
- IToBegemo BJIaCTHBICTB 4). Hexan F {a,, ,a} i a — ocHoBa, 3a

AKOI0 # HE € IICCB/IOIIPOCTI/IM Toni s 6y115-sn<oro i Tapu "ucen aa,n He
3a/I0BOTEHAIOTE noplBHs{HHx (I)epMa. TOMy KiNBKICTH OCHOB, [T AKUX 71 HE €
HCGBI!OHpOCTI/IM He MeHme HX KUTBKiCTB elleMeHTiB B F,.

-Omxe;  sxmo|F, | >(1/21

, TO CHUIbHE 4YHCIO eNeMeHTiB y Z,

BUSIBHTCA [ Gifibize #, mo HEMOXIIHBO.

TaxHM YHHOM; MOXKHA CKA3aTH, IO SKIIO icHye (naBiTh He BifoMa Ham)
OCHOB2, 33 SKOK0 72 HE € ICEBAONPOCTHM, TO, IPH HOBTOpeHH] TecTy MepMma k
pa3, iimMoBipricTs k-KpaTHOPO Bn6opy OCHOB 3 MHOKHHH F  ne mepesumye
(1/ 2) B upoMy Bumazxy #iMoBipHicTh OMIIKH TeCTy Haﬁnymcamcﬂ o Hyns
31 36insmennam k. , Lo '

IlpoGnema MoXe BMHHKHYTH JIHIIE B TOMY BHIAIKy, SKUIO 7 €
NCEBJONIPOCTHM Jyisf BCiX (HEHYIhOBMX) OCHOB. BHSABNAeTHCH, Taki umcna
icnytors. BoHM Ha3MBalOTBCH -{HCHAMH Kapwmatixna. Hanpuxnan, yncnom
Kapmaiikna € umucno n=561=3-11-17.

8.1.2 Baacrusocri uncen Kapmaiixia

Bractusocti ancen KapMaiixia OmHCYIOTECS TAKOIO TEOPEMOIO.
Teopema (Kapmaiii). Hexait # — nenapue cknagene uncno. Toai
SIKINO:
) Pn.p>1, 10 1 HE € uncnom KapMmaitkna;
2)n=pp,- “Prs P #*p; WA (z;t]) T0 n.—9qucno Kapmaitkna B ToMy

i mamme TOMY BHIAIKY, KOIH Vi (p, - 1){(n 1);
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3)n=pp,p, p;*p; W (i¢ j) —uncno Kapmaiixia, To k 23.
Yucna KapMaiixa € nocrataeo pigkicaaMu. B Mexax no 100000 icHye

mume 16 yncen Kapmaiina: 561, 1105, 1729, 2465, 2821, 6601, 8911, 10585
15841, 29341, 41041, 46657, 52633, 62745, 63973, 75361. ’

8.2 Tect ConoBesi-IlITpaccena i Eiieposi neepgonpocri uncia

3 romepeHEOro BHIUIABAE, IO IIPH TECTYBaHHI UMCEI Ha IIPOCTOTY 3a
JOTIOMOTOO IMOBIPHICHOT'O TECTY, 3aCHOBAHOTO Ha Maiiii Teopemi (Depma, Moxke
BHHEKHYTH CHUTYal(is, KoNM HMOBIPHICT HOMIIKY He 3HHKYETHCS 3 KUIBKICTIO
[OBTOPEHB TECTY. R

B monmiGHomy Bumajnky srajaHa fiMoBipHicTe piBHa omuEHIi, i B
pesynbTati TeCTyBaHHs Moxe Gy Ty NpUHHATO HEeNpaBHIbHE PilleHHS.

B 38's3ky 3 nM po3po0iieHi 1 3aCTOCOBYIOTECA Ha MPaKTHI iMOBipHiCHI
TECTH, BUIBHI Bi BKa3aHOTO HEJIOMIKY.

Hpuxiagamu Takux TECTiB € TeCT COJIOBCSI-IH’I‘paCC:eHa i Tectr Pabina-
Minnepa [18] mepepipku 1rcen Ha IPOCTOTY.

B Ttecti Conoses-llltpacceHa BHKOPHCTOBYIOTBCS BJIACTHBOCTI Tak
3panux cuMBoJiB Jlexarzpa i SIko6i, moB'A3aHmX 3 PO3B’A3HICTIO ABOIECHHHEX
KBaJpaTHYHAX MOPiBIAHE. Haranaemo KopoTko iX BIacTHBOCTL

' JBOUICHHUM KBaJPATHIHEM IIOplBHﬂHH}IM HA3WBAETECA MOPIBHIHHA
BUIY x? —amodn e x - HEBiIOMHIt THIIOK. -

Ifine 9HCNO g HA3MBAETHCH KBANPATHIHHM JIHMIIKOM 33 MOAYJEM H,
SKIO TOPiBHAHHA x°=amodn Mae po3B’ssku. SIKmo NOpiBHSHEA Mae
PO3B’43KH, TO JUIA CKJIJICHOTO HEMApHOIO MOJYNS KLTBKICTh PO3B’A3KIB, fAK
NPaBHTo, GilbIa JBOX. ' _

B zaramsHOMy BHNAJKy, He TUIBKM PO3B’S3aHHS KBampaTHYHMX
NIOPiBHAHB, A€ HABITH IIATAHHS TPO PO3B’A3HICTH ABOWIEHHOTO KBaAPaTHIHOIO
TOpiBHSHEA - 32 CKIAJEHMM MoJyTeM, (akTopusallis- AKOTO HEBIOMa, €
ITOPUTMiMHOIO Dpobnemol0, *Ha - CKIANHOCTI -SIKOI  3aCHOBaHMM  pAX
KPHIITOIPOTOKONIB i KpHITTOCHCTEM. .. RENTE

B roit xe wac MOAyaiB, 1O € TPOCTHMH {HCTaMH, 3aada Jerko
miIaeTsCs aHanisy.

Icaye edexkTHBHMI anrOpHIM  JUI1 BH3HAYEHHA € JiaHE HHCIO
KBaJpaTMYHUM JIMIIKOM 32 DPOCTHM HemapHMM MoxyreM p, i Hi. Lei

aNrOPUTM JO3BONAE OCYMCIWTH, NPAKTHIHO BPY4HY, TaK 3BaHUH CHMBOI
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o 4 ) o _ . .
Jlexxannpa| — |, 3HaueHHs gkoro Mpu a# 0 piBHO 1, AXUI0 a - XBAJAPaTHYHHUH

JHIIOK, i (-1)— B iHmoM‘yb Buném(y. Jna a=0mod p BBaxaerbes 2l=0:
: ‘ p

§ c . . . - a - u. .
3 moSBOI0 KOMI'IOTEpiB 3HAYEHHN | — | -3BHYaiHO O0YHCIIOETHCH,
: p
: nd . a|_ d
BHXOAJYH i3 CHIBBiAHONICHHA: =a modp, sKke € BaxiHBOIO
BIacTHBICTIO cMBoTy Jlexxanzpa.
. : k o
SIKIo HemapHe YMCHO 7 (GaKTOPH30BAHO: n=H P, TO po3B’A3aHHA
T - . . =1
nopiBEAHES X =amodn eKsiBaNeHTHe PO3B’S3aHHIO BCIX NMOPIBHAHb BHAY

.

x* =amod p
E— . ’ . . . 2 a, .
IToMiTHMO, 110, Y. CBOKO Uepry, mopiBHaHES X =amod p" Maec kopeHi
AN L “a}” ] ;
Toal i Timekm Tomi, XomM | — |=1, a Taxkox, JOGYTOK JBOX KBANPATHYHHX
b S )
HEJIHIIKIB € KBAAPATHIHYIM JATITKOM 32 MPOCTHM MOAYJIEM.

. a : . a
TOMy 3Ha4YeHHA | — | MOXHa o6qncnnTn_Hepe3 BEJIMYHUHH | —
P . ’ b

" L (x
3 cumBosioM Jlexxanmpa TicHO Io'szaHuit cumeon SAkobi (__) ‘Yucna Xx

3a MomyneM n. CumBont SIko6i BU3HAYAETHCS VIS HEMApHHX, B3aEMHO IPOCTHX

PRI : R a A
o ) x x) x
dmCceN 9K H00YTOK 3HaueHb cuMBoJiB Jlexanapa: | ~ {=| — [ [ — ] .
o B n P Dy
Bin Mae npaxTadHO Bei Ti 3K BIACTHBOCTI, 010 i CHMBOII Jlexannpa, ane
33 3HAYEHHAM CHMBONY SIk06i, piBHHM OWHWAI, HE MOKHA CTBEDIKYBATH, IO

BiATIOBiHMI JMMOK X — KBagpaTH4HuH. Jns KBajpaTH4YHOro JHIUKY, [POTE,

NP . B X . .
cuMBona ko6 pieHui ogununi. OTxe, ;ncmo(—]= -1, To x - xBampaTHIHUH
n

HCIIWIMOK 3a MOOYJIEM 712,
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s ocoGmusicTs mTOB'S33HA - 3 THM, IO - CIiBBiZHONICHHA

a0

p , .
"KOJIM 9HCIO p (MOXYIB) He € ipocTuM. Jlis Hac cmMBoI Sxo6i BaxutuBmif ToMy,

mod p He 000B'I3KOBO BUKOHYEThCS AN cHMBOIy $Iko6i, TobTO,

1o oro ModxHa o6uHCIUTH O6e3 GakTopmsanii MOIyIs.

Ha ocnosi mmwxuenasenenol teopemu, B Tecti Conoses-lllrpaccena
BHKOPHUCTOBYETBCS KPHTEPIH Eﬁnepa JUI1 BH3HAYEHHSA 3HAYCHHS CHMBOIY
Hexcaﬁapa (KBa,npaTmHoro XapaKTepy WHCHa 33 NPOCTAM MO,lIyJIeM) B camomy

a
Tecti IpH TCCT}’BaHHl quciaa n OGTIHCHIOCTBCX cumBon Axobi (*") .
n

Teopema [17]. Hemapne nine uncno »>1 e npoctaM Toxi i Tinsky Toi,
KOIM IIs Beix gmeen a: 1<a<s<n~1 BHKOHYETRCS CHiBBifHOIIEHHS Eifnepa:

1
a? =(—q)mpdn.

n

CxnajeHe uuMCIO #, INO 33JOBONBHSE criBBigHomenHs Eifnepa,
HA3MBAETHCA eiIepoBUM TICEBROMPOCTHM 32 OCHOBOIO d.

3 BxazaHol TeopeMH BHUXOOWTH, HIO0 CKIAQJEHHX -4Hcel, AKi Oynu 6
eliTepOBHMH TICEBAONPOCTUMH 32 Oy IB-SAKOI0 OCHOBOIO, He icHYE.

~ Omxe, MH MOXEMO 3aIpOTIOHYBATH TAKHil TECT, AHANOTIYHHH TeCTy

Depma. , '

IMcepnosumagkoBo BAGHPaEMO JHIIOK a & {2,...,n —1}‘, i mepesipsiemo
YMOBY (d,n) =1. SIxino ymMoBa He BUKOHaHa, 3Ba9HTh, 7 — CKIAJeHe.

Tlepesipsemo crissifpowents Eiinepa. SIKo BOBO HE BUKOHYETHCA, TO
YHCTIO 1 — CKIajeHe. [Hake, nom:opxoeMb TECT 15 IHIIOTO 3HAYSHHS 4.

Sxmo mu Mornm 6 mepesiputH - cnissiHomenHs Eiuiepa s BCiX
3Ha9eHb 4, TO MH 3MOINIH 6 TOYHO BUBHAYUTH, TH € YHCIO # TPOCTHM.

Alle U BeIUKUX 1 1ie HeMOXIMBO. ToMy HeoOXiHO OLIHHTH, SK BEAC
ceOe MMOBIpHICTh TOMIIIKY NIpH 30iNnbINeH I Yrcia. k IIOBTOPEHb TECTY.

ITe MoxHa 3p06mn, BHXOJSYM 3 TBEPJUIKECHHS, aHAIOTIYHOTO TOMY, AKE '
MU pozmsmanu TIpA aHaNli3i BIACTHBOCTEH IICEBAOTPOCTIX THCEN.

Liixaso, 1mo eunepom ICEBIOMPOCTI € HCEB0NPOCTAMHA YHCIIAMH.

Teopema [17]. Hexait n — nenapue cknanese aucio. Toxi:

a) AKmo n — elnepoBe IICEBIONPOCTE 32 OCHOBOIO 4@, TO BOHO —
TICEBROIPOCTE 3a OCHOBOIO 4
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6) axmo n — eitnepone TICEB/IONPOCTE 33 OCHOBAMH i b 10 B -

ennepone nceBnonpocre 3a OCHOBaMH ab iab™ modn;
§ E = ARY e mod . )
B) MHOXuHa L, =\0€Z4,:a = ;l‘ modznr e migrpymorn rpymu

F;,={an a” —lmodn}
I) SKWO 72 He € elIePOBUM NCEBIONPOCTHM 33 OCHOBOIO @ Xo4a 6 Jis

OIHOTO YHCTA @, TO |E,|< (1/2)]

TakuM 4YMHOM, IIpH TIOBTOpPEHHI Tecry Conoaeu-lH’rpacceHa k- pas

HMOBIpHICTE HeRiNOpaKyBaHHS CKIANEHOTO YHCA He IlepeBepIIye (1/ 2)" .

8.3 Tect Pa6ina-Mintepa i cuabHi ncesxonpocti uncra

e Ginbu edexTHrEEM HiMOBIpHiCHIM TecToM € TecT PaGina-Minnepa,
B AKOMY BHKODHCTOBYETECH KpuTepill, B KiHIEBOMY paxyHKY, OCHOBaHHI Ha
taxrti, mo Ans TPOCTOTO MO/ KBAAPATHHMHE KOPCHAMH 3 onunnui € JHIe
qucna +1, a sl CKIageHoro HenapHoro Momyns n=uv, (u, v) 1, aucro TaKux
KopeHiB Ginblre JBOX.
' Hexa#t n - HenapHe HaTypalbHe IHCIIO.. Toxi MoxHa s3amicarw
n—1=2°t, net—HenapHe1s>1 ,

Slkmo wHcio n — gpocTe, 10 a"'=1modn, np (a,n)=1. Tomy

(n-1)2

KBazpaTHi KOpeHi 3 ONWHHLI MaroTh BUIVLIL: 4 =+lmodn, ne noxazHuk

pipauit 2°7'¢

Ile 03Héﬁa€, mo B wocmigoBHOCT @,a”,...,a* ! mumKiB 3a IPOCTHM
MOZyJIeM, SKi € ndcninOBHﬁM}/I KBa/[paTaMH qHCJIA a , abo 3'sBHTBCA
(——l)modn, a6o Bei ui JHMKA nopiBHAHE] 3 onuHHIE0, To6T0 @' =lmodn.
IMomitumo, mwo npu npoctoMy 7 niBime (—1)modsn MOXKyTh pO3TalIOBYBATHCA
JIMIITe JTHIOKA He pieai (£1)modn.

SIKIlo »n — cKiIajeHe; ToO MOXJIABI # iHII BapiaHTH, OCKiNBEKH B oMy
BUMAAKy kpiM +1 icHyroTs iHiul KOpeHi 3 oquHHAL 32 MOIYnEM 1. ‘

3acHoBanumii Ha JaHoMy 3ayBaxenHi Tect PaGina-Mimiepa monarae B
TOMY, 1I10: ' ' : ‘
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- 1) nceBnOBRNANKOBO BUGHpaEMo JHINOK 4 € {2,...,n—1} i nepesipsemo
YMOBY (a,n)=1. SIkmo yMoBa He BHKOHAHA, 3HaYUTh, 1 — CKiajene i pobora
3aKiHdeHa;

2) ofaucmoemo @' modz. Slxmo a' =+1modn, 1o ve BuKmOYeHO, MO
YHCIIO # — ApocTe i HeoOXixHo nepeliTd Ha MOYATOK, MO0 noﬁ’ropm*n TECT st
ignrol ocHOBH;

s-1

3) o6uHCIIOEMO NOCIIOBHO THIIKA HHCEN az', 7 Mo;:yﬁeM n,
TOKH He 3'sBuThes (~1), 460 He BIYEPNAECTECA CITHCOK;

4) sxmo (~1) 3maiiieHo B CIHCKY, TO HE BHKIIOYEHO, IO YHCIO 1 —
npocte i HeoOXiTHO HepelTH Ha NMOYATOK, MO NOBTOPHTH TECT A IHIIOL
OCHOBHY;

"5) axmo XOmHEe 9UCTOo 13 cnncxy He HOplBH}IHHO 3 (— ) TO 9HCO 11 —
CKIaieHe i HeoOXinHO 3aK1H‘{HTH poborty.

Ak i mna ignmx IMOBlpHICHI/IX TECTiB, ICHYIOTh crcna,aem qucia n, mcl,
IS BIATIOBITHHX OCHOB @, MPOXOJSTH NAaHHIA TECT.

Hazsemo wumcmo n=2°t+1, pme s21, { — HenapHe, CHILHHM
TICEBIOTPOCTIM 33 OCHOBOKO d #1modn, (a,n)=1, KO BHKOHYEThCS OAHA 3

-1

mBox ymoB: 4 =xlmodn, abo B mocmizosHocTi a”,..a icHye umco,
ropisHAHEE 3 —1 3a MozyneM n.

Bussiserses, MOXHA [T0Ka3aTH, HIO s 6}’/15-5{1(01'0 a, (a,n)=1, icuye
HeCKiHIeHHO 6araro CHILHHX IICEBIONPOCTHX THCEN A 32 OCHOBOIO @.

Tlpuknagu: a=7, n=25; a=5, n=781.

Moxua IOBeCTH Taki OCHOBHi: BIaCTHBOCTI CHNBHHX ICEBIOIPOCTHX
qucen [16]: ;

1) wmeno n, cuibHe NCEBIONPOCTE 3a OCHOBOK a4, € elnepoBuM
IICCBIONPOCTHAM 32 Ti€I0 K OCHOBOIO; e

~ 2) SKImIO HEJapHE CKIAAcHE 9YHCHO i € CHIBHHM IICEBJONPOCTHM 34
OCHOBOIO 4@, TO 3arajiibHa KiNBKICTH OCHOB, 33 SIKOIO HE HYHCIO € CHJIBHHM
NICEBIONPOCTAM, He IEPEBHULIYE (n —-1)/4.._ » ,

ToMy MOXXKHa CTBEPHXKYBaTH, IO IPH IOBTOPEHHI BHIPOOYBaHE TECTY
PaGina-Mimnepa k pa3s HMOBIpHiCTH HeBmGpaKyBaHHx CKJIaJEHOTO wHCia

(1/4)
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LRSI 14 MR

Kpim Toro, BHSBIIETBCS, KINBKICTH HOBTOpeHB Tecry, Z0CTaTHIO oo
NPaKTHYHUX NOJATKIB, MOXHa oGMeXHTH BenmuuuHow 2log. n

LixaBo Bil3Ha4UTH, O NPOCTOTY HEBETHKHX IPOCTHX YHCEN MOXHA
JOBECTH, BAKOPHCTOBYIOUH JEKiIbKa PaHillle BKa3aHUX OCHORB. -

IMpuxnaga. [17): sxmo rn<1373653 — cuisHe TceBmOnmpocte 32 '
ocHoBamH 2 i 3, TO 7 .— mpocTe; SKIO n<341550071728321 -¥ CHJIBHE
TICEBIONIPOCTE 33 OCHOBAaMH, 3, 5 7,11, 13,17, To n —npocre.

8.4 3araanni BuMorn ao BuGopy napamerpis RSA

KopeK_THiCTL napaMeTpiB RSA nop'ssana 3 ouiHioBaHHAM cTilikocTi
CHCTEMH i MO3Ke OytH BH3HAYCHA JTAIIE 3 TOTNAY TPAKTHUYIHOL CTIHKOCTI.

Omxe, KopekTHi mapameTpd NOBHHHI 6yrd noGyjaoBami Tak, mo6
MiHIMIZyBaTH IIKOZY Bifl BIZOMUX IIAXOAIB 0 ocnabieHns KPHIITOCHCTEMH.

Buxoastu 3 1HX MipKyBans, PO3IAHEMO HAMGLIBI 3aramsHi BHMOTH 10
BGOpY NapaMeTpis p, g, e, d xpunrocuctemn RSA [17,18].

Ilepm 3a Bee, cnign BpaxosyBam, mWo cnabkicTs OZHOIO 3 IapaMeTpiB
npaxTHqu HE KOMIEHCY€ThCs IOCHIIEHHSM BIaCTHBOCTEH iHImHX TiapaMeTpiB.

- OueBnjHoO, IHCHO n= pg NOBMHHO OyTH BeukuM. UYucna p i g He

HOBHHHI MiCTHTHCS B CHMCKAX BIMOMEX BeNMKHMX IPOCTHX YHCEl, He TIOBHHH]
OyTH my>xe 61u3bKi OIMH. IO OAHOTO, 260 ICTOTHO PO3PI3HATUCS 32 BEJIUYHHOIO.

~ BoHM He NOBHHH .6yt . noOynoBagHMH 33 IETepMIHOBAHHMH
aJIFOPHTMaMH 3 HCBEIMKHIM THCIIOM BiIOMMX.BapiaHTiB I09aTKOBHX NapaMeTpin
abo MiCTHTH 3aKOHOMIPHOCTI B /IBilikOBOMY 3ammci.

3aramoM, p i ¢ He noBHHHI BiApisHATHCS Bl).'[ THIIOBHX IIpCI[CTaBHI/IKIB
BUIAJKOBAX HPOCTHX wHicel AHanoridHi BIACTUBOCTI. NMOBMHHI MaTH
napamerpu e i d. .

" ‘Hanpuiknan, Axmo cexperHuii xmou d Micturs B AiBiiikoBoMy ‘3anmci
HEBENUKY KITBKICTH OJJUHHIb, TO HOMEPH MiCIp LHX OAMHALD JIETKO BU3HAYHTH
nepebopoM.

Mosxna goBecry, 10 npn BigoMoMy d icHye MOXUIHBICTS (hakTopU3auil
MOZYJISL, . . S o , X
Bimomo, o W1  YHTAHHS nonimMneHL, 3amm1)pOBaHHx
KpHIITOCHCTEMOI0 RSA, ocTaTHRO 3HAHHS Jiesxoro xpartHoro ¢ymxuii Eiinepa
Bil MOMyIs, OCKUTGKH B IBOMY BHNAZKYy MOXHA OOGYHCIHTH KIIOY,
KPUITOEKBiBACHTHHI Kinouy d .
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BifsHagumo Takox, IO 3& HafBHOCTL ord, g JIETKO OfepXaTH da 3

nopieusuusg  a° =cmodn. JlocTaTHRO migHecTH ¢ OO CTeMEHd A, IO
330BONBHAE CHiBBixHomenns ¢h=1modord,a. \

Jlani. Mg 6yme-skoro a, B3a€MHO TNPOCTOro 3 n=pq, ordpb
mimarep-1, a  orda  pimre  g-1. Tomy ord,a = pinute
G=HCI((p~1)(g-1)-

Orxe, s no0yNoBH KPHOTOCHCTEMH, 3aMiCTh BH3HaueHHA 4 3
nopisusaus ed =1modp(n), MOXHA CKOPHCTATHCH PO3B’SI3KOM  MOPIBHIHHS
ed; =1modG. ' o

Hexait g =HC{((p~1),(g~1)). Tozi £G = o(n).

OuesnmHo, i3  cmispimmomenns  ed =lmod@(n)  puxomuTts
ed=1mod G, 1omy d=d,(modG) i d # d,(modp(n)). ;

11i yMOBH 38/0BONBHSIOTE KiN0Hi d,, d; +G, d,+2G, ..., d, +(g-1)G,
KPHOTOCKBIBANEHTHI, TakuM 4mHOM, Kmody d. Omxe, «9um - Gimsmre
HCA((p-1).(g~1), tam Gimpme KpnnToéKBiBaneHmnx KJIOYiB, THM Tipmie
JUISL KPATITOCHCTEMIL. R ,

Ouesujao, B HallKpamoMy .- < * MOXIIMBOMY _BHUAJKY,
HCI((p-1)(g-1))=2, npn udey; p=25+1, g=2t+1, ne(s,t):l, CKaxiMo,
§ 1t —mopocri.

Bimnaunmo, jo pedi, Ho Hesmomo 9K € MHOKHHA IPOCTHX YHCEN BHAY
s =(p-1)/2 reckimennomw.

 Bugsngerscs, mo6 YHHKHYTH MOJMJIMBOCTI 3aCTOCYBaHHA OLIBMIOCTI
4aCTKOBHUX MeTofiB dakrtopmsanil 1 menmbpyBaHHs KpHNTocucTeMu RSA
-[18], . mocratHBO Bmaréfn, . mob.. Hena. ‘pl' =(p—l)/2,
p,=(p+1)/2,9,=(p-1)/2 i q,=(p+1)/2 me posxnmamamucs B no6yTox
CTelleHiB HEBENHKUX IPOCTHX YHCEN, TOOTO 11100~ BOHM MICTHIM B pPO3KIafi
BeJIUKE TIPOCTE YUCIIO.

Bianosiimi BEMOrH, B HANGITBII CHUTBHIi topMi, mongTAIOTE B TOMY,

wob wucnap,, p;, q;, 4, Gyma mpoctumu, GLIsM TOTO, Bm(éraeTBc;I, mob B

poskiazi sk p; —1, Tak i g, —1 GyJo BelyKe IPOCTE YHCIO,
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.y Ha OpakTul, Upu.moOyeBi. BiIIOBIIHOTQ -LMM BHMOLAM . IPOCTOrO
ucna, CKaxiMo p, HOCTaTHEO, o6 iCHYBaB IOCTATHRO BEJKHHA HpOCTHi
OiMBHUK qucaa p—1. O‘{eBI/IlIHO, TaKuH JAiTBHUK Mae Bursy 7 = (p—1)/2j J-
Taxum =xrom, HeOOXiMHO BUALATH HeAKui crienudivnmii KTac mpocTix
qncen. . ' o
. Busuauenns. IIpocTe YHCTO p HA3MBACTHCH CHIBHAM IPOCTHM, SKIIO
BHKOHYIOTECH YMOBH: ‘ ‘

p Imodr, p _—; ——Imods r= lmodt
zie 7, §, 1— BesHKi IIpOCTl TrCa.

Ockinbku uHcna p,r,s,t — HeNapHi, TO BOHU mofialoTEC Y
BHITIAA] p= 1+2jr, p——1+2ks r= 1+21t Kle TOrO, mm Haumx minmeit qam
mern vucna j, k, [, Tam Kpae. ‘

Jlnsi moBynoBH CHIBHHX TPOCTMX WHCENT 3aCTOCOBYEThCS TAK 3BAaHHUi
MeToxn FprIOHa.

B msoMy Meromi 3iiifCHIOETRCS  TIEperISN.  OKOMIB  JESKHX
NCEBAOBHNAKOBHX HYHCET 3 METOX0 BHABIEHHS IIPOCTHX UHCEN, IO
3aTOBONBESIOTH CIenudidHi yMOBH.

-TIpu 1HOMY HEOHOPA30BO BHKOPUCTOBYIOTECS iMOBIpHICH] NpoLexypH
no0yA0BH NPOMDXHEX JaHHX, a8 TAKOX 3aCTOCOBYETHCS TECTYBAaHHS HHCET Ha
HpOCTOTY 3a JlonoMorolo Tecry Pabina-Mimnepa.

8.5 Meron I'opaona no0yA0BH CHIBHHX NPOCTHX YHCEN

Cyts Metoxy I'oposa mo6yoBH CHIBHORO HPOCTOrO YKCHA p TaKa.

-1. Bynoyemo ‘BumankoBe ‘npocTe YHMCIO §, BHXOASYM 3 3a3Halerilb
BuOpanof s Heoro pospsaHocti 4. Jlna nporo BM6HpaeMo TICEBIOBUIIAKOBO
YHCJIO X PO3PAAHOCTI / i 32 JOIOMOTOI0 METOAY NPOGHUX [iNeHb 3aTHINAEMO B
MIPOMBKKY X, x+log2 X YHCIa, HIO HE MaloTh Malux AinsHukiB. Cepen umcen,

mo 3WIAHIHINCS, 33 XOMOMOTOId TECTIB Ha  TIpocToTy, BH3HAYAEMO IIPOCTE
9HCTO S . T
' 2. Byayemo nipocTe YHON0 t#§ AHANOTYHO NOGYNOB] THea s .
3. 3a nomomorow meromy npoGHHX AiNEHB i TECTIB HA MPOCTOTY
aHajorigso nyskry 1 Gymyemo mpocre wucno r=1+2Jt, nepebupatoun ! B

npomixky [1,log, ¢].
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4. Obunciroemo u —u(r s)—( eyt )modrs 1Ilo6 e migsocurn o
CTeTeHs, e 3pyYHO 3po6uTH 3a JIOTIOMOT 010 KUTAHCHKO] TeOpeMH NPO JIHIIKH,
ockimekr #=1modr i u=-Imods.

BuMaratuMeMo, o0 IMykaHe YHCIO p 3aM0BONBHSIO Ti X YMOBU:
p=u=lmodr i p=u=-Imods. '

5. Sxmo Imc;ﬁd u - HemapHe, TO IIPHCBOIEMO P, =u, iHakme
BBAXAEMO Py =u+75. ‘

6. BysiyeMo p - maiibmmkde mpocte THCIO nopmﬂxm{e 3 HemapHAM
HHCIIOM  p, 32 MOAyNeM s, -T0610 TSC’I’yCMO Ha TIPOCTOTYy 4YHCIa
BUTISLY p = Py +2krs, k=0,1,..., IOKH He 3nadlinerscs mpocre gucio (abo
CIIpaIFOIOTE OOMEKEHHs pearizarii).

_ AnropuTM 3acHOBaHUH Ha Takili Teopemi.

Teopema (opjon). SIxmio r,s — Hemapsi mpocti 4ucna, TO MPOCTE
YHCNO p 3aK0BONBHAE yMoBH p=u=lmodr i p=u=-ImodsTozi i Tineku
TOZi, KOJIM BOHO IOJAHO Y BUIMIANI p = p, + 2krs, ne p, — HenapHe YHCIIO 3

DapH u, U +rs.
8.5.1 Ipuxaax 0o6yI0BH CHIABHOIO MPOCTOTO YHCIA

1. Byanyemo BHXimHe TICeBIOBHNIAAKOBS npocTe THCHO S, pO3MipoM,
ckaximo, B 6 Oitis. BubupaeMo IICeBIOBHITAIKOBO mecmGnone qucao: x =46,
B nipoMixky [46, 46+5] BU3HATAEMO [IPOCTE THCIO s 47.

2. Byayemo BHIIaAIKOBE IIpOCTE wuCIo ¢ aHAIIONT9HO no6y1xom YHcaa §.
Hexaii x =25. B npoMixky [25, 25+ 4] Busnagaemo opocte qucno ¢=29.

3. Bymyemo npocrte uucno r=1+2l¢, népeﬁupazoqn ! B mpoMixky
[1, 4]. Otpumyemo 1=59. : ) :

4. Obumcmoemo u =u(r,s)modrs, pO3B’AIYIOUM 34 JIONOMOTOK
KUTAKCHKO] TeOPEMU PO JIHIIKH cicteMy: # =1modr, u=~-I1mods.

BPIKOpHCTOBYIO‘IPI PpO3IMpeHN ANropUT™ EBxnmina, oTpuMaeMo
CTiBBiHOMEHHA '

4:59-5-47 =1, spimxu: 477 mod59 4=-5.

Orxe,

u(r,s)= 1-47. ( 77 mod59)+(-1)59 ( 9'1 mod47) —471=2302(2773).
5. Yncno u(r,s) [IapHe, TOMY BBaXAEMO p, = =2302+59-47 = 5075..
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- 6.:: Bynyemo:1ipocTe -4HcI0 THOpiBHAHHE 3 p, - 32 :MO;yieM 2773,
TECTYIOUH Ha-IIPOCTOTY YMCHa- BUTASKY p = p,+2:2773k . Ilpu k=0,1,2,3,
oTpuMyemo, BianoginHo: 5075, 10621, 11167, 21713.

JIume ocTaHHE YHCTO € MPOCTHM. Oro pospsHicTh 3HATHO TIePEBHILYE
PO3PAIHICTE BHXIZHOTO 9HCNa S, IMO HEeGAXAHO, OCKINGKY, HANPHKIAf, IS
xpunrTocHcTeMd RSA notpibna nobynosa CHIBHHX NPOCTHX HUHCEN 3a1aHOl
PO3PAHHOCTI. '

IIpu Benmcm pospsIHOCT YHMCEN, WO  BUKODUCTOBYIOThCA B
06‘IHCJICHH$D{, KiIBKICTh CHJIBHUX NPOCTAX BENHKA, TOMY BKa3aHHH BHIIE
HeJOJIK NPOABIAETHCA 3HAYHO MEHIIIE,

Tlpore 3aBx/au Heo6XiHO nepexGauaTH BimIoBinHi mil Y BHIAJKY, AKIIO
TOpoMiXHI JaHi Ha BiATOBiTHOMY Kpomi moGyxayeart He Bpamocs. Kpim Toro,
CIiA 3aBXKIU KOHTPOIIOBATH PO3PSAHICTS NPOMIKHEX JaHHX i pe3ybTaTis.

Inranns no poauiny 8

1. Ymm BimpisssroThes nmerepminosanmii 1 AMOBipHicHMiT TecTH Ha
TIPOCTOTY?
2. JSIka BRacTHBIiCThL IMOBIPHICHHMX TecTiB ,uo3Bonae BHKODHCTOBYBATH
X I IpaKTHUHHEX JOAATKIB? © - =ov - i
3. Tectn Axux THHIB, SK TpaBHIIO, BHKOpHCTOByIOTLCﬂ Anst pubopy
napaMeTpm xpunTocucremy RSA? )
4. Tectu SIKHX TI/IHIB K npaBHno Bmcopucronylon,cx mm BH6opy
napaMe'[pm KPHITOCHCTCMH Ene - Tamana? =~
"5, dxe nopmHﬂHH;I HaBI/IBaCTBCS{ HOplBHﬂHHﬂM CI)epMa‘?
6. SIxiumciia HA3UBAIOTHCS TiceBIOTIPOCTHMH?
7. SIki wiéna HazubaroTeCA wHcnaMu Kapmaitkma?
8. B uomy nomsirae Tect PepMa HA TPOCTOTY i AKMI Horo HemomiK?
9.+ ke nopiBHsHAS HA3WBaETECA criBBiqHOmeHHIM Eitnepa?
10.  SIxi umcia HA3HBAIOTECA EIMIEPOBUMH IICEBIONPOCTHMHA? -+
11. - Ym icHyroTh [ncna, 110 € eHIEPOBAMHE NCEBAONPOCTHMHE 33 Oyb-
SIKOIO OCHOBOIO?
12. B uomy momarae tecT -Conoses-lltpaccena Ha mpocrory i fxa
HAMOBIpHICTE IIOMIUIKH NIPH TECTYBaHHI YHCAA 32 PI3HAMH OCHOBaMHU?
13.  -SIxi 9kcna cKiIaaoTs MHOKUHY KBAIPATHUX. KOPEHiB 3 OHHHUII 3a
IPOCTAM MOZyneM? '

. P ey hspgteae oo i
RN : [ ] R o
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14, " Yd MOXHA CTBepIKYBAaTH, HIO KilBKICTH -MHOMHH KBaApaTHUX
KOpEHIB 3 OXHHULI 33 CKJIaeHHM MOJYJIEM HE MEHLIA TphoX?

‘15. B uwomy nonsrae tect PaGina-Minnepa Ha npocroTy i sika
MOBIPHICTB TOMHJIKH IIPH TECTYBaHHI YHCNa 33 PiSHHMH OCHOBaMH? -

16. Slke HMCNO Ha3MBAETHCA CHWIBHMM I[CEBJONPOCTHM 33 33aJaHOIO
OCHOBOIO 1 T SIKKX LineH 3acTocoByeThes meton Iopnoua?

17. Slxi 3araneHi BUMOTH BUCYBAIOTECA [0 NapaMeTpiB KPUIITOCHCTEMH
RSA? ‘ ,

18.  Slke BM3HAYEHHS CHIILHUX POCTHX HHMCEN?
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 PO3LI 9 EJIEKTPOHHHH III/I(I)POBI'II/I IIII{III/IC

9.1 . 3a6e3neqemm ‘minicnocti i aBTOpCTBA B | enemponﬂomy
JIOKYMeHT000iry..

HI,IITBep)I)KeHHHM aBTeHTmHocn JIOKyMEHTa € nigmac ynonnoBameHm
ocoGH _

HocraBneHrm nignEcy nepecmnye 2B uim: mo-nepime, HeobXimHO
HaflaTH OREpPXKyBaueBi MOXKIIHUBICTE NIEPEKOHATHCS B ICTHHHOCT] IIOBiOMIIEHR,
HIIIXOM 3BipeHHA MiAMmUcy 3 JESKIM 315531(01\4. '

Tlo-mpyre, ocofucTHM MiAmucoM 3a6e3MeYyEThCA IOPUANYHO 3HAYYINA
rapalTis aBTopcTBa NOKYMEHTa (Taka, 1Mo Moxe GyTH HpelcTaBieHa K J0Ka3 B
cyai). Ocrannifi acmeKT 0coONMBO BaXKAMBHI IPU YKIAJaHHI [HOroBOpiB,
CKIIalaHHi AoBipeHocrei, 3000B's13an5 1 T. 1.

SAxmio mizpobuté nimMc JOAWHM Ha Ianmepi AyXe HEIPOCTo, a
BCTAHOBHTH aBTOPCTBO NMiANHCY CYYACHMMH KPHUMIHANCTCHKMMM METONAMH ~
TeXHiYHa JeTallb, TO 3 II/IITHCOM EJIEKTPOHHOIO JOKYMEHTa CTpaBa iHmia.

BHKOPHCTOBYIOUH MOXXIHBOCTI HpOTpaM — PEHAKTOPIB TEKCTiB, OYIb-
SKUH KOpHCTyBau KOMII'IOTepa MOXe MONUQIKyBaTH NOCTiAOBHICTH OiTiB, sKi
IIPEACTaBISIIOTh BUXiTHUH JOKyMeHT.

3HauHe TOMMpEHHS B JIIOBOMY CBITi €IeKTPOHHHX ¢dopM nonaHHA
JLOKYMCHTIB, CIEKIPOHHHMX OaHKiBCBKHX oOmepaiifi i eNexTpOHHOI TOpriBii
3yMOBHJIO aKTyalibHiCTh IPOGIEMH BCTAHOBJIECHHS aBTCHTHYHOCTI i aBTOpCTBA
JIOKYMEHTIB B Oe3nanepoBrX TEXHONOTLAX.

BaxcomiBo Bijg3Ha4uTH, 110 111 npoblieMa BHHUKAE He TiINBKH BHACHTiNOK
JiH TOTEHIIHHNX 3]I0BMHCHHUKIB.

CyuacHi cHCTEMH eNeKTPOHHOTO NOKYMEHTOOOIIY XapaKTepHU3YHOTHCS
MacoBicTIO iHQopmaniiiHoro o6MiHy, IO NPU3BOJAWTH JO BHHUKHCHHA
HEHABMHCHHX IIOMHIOK IpH po0OTi omeparopis.

BmiBnenHs nomi6HHX — BHIAAKIB €  TapaHTiEld  NPaBHIBHOIO
OyHKIiOHyBaHHA  OpraHizamif, 100  BHKOPHCTOBYIOTH  eJEKTPOHHMIH
IOKyMEHTOO0OIr. ]

Tlincuctema Gesleky CHCTEMH €NEKTPOHHOTO JOKYMEHTOOGITY NOBHHHA
3aXUINATH 11 TeraqbHUX KOPUCTYBadiB Bil TakMX 3J0BMHCHUX Aiif (puc. 9.1).
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: nidpobxa
. i )
9

’ [ Kopuctysau A ' nosizomaenns| - l Kopuerysau B ]

3710BMHCHHK

nepexonnennn noemop
MACKySaHHR

Pucynok 9.1 - 3arposu Geznexu noBinoMiIeHb

1. BinMoBa Bint BimpasneHoro NOBIJOMJICHH.

2. Mommdikauis npuiiHsTOro NOBiAOMIEHHS i cnpo6a CTBepKYBaTH,
IO BOHO NPHIHATO caMe Yy TaKOMY BHIJISAI Bi 6yHb-KOTO.

3. Ilinpo6ka — cTBOpeHHA (IKTHBHOTO MOBIZOMIEHHA i cmpoba
CTBEpMKYBATH, LI0 BOHO IIPHCNaHe KOHKPETHOo ocoboro.

4. AKTHBHE NEpEXOIUIEHHS — BTPYYaHHA B PoOOTy CHCTEMH 3B'MI3KY 3
METO0 NIPUX0BaHOoi MoAUdiKallil TOBINOMAEHB, 110 MePeAarOThCH.

5. Mackypanns (imitauis) - Bumpaanemm IIOBlJlOMJ'leHb Bil iMeHi
aboHeHTa MepeXxi, 1o He BiRNpasaB iX. »

Ilna  saxucTy  Bim  Mommdikauii,  nigpo6ku i mackysauus
BUKOPHCTOBYIOTHCH ‘uMppOBi CHrHATYpH — cnenjansHo copMoBani - 3a
NONIOMOTOK0 KpUNTOrpadiuHuX NepeTBOpeHb MOC0BHOCTI CHMBOIIB, 3aJI€XHi
BiJl CEKPETHOTO KIIIOYa i BUXiHUX MOBiTOMIIEHb. ‘

6. TosTop MoBiOMITEHD, It0-paHille nepexaBamuch. He nuBnsducsk Ha
Te, WO BKUBAIOTHCA BCI MOXJIMBI 3aXO/IM 3aXMCTY Bijl MOBTOPiB, caMe Ha LeH
METOX NpUnazfac GibLIiCTh BHII/IKIB HE3AKOHHOTO 3HATTS | BUTpaTH rpoueii B
cucTeMax eneKTpOHHMX niarexis. idoBum METOZOM 3aXUCTy Bijl MOBTOpPY €
BUKOPHCTaHHA iMITOBCTaBOK i 001K BXiHHX NMOBIIOMJIEHE.
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HaﬁGiHLm BIAIMM METONOM ayTeHTHOiKalil mopifoMuens, ixepen
NOB{XOMACHb, MiTiCHOCTI JaHMX, a TaKOX iHNMX 3arp03 € TIPOTOKONH, sKi
Ha3UBaIOTHCH umbpommn mijgmicamy.

Inei, Ha saxux 3acHOBaHi uudpoBi mamHCH, BHKOpHCTOBy}OTch TaKoX
IS HOG}’,HOBI/I nporoxomn IHIIMX- THITiB, HANIPHKNIAL; NPOTOKOJIB IOMLUPEHHS
KITIOUiB, HPOTOKOMIIB (hiHAHCOBOT kpunrrorpadii i . i {5, 6,7, 11, 12].

Hudposnm - migmucom (LII) HasuBaeThcs pesynbTaT  CHEMiANIBHOIO
Kpnnrorpa(blqﬂoro IepeTBOPEHHS, 3nmcneHoro HAJ| eICKTPOHHIM JIOKyMeHTOM

ioro BJIaCHHKOM. C
Meta nepeTBopeHHa —_JlOB&
(haKTy nepeTBOpEHHA JaHAX KOHKpBTHOIO 00060}0
OcHoBHui MeT()JIﬁ_V nepempxa nepempxmtmm axTy BUKOPHCTOBYBaHH

Hezanepeqmcrb TEKCTY JIOKYM6HTa i

CEKPETHOTO apaMeTpa (KIoUa) Higmucy 6e3 iioro 3nanHs.
SIx npaBuITo, MiMHC ABIsE cOBOIO OXMH abo 1Ba GIOKH JaHuX.
IMignacane noBinoMnerHs — 1e BUXiflHE IIOBIZOMJEHHA, IO
nepenaethest pasom 3 1L -
Binomo Garato cxem uH(prBoro mmmcy, HaHOineI NPOCTO MPHHIMT
H0r0 00y LOBH LMFOCTPYETHCA Ha IPHKIaz] anropmmy RSA.
HpumycriMo, Mo 3aaHa Kpunrocucrema RSA 3 napaMeTpamu e, d, n.
Hexali aGonent A nosunen nepenaty aboneHTy b noBioMieHHI 7.
Jlns mporo aGoHeHT A, BUKOPHCTOBYIOUH CBill cexpetnmii kmou d, i

BiakpuTHil K01 e, abouenta B, «nimmmcye» mosiZomnenss 3a KOMOMOroro
TIepeTBOPeHHs: F, "B( 4o (m))

Hit nepesipku nixmucy aGorent B crouarky posnmdposye miamnucane
nosiuomnemm 332 JOTIOMOTOIO CBOTO CEKPEeTHOro Kmoda d, 1 omepxkye:

E, ., (m) Torim, BHKOpHCTOBy}OY-IH BiAKpHTHH Kmod aGoHenTa A Bil o*rpmvtae

m anomna E, (m) o ,
Ictunsicts IIOBIIIOMJICHH}I,'? -2 '3HAYMTH i mipgmmcy, salesnmeuyernes
BUKOPHCTAHHSIM CeKpeTHOro Kmoda d ,. IIpoTe He Bce Tak 1mpocTo. .
J naHoro - IPOTOKOIY MOXIHBA Nimpofka BHIIAKOBHX, TOGTO He
CMHCIOBHUX, JaHHX. JUjis acuMerpmynOi KPUITOCHCTEMH W€ SIBHHI HEOTIK,

OCKiJIbKH [I04aTKOBE il IPH3HAYeHHS — IOMHKPEHHS KIIOYIB,
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-CrpobyeMo Has's3aTH K09 m° a0odenTy B Bix iMeni aboHeHTa A, ms
90ro, BIAIOBIMHO JO HMPOTOKOINY, BiAilieMo aGoHeHTy B mopimomiexHs m
By m=k* modn,, ie k — JOBUTbHHI BETAKUH JHIIOK 38 Mo;xyne'v[ n.
"'Jlns 1poro HOTp16H0 3amn¢)py13am nomnowmenﬂx CereTHPlM KIIOYEM
d, inotim nepemnd»pynam Pe3yNLTAT BiIKPHTHM KIIOYEM €, abonenta B.
Tlpore Myt 3HaeMO pe3yNbTaT 3amM(pyBaHHS CEKPETHHM KIIOUeM d,:
m™ = k% = kmodn,, i, OTXKe, MOXKEMO. TIePeIIHAPYBATH PE3YNBTAT KIOYeM
€y . ‘ o
Taxum wunOM, aboHeHt b OTpI/IMae HOBiIOMIIEHAS k m% modn,,

TOTIM 3aCTOCYE BIJII\pPITI/IPI KoY e, aboHenTa A i orpumae £ =mmodn,,.

IIfo6 3axucTuTHCS BIII nozi6HOI  aTaky, AOCTATHRO mMQPYBaTh
HOBITOMNEHHA M BprHTHM KITIOYeM OZep)KyBada ~ (SKIIO B_UBOMY €
HeoOXinHICTE), @ CeKpeTHHHl KIIOY BiANpaBHHKA BaCTOCOBYBaTI/I JULL
um(})pyBaHm{ TepeTBOPEHOTO NOBIJOMIIEHHS BHLY /1= h(m)

HepeTBoperm h= h(m) HOBHHHO OyTH CK.TIa,ZIHHM i He06epHeHHM a
TAKOXK, B HAIIQMY BUIIJIKy, HECEKDETHHM, XO4a, MpH - HeoBXimHOTTi, Take
NepeTBOPEHHS MOXKE 3aJIeXKATH i BiX CEKpETHHX napameTpiB: s = H(m, K ).

B umprBOMy mignuci, 3acmosanoMy Ha RSA, dx nircase
TOBIOMIIEHHS BUKODHCTOBYETsCS napa (m,c)= (m,h(m)d‘ modn, ), ne h(m) —
TaKk 3BaHa Xem-QYHKIs NOBIZOMIEHHS M : HeCeKpeTHe, KpHnrTorpadiuHo
crifike nepeTBOpeHHs 3 OCOGIHBHMI BIACTHBOCTAMH.

3uayenns z=h(m) HA3MBAETRCH XeH-KOOM moBimommeHnt m. i
3ajanoi xem-QyHKl GiTopa TOBXHHA XEII-KOOy IOCTiHHa, ToOTO Bijft m He
3aTICXKHUTE. ' B ' : ‘

Xen-Koj| TaK0X Ha3HBAIOTH «JalJOKeCTOM» IIOBiIOMIICHHS.

'Tlepesipxa mimmcy (m,c) nquHae'Tch 3 mepeoGuncnenns A(m), a
[oTiM pesynLTaT nopmmoeTch 3¢ (mod n A) '

OqumIHo o noni6ua cxeMa NO3BOISE 3axncm’mc;1 Bin nemnm(ox
BHJIB TOPYTIEHb. v

AGoHEHT A He MOXe Bl}IMOBHTHCSI BlJI CBOTO IIOBI,I[OMHCHHH ﬂK]I[O BiH
BH3HAC, IO CEKpeTHU KMoY BiIOMMIi TUIBKH nomy BHOBMHCHmc 6Ge3 3HAHHL
CEKPETHOTO KITFoYa He Mojke Hi chopMyBaTH, Hi 3pOBHTH 3MiHy [IOBIIOMICHHT,
10 IIepefaeThes 1O JiHiT 3B'S3KY.
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Jana cxema 03BONsAE NpH posn’mauui_ 6araTbox KOHIIKTHHX CHTYauiH
obiiiTHCcA 6e3 mocepenHHUKIB. .

Inoni memae meobGxinHocTi 3awudpoByBaTH NOBiZOMIEHHS, WO
nepeaacThes, ane Horo notpi6uo 3aBIPHTH EJeKTPOHHHM und)ponuM miamHcoM.

B upomy Bunazky BHKOPHCTOBYETLCH CXEMa, 306pa>1<eﬂa Ha puc. 9.2.

SawndpoBannit
" panmkect

<

AGoHeHT A ) ) B AboHeHT B
Pucynox 9.2 - Cxema ELII 6es mmndpysanns nosigomnenns

. TlepmumM KpokoM OGUHCHIOETECS AAMIKECT NOBIIOMIEHHS.

Jins uporo BHKODUCTOBYETBCA JNefAKa ClemianbHa (GyHKIS - Xeli-
dynkuia. Jlani (kpok - 2) nadimxecT WHQpYEThCs CEKPETHUM  KITIOYEM
Bianpasauka. Onepxana NOCHiNOBHICTE CUMBONIB — eNEKTPOHHUHA LudpoBuii
NimUC — 00'€ AHYETBCA 3 BUXiAHUM AOKYMEHTOM i npsiMye 1o abouenra b (kpox
3). O,uepmyaaq 3a JONOMOTI0K0 Bmxpmoro KITI04a_BIANpPaBHUKA po3uudpoBye
naiikect (KpOK 4) i oB4HCTIOE 3aHOBO XelI-KOJ NPHUAHSATOrO MOBiAOMIEHHS
(kpox 5). HaGyTi 3Ha4eHHd NOpiBHIOIOTHCS (xpox 6). -

Y pasi 36iry -BBa)KaCTLCSI,_l'liIlTBCpll)KCHHM-aBTopCTBO aGoHenTa A i
BiJICYTHICTh CIIOTBOPEHb (uinicuicTs) nosixoMnenns.
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9.2 Qynxuii xelnyBanHs

Xem—tbynxun € OIHAM 3 HalBAXIHBIIHX eJeMeHTIB KpKHTOCHCTeM, o
peayizyrorecs ELITL .
' Peaneni xem-(bymcun € CKIIaj{HUMH aJII‘opH’I’MaMH PeKOMEHXOBaHUMH Y
BiNIOBiAHMX cTaHnapTax. Meronuka iX OGTPYHTOBYBAHHS BHXOJHTE 33 PAMKH
ziaHOT KHHTH. ' ' S

OsHageHHs xem—(byﬂxuu. Xem-tbymcum z= h(m) - nepé:rBopeHHﬂ
6iTOBOrO pAIKA HOBLTBHOT JIOBXHHH B 6iToBHil panok (610k) GikcoBaHoi
TOBXMHH (K npaswio, 128-512 6iTiB), 10 MAE Taki BIACTHBOCTI.

1. BimnoBnenna m 3a z, BHXOAAIH i3 Cl'[lBBl,Z[HOHleHHﬂ z= h(m)
O0YUCIIOBANBHO HepeanizoBHe. }

2. Buxomsun 3 m i Z, quHcmoBaano HepeamaoBaHe BH3HAYEHHS
npyroro npoobpasy ang 2z, TOOTO TaKkOro MOBITOMJIEHHS m, #m, IO

z=h{m)=h{m).

B kpunrorpagiumili npakTHI, SK IPaBHIO, BHKOPUCTOBYIOTBCS TAaK
3BaHi BinsHi Big xomisiit xew-dyHxnii, Mo 33J0BONLHIIOTE HaBEIEHY HEXKYE,
OLIBII XOPCTKY, HiXK IIONMepeHs, YMOBY 3.

3. Bumaraerncs, 1mo6 3HAXOMKEHHA NOBINBHOI Konisii, To6TOo mapm
TmOBiZOMIEHE X,y (X#y) Takux, IO h(x):h(y), Oyno o0GYHACTIOBAILHO
Hepeali3oBaHe. '

B xpumrrorpadii 3acToébBymncx TaKO’X  MEPeTBOPEHHS 33
BIACTHBOCTAMM, OGIM3BKHMA 7O XeIl-yHKIii, s  BEKODHCTOBYIOTECH,
HanpUKNaA, 414 ayTeHTHOikaiil nom,uoxvmeﬂb »;B CHMETPHYHUX
KPHITTOCHCTEMAX. v

Ix masuBaroTs Kojamu- ayrenTHQikaumii mosimomneHs — Message
Authentication Code (MAC). Komu MAC Moxyts OyTH noOyjnoBasi sk Xeml-
byHruii 3 cexperHnM napamMetrpoM Ky BAITANL b= h(m,K).

O6uucnennt MAC nna ¢opMoBaHuX B ceasci 3B'A3Ky BHNAJKOBHX

TEKCTiB J03BONAE a0OHEHTaM I‘IPOI[eMOHC'l‘pyBaTI/I”OI‘(IfIH‘ OZIHOMY BOJOAIHHA
3aranBEHAM CHMCTPHYHHM KToYeM, He O3BOISIOUH 3anMHqHHKy oJiepiKaTh
Hapy BiAKpHTHH-IIHGPOBAHUIA TEKCT. I .
‘ Ins ayrenrndikanii ‘noBiIoMIeHs B’ CHMCTPHYHHX KPHITOCHCTEMAX
MAC TepeaeThCs past ‘3 popimomnenHaM. AGOHEHT, SKOMY BiJIOMHi
cuMeTpudHuit im0y, nepeobuucmroe MAC i mopieHroe fioro 3 npuitHATEM
3HATEHHAM,
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B xomm'ioTepHux cucTeMax i Mepexax’ IIHPOKO ‘ BUKOPHCTOBYETECS
Tunosu#i anroputMm HMAC  o6umcneHas koxy MAC 3 BHKopHCTaHHﬂM
JOBINBHOI BOY[OBAHOT xem-(pyﬁxuu h

e nos'ssano 3 THM, IO cTannapTHi xem—(byHKun 6e3nocepe11m,o He
nepen6ayaoTs: BHKOPHCTOBYBAHHS CEKPETHUX NapaMeTpiB. '

TIpore GakaHO MATH HArOXy 3aCTOCOBYBATH iX AT BHPOGICHHS KOAIB
ayreHTH(IKalil NOBINOMIEHb, OCKiNbkH Kpumrorpadiusa crilikicts ‘xem-
$yHKuii BucoKa, & gac ix oGuHCIeHHs MeHIWHH, HX 4ac IHOPYBaHHA JaHuX,
CKaxiMo, GHOKOBHMH mmbpaMH npn no6y110131 KoIiB ayTeHTmblkaml Ha 1x
OCHOBI.

Xem-(bymcun TaKOX 01aH11apm3013aH1 Kpim Toro, icmye 3aranbHa
METOJHKa HOOYJOBH Xelll- (byHKmn Ha OCHOBI 67I0KOBHX 1H(PIB.

' XapaKTepHCTHKH NEAKAX CTAHNAPTH3OBAHHMX Xeln-(GyHKuiH HaBemeHi B
TaGJImJ;l 9.1.

Haitsigomimi 3 xemr-$ynkniit: MD2, MD4, MD5 i SHA-1.

Tpu anroputm cepii MD pospo6ieno Pipectom B 1989-My, 90-my i 91-
My pOKaX BIAmOBIAHO. Bcl BOHH NeperBOpIOIOTH 6irtosi PSOKH  JIOBLIBHOL
HoBxHHM B 128-6iToBNIK Xem-Kox (ralmKect).

Tabmaus 9.1 - XapakTeprcTHKH Xem-QyHKIIiH

Hassa v XapakTepacTiKa $yHKIii _
Henxnna xcm-koxy - 128 6irie. Haii6insnt nosiinua, pospaxosana
Ass 8-6iToBux Mamne. BrkoprcroBycThes BinocHo piaxo.

. Hopxnna xem-xogy - 128 6irie. Illsuaxa, oirramizosana gus 32-
MD4 | Giropax Mamum, HeimnmepHa, OCKINBKY € moBinoMIenns npo iy

' MD2

JemupyBanns

Jo:xuAa xenr-koy - 128 Givis. Haii6insum poznoneiomxene
BHKOpHCTANNS — cniinao 3 RSA. Cxoxa n1a MD4. Binm nagiiina,
ane 32cofu ninsamenns GeznexH podaaTs ii 1a TpeTHHy
nopiaeHimolo, nizk MD4.

MD5

SHA-1 | JopanHa xem-koay-160 Gitin. Iipusnatena s BUKOPHCTARASA B
craugapri DSS. Bakepucrobye UPHHONNY, 3akaaxeni 8 MD4, MD5.”
TOCT 34.311 | JopxuHa Xem-Koxy - 256 Giris. Ilo6ynosana na ocuoBi
OpHTilANLENX nepeTRopens. BukopucroBye, y ToMy nci
AJITOPHTM mud)pynamm T'OCT 28147-89. 3acTocoByeThest ciabo
Hamonaﬂumm cTamxap'mM JCTY 4145-2002.
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B anropurmi MD4 nocuts mBuako Oynu sHaiineni cnabxi Micns, Tomy
BiH 6yB 3amiHenwit anropurmMom MDS5, B sskoMy KoXHui 610K Gepe y4YacTp e B
TPEOX, & B YOTHPHOX Pi3HHX IMKJIAX. )

Anroputm SHA (Secure . Hash Algorlthm) p03p06neHHﬁ NIST,
nosTopioe izei cepii MD. B SHA anopnc"rosyromcx TekcTH Ginbun 2% Gitis.
Jlanmii  anrOpUTM CTOYATKY NpH3HAYABCS VIS BHKODUCTaHHA B paMKax
nepxassol nporpamu CIIA — «Capstone», ;ﬁca IpHAIyCKana UeHTpanizoBaHe
36epiraHHs BCIX KIIOUIB, 110 BHKOPHCTOBYIOTECS opram3ammvm i mpusaTHIME
ocobaM.

9.3 A.rlropnTM SHA-1

Amroputm SHA (Secure Hash Algorithm) € gactunoro crangapty SHS,
npuitigroro AHB i HanionansnmM iscTuryrom cranmaprtis i Texaonoriit CITTA
B 1993 poui. [ns sepeii SHA-1. nopxuna xem-xkony H =H(M) cxnanae 160
GiTis.

V xidens nopimomnenHs M, d9Ke TOHAHO Y BUDIAAl psuxa OiTis,
upummcyerses OiT, piprui 1. TTotiM, ipu HeoOximmocTi, ZOMHUCYIOTECS HyIll Tax,
106 TOBXKKMHA OTPHMAHOTO IOBIAOMIIEHHS, 36inbmena Ha 64, GyTa xpaTHa 512.

Hani dopMyerscd nopigomienHs, OIo ckiajfaethes 3 N Onokis
IOBXHHOIO 512 ‘6iﬁ1‘3, B oci“ciHHLOMy Omoni sAKOTO 3ape3epnoaano Toje
JOBXKHHOIO B 64 Gitu.

YV 1mwoMy moni posmimyerscs uHCNo, piBHE — BUXIAHIM JOBXHHI
nosizomierss M (Ge3 nomucy). ’ "

Posumpene nosizoMienss M o6pobaserscs Groxamu o 512 GiTis.

Ipu oMy oxkpemuii GIIOK pO3TVILOAETHCS K MacHB, IUO CKIAJAETHCH 3
16 ciniB, KOXHE JOBKHHOIO B 32 OtrH. '

KoxeH 6110k 06pobisierhes 3a oHy itepanito (waxm). O6uvcaeHHs XeI-
KOOy 3HIHCHIOETHCS SK NOCHIJOBHICTH iTepamiii 3 KpOKOBOIO - (ryHKIli€O
cruckaunst H, = f(M,H,,),H,=V,i=L..,N. = . )

Brnox V' € KOHKaTeHAH{€0 I'STH 3ape3epBOBAHMX IIOYATKOBHX 3HAYEHB
V= A,B,C,D,E , xoxHe goxunoto B 32 6itu, ski B mxc'rHammTKOBm cucTeMi
YHCITEHHS MAIOTh TaKui BUNDIA : . _ :

A=67452301, B= EFCDAB89 C=98BADCFE, D =10325476,
E=C3D2E1F0.
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ITicist ‘06pobxu. geproporo- 610Ky M, mnosigomnenns M 3HAYEHHS
3M1HHPD(A B,C,D; E monuikyrorscs.

Pesynbrarom po6orna koxuoro uukty H, = f(M,,H,,) e xonkarenanis
MOnM(biKOBAHUX 3HAYCHD SMiHHHUX 4, B,C,D,E.

Pesynerar = po6oTH OCTAaHHBOTO UMK J1ae 3HAYCHHS XCIH-KOTY
H=H(M).

Ko:xen nuxi cmanaerscx 3 80 xpoxis. Ha kpoui j umkmy 3 HOMepoM i
bﬁpoﬁme’mca cioso M, () nosxmoro B 32 Girw.

Ha no4aTKy KOXHOTO 1Ky CTBOPIOIOTHCS xomii sminanx A4, B,C,D,E:
Al=A4,B1=B,C1=C,D1=D,E1=E. '

Cnosa, o 00pObNsIOTECA B LUK I, YTBOPIOIOTHCS 3 610Ky M , TaKHAM

YHUHOM.
. 1. Brox M, posrusjaeTees’ AK IIOCHiOBHiCT 16 chiBs M,.( j),

J=1...,16, BUXOATIH 3 AKUX, 32 PEKYPEHTHUM 3aKOHOM (GOPMYIOTBCSA OCTAHHi
64 cnosa. PexypeHTHe CIiBBiTHOMIEHHS Ma€ BHIJIIA:
M(7)=SAIIM,(j=3)@ M,(j -8)® M,(j-14)® M,(j - 16)), j=17,...80.
Tyt dynxuis Sfit] oznauae wmcrianmit scys cnosa Ha ¢ pospsazis BiBO,
a onepauia @ e nopospﬁziHbfo CYMOIO CJIiB 38 MOJTyJieM JiBa.

2. O6pobxa Biciﬁnec;rrn cris  M,(j) BUKOHYETHCS . TOCHZOBHO,
rpymamu, o 20 ciiB B rpymi.

Koxmilft 3 49oTHpHOX TIpPym BiANOBifaroTh. 20 KpPOKiB 1nHKAy (oamH
payun): j =1,...,20; 7 =21,...,40; j = 41,...,60; j = 61,..,,80.

Kpim Tofo, 3. KOXHHM DayHIOM R(k), k=1,...,4 moB'13ana cBox
xoncrauta c(k) momxuuoio B 32 6irw i dynxuis fi(x,3,2) Bin Tprox 3Minmmx,
KOXKHA 3 SIKHX € CIIOBOM Tiel 3K JOBKUHH. ' i

Tlpu o6pobui ciosa M,(j) BEKOpHCTOByeTECS KOHCTAHTA i dymnxmis,
ToB'A3aHi 3 BimmBiz(prM paynnom R(k).

3. 06p061<a qepronoro cloBa IIpI/IBOI(HTL 710 3MiHH CHiB A B,C,D,E,
110 BHTVISIAE TAK:

T= Sﬁ[s]Aﬂfk(B G, D)+E+M( )+ck, E=D, D=C, C=5f30]B,
A=T.
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Tyr T — momoMixwxa 3MiHHa, a- HOAABaHHA BiNOYBaeThCA 3a MOJYNEM
2%,

4. Tlicna 80 xpokie 0Gpo6KH. 60Ky OBIZOMIICHHS LIHKI 3aBepIIyeTHCs

- Mopudikaniero 3M1HHI/IX AB,C.D,E: A=A+ Al,B= B+Bl C=C+C(l,

D=D+Dl, E=E+E] (1oaaBasss 3a mod2*).

Kineus muxiy. :

JU1s1 moBHOTH HaBeZeMo c(k) i f,(x,,2), axi Bﬁxopncmay}orr,cx B
muknax R(k)k=1,...,4 :

c(1)=54827999, f£(x,y,2)=(x A y)v((=x)Arz2);

o(2)=6EDIEBAL, f£,(x,3,z)=x®y D z;

¢(3)=8F1BBCDC, f,(x,y,2)=(xry)v(xaz)v(yrz);

c(4)=CA62C1D6, f,(x,y,z)=x®y®z.

9.4 CranpapTn aqropaT™iB ¢opmyBaHHS i nepeBipkn EIIII

Onud 3 mepmux craggaprie ELII DSS 6ys zanpononoBanmit NIST B
1991 poui Is ypsEOBHX CHCTEM (anopncrbBye'rLcﬂ cnineHO 3 (yHKHieo
xemryBanns nosifiomness SHA-1 -Secure Hash Algorithm).

Y 1994 poui QAIICI PO 6ys pospobnennii cranmapr TOCT P34.10
dpoBoro MiAMKCY cinbHO 3 dyHKiiclo xemrypanus — FOCT P34.11, sxi sx
MixgepxasHi Oymu npuAHATI B VKpann (F OCT 34.310 i TOCT 34311
BIIIIOBIIHO).

Mexanismu uHdpoBoro miamucy, pekoMergosani DSS i FTOCT P34.10,
3aCHOBaHI Ha CKIAZHOCTI PO3B’S3aHHA 3aadi AUCKPETHOTO JIOTapH(DMYyBAHHS.
Posmip xmova — 512 abo 1024 6ita. - '

OcHoBoto Brasanmx Mexasiamip III, ax i 6inemocti iHmmx, € cxema
uudposoro nignucy Enp [Mamans, sxa no6y)1013aHa TaK.

Hexait p- TIPOCTE YHCIO i g— CTIeMEHT Benmcoro TIOPSAIKY 32 MOJyJIeM

p. CKa)I(lMO, IIA MPOCTOTH, g — NPUMITHBHHH eleMeHT norm AUMIKIB 32
MoxyieM p. TIOSCHMMO CyTh CIpaBH JOXTATHIIIe.

Tlopsnxu enemeHTiB MONg AUIATE Ha p—1. Tlopamox NpuMiTHBHOrO
eneMenta piBEMit p-1. Ockinekn mouryk npnMiTHBHOfd enemenTa, B
3araanoMy BHIIAJIKY, BUMArae daxropusanii THCTA p~1, Ha npaxTumi

33CTOCOBYIOTHCS MPOHEAYPH NOGYZOBH NMPOCTHX YMCEN P 3 BIZOMHM OpOCTHM
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s

Srge,

mnsnnxom q uMcna p 1. Hpn ur:omy po3M1p g CKnagae He MeHIIIe TIONOBHHH
po3MIpy p. e I

Tomy iiMOBIpHICTE TOTO, IO HE piﬁﬁnﬁ onnﬁnui, Bﬂ6paﬂm“1 HaBMAaHH
JMINOK @ 3af0BONbHsE criBsifHomenns g’ =1{mod p);l‘}IOCTaTHBO_ BeJIHKa,
o6 nerko 3HaHTH HOTO BUNAAKOBUM ITOIIYKOM. ' .,

Bsarani xaxXyyd, IpH BUKOHAHHI BKa3aHOTO CIIiBBi/[HOIIEHHS MOXXHA
CTBEPIKYBATH, IO MOPSIOK YHCHA @ AUIHTB g, ale 3 YMOBH, IO ¢ TPOCTE i
a#1, ciigye, mo TOPSJIOK YKCa @ PIBHAH g .

Omxe, Hexail p 1 g BubGpaui. IIam Bn6epemo BHIIAIKOBE CEKpETHE
QUCIO X 3 MHOXHHH {2,..., p~2} ioBunciimo sHavenns y = g*(p). Yucno x
Ha3UBA€TECI CEKPETHAM KmodeM, a Halip (p,g, y) — BIIKpHTHM KIIOUeM
IHQPOBOro HiAKCY.

Hignue ana nosiommnenns T TOAAaeThCH NMapor Giokis (r,s)
06THCITIOETHCS 32 MOMOMOTOK0 TAKOTO AlFOPHTMY. »

1. 3renepyBary BUNANKOBE cereTHe gmcno k B 1HTepBam {2 - p—-2},
B33a€MHO TIpocTe 3 p—1.

2. OGuuenuty r = g mod p

3. JIM nomzmMneHHa T 06‘mcnm“u 3HaueHH xem-pynknii s = h( )
(xem-xon)

4. HpHCBorm 3HAYCHHA (bopManLHHM napametpam 4, B,C nopiBHsHHS
Ak+Bx+C’ Omod( ) y surmsini (4,B,C)=(s,r,~h), mo J1a€ TOPIBHSHHS
h= xr +ksmod(p -1). _

S. Bupinmry OTpUMaHe IOPiBHAHHSA = BIZHOCHO s

kM (h- xr)mod(p 1).

6. SIx mizmHe 77 nosinoMienms T npuiiMaemo mapy (r,s).

[lepesipka -migmicy Tomsrae B mepesipmi cniBBianmeHHﬂ

=3"r*mod p, OCKiNBKH NpH - JifiCHAX =~ 3HAYeHHAX  [apaMeTpiB
h=xr+ksmod(p-1)=>g" = g”g“mod p= g" = "r* mod p.

. BigsHaunmo, mo- gucno k (paHgoMizaTop) NOBHHHE - 3HHLIYBATHCS
Bifpasy X micas (OPMyBaHHSA . HiITMCY, OCKIIBKH HOTO KOMIIPOMETAIIS
geMHHqu NPHBOJMTE 10 KOMIpOMeTalii cexpeTHoro kmoda x. Ile oueBnammm
YHHOM BHXOAHUTE 3 GOpMYINTH Hjis OGUUCHEHHS § .
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Tpumimka. OcobNABI BUNAKH, K IPABIIO, OBrOBOPIOIOTECA OKPEMO i
BpaxoByrOThes NpH nepesipui 1. Hanpuknan, npu r=0 abo s =0 nepefitk na
BnGip HOBOTO panzoMizatopa; mpu A(T)=0 npuiHATH A=1.

Cxema mudpororo mizmucy Ems-Tamama [11] crana oceoBoo mms
HOGYNOBH WiTOro ciMeifcTBa CXEM, 3aNEGKHO BiX 3HA4eHb, nﬁanaCHeHHx
BEKTOpY IapaMeTpiB (A,B,C) 3 MHOXHMHH BEKTOpPIB-IIEPECTAHOBOK YHCEI
(s,£r,%h).

3oxpema, B anropurmi DSA = g* mod p, (4, B,C) = (s,~r,~h).

Tomy sk—rx—h=0miod(p—1) i § =k (rx+h)mod(p—1).

Ilepesipue cniBBigHomienns mist DSA 3amaerscs y Burnani r = y"g”, ne
m=s"r, n=5"h. '

'V nesxux cxemax L1 napamerpam (A,B, C) TIPUCBOIOIOTHCH JEKIIbKa
OinpII CKIamHHX 3HAaYeHb, & TAKOXK BBOMMTBCA JOJATKOBHH napamerp D ==1,
SIKuit CIYXHUTE A1 GOpMyBaBHS BinKpIiTofo KIIOYa Y BUDJLAAL y = g"b (mod p).

Ioni6ui ycknagHeHHS NO3BOIIOTH nobyTyBaTu OpHriHANBHI CXeMH
1, a TaxoX AONOMAraloTh ONTHMI3YBaTH 00YHCICHHS.

Ouepunuoro araxo Ha LI, a Takox Ha acHMMETPHYHI KPHITOCHCTEMH
B3arani, € ONTHMi3oBaHWii nepeGip BapianTiB Kmowis. Sk HacmigoK, I
exBiBaIEHTHOTO piBmd 3axucry iHpopmamii HeoOXilHe BUKOPHCTAHHS KOBIIHX
KII0YiB, HDK Ti, 10 3aCTOCOBYIOTBCA B cnmerpnqux kpunrocucremax. e
Bipa3zy X MO3HAYAETHCA Ha OGUHCIIOBANBHMX pecypceax, MOTpibHUX Ang ix
peamnizanil. ; :
OctauHiM 4acoM aKTHBHO pO3BHBA€ThCH . HanpsM, NOB'A3aHHE 3
no6ymoBoro  KpunrorpadiyHHX AaNTOPUIMIB, INO BHKOPHCTOBYIOTH allapar
eninrryanx kpusux (ECC). Came 3 MeTOI0 BHpilEHHs npobiieMy 3pOCTaHHS
JIOBKHH Kmodir B 2000-2002 p.p. y CI.HA, Pocii i Vxpaini (JICTY 4145-2002)
Oymz BBemeni B gjto crampmapru LI, mo 6asyloreca Ha 3acTOCYBaHHi
eNiNTHYHUX KPHBHX.

» B psapgl BHEaHR HaBOJAATCSA NaHi PO CKBIBANEHTHI QOBXKUHH KIIOYIB.
Hesxi yMOBHO eKBiBalleHTHI JOBXHHH KIOYiB 3BejieHi B Tabmmmo 9.2.
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_ Tabnuus 9.2 - ExBiBanesTHi TOBXKUHE KIIOYiB

,I[omlmna K042 B 6|Tax
Yncao papianrip
Cnme'rpnmn cucremn . . .
RSA cucremn ECCceneremu | - KmowiB
56-64 384-512 112 10"-107

s 768 132 107

112 S 1792 160 107

128 2304 240 10%

9.5 IIporoko.au B3aemoxii i ceprudikarn B cfaunapTi X.509

Kpunrocneremy, mo peanisyiors BiIkpuTHii posnojin xmouis i BITTL,
npmaaﬁﬁmai st KOPHCTYBAUiB 4€pe3 MOXIIMBICTh 3a0€3NEUCHHI BHCOKOro
pieHd Geanlekn B ymoBaX ofMiHy mo KaHaly 3B'S3Ky TLIBKM HECEKDETHOIO
inopmariero. ' ' g ]

Tpore, B HBOMY’ Bnnanxy, CepiO3HAM PH3MKOM JUIS GE3IEKH CHCTEMH €
MOX/IHMBICTS TiAMIHH BiIKpHTHX KIOUiB, SIK ‘BapiaHT, 3MOBMHUCHHK MOXKC
3alfHATH MicIe JeragbHOro KOpHCTyBada abo minMiHuTy joro BiIKpHTHIl Kinod
(a pazoM 3 HuM i cekperHuif) cBoiM BiacHHM. B [EOMY BHHAnKy BiH 3MOXe
YHMTATH He NPH3HaueH! I HROTO IOBiMOMIIEHHS.

Hna 3axucry Bin miel 3arpo3u BiOKPHTI WIEOY MOKYTE pO3MiIyBaTHCS B
TiAmcaHuX  (3aBipeHux) cepmcbmaTax BHKOPHCTOBYBAHUX ISt nepempxn
JiHCHOCT BIAXPUTHX KIHOUIB!

[lepen BUKOPHUCTAHHAM BIOKPHTOTO KIIOYa TEPEBIpAeThCA.  1iOro
ceptudixkar (3oxpema, muIsXoM TepeBipkw iforo migmucy). Ceprmdikar
‘3a3Buyail MicTuTe meHanxaTop KOPHCTyBa1a, Bmxpmym wnou i BlIl'MlTKy
JaTu-4acy. '

Ceprudikar nimimcyerbest HeHTpoM: cepTHdixamii wmouis, yni BacH
K04l MOXYTh OyTH 3aBipeHi NOBHOBAXKEHHSMH opraHy ceprudixanii smmioro
pisns. - CepTudikaTn mepemaioTeCs BiJ LeHTpy ceprudikamii eTeKTpOHHHM
HLISTKOM,

g pesaxol - xommencanii  HMBBKO!  IUBHAKOCTI  anTOPHTMIB
aCHMETPHYIIOro mmbpyBaHH;I TCHEPYEThCA  THMYACOBUH  ceaHCOBHil
CHMETPHYHHUH KIt0Y I7I KOXKHOI'O OB JOMICHHI.

Camo mosigomnenns HMPYeTECS 3  BUKOPHCTAHHAM  LEOTO
THMYACOBOIO CEAHCOBOIO KM0Ya i BINTOBIAHOTO aNrOPHTMY CHMETPHTHOTO
b pyBasHS,
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“ CeaHcoBud  Kmod-!: HHQpPYETECT ©* "33 - JONOMOIOI®  BiAKPHTOIO
ACHMETPHYHOIO K04 ajlpecara i acHMeTPHMHOIO alropuTtMy HIRGPYBaHHT.
Iicms mporo 3ammppoBaHUil CEaHCOBHIA ~ KMIOY pazoM i3 3ammbp0}3aHHM

' TIOBiOMIIEHHSM TICPeTaEThCA ALPECATOB].

© Anpecar, BUKOPHCTOBYIOUM TOH e CaMmil ACUMETPHYHUN AITOPHTM
mudpyBaHHs i CBilf cexperHuil K04, pO3UIM(BPOBYE CEaHCOBMIA KO, & 3 HOro
IOTOMOTO0 paciMpPOBYETHCSA BIACHE OBIAOMIICHHS.

Ioxi6Hi KpHIITOCHCTEMH HA3HBAIOTLCH KOMGIHOB&HHMI/I (3Mimanmu,
ribpuaHEMn).

B acuMeTpHYHMX KPHNTOCHCTEMax BAaXJIWBO, 100 ceaHCcoBi i
acuMeTpHYHi - Kmodi Oynu 3icTaBHI BiIHOCHO pm}m Oe3nexu, sxuil BOHH
3a0e31e4yOTh.

SIKi10 BHKOPHCTOBY€ETLCA KOPOTKME ceaHcOBHH Kmod (Hanmpuwiaj, 40-
Oitosuii DES), To nemae 3Ha4eHHS, HACKINGKA Benuki acHMETPHYHi Koui.
Arani 6yayTs niffani He BOHH, a ceancoBi Kimodi anroputMmy DES.

IToTpibHo MaTH Ha yBa3i, M0 IKWI0 B KOMOIHOBaHil cucTeMi aTaKyrodik
CTOpOHi CTaHE BiOMHM CEKDETHHMIT KITI0Y aCHMETPHUHOTO ajJIrOpHTMY, TO 6yae
' CKOMIIDOMETOBaHO He TIIGKM HOTOYHe, ayne i Bel mogamemi nomzmMneHHx
Bi/mpasieni axpecatosi.’ A ‘

Jls opramaaun 3axuuieHoro indopmauiliHoro o6Miny B cHcTeMi 3
BIIKPHTHM PO3NIOALIOM Ki0YiB NOBHHEH OyTH 3alesieueHuil NeBHUN TIOPANOK
B3aEMOIT mifcHcTeM, II0 BU3HAYAECTHCH TaK.

bBesneqHO CTBOPIOIOTECA 1 PO3NMOBCIOMKYIOTHCH * BIKpHTI 1 cexperHi
KIIOY] aCUMETPHYHHX aJITOPHTMIB.

CexpeTHuli 'KIFOY HepefaeThcs HOro BIAcHHMKOBI. Bimkputhil Kmou
36epiracteess B 6asi aHux, BiITOBImHIN crangapry X.500, i agminicTpyeThcs
uexntpoM ceprudixanii xkirouin (Certification Authority aGo LICK).

Tepenbagaernes, 0 KOPHACTYBaui NOBIPSIOTs aAMiHiCTpalii cucTeMH B
IIHTaHHAX 3a0esnedeHHs Oe3NeKH NpH CTBOpPeHHi, po3noAini i agMinicTpyBaHui
KITFO4iB.

Binpm Toro, AXmo IEHTp TreHepallii Ko4iB i oco0a (oprad), Imo
anmmc"[pymn 1x; He ojue i Te X, TO KiHIeBUH Kopncryaaq [OBHHEH BipuTH,

'O CTBOPIOBAY KIOYiB AificHO SHAIIMB Bei X Komii,

Jma  xoxHOFO DOBiTOMNEHHS OOYMCIIOETESS KHOro xem-QyHKIid,
OrpriMane 3HA4éHHA 3a pomoMorowo amropurmy ELIII i cexperoro kiroua
BiampaBHEKa mepersoproethes B ELL, a notiM orpumanmii psagok cHMBOIIB
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OONAETECH [0 IEpejaBaHoOTo HOBiNOMIEHHS  (TUIBKH BinnpaBHm( MOXe
‘creoputn EITID). o . : .

Jlani remepyeTscss CeKpeTHHH KoY CHMETPHYHOIO KPHITOAITOPUTMY,
AKHH BHKODUCTOBYBaTHMETLCS oy UMpPYBaHHA TUIBKH HEOTO IOBIMOMIICHHS
abo ceancy Bsaemomii (ceancopmit kmou). Ilicns d€oro BHXiZHWI Tekct
mHppyeTses, pasoM. 3 HONAHAM - 0 HBOTO enékTﬁOHHﬁM M UTACOM 3a
JIOTIOMOTOIO CHMETPHUHOTO KPHIITOANTOPUTMY i pa3oBOro (CeaHCOBOro) KIH0Ya
— BUXOJMTh INH(PTEKCT. ,

Tenep notpibuo BHPiMATH NpobreMy 3 Mepefaycio CeaHCOBOTO KIIOUa
Ofiep)XyBadeBi MOBITOMIICHHS. ’ ‘

BianpaBHuK NOBMHEH OTPHMATH JUIS ACHMETPUYHOTO KPHIITOATITOPHTMY
BiZKpHTHI KITIOY OfepiKyBada Bil HeHTpy cepTudixamii xmouis IICK.

Ilpr  upomy - moTpibHO  BpaxoBYBaTH, INO  MEPEXOIJICHHA
He3ammM(pOBaHUX 3aNUTiB Ha OTPHMAHHA BIIKPHTOTO KIOYA € MOMUIMPEHOIO
thopmolo aTakH. , o

Mosxe icHysatu mima cucreMa ceprudikariB, fxi IiATBEPIKYIOTH
nocToBipHicTs Bigxprroro xmoda IICK.

Crannapr X.509 omucye psn MeTOAIB A OTPHMAHHS KOPHCTyBadaMH
BizkpuTHX Kmodis Big 1ICK, npoTe mpakTHYHO XOMeH 3 HUX He Moxe 3 100%
TapaHTi€l0 3aXHCTUTH - Bil miAMiOM BiIKpHTOro KIIOYa, HI0 € IEBHHM
ofMexeHHSAM [N 3aCTOCYBaHHA CHCTEM 3 BIZKPHTHM PO3HOJINOM KIIOYiB
(. HYanamep ofHO3HAYHO CTBEPIXYE, IO HEMAE TAKOI CHCTEMH, B SIKit MOXKHA
Oyio 6 rapaHTyBaTi AOCTOBIpHICTE BiAxpuToro knroya IICK).

Orxe, BifnmpaBHHK éanprrye y LHCK Bimkputnif xnwod ofepxysada
nosigomnenns. Lei nponec ypasnueuii 40 aTaky, B X0 SKOT TOH, XTO aTakye
BIPYYaETLCA Y B3aEMOJI0 MDK BIIIPABHHKOM 1 OHEpXKyBadeM i MoOXe
mMoaudikyati Tpadik, MO NMepenacTses MiK HUMH. TOMY BiIZKpHTHI KO
onepxKyBada «nigmmcyersesy LICK.

Lle osmawae, mo LICK BHKOpHCTOBYBaB CBiif CekpeTHMHl KIFOY A
mx$pyBaHHs BiJIkPHTOro KIOYa OIEpKyBada.

Ocxineku timsku LICK 3Hae cBiif ceKpeTHHH KMo, € MeBHA rapaHTis
TOrO, IO BiAKPATHI KIFOY afipecaTa oTpaManumii came Bin IICK.

IMicns oTpuMaHHS BiKPHTHIL K04 ollepKyBada IiepeBipAeThCs 34
nonoMororo  Bigxputoro xmowa IICK i amropurmy ELUIL Tlpu mpoMy,
[IPUPOAHO, TepeRdavacThCA, MO NeHTp He 6B CKOMIpoMeToBaHuit. Sfkimo X BilL
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BHABISIETHCS CKOMIPOMETOBAHHM, TO MOXe OyTH BHBENeHA 3 Jaly BCA Mepexa
KOpPHCTYBaviB. ‘

Ilotim ceaHcoBuil K0T MHPPYETECA 3 BAKOPHCTAHHAM ACHMETPHIHOTO
| KpHIToanropuIMy (Hanpukian, anropurMy Enb-I'amani) i Bmxpmoro KIIO4a
omepxysaua (orpumanoro Bix LICK i mepesipenoro).

3amudpoBanuil ceaHCOBUH KIIOY 06'€llHy€TI:CSI 3 OTMQPTEKCTOM, SKHIH

- BKImo4ae fofanuii panimre EIT1.

Becs - oTpuManmil IIaKeT - JAHHX (3ammpposarmn CeaHCOBHH KIOY i
mudprekeT, B AKUM, OKpiM HOYaTKOBOIO TEKCTy, BXomuTh iHoro - EIIT)
HepeNacThCs OJCPKYBAteB]. -

Ockinek#l  3ammQppoBaHuil - . ceaHcOBMIl  KIIOY . Iepefaerbcs MO
HesaxuInenii Mepexi, BiH € 0YeBUAHNM 00'€KTOM Pi3HHX aTak.

OpepxyBad BHIINSE 3 OTPHMAHOIO [TaKeTa 3aIlN(POBAHHIT CeaHCOBHIt
KoY, sxuil po3mmdponye, BUKOPUCTOBYIOUH cBilf cekpeTHUH K04 i Toif ke
caMuil aCHMETPHYHHI KPUIITOAITOPHTM.

HoriM oxepxysay, 3a¢'rocony}oqn TOH XKe camull CHMeTpH4HuUit
KPHITOAITOPHTM 1 poammbposamiﬁ | ceaHCOBHII KmOY, BiJHOBIIOE 3
HIMQPTEKCTY TOYATKOBHH TEKCT pasoM_ .3 EL]II Enextpornuit mignuc
BiAOiIA€THCA Bl IOYATKOBOTO TEKCTY. .

Hani onepxypay 3amutye y LICK pigkputaii xmoy EIII BignpasHuka.

Ilicna oTprMaHHA OBOTCG KiodYa BiH IepeBipse Horo 3a HOIOMOrow0
pigkpuToro xmno4a LICK i BinnoBigHoro acCHMeTpUYHOrO KPUNITOANTOPHTMY.

TTorim 3a momomororo anropurMy ELIT i BlIlePITOI‘O K/DOYa afgpecaHTa
nepesipseThCs nocmmpmcn, nom,uolvmennx ‘

9.6 Crpyxrypa ceprudikata BIIKPHTHX KJIIOTiB

Jns 3axucry BiJ 3arpo3d MIAMIHM BIOKPUTHX KIIOYIB, BOHH MOXYTB
poaMimyBaTucs B IiINHACAHHX (3ampemxx) cepmdmcarax BHUKOPHCTOBYBAHHX
11 epeBipky Aiiicaocti kiogis.

Ceprudikar BigKpHTOrO KJIEo9a (public key certlﬁcate — PKC) aBnsie
coB00 JESKy CYKYIHICTIO NaHHX, TIPABHIGHE BHKOPHCTAHES SKMX MiHiMizye
PH3MKY aTaK Ha iHppacTpyKTypy BiKpuTHX KmodiB (public key infrastructure -
PKI). T S

Ceprudikar BiKpHTOro KIIOYa IIOB'S3aHWH 3 HOTO BIACHHKOM, YpH
NEOMY IOPHIHMYHA BilIOBINANEHICTE 3a IiATBEpKEHHS 3B'3Ky ceprudikara i
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JesKoro Kopuctysada cucremn ELIT mokmazacrsest Ha HEHTpH cepmq)maun
KIMIo4iB a00 3aCBiAIyBAJIGHI LIEHTPH.

" BanexHo BiJl KOHKPETHOIO 3aCTOCYBAHHS BHKOPHCTOBYIOTECS Pi3Hi BHAH
ceprudikatis. Cepei HAX MOXHA BiI3HAYIHTH Taki, K ceptudikatn PGP (Pretty
Good Privacy) i ceprudpikatu IPSec (Internet Protocol Security),

- BUKOPHCTOBYBaHI BiIIOBITHUMHE 3aC00aMH. SR
| Haii6inpmoro nommpenHs Habys dopmar ceptudikara, - BH3HAYEHOTO
crarmaproM X.509v3 MiXHapomHOTO COIO3y 3 TeENeKOMYHiKalii. 3p3.3KOBa
CTPYKTypa cepTudikara HaBexeHa Ha puc.9.3.
Ceprudixar mictuts inesTHdIKaTOp KOPHCTYBaya, BIIKpUTHH Kmod i
TepMiH Horo . nji, ‘BiAMITKY <CHHXpoOHi3OBaHOro wacy .y ‘dopmari —
CPPMMIUIITXXCCY ab0 y3arankHeHOT HATH-9ACY «PPPPMMIAITXXCC.

B k : Bepeisn

Peecrpaniiirnii nomep
cepradikara

Tnenrndirarop anroparmy
" mimmmey o 4

Hasga saceingyBaasuoro uenTpy

Tepmin aii (3 . Ho .)

IM 1 BJIHCHHKa BI,Z(KPHTOFO
KJIIO‘Ia

" 3paveHHs BIIKPHTOTO Kill09a

Vrikansauii inenrudixarop
ueHTpy cepradixanii xniouis

Yrikaaeuuii inentndicarop
BIACHHKA BiAKPHTOr0 Kio4a

Po3mnpenns

iznuc

Pucynox 9.3 - dopmar cepTudikara BIIKPHTOro Kiroua

‘ VY .none «Bepcis» 3aHOCHTBCS  iH(oOpMAlis [P0 BHKOPHCTOBYBAaHY
Bepciro cTaggapty X.509: Bepceis 1, 2 abo 3.

CeprudikaTr mipmucyerscst HeHTpoM cepTudikamii kmouis, umi BracHi
“"kmodi MOXyTh OyTH 3aBipeHi opranmom ceprudikauii Bumoro pisma. Ilepen
BHKODHCTAHHSIM BiNKPHTOro Kmoua iforo ceprudikxar mepesipserscs, soxpema,
32 JOIIOMOTOO NePeBipKa IH$POBOro Mmimicy camMoro ceprudikara.
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Ilepenaua ceprudikara Bix HeRTpy cepTHOikauil MO3Xe 3iHCHIOBATHCA
eNIEKTPOHHHM HULLXOM a60 0COGHCTO KOPHCTYBaueBi NIpH NepBHHHIMA peectparii
B CHCTEMI.

9.6.1 Hpuaknan cepTud)ilcéTa B Texnouorii Fortezza

Texunonoris Fortezza Gyna pospobmena Ans CTBOPEHHA NMOBHO3B'SI3HHAX
KOPIOPATHBHAX OOYMCIIOBAIBEHUX MepeX, IPH3HAYEHHUX JUIL 3aXMIIEHOTro
00MiHy JOKyMEHTaNBHOK iH(bOpMartieo ‘opraHiB deneparsHOTO yHpaBIiHES
CIIA. Ananoriuni cuctemu pospoGieni B Ykpaini (3aci6 K3I «Mimosa» # in.) i
Poci (3aci6 K31 «Bep6ay).

Ockinbku B TeXHONOTIT Fortezza BAKOPHUCTOBYETHCA BITKPHTHH PO3TOALT
KIOYiB, TO IOBHHEH iCHyBaTH IPOTOKOI, MO perfMaMeHTye BHiauy i
PO3IOBCIOKEHHS BIIKPUTHX KIFOTiB KOPHCTYBa4iB.

VY Texnomorii Fortezza [43] simkpari xmodi acoOUlIoIOTECA 3 iIX
BIACHHKAMA 33 JIOIOMOTOHO cemebixaTiB,v Mo SBIAOTE COBOIO  IeAKy
CIPYKTYpY HaHHUX, SKa BKIIOUAEC inemmbixa"rop KOpHCTyBada, BifKpUTi KIIoui,
npusHaueHi JUIA aNrOpHTMIB KEA (o6min Kmoann) i DSA (uudposuit
mignuc), a TaKOX mtbopmamm 1po ocoBy, 1o Brxana ceprudixar.

3 Meroo 3axncry cepTudikata  Bix DiApoGKM BiH NiANHCYETHCS
1m(pOBIM IHAMICOM OpraHy, INO BHIAB cepmtblKaT Cepm(blxam i mapu
cexpemmc/nmlcpmnx KIOYiB YTBOPIOIOTE  OCHOBY CHCTEMH  yIpPaBIiHHA
KIFOUaMH TEXHOMOTIT Fortezza. ‘ o

3a ocHOBY cHCTEMH ay'rexrrmbucann Fortezza anopncm}sye cxemy

yTeannKaun ceprudikarie X.509 i yromm mpo HamweHyBaHHx o6'exrin
X.500. 3aranpHa DOBXKHHA cemeinKaTa 2820 Oaifris.

Texnonorig Fortezza p03p13H}I€ aBi CIPYKTYpH cepm@uca’rm _

g «cepmdnxa'rom Fortezza» posymerﬁcx BHyTplIIIHX c":pyKTypa
. FAHHX TEXHONIOTil Fortezza, mix «cemebucaTOM X.509» - GnoK nmammx

o CTaHIApTY X.509, mo micTaTRCA B cepTHdikaTi Fortezza (pHC. 9.4).
o Kosxumit cepm(bmar Fortezza cmanae’rsca 3 msox nap
) BlJ.IKpHTPD(/CGerTHI/D( ©nodiB (ONHA 3 HEX npnanaqena mm BHKOPHCTAHE B
KEA, inma — B DSA) i BiZmoBiiHux iM 3HaqeHs apaMeTpis P, QiG.
Ceprutikar X.509 MicTuts BimKpuTi KOMIIOHEHTH IMX KIIOYiB.
Binxpurti xmroui 3aBxnu focTymHi KOpHCTYBadeBi KPHIITOKAPTH.
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DSA

MlTKa panopui Pq)sjéiipv' DSA KEA Po3zmi] Poami ;
i [ Private (X) | Private (X) (: Gp 0 PIplo|c
b Ll
32 16 4 48 48 4 4 128 {48 128
KE
Posmi Port A Ceprudixar
o3mip |- Poamip e
P X.509
PG | Q. Q G ,
4 .4 128 48 | 128 i 2048 Gaiir

Pncynox 9.4- CrpykTypa cep'm(pixara B TexHoxorii Fortezza

Kmoui 36ep1raxoT1>c;1 B’ 3aKon03aHomy Bnrmun CeKpeTHIi — 3a

~ JIOTIOMOrOM0 JIOKAJBHAX KITIOWiR KOpPICTyBa‘ia K, (xmou K, Mae poamip 80

6itis, 3HAXOZHUTHCS B CHIETATEHOMY pencrpl KDHITOKApTH i cTae JOCTYHHHM

micns ycnmmoro sBefienns PIN Kopucmaqa), BigKpHTi — 3a HIOIOMOT00
xomyBamus ASN.1.
- ITone manux p03M1p0M 2048 6aiiTiB, 3apesepBoBane ms cepmcbuca’ra

X. 509 MOJKe BHKopnc:rOByBamcsl Uit 30epiranns 6ym:—su<01 mq)opmanu

(GlomeTpuanux mamyx; (boro3o6pa>KeHB) lIonam MO)K}’TB 33BAHTAXKYRATH I[i
HaHl B eHEPrOHe3aNeKHy HaM'aTh xaprH i 3GepiraTy i ix TaM TpuBanMii ac.

' Cepm«blxam X.509 MOXyTh Oyrn posmimeni B - 6asy IAHuX
crenjanizopanoro «cepTaixaniiHoro» cepBepa (nemm,xox cepBepm) abo
posrozineni mo Mepexi i 36epeskeHi IOKaTEHO B KpnnTOKapTax BCiX yqacnmcm

/IHQ)OpMaInHHOI‘O o6miny. €nuHo0 YMOBOIO € NOCTYIHICTH cepTHikaTa g
KpHnTor‘pa(bmHHx (byHKum nonarkis Fortezza, .

Hesxi AONATKH JIO3BOISIOTH BKmoqam cepTudixar anpaBHnKa B
3aroNIOBOK nosmomemm HA/TAI0qH a,upeca'rom MOXTHBICTE  IMHAMIUHO
' CTBOpIOBa’I‘I/I J'IOKaJIBHy Gasy cepTHdnKanB a6onemm

Taka noxanpHa .- -Gaza Moxe CIXUTH CBOTO POAy KemeM ceprudikaris,
110 POGHTE MOXIHBHM Bl,lIHpaBJIeHHH TOBiTOMIICHS 63 3BEPHEHHS JI0 CepBepa.
Tpote mopre BHKOpI/ICTaHHSI JOKaNBHOI Gasn modxe npmaecm J0 3acTapigHs
 indopmarii, mo MlCTHTBCSI B Hilf.

Hu’ramm o pos)li.ny 9
1. Sxi smosmucHi #ii € HailbinEIm HeGesneunnmu s eJIeKTPOHHOTO

JOKyMEHTO06Iry?
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2. . Hlo HasuBaeThes UMGPOBAM MiAMMCOM €IEKTPOHHOTO JOKYMEHTA i
siKa HOTo MeTa?

3. Hauomy 3acHOBaHMit MeTo)] HepeBipKu UGPOBOro Himmucy?

4, Sxam HHHOM peanizyeTsCa MeXaHizM umprBoro MAMHCY Ha

ocHoBi RSA 3 BI/IKOpPICTaHHHM xelr-QyHKIii?

5. Slxe pusHagenHs Xem-QyHKuii, cTiifkoi mpoTH KOmMi3iA?

6. Y "oMy ocHOBHA BiAMIHHICTH TapaMeTpiB Koxy ayTeHTmpraun
IIOBiIOMIIGHHS BiJl TapaMeTpiB MH(POBOTO ninmicy?

7. 3 K010 METOIO 3acrocosyeTLc;1 aropuT™ HMAC B xoMI'IOTEPHHX
cHcTeMax i Mepexax?

8. JIxi MoBXMHH Xel-KOZiB BifMoBifaoTh Xem-dyuruism MDS,
SHA-1,T'OCT 34.311-95? '

9. Ha oMy 3acHoBaHa cTifikicTh 1ppoBoro mzumcy Emp-T'amang i
SIK BUTTIAAAE MIiITHCaHEe TOBiOMIEHHA? ‘

10. sIxi ocroBHi BUMOrH Ko Biaxpurtux napamerpis LT Enp-Tamans?

11. }I_Ke nepesipstoge crissigHomenns s T Enp-Tamana?

12, Yomy pannomizaropu B LI Ens-TaMans nosusHi OyTH B3aEMHO
HpOCTHMH 3 tpymculem Eitniepa Bix XapaKTepHCTHKY NOMA?

'13. YoMy MOXIHBICTE HimMiHH BIAKPATHX * KIHOYiB €~ CepHO3HHM
pusiKoM fuis Gesnexs inopmaniiHoL cncreMpI’?

4. vV ‘IOMy nonsrae MexaHisM OIoKysauHs MOXIHBOCTI T MiHg
BiAKpPHATHX KIIIOYIB, 1o BHKOpHCTOBye whpogi ceprudixarn?

15. SIkmM  YHHOM  34CRiNUYeTHCS HocToBipHicTs  HE(pPOBOTO
ceprudixara?

16, SIKi KpHNTOCHCTEMM * HA3UBAIOTHECS KOMOIHOBAaHMMH (3MiIIAHMMH,
ribprymumu) i oMy i HMX HEOOXiTHO BMKOPHCTOBYBaTH ceprudixati
BiJIKpHTHX KIIOYiB? ,

17. Ha &xoro mNOKjIagaeTbCs IOpHOWYHA  BiINOBiNAJBHICTE - 32
i TBEpIKEHHSA Hanex)HOCTI - copTH(iKaTa xopucTyBadesi - indpopmanifinol
cHucTeMu? ' ' o

18. Slke npusHadeHHs OCHOBHHX zxaan nepenbadeHux tbopMaTOM
ceprudixara X.509 sepcif 37 o
19. Ha uoMy 3acHoBaHa crcTeMa ayteptHdikauii B TexHOMOrIi
Fortezza? ’

20. Yu gposponste ceprudikar Fortezza omepysaTd 3 OioMeTpHYHHMHA
TaHAMHU?
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' POBALT 10 KPHIITOT PA®TYHI IIPOTOKOJIH
10.1 XousrTrs KpnnTorpaq)quoro 'npO'roxo.ny

IpoGnemu 3a6e3nevenss Geaneku eIeKTPOHHOrO IIOKYMCHT0061Fy i
&NIeKTPOHHOI KoMepii cknanui i Garatorpansi.

3abesneuenHs Gesnexn iHpopManil He MONArae mHme Y CTBOpPEHHi YMOB
it 36epexerHs ciyxGoeoi a60 KoMepuiiiHO! TaeMEMI, a BUMarae CTBOpPEHHS
eQeKTHBHHX MeXaHi3MiB - mpoTHil pi3HUM  aTakaM, IIPOBENCHHA HaidHOI
ayrentudixanil meransuumx cy6'extie i 00'ekTiB  OGIHCIIOBAIBHAX MepesK,
6esneqnoro po3noniny Mix HHMH ResKoi KpHTHIHOI indopMarii.

Jlnst BEpIMIEHHS TAKHX 3aBIAHb BHKOPHCTOBYKOTBCS kpunrrorpacdivmi
HPOTOKOJH, fKi, TIO CYTi, € MOCHioBHiCTIO AfH, 10 BHKOHYIOTBECS OITHOIO, IBOMA
abo Gimbme CTOpoHaMH — xopucrysadamMu ITC i3 sacrocysanmam
xpunrorpadivaux nepetBoperb indopmanii abo Takux, 1o € iX HeBiXeMHOWO
gacTaHomo [11, 12].

Jlo xpurrrorpadivnmx rrporoxomB BHCYBAaXOTBCS TaKi BUMOIH:

~ MPOTOKON Mae GyTH YiTKO i OAHO3HAYHO BH3HAYEHHIT;

— DpOTOKON Mae OyTH IOBHHM, Zii' Horo yyacHWKIE MaroTh 6ym
BU3HAYEH] I GY/Ab-SKHX MOXIURMX: CHTYAIIH;

— KOXCH YYacHHK IIOBHHEH 3a3/aJleri/ib 3HATH BECh IIPOTOKOI, a TAKOX
HOCNiNOBHICTS il HpH BUSBICHHI HOTO HOpYyIIeHS;

— KOXEH Y4aCHHK IIPOTOKONY 3000B"13aH1iT HOT0o NOTPHMYBATHCS;

~ NOPYINeHHS HPOTOKONY YJaCHUKaMy a0 BTPYYAHHS 3IIOBMHUCHUKA HE
TOBHHHI - 3HUKYBATH CTIMKICTh KPUITOCHCTEMH B IITOMY, AKIO KIOYi He
PO3KPHBAIOTECA iX BIACHHKAMH. :

Tepmin «xpurrorpadiuni mpoToKoNM» 3aNEXHO BiX KOHTEKCTY cilin
COPHMMATH Y BY3bKOMY 260 IHUPOKOMyY. pO3yMiHHi.

Y  BysbkoMy _ posyminmi  kpumrorpadiuEmit  IpOTOKOI €
KpPIHTOl"pad)l‘{HHM ITOPUTMOM ab0 MOCHIZOBHICTIO HesKHX onepaniit 3

BHX{IHAMU NaHHMH, BKIIOYAIOUH IX IepecHiamns, 36epiranms, mu(pyBanHs,
(bopmysanns i nepepipky ELII, renepaniio BHIafKOBHX AAaHUK 1 TaK M.

B npomy BMmanKy. B pesyibTaTi BHKOHAHHS BiATIOBIIHOIO AITOPATMY

BHKOHYETBCS, SK MPABUIO, OJHA, piame A8l GyHKII.
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Ilpuxnagom Mokxe  ciyrysatu — anroput™m - Jlipdi-Xennmana,
BHKODHCTOBYBaHHI g ' (OpMyBaHHS €IHHOIO (CEAHCOBOI0) CHMETPHYHOIO
KIIIOYA B HE3aXUINEHOMY CepeJOBUILI.

ITTupoxe TiyMavyeHHd NMOHATTSA KpHIrTOrpadidroro nporoxcony MOYXHA
npointocTpysarn Ha npuiiani lnteprer-crannapris.

B nroMy BHIAAKY kpunrorpadidsi IPOTOKOIH € CKIANOBOIO YaCTHHOO
[IPOTOKOMNIB B3aeMOil B Mozeni BinkpuTux cuctem OS] (puc. 10.1).

KopucryBag A Kopuncerynau b
Pizens A ' 1 7 Pipens
momatkin {6 S/MIME,PGP,SET,SSH, |6| nmomarxis
HTTP,DNS, (5]« ~ > | 5| HTTP,DNS,
SMTP,FTP, Kerberos, PEM, S-HTTP SMTP.FTP,
SNMP,POP3, h " | SNMP,POP3,
Telnet ’ S "~ Telnet
TpancnopTnmii | 4 SSL,TLS 4 | Tpancoopranii
pisenn < > pinenr
UDP/TCP : UDP/TCP

Pigenn 3 IPsec 3 Pipens -
3’ €qHAHD < > 3’ e¢aHaHEL
1P P
Mepexennii | 2 | : ' | 2| Mepemxesnuii
piBens 1 . : RIS piBenn
Ethernet,FDDI, | | ECP, CHAP .| | Ethernet,FDDI,
Token N ] - Token
Ring PPP : - Ring,PPP
DiznyHe TPANCIOPTHE CEPEROBHINE .

Pucynok 10.1 - Cxema nporoxoniB B3aemozii B mogeni OS]

Tlin BinKpUTMMM CHCTEMaMH pPO3YMIIOTH BIIOPSAKOBaHI CyKymHOCTi
Ppi3HOro 0GYHCIIOBANBHOrO i TeNEeKOMYHIKalliffHOTO yCTaTKyBaHHA, NPOrpaMHIX
cucTeM (MOXXIHBO, Bill pi3HMX BHPOOHMKIB), CHiNbHE (YHKIIOHyBaHHS SIKUX
3a6e3neqye'r>f,c>1~‘ - BINMOBIJHICTIO - BUMOTaM = CTaHAApTiB  MDXHApORHHX i
Hal[lOHANBHAX OpraHizauiit 3 TenexomMysnikamiii {21, 22, 23].

Cepen Taxux oprasizani# morpibro BimzHaguTH MiXHaponHUR COHO3 3
enekrposp'asky | (International  Telecommunication Union, ITU),
AMepHKaHCHKHH HauioHambHEI iHCTHUTYT cTaHmaprtiB. (American National
Standards- Institute, ANSI) i Imcrutyr - imxesepiB 3 . eneKTpoHikm i
enexrpomexaiky (Institute of Electrical and Electronic Engineers, IEEE).
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.o - Takn# qinxiu JIO3BOJIAE TIOB’S3aTH. ACAKHM ONTHMAJILHAM YHHOM B
. €NUHil ‘cucTeMi, pisHOMaHiTHI TexHiyHi i TNporpamHi 3aco6u, BUKOPHCTOBYBaHi
IC. ) L
Ilpp uwomy . maerbes . Ha yBasi, mo Oyme-aka IC, sxa- Bixdosinae
OCHOBHMM CTaH/IapTaM, Gy/e BiJIKpHTa [N B3aEMO3B'SA3KY 3 Gy Ab-AKOIO HILOK
"CUCTEMOIO, siKa CepTU(IKOBaHA Ha BiMOBIAHICTb THM e CTaHAapTaM. '
Lle x cTocyersea i Mexanismis xpunrtorpadiuHoro saxucry indopmauii
abo 3aXHCTy BiJl HECAHKIIOHOBAHOTO AOCTYITY [0 inopMaLlii.

10.2 AP03H611i.I_I Kmouis I ayrenTugikanis

OcHOBOIO KpunTorpapiqHOro MPOTOKONY (Y MaTeMaTUIHOMY PO3YMiHHI
UBOTO TepMiHa) € Xeakwil kpumroanroput™. Ha sinminy sin mudpyBaHHA,
OKpIM HasBHOCTI 3I0BMUCHHKA, B KpHNITONpOTOKONAX nepenbayaeThes HEOOBipa
YYaCHHKIB OJIH 10 OJHOTO.

‘MoxHa BuminuTH TaKi ocnoam KJacy NPHKIaAHUX Kpnmorpatbmmx
NIPOTOKOJIIB:

- reHepauiﬂ KIIOYiB: TEPECHNaHHA  KIIOYiB (nepemn(bpyBaHHx),
Y3roJuKeHHs: Kmiouis (nporokonn tuny Jiddi-Xennmana); '

= ay-remmpmaum (nunsepnmenm I(OCTOBlpHOCTl IKeperna, JaHHX,
KmodiB);.

— minnuc (3BHYaliHmil, 3aTemuenuil, KOHMIASHLIHHMHA i T. A. ),

— eNeKTpoHHi rpom (cHcTema IipoToKonia);

— IIPOTOKONH IOJIOCYBaHH;

— KoHdigeHuilui 0GUUCACHHS,

Y nonepenHix posainax Oynu B Tiif uM iHwii Mipi oGroaopem HUTaHHS,
TOB'13aHi 3 IPOTOKONAMHM NEPIIMX TPHOX KIACIB.

BinsnaynMo fekinbka acrieKTiB, NOB'S3aHUX 3 OCTAHHIMH NPOTOKOJAMH.

ITporoxonu, wo 3a6e3neuyioTs peanizauito GyHKuil eneKTpoHHi rpomi,
HOBUHHAI 3a6e3ne4yBaTy IBi OCHOBHI BIA4CTHBOCTI: HEMOXIHBICTB TX m,upoGKH
(BOYeBHb) i HEBINCTEXKYBAHICTE. ' .

Hesinctexysanicts nocsracrecs TakuM uuHoM. Kilient 3pepraerncs B
Oank, ineHtndikye cebe. Bank nepepipse, o y KiieHTa AificHO € paxyHOK i
oMy MO>KHA BHAATH 3aNUTaHi KYNIOPH.

Tlicns usoro “KiieHT. nepenae 6aHKy 3aroTiBKM Kymiop 3 HOMEpamH i
OTPUMYy€ TAK 3BaHHil 3aTeMHenuii (cninuit) minmue. 3 mignucanoro Marepiany
KJTI€HT MOCTYINOBO «BUTATYE» KYIIOPH, IKUMU BiH MOYE PO3ILIATHTHCA.
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Ipu npoMy 6aHK, OTPUMABILIM Lii KyIIIOpH, HE Ti3HAETHCS, B AKOMY came
ceanci BiH ix mignucap, Ock IO rapaHTye IMPOTOKOM 3HATTA 3 paxydKy. IHumMu
croBaMu: 6aHK 3aBXKIA BOi3HAE KyLIOPY, SKy BiH mifnucas; ane BiH He 3Moxe (3
- HMOBIPHICTIO BHILOIO 33 YIPOCTS BI‘a,I[}’BaHHSI) BKa3aTH, KOMY i B HKOMy ceaHci
BiH 1If0 KYTIOpY BHIAB. :

IoTpi6HO BiA3HAUWTH, IO BCi PO3PAXYHKH 3a JOIOMOIOK KYIIOP,
TINICAHMX JIAHEM  GAHKOM-EMiTEHTOM, BHKODHCTOBYIOTBCA JIHIIE B
PpO3paxyHKax KIEHTIB bOro Ganky Mix coboro (i, 3BuHAiiHO, 3 caMIM GarKOM).

TIporoxoan ronocyBaHHs 'éaCTOCOBonﬁ,ca I TPOBEJCHHS DPI3HHX
Bn60pm 3okpema, 3 X HOOMOroHO rapamye’rscx HepeBipKa NpaBUIEHOCTI
NiApaxyHKy roJiocis.

3aBaaHHA 3aGe IICYCHHA xoutinennifnoCT 06‘{I/ICJICHL bopMymoeTsCs
- TaKUM YHHOM. € N npouecopua N apryMeH'nB Kosxer npouecop «3Hae» cBiit
apr'yMeHT

'~ 3aspaums NoATaAE . B Tomy, IO . BOHH HOBI/IHH] ‘CIIIBHO OOYHCIUTH
sajiaHy QyHKUIO Bif HHX apI‘YMeHTlB ane TakK, o6 xofeH npouecop B
pezynman He «manascx» HiToro mpo yyxi apryMeHTH (ne BpaxoBYIOUH Te, IO
BUXOZUTH 3 MOro BIACHOTO apryMeHTy i 3HalieHOro 3HaYeHHS ' QyHKINT).
Binpme Toro, neski y4acHMKM LBOro OGUMCHEHHA MOXYyTh = Oyru
CYIIPOTHBHHKAMH, TOOTO BOHM INparHyTHMYTH' nepemxonnm [IPAaBAJIBHOMY
o@mcnenmo B

' Buspnserscs, ~mo  OymB-sSKy - rbymcnuo MOXHa ~ Ob0"HCIHTH

Kombmenunmo SKIIO JHIIE YacTHHA cynpomBHnt HE, nepenumye IiesKoro
TIOPOTY.

Taki 3a1aui MOXKyTh BUHHKATH, KOIH peamsyeucx JefKa nporpama L
IIOpIBHSIHO IIPOCTHX, alle [y’Ke CeKPETHHX OGUUCICHE: 3 MlpKyBaHL CEKpeTHOCT]
1 4ACTHH L€l TIPOrpaMit 3aMOBIIAETECS p131:mM nporpamicraM. Cepen
 HEX? MO)KyTI: Oytr «posmmmm» “ski BCTaBAATE CEOI -3aKNIaiKH, & TaKOXK
((XaJITypHI/IKH», SIKi HAPOGIATH TIOMHJIOK.

KpHIIronpoTokom NPUHHATO MIAPO3AUIATH Ha TaKi BHIH:

— ap6irpaxHi (arbitrated); ‘ '

~ 3 cynpiscteoM (adjudicated);

— camogocrarti (self-enforcing). -

- 'V npotoxosi 3 apGitpaxeM: apbiTp — yJacHHK NPOTOKONY, AKOMY iHUI
yqacm/nm MOBHICTIO JOBIipsiOoTH, poOIsuM BiAMOBIAHI ° Ail I 3aBepIICHHS
4eprooro xpoxy nporokony. lle osHazae, nio y apbirpa- Hemae ocobucrol
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. 3aUiKABIEHOCTI- B. HOCATHEHHI THX abo jHmmxX mimef, mo iX HepecTixyIOTh
'yqaCHm\cn TIPOTOKOIY, i BiH He MOXe BUCTYNHTH Ha CTOPOH] GYb-5KOTO 3 HAX.
YgacHuKH IPOTOKOIY. 6es3amepedHo CIAYIOTH BCIM Or0 peKOMEHAAIIAM.

} IlpoToxon 3 CyARIBCTBOM ~Jif 3HIDKEHHS BHTpAaT ~Ha —apbitpax
(pyHKmoHye Oes apbiTpaxy X0 THX Nip, TOKH He BHHUKAIOTH PO3GIXHOCTI MiK
yuyacHukamu. - Jnsa BupilveHHS -KOHQIIKTIB MiX 'HAMH BHKOPHCTOBYETHCS
ocobmusuit apbitp —cyans. oo

YV xoMI'FOTEpHEX MPOTOKOJAX 3 CYATIBCTBOM Nepea0auacThCs HAsBHICTh
AaHiX, HEPeBIPHBIINA . AKi HoBipeHa Tpers ocoba MOXe BUpIIIVTH, 4YH He
3MIAXPAIOBaB XTO-HEOY b 3 YUaCHHK{B [-0TO TIPOTOKO.TY. XOpPOLIHii IIPOTOKON 3
cymischOM TaKOK JO3BOJIIE 3'SICYBATH, XTO CaMe IOBOAUTHCA HEUECHO.

‘CamogiocTaTHiii  1IPOTOKON -HE BHMAara€ HaspHOCTI apGitpa mmsa
BaBepIHeHH}I KOXHOTO KPOKy NpoTokoily. BiH Takox He mepenbawae yuwacti
CYAAL Ans po3s’sa3aHHA KOHGIIKTHHX cUTyaniil. Ileil mpoTokon BIamITOBaHMi
TaK, IO, SKIO ONMH 3 HOrO YYaCHHKIB LIAXparoe, iHmI MOXYTh MOMEHTAIBHO
po3HisHATH HEYeCHICTh | DNPHAMHMTH BHKOHAHHS NOJANBIIMX KPOKIB
IIPOTOKOIY.

baxano MaTH yHiBepcagbHHH CaMOIOCTATHIM NpoTOKONm A BCix
3acTocyBaHb. IIpoTe Ha TpPakTULli y KOXHOMY XOHKDETHOMY BHIAIKY
AOBOZMTECS KOHCTPYIOBATH CBilf clielianbHuit caMOnOCTATHIi IPOTOKO,

" Po3pi3HSsIOTH TaKi BIH aTaK Ha IPOTOKOJH:

— MacCHBHi, METOIO SIKKX € aHaJli3 aGo MACTYXOBYBAHHS IIPOTOKONY VI
BUTATAHEA - Heobxiawoi impopmauii. Bimmopinae - BHmazky araxum Ha
kpunTocucTeMu ciphertext-only attack;

— aKTHBHI, OPi€EHTOBaHi Ha 3MiHY IPOTOKOIY Ha KOPHCTSH 3JOBMHCHHKE,
BKIIIOYalOYH BCTaBKY, BHAANEHHS ab0 3MiHy BUXIHOrO MOBiIOMICHHS;

— TacMBHe ImaxpaiicTeo (cheaters) 3 60Ky y4acHHKIB MPOTOKOMY, ILO
Ma€ Ha MeTi B paMKax IIPOToKoy 3406yTTa Glisinoro obesry indgopmarii;

— AaKTHBHE INaXpaiicTBO, AKIIO /Ul NOCATHEHHS METH . OIepPeIHbOL
aTaKy MOXIHBA 3MiHa TPOTOKOIY.

3axMCT BiX NacHBHOrC maxpaiicTBa TNOBMHEH HANABATH Oyab-stxuit
IIPOTOKOJI HE3JIEXKHO Bill YMOB, B fAKi IOCTaBNeH] HOTO y4ACHUKH.

3axucT mpoToKony Binm Aiii ,uexim.kox; aKTHBHHX IHAaxpaiB € JOCHThH
CKIIaHUM 3aBAauHaM, [IpoTe, B HedxuxX yMmoBax HOro BHaeThes BHPIIIHTH,
‘HajaBlA yJacHHKaM npoIbKony MOXJIUBICTE BYACHO PO3Mi3HABATH O3HAKH
aKTHBHOTO HaxpaicTBa.
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Jins yCiMHOro OpoBEfgHHS cegncy 3aXHIIIEHOT0 3B'$13Ky HeoOXinHO
cdhopMysaTH pasoruit a60' ceancoBHit KIIOY, Pozrmmsy[o CUTyauilo, NpH sKiit
Bl}_II‘IpaBJ'IeHHH KIIOYIB 32 nonovworoxo cny)KGH cnemanbuoro 3B’ 331<y YIPyRHeHo

renepamii Kmodis i.,a60HeHTam.4~_,..nmepe>xq, BEIHKI HaK_na,um » Bn'rpam Ha
" mepecwmammaA Taim). <, . L '

B 1poMy BUIaIKy HeoGXiHO. «eKOH,OMHO» BMTpavary HasBHi CeKpeTHi
Km0yl 260 HaBUATHCS OGMIHIOBATHCS HAMH IO Heaaxnmeﬂnx KaHalax 3B'A3Ky.

Hexait y po3nopsamxenni aGOHEHTIB 3axm11eH01 IC ¢ nesxnit 6moxopuit
anropuTM. IHGOPYBaHHSi, 8 TAaKOX B KOXHOTO 3 HHX € AKiCHulE reHeparop
BHIIAJIKOBUX 4uced. Y IHX YMOBaX MOXHA PO3LJLIHYTH Takuif (HaBYAIRHHIN)
BapiaHT B3a€EMOJiT aGOHEHTIB CHCTEMH. »

1. Aboment® 4 i B JOMOBISIOTECH IIPO KpHHTOCHCTEMy Alg i

BCTaHOBIIOIOTE HESKUil IIOBFOTpuBameI xkmou TK (y mTepa'rypl BiH =acTo
HA3HBACTHCA TPAHCIIOPTHUM KITFOYeM abo MaHCTep Kmoya). _ ‘

2. AboneHT A4 remepye )Ie;m_e BPIIIa,I[KQBe ancno RndA (pisne joBxuHI-
KIoYa IMM(PYBAHHS), PasoM 3‘ ocobuctum inentudixaropom I4 mmbpye B
pexami CBC i nanpasnsie abonenroni B: Alg(Rndd,I4,TK)—> B.

" 3. AGoneit B reHepye cBOE BHT&JKOBe wucio RndB (32 JOBXHHOW
. RndA), 3amu(1)p03ye B pexxumi -CBC 3a [0IOMOr0I0 TPaHCHOPTHOIO Kili04a
obu/jiBa BUHAjKOBUX UMcHa, CBilf meHTmleaTop IB i riocusae ix aGOHeHTom
A+ Alg(RndB, 1B, Rnd4,TK)—> 4. - S ‘

4, AGoment A  po3mu(poByc < OTpUMaHe TOBIOMINEHHS 1
nepéKOHyerscx nio BHUII3[KOBE IUCIIO, nocnéne B, 30iraerscs 3 pesyNBTaToM.

v 5. A60HeH’r A 3 nepmoi nononmm BHUTI2/IKOBOTO YHCHA Rndd i 11pyr01
NONOBHHHE BHIAZKOBOTO w4HeNd ~RndB  cxmanae “cBilf ceancorsnﬁ KITFOY
3aIIIH(bpyBaHH}I A6onent B cmpncrae’rbcx, BIJIIIOBIJIHO, npyroro TIOJIOBHHOIO
BHINAJKOBOro gucna Rndd i nepmoxo IOJIOBUHOIO BnnanKOBoro qncna RndB i

| cKiajie CBilt K04 3amuGbpyBaHH, | T :

.. TlepeBaroio - 3aNPONOHOBAHOTO,  HPOTOKONY: CHill BBAXATH = BHCOKY
IIBHAKICTH HOTO peanisaii, 32 PaxyHOK BHCOKOT MBHAKOCTI MH(pYBaHHS 33
IOTIOMOIOK0 CHMETPHYHMX ANTOPUTMIB, i TapaHToBaHY CTmchL TIPOTOKOIY B
pa31 Hecxomnpome'rosaﬁoro mancnopmoro Honoda., K

N
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-, Heponikis y nporoxonax mnozi6uoro Tamy zexinpka. Ilepm 3a Bce,
c'riifmidrf, TAKOTO 'npo'Toxony Gasyerbess Ha opHOMy JKmodi i mOTpibHO
Bpaxosysam MOXKIHBICTB HOTO KOMOpOMeTaNii. ( A

Y HpoToKomi HPUCYTHIH IYHKT CEKPETHOro noumpemm K09, . o
HaKnafae BigoMi oOMexeHHs Ha. Horo. 3actocypaHis. SIK. HEROMIK MOXHA
‘mmnaqmn IIBHAKE 3POCTAHHSA KUIBKOCTI HEOGXIHMX KINOWIB 3alleXHO Bif
., gucna aboxerTis B IC (IpakTHIHO NPONOPLIHHO KBA/PATY TUCTA 800HEHTIR).

» d)opmanﬁﬂnﬁ OIIHC IIPOCTOTO, IPOTOKOJLY Ha ocuosi CBK MmosxHa nojatu
- Y BUTIIAML TaKoi OCAINOBHOCT] Aiif. , .

1. A6onerm«1 4 i B I{OMOBJI&IIOTBC}I apo BHKOpHCTOBYBaHy
KpnmocncTemy

2. Abouent B mnocumnae a60HeHTOBl A cmn BprnTuu KO,

3. AGowenr . 4 3amudpoBye UOBIIOMICHHS 3 . BUKOPHCTAHHIM
orpmwanoro Bll[KpHTOl"O KIoYa i ocHae noro aGoHenTosi B. :

4. A60HeHT B posmmbponye OTpHMaHe Big A HOBI}.IOM.TICHHSI
BHKOPHCTOBYIOTH Bnacmm cere'rHHn KITOY.

t HpOTOKOJI 3aXHmeHoro 3a zxonoMorom "CBK 06M1Hy (CEaHCOBHMH
’ Kmo4aMH HOCI/ITB Ha313y BJIOPHTMY. pyxocmcxamm Ommm 3 HaPIGIJILm
TONIMpEHyX ~ BapiaHTiB HOI‘O peamsaun € WITOPHTM I{ub@l-XeJmMaHa
noGmeBaHnﬁ Ha Gasi’ cma,unocn JmcerTHoro JlorapmbMyBaHHx _ _

' Orxe, 3an(aHHx HONATaE B TOMy, mo6 C(bOpMyBaTH 3arankHui
“ceancoBMil KoY U aGoHeHTIR AesKol mepexi. BufepeMo BemHKe TpocTe
YUCIO p iJIMINOK @ BENHKOTO nop;mxy 3a MOIlyJ'ICM p.

Hpaxmqna BHMOFa Jo qncIa P PO3KNAJAHHA ‘HCNa p- 1 na

MBOKHHKH TIOBHHHE MICTHTH BETHKHH npocmu MHOMXHHK PO3Mipy, npn6m13m)
B TOJNOBHHY p03M1py p a po3Mip MOBHHEH nepeBnmyBaTn 512 Giris.

L. Aﬁoﬂemn 41 B JIOMOBIITIOTECS NP0 SHAYCHHSA d, P (HeCCerTHl

napaMe'rpH) i 06M1H}0K)TLC;{ HEMH Y BiIKPHTOMY BHIJIAI.
2. AGonenT A remepye BelMKe BUNAIKORE e X, (celcpe'mun Kimoq) i

oGumcmoe cBilt BimxpaTrit wnoY y, =a*(mod p). 'V crowo uepry B reHepye
%p | i oﬁtmcmoe V5 =a”(mod p). ;
" 3 AGomentn 4 1 B ‘obMirIooTECS BmxpanH KJI}O"-IaMH y 45 yB.

4 AGowewtn. A4 i B obumcmonTs  saraibmal  Kmod
k=y¥ = ;"(mod D).
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Besnepednol = NEpERarcl0  JAHOTO MPOTOKONY  CNIf - BBAXaTH
He3aJIeXHICTs CHCTEMH PO3NOALLY KinodiB Bix kordirypauil 1 poamipy IC.

Jo wHeponikiB MOXHAZ BiOHECTH HEBMCOKY INBHAKICTE po6oTi
. KPHITONPOTOKONy 1 HeGe3neKy NpOBEeXeHHA Kppm"roaaanimqm/ix aTaK THITY
«aredt mocepenuni» (Man-in-the-Middle Attack) Omm 3 BaplaHTlB ,uaHm
aTaky Moxe OyTH OIMCaHNH TaKuM YHHOM.

1. 3mopMucHEK H Mae MOMOUTHBICTE «pO3ipBaTH JiHIIO 3B'A3KY», TOOTO
BOPOBAIHTHCA MK 4 1 B 'TakuM YHHOM, IO HOTIK m(popmauu iine 3a CXeMoI0
A— H — B iHazan.

2. A6ouent A nocunac B cBilt’ pigkpuTnit xmow. 3nosmucHEK H
nocunae B cpiif Binxpuryil kimod Bix iMeni 4.

3. AGomenT B mocmiac A cBilf BijxpuTHil XmOW, KU TAKOK
MEPEXOILTIOETRCS 1 T/AMIHAETECSA BIACHHAM KITIOYeM 3N0BMHCHUKA [ , akuil nie
Bimimeni B. ' co

4. A60HeHT A nocwiae 3ammdpoBaHe 3a. XOHOMOTOIO BiIKPHTOTO
kmoda B nosinoMienHs aboHeHTy B. 3noBMHCHMK H, nepexOnuBIIH
TOBiIOMIIEHHS, CIIOYATKY PO3mH(pOBYe HOro, YnTae, a MOTIM 3aITH(POBYE 3a
JIOTIOMOTOI0 BifKpuToro Kioya B i nocunae B.

5. Ilpm mepenasi y 3BOPOTHOMY HaIpsAMi CHTyalis MOBHICTIO
IIOBTOPIOETHCS. L :

I1s ataka mparioe eeKTUBHO, AKIO ¥ a6011eHT113 A i B nemae 3acoby
Jis ayTeHm(bu(auu (nepempxn‘ ROCTOBIpHOCT i JIeraibHOCTI) y9aCHHUKIB
1H(bopMaumHoro o6miny. ' '

Hpoctaii croci6 GOPOTEGH 3 ATAKOW THIY GAFEHT HOCEpEeIMHi» — Iie
nepenatu tenedoHoM (abo immuM kaHanoM, fe 3abesnedyeTscs ayAioBisyanbHa
BII3HAHHICTB) Pe3yJbTAT XEllyBaHHs CBOrO KIOda, ale [JaHa Ipoleaypa cTae
HepeaIbHOO B pasi IpoBeNeH s THCY 3'€MHAHD 323 XBUJIAHY.

Ckasane HiIKpecTOe - aKTyanbHICTh 1  BKIHBICTE = peayisamii
aBTOMATHYHMX Ipoueayp ayreHTHGIKallil B Mepexax Nepeiadi HaHHX, KOIM 3a
ymoBamu ¢ysakunionypasns IC He MOXHA TOKAAAaTHCA Ha ocofuCTe 3HAHHA
yuacHukiB iHQopManifinoro obMiny. ,

TIpo6reMa BH3HAYEHHA KOCTOBIPHOCT 0COOH, MO OTPHMYE HOCTYIL. IO
‘KoMI'foTepa, OaHkoMara,  pobodYoro . MiCI ..2BTOMATH30BAHO] - CHCTEMH
@IeKTPOHHOTO - IOKyMEHT0OOIIy  TpafuliliHO BHPIlIYETECS = 3a. HONOMOTON0
HapoliB: HOAUHA i KOMIT'IOTED 3HAIOTE. HAPONEL KOCTYIY. i KOMII'IOTED PETYIIPHO
3aTUTye HOTO [P KOXHOMY BXOIDKEHHI B CHCTEMY.

169



- IlpakTeyso B maM'sti koMn'ioTepa He 0GOB'I3KOBO MOBHHEH §6epira'mcsi
icruHHU nmapors.. Komr' I0Tepy JOCHTE yMIiTH. po3p13Hm ictuHEI mapoii® pig
XMOHHX. 51, o .

TaKy nepeBlpKy JOCHTE npocm peamsyBam 3a JIOMOMOTOK) Xeml-
tbymcun. - BOrOLB MaM'ATI. KOMITIOTEpA 3aMiCTh TaposiiB 30epiraeTses
Pe3ybTAT XEIIyBAHHS apoist — HOro AaiiKecT. '

o At £ XOKHOTO TIPUIHATOrO NAapons - OGUMCIIOETECS 3HAYEHHS Xell-
yHKUL,: sKe: TOpiBHIGEThes i3 sHavennsM, mo 36epiracTscs B mam'sri. Taxa
TiponieZrypa UpaKTHIHO YHEMOMUIMBIIIOE KOMIPOMETANIIO TIAPOJIA B pasi HOCTYILY
370BMHCHEKA fl0 NIaM'ATi KOMITToTepa.

10.3 Po3monia cexpery

- Iporoxomn posnineHns cexpery (secret splitting) BHKOPHCTOBYIOTBCS
AULA SHIDKCHHS PUSHAKY KOMIIPOMeTaUil AeSKHX KPHTHIHIX aHUX.

IlpunyctuMo, Heo6XiTHO 3aXMCTHTH  JIEKY OaHKiBCBKY TAEMHHITO
(MoxmuBO, cexper — Koxm'JocTymy o 3ammbponamrx PaxyHKiB). 3 pesxoro
- HMOBIPHICTIO B GaHKY NpAIOE «areHT KOHKYPYIOUoi dipmi».

Hist  sabesmeducHHs Oe3lleKHM  CeKpeTy & Ha3HAYAeThes JleKiabKa
CHiBPOGITHHKIB, sSIKi OTPHMYIOTH - CBOT YACTHHH CEKpeTy. prmycmMo nro
CeKpeT MINMMTBCS MiX YOTHpMAa CHiBpOGITHHKaMH i Baxopncroayemo TakHit
npo'roxon

1. Apminictparop reHepye TPH BHNANKOBI pAiKH S,, S,y S, TaKOl x
MOBXHHY, 0 1 cam cexper S. _

2. Jani obuucmoerses S =S @S DS5,88,.

3. AnminicTpatop mopy4ae 30epirasng S, mepuioMy criiBpo6iTHHKOBI,
S, — ApyroMy criBpoGiTHHKOBI i Tak mai g0 S, .

4. I'lpu HeobxinHocTi BinHOBICHHS cexpery: S=S8, @S, 0S8, ®S,.

b 1BOMy HPOTOKOI aJMiHiCTPATOp — roNoBHA 0coba, ioro maxpancmo
BXKE HIK He KOHTPONIOETBCS &K IO MOMEHTY BiIHOBNEHHS cexpery. Heposixom
CXeMH € T¢, IO BIPaTa ONHHM 3 yJaCHHUKIB IPOTOKONY CBOET YaCTHHM NpHBEC
D0 HEMOJKJIMEOCT] BifHOBIIEHHS CEKPETY.

Edextusrinmv ma npakrani € mportoxon po3nomny cexpery (secret
sharing), 3aNpONOHOBaHHM Hlampom v Uil cxemi gestka mq)opMaum (cexper)
NITATBCH HA 7 9ACTHH, 3BAHUX TIH}IM'H (shadows) abo yactHHaMm CeKpeTy, TaK,
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106 GYIB-SIKIX ¢ YACTHH Gyi0 AOCTATHBO M BiHOBIEHHS cekpery. CxeMa
- Hocuts Ha3By (n,?) -noporosoi cxem (threshold scheine). :
Cxema. 1llaMipa 'BHKOPHCTOBYE TaK 3BaHHUH iHTEpHONAUIAHAN TOTIHOM
- Jlarparoka ;s CHCTEMHA m PisHAX map To4ok (x,,¥,). o

et monioM ‘cepell MONIHOMIB CTENCHsi He BHIIE m BH3HAYAETHCA
OJHO3HAYHO i TIpHiiMae B TOUKAX X, 3HAYCHHS V. E

BufepeMo BHNaZKOBMM YHHOM cekpeTHuit Habip mumxis (a,,...,q,.,),
a,#0 3a BOIMKMM ~ MOIYIeM p i~ YTBODIOEMO  IIOMiHOM
Ox)=a, +ax+...+a,_x", ne a,=S (mau cexper).

Ing KOoXHOrO 3 n yYacHHKIB NPOTOKONy BHOepeMoO BimmoBimHo
nonapro pisui wecekperni Jnku (B,...,b,). O6uncmHMO 3navenns Q(b,) i
POSHOIIINMO MIX KOPHCTYBA4a8MH Yy BHIJUAAI YaCTHH CeKpeTy MapH BHIY
®,00,), i=1,...,n. Tyr Mu BHKOPHCTOBYEMO Te, N0 cTeniub noninoMa -1
He 06MeXye KibKICTE TOYOK (n) B SKHX MH G2XaeMO OGYHCITHTH 3HAYeHHS
HosHOMa. :

Jins BiNHOBNEHHS CEKpeTy cKopucraeMocs (opmynoro Jlarpamxa,
3riJHO 3 SKOK MHOTOWIEH CTeNeHs £ —1 MOXHA BITHOBHTH 3a JOTIOMOTOIO f
nonapeo pisaux Togok (b,Q(b,)), IpH UEOMy BiNBHUIT WeH OGIUCTIOETRCS 32

dopmynoro:

= ..ZQ(b) Hb (b b) modp

i=1 J#

Jlauuii BEpa3 O3BONAE NOBUIBHIN TPYIi 3 ¢ KOPHCTYBAdiB OGUHCIHTH
CeKpeT, a TpyHH, INO CKIAJAIOTECA 3 MEHINOrO YMCia KOpHCTyBadiB, Liel
TPOIEIYPH BUKOHATH HE MOXYT. :

PosrisiHeMo ~ KOHCTPYKIHIO IIPOTOKONY - POMOILLY - CEKpeTy, IO
nepesipserses, -3 pobotn {42 Konmpyxma 3aCHOBaHa Ha CKIaJHOCTI
IHECKPETHOI'O JI0TapH(QMyBaHHS. -

3a’ awanoriero 3i cxemoro- Illamipa punep dopmye cexpeTHH
punakosmii noniroM Q(x)=a, +ax+...+ax’ cremens t, ne a,=S (#am

CeKpeT).
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v TotiM Bin nyGuikye.-ssadenns 7 =g%(modp), i=0,...,¢, 1e. g
elleMeHT BEJHKOTO HOPSJIKY .33 MOIYNIEM D . ,[[Jm KOXHOrO j=1,...,n nunep
- MIepecHIiae 3HAYeH s §; = Q( ]) Jporecopy. -P, 1o 3aXuIieHoMY: KaHaiy.
Tpouecop P, moxe (tie 3Hatoqn O(x)) NPOKOHTPOMOBATH BHKOHAHHS

piBHooTi S, =Q(5), ocxinpkn s A=a, +a,j+a2j2‘+...+q,j'

g =g =gipn/ ol f(modp)

KOHCTPYKILifo IIPOTOKOITY Zst tbazn BI}IHOBHCHHSI CEKPETY PO3IILHEMO B
‘ HaH6lJIBIII OPOCTOMY BHITAJIKY, KOJH [JMIIED 9ECHHI.
Ha wuiii dasi koxken npomecop P, nepecunae 1o 3axnmeHOMy KaHaTy

KOXKHOMY immomy npouecopy CBOIO JaCTHHY S,.
byab-axuit YecHHit yuacHux P s Haﬁyamn TeAKOro 3Ha4eHHs S, Bin F,

Tniepesips€ Iie 3HA9eHHA (MK ONMCcaHo BHINE) i BiEKHAae Bei yacTwrm CeKpery,
L0 He JPoHIII HepeBipKy. |
~QCKINBKY, 4ECHHUX YUacHUKiR He MeHWe f+1, P oTpuMae nprHaiMH]

-t +]1 IpaBIWIGHIX YaCTHH CeXpeTy. BUKOPHCTOBYIOYH HPOLENypPY BiIHOBICHHS
cexpeTy 3i cxemu Iamipa, P BinHOBMTE 3HAYeHHS S.

10.4 Crangaptn kpanronporoxoiis B Inrepuer

Jatoun 3aranpHe yaBiIeHHS npb MIPOLECH, MO BiEOYBAIOTHCA B CBITI
inpopmarlifHEX TeXHONOTH, PO3IISHEMO JNHImE OCOBIMBOCTI 3a6e3MeHueHHs
Geanexn indopmanii & Mepexax Ha ocnosi TCP/IP npotokomiB mepesadi fanux
(8 T. u. InTepHeT).

IaTepec 10 CTBOPCHHS 3aXMINEHHX CHCTEM ;IOKyM6HT0061ry i
€NIeKTPOHHOT Toprieni Ha 6asi IHTepHeTy 3yMOBIEHMIT PATOM YHHHUKIB.

- Io-nepme, ~Ha - BigMiHy BiX = NOKATEHMX MepeX ClHeHiaNbHOTO
TIpU3HAYCHHS, apxiTeKTypa IHTepHeT GasyeThesl Ha BIIKPUTHX CTAHAAPTAX, IO
HO3BOIAE JEAKMM WHMHOM - ONTHMI3yBaTH: 3aKyMiBIIO - YCTATKYBaHHA i
- IPOTPaMHOT0 3a0¢3M1eYeHHs HA OCHOB] CIIiBBIHOIIEHHS iHA-IKICTB 33 PAXYHOK
OaraTouMcenpHHX NPOMO3HUiH Bim pisamx ¢ipM, Imo TPOTIOHYIOTE - CBOO
HPOIYKLUiIO Ha CBITOBOMY PHHKY.
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s e . e .
; Ly

Ho-ppyre, IntepHer € TIOGANBHOIO MEPENKEI0, A0 SAKOI ‘HiAKIIOUCHA
BelMue3Ha  KLIBKICTH KOpHCTYBauiB,” [IO 'HAma€ IPaKTHYHO ' HeoOMexeHi
MOXIHBOCTI JIjist PO3LIHPEHHs €JIEKTPOHHOrO BisHeCy.

~'1, mapewri, laTeprer . QakTHuHO € 3aranLHoanHHan 3a0060M
HpeJICTaBJIeHHﬁ 'HOBITHEOI nponymu i TexmoxNoTiif Ha CBITOBOMY PHHKY.

IcHye psia MiKHApOJHHX KOMITeTiB, B OCHOBHOMY,' 3 opranizaui-
HOBPOBONIBLIE, AKi IPOBOJIATE 34X0/H 31 CTaHmapTH3anii Texnonoriit B lateprer.

3apAgKN 3YCHIULAM LIMX KOMITETiB, AKi' CKNaJaroTh OCHOBY Po6ouoi
- rpynH - imxedepis Iutepuery (Internet Engineering Task Force, IETF), B
IatepHeT ynpoBamkeHi mpoTokonu cimelicTea TCP/IP nns nepemadi Aamiix,
mpotoxoim SMTP (Simple Mail Transport Protocol) i POP (Post Office
Protocol) mns €neKTpOHHOI NOMTH, & TaKOX SNMP (Slmple Network
Management Protocol) 115t ynpaiiHHA Mepexero.

Tpupanuil yac onpalroBaHHs CTAHAAPTIB B Mi)KHapO)IHHX opraizauisx
- IPUBOJIUTE [0 TOTO, 10 NPOBIXHI BEPOGHHKH i CIIOKUBAYI 3a1AI0Th CTaHIapTH
ne-dakxrto, cBoOiMH- 3aMOBIEHHAMH a60 TIOKyNKamH. 30KpeMa, NOmyJsipHi B
Intepuer mpoTokoiH GesmedHol mepepadi masax SSL, SET, IPv6. 3'semmcs
NOPIBHAHO HENABHO, SK HAcHiXoX HeoOXimHOCTI 3axMCTy KOIITORHOL
xomepuiitol ingopmanii, i ofpasy craiu cTanzapTaMu fe-HakTo.

SSL- (Secure Socket:* Layer) pospoGieunii ~kommanieto Netscape
Communications Corp. SX TPOTOKON JUIA KpHITOrpahiqHOIO 3aXHCTy JaHHX
Mi’X CEpBICHHMH INpPOTOKOIaMH ‘(taxumu sx HTTP, NNTP, FTP i im) i
. TpancnopraaMi potokonamu (TCP/IP).

Hporokon SSL npusnauennit mis Gesreqnol mtbopMamHHm Baaemoxil
Ha piBHI KINiEHT-cepBep, BRIFOYAI0YH TaKi BEIMOYH, 10! S

" — DpH BCTAaHOBJEHHI 3'€IHAHHS ceépBep 1 KOPMCTYBad MaioTh OyTH
B3a€MHO BICBHCHHMH, IO BOHH 00Mimioerscs  iH(OpMalliero 3 NeralbHUMHI
aboHEHTAME; o : '

— TicyA BCTAHOBICHHS 3'¢IHAHHA Bech Tpadik Mix cepeepoM i xiieHTOM
Mae GyTi Hagiiino 3axumeHni Bix HECAaHKIIIOHOBAHOTO KOHTPOJIO 32 HUM;

" — OpH obMiHi inopmMaiicio Ma€ 6yTH 3a6e3neqeﬂnn ,HleBI/IPI KOH'I‘pOJ’IL 3a
. HASBHICTIO BUNAKOBUX 260 YMHCHHX CHIOTBODEHb.

‘Tlepen: mowarkoM ' -indopmaniiinoro  obminy B npotoxomi SSL
3abesneuyersca ayTentudikanis Horo ydacHukis (server-client authentication),
Y3rOIKyeThCs anroput™ mmdpysaHHs i GopMyroTses crinbHi Kpunrorpadiumi
KIOHI.
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-3, Ui€I0  METOK ' B IIPOTOKONi . BHKOPHCTOBYIOTECS aCHMETDPHUHI
KpynrocucreMu, 3okpema,. RSA. Kondinennilinicts indopmanii, nepenasaroi
MO 3aXWINEHOMY 3'€[[HAHMIO; 3a0e3medyeThcs NUIAXOM LIM(QPYBaHHS NOTOKY
JaHux Ha C(i;OpMOBaHOMy 3arajJlbHOMY KJOYi 3' BHKOPHCTaHHSAM CHMETPHYHIX
xpurrrorpaditaux anroputMis, Hanpuiiax, RC2 (3 xwnodem 40 a6o 128 6itis),
RC4 (40 abo 128 6iriB), DES (3 xirouem 40 6itiB) i ia.

- Konrpons uinicsocri nepepapasux 670kiB Janux BupoGnserscs 3a
PaxyHOK 3aCTOCYBaHHS KOAIB ayTeHTH(IKAIT MoBiZOMIeHs.

Ipotokon * 3abesnedye . B3aeMofito 3 iHdpacTpyKkTypo BimkpuTHX
xmouis (public key infrastructure — PKI) ma ocHoBi ceprudikaris, mpo
38JI0BONIBHSIOTE PeKOMeHAaLiT cTanmapty X.509 ITU-T.

Iporoxon SSL posrispaeTses SK OCHOBHWIE 3aXUCHHM TIPOTOKON It
xtienTiB i ceprepis (WWW Browsers and Servers) B Mepexi IntepHer.

Haii6imem TIEPCIIEKTHBHUM TIPOTOKOJIOM, HPU3HAYEHUM [l OpraHisamii
eneKTpom{m TOpTiBNi . uepe3 Mepexy IuTepHeTr, € CTaHAapT Ge3medwHHX
edekTponnnx  tpamsakuiii.  SET  (Secure Electronics = Transaction),
po3spobnenii kommaniamu MasterCard i Visa 3a yuactio IBM i in.

SET, ma siaminy Bin iHmmx npoTokoniB, XO3BONSE KOMIUIEKCHO
BHpinTyBaTy 6230Bi 3aBNanHs 3aXKUCTy iHbOPMALi], BKIoYaroun 3a6e3meueHEs ii
JOCTYNIHOCTI, KOHbifeHNifEOCT], NinicHocTi i FopranaHOT 3HagyDIoCT,

. ITporoxon Hamae MOXIHBICTH npnix6aHH;1 TOBApiB 3 BHKOPHUCTAHHAM
IUTACTHKOBUX KapT, HA OCHOBI. Hal3aXWINEHINIOro Ha NaHHN vac MeXaHismy
BUKOHaHHS INIATEXIB. -

Tlporoxon Oasyerbes Ha BHKOPHCTaHHI - IUQPOBUX cepTUIKaTiB B
cranzapti X.509 (Bepcis 3), Axi acoUitOOTh BIACHHUKA KAPTKH, NPOAABLS i GaHK
TPOZABLA 3 PAIOM OaHKIBCEKHX YCTaHOD INATDKHMX crereM Visa i Mastercard.

SET 3a6esnedye xpoc-ayTeHTHdIKAnilo paxyHKy BIACHHMKZ KapTKH,
nporasns i Gauky npoﬁaauﬂ IV TepeBipKH TOTOBHOCTI OINATH, IMiCHICTH i
KOH(IAeHIIAHICTE TIOBiOMIIEHHES IIVIIXOM ITHGPYBAHHA KPHTHIHUX JAHHX,

ToMy npapmibEime 6yno 6 naswsarn SET CTAHTAPTHOIO TEXHONOTIEH
ab0 CHCTEMOIO TMPOTOKONIB . BAKOHAHHA OesneyHyx IUaTexis B Imteprer 3
BHKOPHCTaHHAM ILUI2CTHKOBHX KapTOK. :

SET 3a jonomoroio kpurrrorpadidHux METOAiB, BKIIOYArOuH IUbPoBi
ceprrdiKaTH, JO3BOJLIE MOKYIIIAM i IPONABIAM BCTAHOBHTH JOCTOBIPHICTE BCiX
yHacHHKIB oneparil, 1o IpoBoauTECA B IHTepHeET.
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Hpomrcon TaKOK 3a6e3neqye BHKOHAHHA TaKHX cnemam..mrx BHMOT' 110
3aXHCTY oflepaliii eleKTPOHHOT KOMepHii: -

- Kombmeﬂmnmcrb DaHUX OIUIATH Ta mtbopMauu  3aMOBJIeHHS,
'nepeaaHm Pa3oM 3 JaHHMHU 1PO OIUIaTY;

— IUTCHICTE JaHAX IUIATEXIB HA OCHOBI 3aCTOCYBAHHS ELIII

~ ayTeHTH(IKaN{IO BIACHHKA KPEJUTHOI KAPTKH 3aBJITKY BHKOPHCTAHHIO
EIIIT i ceprudixara BracHuKa KapTKH;

— ayreHTHOIKANIIO NPONABHA i HOTO MOXIMBOCTI NpHiiMaTH INaTexKi 38
JOIIOMOrOX KPeAUTHHX KapToK i3 BaCTocyBaHHSIM EI.LH i ceprmbixara
IpOJIaBIL,;

- ayTeHTH(IKaNio Toro, o 6aHK IPONABI € NEriTHMHOIO YCTAaHOBOIO,
sIka MOXKe IIpHIMaTH [IATEX] 3a JOIOMOIOI0 KPEIUTHHX KapTOK depes 3B'130K 3
TPOLIECHHTOBOIO KapTKOBbro creTeMolo. AyreHTuikanis GaHKY IpOAABLSA
3a6e3ne11ye'rf,cx BPIKOpHCTaHHHM HU(POBOTO rnmmcy i ceprudikaris Ganky
HpPOZABIIS;

— TOTOBHICTP JO TIPOBEOEHHSA TpaH3akuifl (oIUraT) 3aBUIKM
ayrenTu@ikauii ceprudikariB BiIXpHUTHX < K/EO4IB BCix cropid, mo OepyTs
y4acTh. o

V 1992 poui poboua rpyna IETF Bucryrmma 3 iniiaTHBOIO 3 PO3poGKH
BUMOTr Jo mportokoniB cimeiictea TCP/IP ~ HoBOro moxominnsa. ITicis
06TOBOpEHHA JIEKiNBKOX Bepciit- B 1995 poui Gymu omy6nikosani OCHOBHI
BAMOTH 10 AapXiTeKTypu mnoOynoB i npuBrwmu (QyHKUiOHYBaHHs 3aco0iB
3a6esneuenms Ge3mexy. ’

TIporoxomam TCP/IP woBoro mnoxonisas (IPv6) Bumactusi Taki
0COOMHBOCTI: pO3LIMPEHHH azpecHuit IIpOCTip; MOKpAlIeHi MOXIHBOCTI
MAapIIPYTH3AMIT, MOXIMBICTS YHpaBIiHHS KOCTABKOIO iH(i)opMauiY; MOKpalneHi
3aco0n 3a0e3MedeHHs Ge3NEeKH, 3 BUKOPHCTAHHAM €(EKTHBHHX AIrOpHIMIB
ayTeHTHOiKaNi{ i tudpyBaHHs. - :

Cneun@)ixénisx IPsec JONATKOBA BiIHOCHO HOTOUHOT Bepcii mpoTokois
TCP/IP i Taka, o BXOOUTH B cranaapt IPv6, po3p06ﬂeHa poﬁoqom rpynozo IP
Security Tematuusoi rpynu IETF.

IPsec Brmouae TpH: @IrOpHTMO-HesaiexHi 0asopi crenudikairii,
‘omybrnikosani Ak RFC-goxymentn (IgTepHeT-cTaHIapTH). IPsec HHATpUMYyE
DES, MD5 i psn inmmx xpunrorpadidaux anropuTMiB.
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.Ilporoxon IPsec, nepenbasae HackpisHe . mmppyBaHds Tpadixy (Bix
aboHeHTa 10 aGoHeHTa) Ha TpeThoMy -pisHi IP-piBgi 3'¢THaHL (zmB. puc. 10.1),
o cyTi, IPsec 3a6e3neyye poGory TIOHA] 3B'A3HHX HPOTOKOMIB!

llpn 1pOMy KOXEH MakeT, SKHH IPOXONUTH 110 KaHANTY, MHGPYEThCS
HesallexxHo Bin nopatka. Ile mossomsie opramizauii cTBOpIOBATH B IHTepHe'r
BipTyansni npusarai mepexi VPN,

INepeBaramu 3a6e3neueHHS 6e3nem m(bopMauu 3a onomMororo IPsec e:

' ~ MOQXIHBICT CTBOPEHEHT BIPTYaNbHHX 3aXHIUEHHX MEPEX «HAI»

HebesneuHuM cepeuonnmem ' '

~ yigenmena 6esmexa Bl,l[ aHamsy Tpa(bucy 33 PaXyHOK 3axucTy
3ar0JI0BKA TPAHCIIOPTHOTO PiBHS Bij NIEPEXOIITCHHS;

— 3aXMCT BiJl aTaK THIY «BiﬁMOBaB QGcnyl_-oByBaHHi»;

~ mixTprMKa BigMirsux Bix TCP npotokomnis. :

IPsec Mae me jBi Ba}UIHB . AKOCTi - HOr0 3aCTOCYBAHHA HE BHMarac
3MiHH npomixcmbcunpncrpoi}z B Mepexi, poboui Micus i cepsepH HeoBOB'I3KOBO
noanm{i niarpuMysatu IPsec.

IPsec A 3a0esneUeHHs KOMIUIEKCHOI  iHQopManiitol  Gesmexn
BUKOPHCTOBYE JEKiIbKa KpI/IHTOI])aCI)l‘-IHI/IX MeToxmiB:

— BiOKpUTHI OOMiH KTI09aMH dUepe3 Mepexy. HA OCHOBI anropurMy

pYKOCTHCKaHHﬂ” Hibdi-Xemmvana;

— 3aCTOCYBAaHHS H(POBOTO MIANCY Ha ocHoBi CBK;

- — MAQPYBAHHS JAHHUX 32 JOTIOMOTOI0 GII0KOBOTO KPHITTOANTOPHTMY;.

— BHKOPHCTAHHA XelI-(YHKI[iH JI1 NepeBipKr OCTOBIPHOCT] MAKETIB.

©10.4.1 ®opmasbnmii anais KpHNTOrpadiuNmx NporoKe.Iis

- Kpunrorpadiuni nporoxonu, mpusHadeni s ayrenTadixanii i obMiny
KIOYaMH, Bifirparots Jyxke BaXIHBY pONb B 3a0esledeHni HagiitHOro
GyHKIIOHYBaHHS CYJaCHHX KOMII'TOTEPHHX CHCTEM.

Kpunronoramu 6yno” cTBOpeHO 6arato Takux HPOTOKONB, ONHAK 3
YacoM 3'ACYBanocs, INO HE KOXHHH 3 HHX IO03BOISE HATEHHHM HHHOM
3aXHCTUTH KOMIT'IOTEPHY CHCTEMY BiXl HECAHKI[IOHOBAHOTO AOCTYILY i 3aI0GirTy
KoMImpoMmeTalii kmodip. IIpudgoMy Jinst HesKEX HpoOTOKONiB ueit “4acoBii
IIPOMIXKOK BUSBHBCS HOCHTH 3HAYHNM i POSTATHYBCS HA NEKITBKA POKIB.

S Hacmifok, BMHWKNA HaraneHa noTpe6a B pO3pobLi GopManbHIX
METONIB, 5IKi ZO3BOMMI 6 3HAXOAHTH BAJU B KPHITOTpadidHUX TPOTOKONAX B
Koporii TepMiHH. I Xoua GlibuIicTs 3 UX METOAIR € YHIBEPCATBHIMH i MOXYTh
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OyTH BHUKOPHCTaHI MU aHai3y JOBUIBHHX KpHnTorpaqxiqﬁ'ﬁk IIPOTOKOIIIB,
ocofmmBa yBara CHOYATKy CTaia NPUIIIATHCS CcaMe IIPOTOKONAM, 1o
JIO3BOJISIOTH BUKOHYBATH ayTeHTHOIKAL[I0 KOprCcTyBadiB i 00MiH wrouamMu.

Ha croroasi € 9o0THpH OCHOBHI HAXOAH O aHAI3Y ’fc’ﬁnmor'paq)iqﬂm(
npotokoinis. Tlepmmit 3 HpX 3acTocoBye Bepmikaiiini MeToad, sxi He Gymu
creuianbHo po3pobiieni- A agamizy kpunrorpadidHuX MpoToxomiB. Jesxi 3
HHX METONiB IOAAloTh NPOTOKONH y BHINIAK KIiHIEBHX aRTOMATIB, iHmI
[OIUHPIOIOTH HA HUX Te0pPito 0OTHCIeH s IIPeARKATIB IEPIIOTo HOPATKY.

Jpyruii miaxix mongrae’y BUKOPHCTaHHI EKCIIEPTHHX CHCTEM, IO
Z03BOJIAIOTh BH3HAYNTH, UM BUHHKAIOTE B XOAI BAKOHAHHSA KPOKIB HPOTOKOIY
taxi Hebaxani mofii, K KOMOpPOMeETaNis KIio4a abo po3rooITyBaHHs Iapos.
Ueit mizxix mae MoxnuBicts edexrHBHille 3HaXONUTH ‘B KpuIITOrpadiummx
MPOTOKOJIAX KOHKPETHI By, NMPOTe KOIHHM YHHOM HE TapaHTye iX HOBHOI
BIICYTHOCTI. N _

ABTOpaMH TpeThOro MiIXOoXy € aMepHKaHChKi kpunronord M. beppoys,
M. A6axi, P. Hinxem (M. Burrows, M. Abadi, R. Needham). Boru pospo6uiun
(GopMalBHy JIOTiYHy MOJIeNb, Ha3BaHy 3a NepmMHu Oyksamu ix npissung BATH-
norixoro (BAN-logic). L

Cxmactu 3 i JOIOMOrolo 3arajibHE YSBICHHS IPO HamiiHiCTH
kpuirrorpaiyHoro NpoTokoiy He -MoxHa. Ilpore ochosma mepepara BAH-
JOTiKH Haj iHIIAMHA IiZXOZAMH IOIATa€ B TOMY, IO BOHA CKIANAEThCA 3
HabOpy IPOCTHX JIOTIYHMX TIPABHI, SIKi JICTKO 3aCTOCOBYIOTHCA Ha NpPaKTHIL i
BEIBLMH KOPHCHI ¥ BHABAEHHI OKPEMHX. B/l B aHANI30BaHHX IPOTOKONAX. -

V dersepToMy IAXOHi BHKOPHCTOBYETHCS MOJENIOBaHHA KpPOKIB
HpOTOKbny 33 JOTOMOrolo anrebpaiunoi ;’CI/ICTCMH, K4 OyAyeThCa BAXONTIH 3i
3HaHb, WO € y YYACHHKIB .IPOTOKONY- BiFHOCHO LBOrO npotokony. Ilorim
nobynoBana anreGpaiuda Mofiens NimmaeTses (OpMalIBHOMY aHamisy Ha
TpeIMET HOCSKHOCT] AeAKHX 3 Ti CTaHiB. '

B uinoMy ¢popmansuuii anaiis kpuororpadiaHmx nporoxoms TIOKH IHO €
JOCHTB HOBOIO i Jio KiHus. He copMOBaHOW 06NACTIO KPHNTONOT, 1 ToMy
pobuta ZaneKOTIsH BHCHdBkn ,‘_'npo - .TIEPEBark . AKOFOCh: OAHOro 3
HepepaxoBaHHX TOTHPEOX MifXOAIB IIe PaHO. '

nranna 1o posainy 10

1. SIki BUMOTrH BUCYBAIOTHCS NO KpUITOrpadidnix MPOTOKOMiB?
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2. Illo :posymieTscs  mim * BIAKPHTHMH =~ CHCTEMAaMH 1  4uM
periaMeHTyeThest ix B3aEMoniA? - ‘

"3, OxpiM HAaIBHOCTI 3MOBMHCHHKS, K IIe nppmymemm BncyBastcx
BIIHOCHO YJaCHHKIB KPHIITONPOTOKOIY?

4. SIxi OCHOBHI KIacH NPHMKIAHUX KPHIITOIpagivHuX IPOTOKOMiB?

5. YnM mporoxon 3 apGitpaxem BllelBHﬂGTBCH Bix nporoxony 3
cyaaiBcTBOM?

6. lilo Taxe caMonocrarHilt npoTokon?

7. SIxi ocHOBHI BUOY aTax HA KPHITTOHPOTOKOIH?

8. 'Ha womy sacnosama crilikicts aGerpakrsoro mporoxory Hidihi-
XennMaHa y3ropKeHHs Koqin?

9. SIKMM 9MHOM MOXHA CKOMIPOMETYBATH HAa NpPAKTHII HPOTOKOI
Hiddi-Xennmana 3a JOIIOMOTOI0 aTAKU THITY «aréHT BCEPEMHI»?

10. 'V gomy nonsirae 3amaya posnopiny cexpery?

11. V. 9oMy monsrae OCHOBHA BIIACTHBICTH (n,t)-noporosoi cxemu
Hlamipa mono BinHOBNEHHS cexpery?

12. Sxum avwom g cxemu Illamipa TapaHTyeThes HEMOXIHBICTE
BiJJHOBIIEHHS CEKPETY 3JI0BMHCHHKOM?

13. Yomy rpyna KiNbKiCTIO MeHIIe { JieraqsHHX YIACHHKIB HE B 3MO3i
BiJIHOBHTH CEKDET, 3aXHIEHHI (n, t)-rxoporomio cxeMoro lamipa?

14. Jins voro mpusnayeni npoToxomu tairy SSL?

15. Sxumu Kpumorpa(bmﬂmwn METOJaMu 3abesnedyerses
xor®igeHIifHICTS 1 HinicHicTs nanmx B SSL?

~ 16. Sxoro Tumy ceprudixaTi BHKOpHCTOByIOTBCﬂ SSL nmna opraH13auu

B3aEMOIT 3 iH(PacTPYKTIYPOIO BIAKPHTHX KimIOuiB?

17. fIxe mpH3HaveHHA CHCTEMH NpPOTOKOMIB Ge3NEHHX CNEKTPOHHHX
Tpansalcniﬁ SET?

18. SIxi ocHOBHI BEMOTH ;O 3axn0Ty onepamn enempormm KoMepiril
3afeanedye npoTOKoN SET‘7

19. I[Jm q0T0 upmﬂaqemm nporoxoi IPsec i up BIIHBaiOTH Ha HOTO
PoGOTY 38341 IPOTOKOIN, MO AiI0TH B Mepexi?

20. SIxi ocHoBHi nepepar 3aGesnedenns Gesnexu indopmanii Ha OcHOBI
IPsec?
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PO3JLI 11 APXITEKTYPA CHCTEMMU EIII
11.1 Apxitexrypa cleeMﬁ EIIII

Tig apxitextypoto cmcremun EL[[l MM posyMiTMMeMO NPHHIITH
noGyfOBH  ANapaTHO-IIPOIPaMHMX  KOMILTeKciB, ~ 1o~ 3abesmedyiorh
(yHKI[OHYBaHHS 3aCBiAYYBANBHIX IEHTPIB, 32 IONOMOTOIO SKHX KOPIOPaTUBHI
i iHMBifyaNbHI KOPHCTyBa4i MOXYTh IIPAIFOBATH 3 CepTHOIKATAMH BIJIKPUTHX
xrouis {25, 26). TIpu upoMy KopucTyBadaM HaJaloThCA KOMIUIEKCHI pileHHS B
obnacti crBOpeHHs iH(pacTpykrypu Bigkpurex xmoduip (Public - Key
Infrastructure — PKI), ommcanoi po6odoro rpynom PKIX (Public Key
Infrastructure Working Group).

OcHOBHHME XxapakTepHcTHKaMH apxiTektypn cacremun EIIL €
MOAyABHiCTE, Mofeas foBipn i macmraGosmicts. He mmsnsuncs Ha
BiJICYTHICTh CTPOIMX BH3HAYeHb LHX TOHNTh, KODHCTYIOYWHCh HHUMH K
KpUTepiAMH MOKHA B WiNOMy ONIHHTH #KiCTh pilleHb, peallisoBaHHX B
TIPOrPAMHHX MPOAYKTaX IPOBITHMX BUPOGHHKIB CBITY.

Ha cBiTOBOMY PpHMHKY MpOrpPaMHMX HpPOJYKTiB, IO HiITPHMYIOTH
indpactpyxrypy PKI, mpexcrasieni Taki pimenms, ‘o nHaGymu HaiGimsur
IMHPOKOTO IMOIMUPEHHS: ' '

— Entrust Authority 6.0 (gani — Entrust);

— iPlanet Certificate Management System 4.7 (nani ~ iPlanet);

— Microsoft Certificate Server 2.0 (namni — MCS)

—~ RSA Keon 5.7 (mani — RSA); :

— UNICERT PKI1 3.5.3 (gani — UNICERT).

Mopnyssnicrs. ITpn - mopismsamsi  cuetem - EINII 32 xputepiem
MOIYIBHOCTI CIiZl BpaxOBYBaTH CKIaJi BHOpaHHX pimeHb, AKHi NOBUHEH
3a6e3NeUnTH TOBHOQYHKIiOHanbHY poGoTy iRGpPacTpyKTYpH BiIKpUTHX
KIIFOYIB. ' '

Jlinennsa npopykri, mo peamizoByroTs cucremu EIII, #a cepBicu
(nocnyrﬁ, MOXyni) NOCHTH YMOBHHH. Pazom 3 THM, npH aHali3l apxiTeKkTypH
PI3HHX CHCTEM MOYHA BHALIHTH NesKi 3aranbHi puch, y TOMY YHCH:

Cepsic ~ peecmpayii, wmwo 3abesmedye - HlJ:[TpHMKy TipoHenyp
oﬁcnyroayBaHH;I kopucTyBadis cucreM ELT, Brmovaroyn: '

— npuHHATTS 3aIBOK HA peecx"pauuo,
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=~ IepeBipka ABHHX Kopncryaaqa’ ayrenTadixania i xouTpons
MOBHOBRKEHB; '~ . 1+ /osw i 0o I

— CTBOpEHHS 3a5BOK Ha cepmtbmamm'

— 3aMHC JaHyX Ha eNeKTPOHHI HOCIT (cMapT-KapTH, dmem-nam’sTs i Tax
nani); ‘
» —KOHCYIILT&I.III/IH& I'IIIITpHMKa . : o
/ ‘Cepezc cepmughikayii, OpiCHTOBaHHI Ha BHKOHAHHS Hpouexyp
) OGCJ'IYI‘OByBaHHSI cepTH(IKaTIB BiIKPHTHX KITIOYiB KOPHCTYRaYiB, y TOMY 4HCII:

' — TiepeBipKa HA/IXO/KEHHS 3allATiB Ha ceprudikariro;

— GopMyBanHHS ceprudikara;

— BilllpaBTeHHs cepTudikara A0 cepnicy 6a3 ganmx; e

— CTBOPEHHS riepenixy GJIOKOBaHMX i CKACOBAHUX CepTHOIKATIB.

Cepsic eedenna 6Gas Oanux, mo 3abesnedye 36epiranus i ny6uikanito
vcep'rmbmanB a TaKoX CIHUCKIB 6J'IOKOBaHHX a0 ckacoBaHux ceprudikaris.

. Cepsic cmamycy cepmudpixama (on-line certificate status protocol -
OCSP) WO BXOZUTH B pexuMi on-line no cxnamy cepsicy 6as JaHux i
3a6e3neqye .

— CTBOPEHHS IIOBiIOMICHB IIPO craTyc ceprudixaris;

— MiATPUMKY iH(pacTpyKTypH BiakpuTHx Kmodis PKL.

Cepeic gixcayii wacy, opienroBasuii na: , o

— CTBOPEHIIS BiIMITOK Yacy s JOKyMeHTIB i MOBITOMJIEHb;

— 3aCBi/MMEHHs ICHYBaHHS NOKYMeHTa a60 MOBiIOMIEHHS JI0 TIEBHOTO
Tacy. , v

Cepsic 6roxysanns i eiominy BKInOYae bYHKLL:
— TepeBipKH 3aIuTiB Ha GioKyBaHHS a6o BinMiny ceprudikara;
. — Iépefiadi BKa3iBOK Ha GroxyBaHHs abo Biaminy B cepBic ceprudikarii.
Y nentpu cep’rmbucaun KITFOYiB 3afATH Ha Onoxysanng..a6o BigMiny
_ cepmqnxamz MOKYTh HAIAXOAUTH TO Teneony a6o y Burmani IIMCBMOBOTO
MOBIIOMIIEHHS. 32  JOIOMOTOIO enekTponnoi momrtH (e-mail), a Taxox
SBHHaHHOFO MIOLITOBOTO TIOBINOMIEHHS.
' Hl}ICTaBaMI/I s G0KyBaHHs 260 BiIMiHM MOXYTH GyTH KOMIIpoMeTamisa
;CereTHOFO Kmoqa BHacnmox #ioro Brpatu abo kpamixku Hocia imgopmanii,
(3aBepmeHHﬂ TepMmy poGom KOPHCTYBa4a B CcHCTeMi abo 3MiHAa JaHHX
’ 'cepmq)maTa Ha OCHOBI le.IeHHﬂ Kiienra.
Cayoicba ynpaeninus kmouamu 336e3neqye
~ ynpasritHs Root-kimrodem (kopeHeswit ko),
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— ynpaBmiads xmovamu s Cepsicy BeleHHS 6a3 manmx 1 Cepsicy
dicanil 4acy; .

— reHepartiso Bl].'(KpHTHX i CeKpeTHHX KIIOUiB.

Hporoxonn cepaicy 6a3 JaHHX, Y TOMY YHCII:

a) TIpoTOKON OMATYBAHAS BinkpuTHX cepTHdikatip (LDAP);

6) Ilporokox Bizomocreit mpo craryc (OCSP):

1) npotokon HTTP; ,

2) BimoMOCTi IO YHIKANBHICTH 3aNUTAHOIO CepTH(IKATOM NEPETiKy;

3) B pasi yHikanbHOCTI - NepeBipka Ha 6moxyBanHg abo BinMiny;

4)mignaraoTs HepeBipli 3a JOIOMOroI IMOCHIEHOro IHU(pPOBOro
HiAmuCy.

B) Crincoxk GHOKyBaHHﬂ abo BigMiH (LDAP)

1)mepesipka 3a IONOMOTOI HOCHJIEHOTO IHGbPOBOrO ninimcy,
MoxuIEBHi on-line focryir.

Ha#inpnpaOnupinmiMa Opy NOPIBHIHHI 33 KpPUTEPIEM «MOXYIBHICTDY
Burnajatork supimenns Entrust i UNICERT, mo Bamarots MOIysi AsA BCiX
oGlacTeit BUKOPUCTAHNA iHPACTPYKTYPH BiIKPHTHX KIFOWIR,

3okpeMa, HaABHICTH CepBiCiB THMYAcOBOi MiTKM, IiATPHMKH
«GPONTIHXY KOPHCTYBAYIB i IIPOTOKOTY Ge3npoRiHIK IOJATKiB, IPU3HAYECHOTO
it 6e3netnmx Ge3npoBiHAX TpaH3aKLiH, poGuTh I pilleHHS YHIKIBHEMY 3a
JAHEM ITyHKTOM TOPiBHSHHS.

Mogear aosipu. Icuye jsexineka Mogeneit IOBIpH [ HPOLENyp
ceprudikanii BIAKPUTHX KMOUiB, SKMM BJACTHBRI CBOI HepeBard i HEJOMIKM.
Mogenr A0BipH — IIe OCHOBA, Ha HKiI‘/'IVGyI(yeTBCH }iéaEMouiﬂ pizanx cucreM PKI.

Icuye Bi Mogeni nosipw, CXEMATHHHO 306paxent ma puc. 11.1 i 5a puc.
11.2: A '

— iepapxiuna Mofens, mo BCTAaHOBJIIOE €IHHY TOYKY ,LiOBipn IBOM abo
Ginsme Ilentpam ceprudixanii kimouis (LICK - Certificate Authority, CA);

— MepeskeBa MOACTb, IO BU3HAYAC NPAMI z;osipqi CTOCYHKH MDXK JBOMa
a6o 6inpmre IICK i mo peanizoBye Tak 3BaHMIt MeTOR Kpoc-ceprudixanii. V nii
momemi koxeH- 3 IICK BBAXKAETHCH HiONOpPSAKOBAHHM IHEHIPY, 3 A AKHM
BCTAHOBJIEH IOBIpYi CTOCYHKH.
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CEPTU®DIKAT * - CEPTU®IKAT . -1 Ceiem
UenTpanshoro | .- UenTp: [
saceinuyBanbHoro D{:VN coprm ‘bix);uﬁ' .DI:> KOPUCTYBAY ... -

oprany . Koyie
‘ e O

PucyHox 11.1 - Iepapxidana Monens goripu

CEPTUDIKAT CEPTUDIKAT
KOPUCTYBAY Lenrpy > Uentpy KOPUCTYBAY
e cepudikauil . ceprudikauif
Kmoyis Kknovis
iz ) T

Pucynox 11.2 - Mepexesa Moziens oBipu

OcnogHi 'BinMiHHOCTi MiX JBOMa MOJEmsIMH JOBIpH MOJNATAIOTE B
Meronax MoGynoBH - naHIoriB. ceprudikaTiB i MmeTomax Bepubikamnil
ceprudixaris, Bumanmx pisaumu LICK.

Hanuii  xpuTépiit BimoBpakae MOXIHBICTH pisHEX leIeHL PKI
B32EMOZIATH MK co60i0 Ge3 TOaTKOBMX BHTPAT i HaiGimbsm KPUTHYHEH [s
KOpIopani, sxi ob'eqHyIOTb B CBOIH mcbpaCprKrypl nemmﬂca piuens a6o
PO3MIMpSIOTH CBOT mimposninm.

Kpame sa mumu mapamerpaMu Brmsarote npoxyktd Entrust, RSA i i
UniCert, axi 336e3neqyforr> ribpuaHy Mozens nompn ’

'MCS Ta iPlanet IATPHMYIOTE JIHIIE iepapXivHy MOJENs HOBIpH.

3akoHoM Vipaiun «IIpo enextponnuit mubpoBHii Mifmucy BH3HAYeHa
AK ocHOBa MOGY/IOBM HAIOHANBHOI CHCTEMH EI[T maiibiiism mouwmpena
iepapxidna momens ceprudikanii BimkpuTHX KmoWiB 3 eqUEEM KOpEeHeM.
3aKOHOM TAKOX HaKJIaNeHO 06Me)erH;1 Ha TTHOHHY MOMXIHBOT ceprrpikanii.

Hns Gimemocri mopatkis e — ;uaopuaﬂeBa CXeMa, [0 BKIIOYac
HeHTpabHUH .3acBifuyBansuuii opran (L[30 — KOpeHeBPII/I BaCBIII‘I}’BaJILHI/IPI
OpraH) i okpemi NeHTpy cepTudixanii KIOUis,

Ipn HeoGxinwocTi, B JepkaBHEX OpraHax nepeaGavacThes MOXKITHRICTE
CTBOPEHHA TPHPIBHEBOI CHCTeMH cepTH(ixauil: HeHTpansHui 3aCBiNYYBaILHAN
OpraH — 3aCBiXYyBaNBHUiL NEHTp — LEeHTp cepTudikauil KroTis.
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IMeperaroro iepapxiumol Mozeni HOpPiBHAHO 3 MepexceBow € npoc*mmm
NpOTieC MepeBipkH cepTHdikaTa KOpHCTYBada.

HenmonixoM uiei apxirexTypd '€ Te, 0 B pasi TOpYIIEHHS poﬁom

* KOPEHEBOTO LCHTPY cepm(bmauu KITOYIB (HCK) npamqﬂo nopymyerr;ca
poboTa BCiel cucTeMH. ,

Ife o3navae, 1o B pa31 komnpomeranii cekpersoro kxmoda IICK Bci
ceprudikary, -gxki Oynu 3aBiperi IICK 3 Horo ,uonomorolo BBAXKAIOTHCA
KOMIIPOMETOBAHHMH 1 IIi/JIAral0Th 3aMiHi. :

BinMivennit memosmix BuMmarae ocobmmBoi  yBarm - 0 NHTaHb
3abesnevends Oesnekd K Ha eTami npoeKTyBaHH}I HCK, Tax i B xogi iioro
TpaKTH4HOI eKcIumyaTanil.

MacmraGosnicts, Kpurepili-- MaciraGoBHOCTI - 4acTo [IyXKe BiNbHO
TPAKTYEThcA BApOOHUKaMH THX abo iHIIMX IMPOXYKTiB. XapaKTepPHUCTHKA LLOTO
HOKA3HHKA THIY: «BHCOKa MacHTaboBHICTE — 1 MlIIBPIOH cepm(’pmarm» o
IIBH/IIIE CBiTHHTE PO BETBMH CEPE/HIO 6asy JaHUX, HDK PO SKICTH CaMOro
pimenus PKI. ,

BH3HaH0 mo MacmTaGOBne pnnemm MOBUHHE 3a/{OBOJILHITH BUHKITaNCH]
HIDKHe YMOBH. o ‘

1. Matu MoayieHy CIPYKTYpy, mo 3abesmeuye mobynosy
nosHobyHKIOHAaNbHOT iHbpacTpyKTYpH Binxpnmx KJIIOYiB.

2. TligrpuMyBaTH pisHi mporpamei rwiatdopMu — onepatiiisi CHCTEMH.

3. IlizTpuMyBaTH BIAKPUTi Kpmn:orpadnqm CTAHAAPTH JUIS B3AEMONIT 3
IHIOAMH CHCTEMaMH. ,

4, TIpu meoOximpocti B3aeMozii pi3HMX peamizamiil PKI nixTpuMyBaTH
ribprasy Mozes IOBipH. ‘ v

5. 3abesneuyBaty NiNTPAMKY HOOYNOBH AOBIPYMX BiXHOCHH 3 LIGHTPOM
ceptuikanil, Lo He BXOANTDH B HAABHY i€papXiio, B pealpHOMY Macitali 4acy.
Jlana ymoBa MiHIMi3ye BWTpaTH Ha .[OOYNOBY, YNpaBliHHA 1 TEXHiuHy
nigTpuMky indpactpyktypu PKI. Taxy yMOBY 3aJ0BONBHSIOTH pillIEHHS
Entrust, UNICERT i MCS. Lo

6. 3abfesneuyBaTH TIHYYKY CHCTEMY YHOPaBHHHA i KOHTpONIO Hal

inppacrpykrypoio PKI. Jlana Bumora oOymosiera THM ¢akTopoM, IO
TpobnemMu B poboTi iHGPacTPYKTYPH BIIKPHTHX KIIOUiB MOXYTb IIPUBECTH HO
cepilo3Hux (iHAHCOBMX BIpaT, TOMY JAyXKe BAXKIHBO Yy CKJaJi MPOrpPaMHOTO
TIPONYKTY MaTH 3aco0H pearyBaHHs Ha apapifini curtyanii, IpoBeleH s aHamizy
CTaHy CHCTEMH 1 OTpUMaHHs HeoOXiXH1X 3BiTiB.
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-+, 7. IligtpumyBaTi inppacTpykTypy ynpapninms nprsiteamy (PMI), mo
06yMOBneHo Bce Oimbin lHTeHCHBHHM ‘BHKOPHCT2HHSM B KOPIIODATHBHHX

| CepENIOBHINAX MOXKITHBOCTEH . BXUBAHHS - cepTi(iKaTiB  BHIHAYANEHMX O3HAK
(Attribute certificates). mis ‘nepenmaui ceppicam asTopH3alii - indopmanii npo
Opu3HAueHi /uis KopuCcTyBada mpusinei. Takmit cepsic HajaoTs pintenmsa
. Entrust, RSA i UNICERT. .

B uimomy, npu nopiBHAHHI 3a KpuTepieM MacmTaGOBHocn HafKpanmMu
BHINIAAAOTE pimenns Entrust i UNICERT. Pimenns RSA i iPlanet TPOXH
BIACTAIOTE 32 KDHTEPLAMH -MOXYNBHOCTI i NiNTPHMKH NOGYHOBH JIOBIpYHX
BiHOCHH B peaibHOMY Macirrabi gacy. v

Kpim Toro, pimenus iPlanet, sx i plIHeIIHi{ MCS HE.Ma€ IiATPHUMKH

. indpacTpyxTypH ympasninus npusinesmu (PMI). Pimenns Microsoft moxma
' Ha3BaTH MacIITa00BHUM BHKIOYHO B Mexax miardpopmu Windows.

11.2 Ynpasiinas ceprudikaramn i Kiouamu

Ympasninns ceprudikatamu nepenGadae Bumyck, myGikauiio, BiATyK i
IpUIIMHEHHA - Ail  ceptudikaris., I“HytiKibTr, HigXoxiB IO YHpaBNiHHA
ceprdikatamu  copuse onmmanLHOMy BHGOPY pimeHHs,  BIAOBizHOTO
‘f1oTpebaM Kophopalii:

Y npoMy muramdi HaliGinemoro ycmixy mocsrmm pimenss Entrust i
UNICERT, mo 336e3neqy101"5 ynpamnmm cepm(bmaTaMH 3a JonoMorow Web
i e-mail. : :

Pimenus 1P1anet Microsoft i RSA HanaroTs MoXTHBICTE OTpHMAHHS
‘CepTHikaTis Jmmie 32 A0TIOMOTof0 web inTepdeiicy, Xoua ciifi 323HAYHTH, 1O
MCS wna pieni mimmpuemcrea Moxe Bnnycxa"m ceprmbucam aBTOMATHYHO
(auto-enrollment).

- Bupanenss abo npummHenns aif ceprudikati y pimennsx iPlanet i
‘RSA spilicHroeTscs 3a nonomorow ‘Web afo anmigictpatopa. MCS npononye
BUIQJIATH CePTHDIKATH ML BUKOPHCTOBYIOUH aMiHICTPaTHBHY KOHCOb.

Ilpyu nopisusnni MeTonis nyGuikanii ceprudikatis cnin 3asHawuTy, mo
" BCl IPOAyKTH MiATpHMYOTH My6iikauiio B Cepsicax KaTanoris i Active Dlretory,
‘32 nporoxonom LDAP npoz(yxm UNICERT i Entrust TaK caMo MiTTPHMYIOTH
"DAP.

B - Kopucryraui lH(bpaCprKTypH BiIKpHTHX KIIOYiB MaioTh GyTH
' BIICBHEHI, IO Ha MOMEHT BUKOPHCTAaHHS cepTH]iKaT IHHHMUIL.
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> B pasi xommpomeranii ceprudixara abo xpumrorpadiuHux KiIOuiB
cepm(bxxar Mae 6ym Heraino siaxnukanui 1ICK i BHecemmii mo crucky
BifKIHMKaHUX cepTHOIKATiB, JOCTYIHOrO Iid BCiX KOPHCTYBAdiB. _

Ilepesipka crarycy ceprudikara Moxe 3/iliCHIOBATHCS 3a JOIOMOIOI0
CHHCKiB Bigkanux ceptudikaris (CRL), a6o 3MinenMx CIckiB BiAKTHKAHUX
ceprudixatis (Delta CRL), a Taxkox IIsX0M BH3HAYEHHSL CTaTycy ceptudikara
B PEATbHOMY 4aci.

VY po3nmipenHsx ceprH(IKaTiB 3HaXOAUTHCH YHI(GIKOBAHMH MOKAKYHK
indopMaiifHOTO pecypcy — CTaHIAPTH30BAaHMIT PINOK CHMBOIIB, SKUH BKasye
afpecy JOKyMeHTa B Mepexi Internet 3 inpopmaniero npo miche po3TanTyBaHHs
cruckie. TTokaxunk iHQopmaniiimoro pecypcy moxe Oyt acomiiiosanmit 3
pecypcom LDAP, HTTP, FTP a6o X.500. Ha mizcrasi miei indopmanii
KOPHCTYBa4 MOX€ OTPHMYBATH aKTyalIbHi CTAHU CHMCKIB,

Tlpu nopismsaEI 32 MoxmupocTsMu IyOmikauil CRL ckumagaerscs

_Mabxe piBHa CUTyalis: CIMCKH BiIKTHKAHNX cepTudikaris, 3a Bunsitkom MCS,
NiATPHMYIOTECS B YCiX NPOAYKTAX LUISXOM ITyOiikanii BpyuHy a6o mepiofuyHo
y daitnosy cucremy (HTTP i FTP) a6o Cepsic gupextopiii (Active Directory)
33 Jonomorow Ipotokony LDAP. V mpomykti MCS. Moxnuea nuime
nepiogu4Ha mMyOmixamis.

3MiHeHMI CIIMCOK  BiIKNHMKaHHA Ceprudikaris wmicTure  jume
cepTHhiKaTH 31 3MIHEHUM CTATYCOM.

Iepesaramu Delta CRL B nopisusani 3 CRL € icrotsHo Menmmiii 06'em,
HDK y 0a30BOTO CHHCKYy BifkiMkaHux cepTubikaris, uactima myGrikamis i
HCBEIIKA 3aTPUMKA OHOBIEHHS CTATYCy BIAKIMKAHHS y KI€HTa, MiHIMalbHe
HABAHTAXKEHHs Ha MEPEXY. ;

3MiHeHi COMCKH BimKIMKaHHA cepTu(ikaTiB miaTpumyrors Entrust i
MCS. ) - , )

Ilporokon BH3HaYeHHS cTaTycy cepridikaTa B peanstoMy waci (OCSP —

on-line certificate status protocol) 3acHoBamuif Ha BHKOPHCTAHHI CITyXGH

MepeXeBMX KaTanoris, sika Hajgae iHdopmanito mpo cratyc ceprrdikara B

peXUMI PeaIbHOTO acy.
B usomMy Bunanxy ceprudixary, sunani LICK, BBaxaroThcs HenificHIME

IO THX TIip, IOKH iHbopManis npo ix cratyc He 6yzne Bubpana 3 KaTanory, mo

HiI[TpI/IMyéILCﬂ ueHTpoM ceprudikanii. Posmmpenns cepTudixaTiB MicTaTh

3HAYCHES, 1O HAJAE MiCHEPO3TALTYBANHS CepBicy OCSP.
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Jluiite o s POy« majiae BiacHuit MOBHOMIHAHH cepBic BH3HAYeHmS
- CTaTycy cepTHbikarta B peansHOMy 4aci —iPlanet. Pimenns RSA OBMEXHIOCH
cepsicom OCSP (s TepMu{ax RSA - OCSP Responder), mo- nlm‘pHMye nHie
http “samurs. Octammi  mpoxyxra BHKOPHUCTOBYIOTh HaAOyHOBY y BHIIIAmi
nporpamuoro npogykry ValiCert Global VA Service, wo 3abesmedye ceppic
-OCSP. v

Hpu mnopismseni 3a kpurepiem ynpasminms ceptudikatamu  Bei
OPONYKTH MAIOTh DiBHi IIOKA3HHKH, CHiJ. JHIIC BIASHAYUTH MOYXIHBOCTI
BHITyCKy cepTHikatiB pimens Entrust i UNICERT, a takox cepsep OCSP, mpo
BXOIHUTD B TOCTaBKy iPlanet.

1121 PesepeHe 36epiranns nap Kiovis

Bumora Bsuxopucramns pisamx uap KpHITOrpadivnux Kmowip s
mubpysannd 1 ELII & npoxykrax PKI XapaKTepusye HifXiZ ocTavanBHMKA [0
ITATaHHS poaMemyBaHHa‘z(aHHx Crpore ninenHs manux kopropauiif i mammx
KOPHCTYBaYa Cripusie ntnmeHmo Ge3nexn cuctemu.

3 mamux piliteHs pisui mapu KmouiB mus mmpyBaHHA i mignucy
migTpuMyroTs Jtume Entrust, iPlanet i RSA.

Moxmusicts BinHOBATH 3ammdposani nami — anpomIa HeoOXiAHiCTE
Kopnopaml mozno 3abesnedeHHs 6e3ne1<1z1 1H(OopManii.

3a maM TapaMeTpoM BCi pilmeHHs NOKasamu cebe OQHAKOBO 1106pe
Bi/Ipi3Hsace JHIIe pearisaris, 30Kkpema:

1) y imeonorii Entrust CHOYaTKy 3aKilaJeHo peaepByBaHHsI Iap KIHouiB,
npﬁsﬂaqennx Ui nmgpysaHus;

2) iPlanet Buxopucroye Data Recovery Manager;

'3) MCS BuKopHCTOBYE mozyms Key Management Server; »

4) vy RSA Keon gns 36epiranI KIIOYiB BUKOPHCTOBYEThCS Security
Server; '

o 5) y UNICERT PKI icnye ,uo,uaTKOBI«Iﬁ MOy b KAS, mo eukopucrosye
Oricle sx 0a3y maHux.

11.3 Yupaamnnﬂ mq)pac'rpym'ypom BumpnTnx kmouis (PKI)

3a0061/1 praBJIIHHSI PKI — II¢ OCHOBHUH IHCTpyMeHT CIIIJIKyBa.HHﬂ
cucteMu i anMinicTparopa. Bin roro, Hackinbkm meit iHcTpyMent
yHiBepcansHUi 1 3pyuHHMN, IHKONH 3aTeXUTh Ipate3aaTHicT Beiel cucTemu.
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Binmosimmo 1o Bumor [podimo saxucty PKI, B ynpapnimmi
inppacrpykryporo OK meobxinHO pospinaTu posi aHMlHIC’I‘paTopa CHCTeMH,
aAMIHICTPaTOpa NOMITHKH 6esnexu, aymuTopa i KiHieBoro KopucTysaya.

B ycix pimennsx, 3a parsarkoM Microsoft, mHye WOPCTKE poamnemm
(bymcum OO YDPaBIHHHA mtbpac"[pymypoxo v peam3an;11 M1crosoft JuIIe
aIMiHICTPaTOp Ma€ NpaBo YMpPABNIATH PKI (3a npec-pefizamMu  Microsoft B
Windows.NET ns ipoGiiema Bk yoyHena). . '

VrpapniHey i MOHITOPHHI mcppacrpym*yporo 3nificHIoeThCs y pAni
IPOXYKTiB TAKHM JHHOM:

a) Entrust: 7

1) 3a ronomoroxo anMinicTpaTBHOI KoHcomi Entrust/RA;

2) 3 KOMaH{HOTO PSAKa; ’ v
' 3) MOXIHMBE BHKOHAHHI HEAKHMX aiMiHICTpaTMBHHX omnepaliil 3a
noromororo AutoRA (3 BuxopucranuaM challenge-response pages);

4) Web/VPN/WAPConnector ~—  cimelictBo  Mojymis, Ino
3a0e3nedyoTs MOXINBICTE BHHyCKy erTn(l)ixaﬁB s Web orminagis, Web
cepBepis, VPN i WAP HpHC’I’pOlB ' '

6) iPlanet:

1) 3 apmiricTparusHoi Java Kbnqoni;

2) 3 KOMaHAHOTO PAIKA;

3) uepes web-uHTEpDeEiic;

B) MCS: craHnapTtHa KOHCOIE yupa}smmm (mmc), posmupena
HeofxinHumMu BeTaBkamu (Snap-in);

r) RSA Keon: gepes web-mneptbeﬁc;

x) UniCERT:

1) 3a monomororo MoxyniB CAO i RAQ, xoxes 3 SKuX HpU3HAYCHHI
I8 YUpaBiiHHA i MOHITOpHHTY Bumecrosmioro Moxyns, sk CA i RA
(mpucyTHIH yHIKaNbHUE pPefakTop iH(l)pacx'pyxcrypn Policy Editor);

‘ 2) ynpaBmiHEsA 3AiHCHIOETHCS NEHTPOM peecrpauu yepes Web 3a
JOIOMOT0I0 IOHAATKOBOTO Monymx WEBRAO.

3 nmawmol rpynu npo,u,yKnB BapTo BumimwTH: Entrust, UniCERT i iPlanet,
AKi Hagamu noryxcm i Bceocmxm cnocoGn praBJIlHHSI i KOHTpOJIIO 3a
'CHCTEMOIO.
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11.3.1 Yopasniunsg noxirukaMmu

“Honifhm - npaBHna . IO npnsHaanOTBc,q aKi ﬁepe};ip;pd‘rs
JOCTOBIpHICTS BMICTy 3anuTiB  Ha cepmdnxamro i BuU3HAYaIOTH - BMicT
_ BUJABaHOTO cepmq)ma'ra Tomitaxu TaKOX BH3HAYAIOTh npaBHia Npuiomy,

' BiIXUIEHES,  [IepeHECEHHS 3aMUTiB i OHOBJIEHHS! paHillle BHAAHNX ceprHpixaris.
' Honitnxa Ic - ocbmmnpm AOKYMEHT. Horo poszinu CKIAfalOThCS 3
. Migposainis, B sKux ommcani TIONIOXEHHS, Ha OCHOBi SKHX 3a6c3neqyeTLc;1
Hapiitne (byHKmoHyBaHHﬂ LIC i sxicae chnyronyBamm Horo KopHcTYBauin
[24]. |

Y noxymenTi MOXyTh GyTH npHCyTHi pO3AiY, AKi He NOBOAATHCS HO
BiJlOMa KOPHCTYBAUiB, alle KOPHCTYBayi MaloTh MOXIIMBICTE B IOBHOMY 00cs3i
noszuatomMutHCA 3 nonitukoro LIC, B yactuHi ymoB ix 06cmyrosysanHs, npas, a
TAKOX NependaueHux caHKmH ) ' ‘ v

Y MixHapomHoMmy craHmapti  X.509 - momirthka BHKopucréHHﬂ
cepTudikaTiB  BH3HaYacThCH  SIK BCTAHOBNeHHH Halip mpasmn, mo
XapaKTEPH3YIOTh ~ MOXJMBICTE  3aCTOCYBaHHS  .cepTHdiKaTa  meBHEM
CHIiBTOBAPHCTBOM KODHCTYBAYiB 9H HESKAM KIACOM NPUKJTAJHMX HPOIrpaM 3
00YMOBJICHUMH BEMOTaMH 0 GE3TIeKH. :

TomiTuKa 3aCTOCYBaHAS ccpTH(biKaTiB, 06’ sSBITeHA TaHUM HC, no3sonse
KOPHCTYBA4€eBi OLIHUTH HailHicTs i e(beKmBH_icn,_ BHKOPHCTaHHS BilTIOBiIHHX
cepTrdikaTis mg KOHKPETHOTO NIPHKIIAJHOTO o6'exra.

T'myuxicTs i MOXIHMBICTE 3MiHK wHy}o'mx IIOJITHK — OCHOBHI BUMOTH,
IO BHCYBAIOTECS JI0 MOTHKIB Ha KOpl'IOpaTHBHOMy pirni. Bei nmpomyxra
HaJaloTh TaHy MOXUIHBICTb.

11.3.2 Peanisanis 3aco6is ayanTy i 36epiranus Hajnawrysans B PKI

Ilpn mpoexrtysanni i nobynosi Indpactpyxrypn Bizkpurnx Kmowis
cuin 6pati o< yBarm ocobnmBocti peanmizaumi 30epiraHns mapamerpin i
HanawTtyBans PKI. Tax camo, minmosimso mo mpodimo zaxucty, meobximmo
:.3an06irTH " HocTymy - ‘HEABTOPH30BAHHX KOPHCTYBadiR zo KxoH}irypaniinoi
indopmanii md)pacrpyﬁrypn

Bero  HeofximHy s q)yHKmoHyBaHHx mq)opMauuo Entrust/PKI
36epirac B 3aumdposaniit 6asi ganux Informix/Oracle, BHKOPHCTOBYIOYH TIpH
LbOMY CUCTEMY Ge31eKH cepBepa 6a3y JaHux.
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Piuienns iPlanet i RSA. BHKOpHCTOByIOTb Bnacny 6a3y naHHx MCS -
Active Directory.

' Bcro HeoOxiany ans (byHKmouyBaHHﬂ indopmauito UniCERT 36ep1rae
- B 6asi nannx Oracle, BUKOPHCTOBYIOUH NPH LLOMY cHcTeMy Gesnekn cepsepa
62341 JaHuX.

Ilpn mopiBHAHHI 32 UMM TapaMETPOM MH OTPUMYEMO AOCHTH CXOXKY
KapTHHY 7% BCIX MPOAYKTIB, CIiJl IWLIE BiA3HAYHTA MOXJHBICTL IHpPYBaHHS
6asu manux B Entrust i RSA.

3acobu ayauty 1. CknajaHHsa 3BiTIB — HeBil'€eMHa - YacTHHa
indpactpykrypu Oyab-sxoi iHdopmauiitHoi cucteMHu: i TuM 6Ginnlue  Takol
craHol i posranyskeHoi, gk PKI. ‘

TTpu nopiBHAHHI 33 UMM KpUTEpieM CIifl BUALIUTH Tpu pimenns Entrust,
UNICERT i RSA, sxi 3a6e3neuyrore: noBHodYHKUIOHaNbH] 3acobu ayauty i
3acobiB cTBopeHHd 38iTiB. iPalnet i MCS He mMaroTh BnacHuX 3aco6iB cTBOpPEHHS
3BiTiB. Bcei 3 npencTaBneHux npOAYKTIE MalOTh MOXKIMBICTE NepeHaNPaBIsATH
NOTiK NOAif B XKypHATH HOAIH onepaliliHiX CHCTEM, HA AKHX BOHM NPAIOKOTH,
L0 Ja€ MOXNBICTE 3AICHIOBATI KOHTPOJb 32 CTZHOM CHCTEMH 1 3aXHCTHTH iX
Bii HECAHKLIOHOBaHOT'O AOCTYILY.

B ninomy npu nopiBHAHHI 3a Kputepiem Ynpagnidus Indpactpykryporo
cnif 3a3HaunTH pitedHa Entrust i UniCERT, mo MaioTs 3pyyHi i pisHoManitai
3aco0M ynpaBniHHs, ayAUTY i IIOJA3HHA 3BITIB.

11.4 HpoekT cHcTeMH, HeHTPH cepTu‘cl)iKéui‘l' KJ04iB

“CknamgHicTs i - pi3HOMaHITT® 32BAaHb, IO Bupimyxo'rbcx ‘B xomi
cteopenns cuctemu ELITT, HacTifiHO BMMaraioTh NONEPEHLOTO MPaKTHYHOTO
OMpALIOBAHHA OKPEMHX KOMNOHEHTIB 1 iHTerpauii pilleHs Yy BHUrasmgi
HEBEJIMKOIO 3a 06'eMOM TIpoeKTy. PO3rIsHEMO HHM3KY 3anuTanb, aki HeobXixHo
BPAaxOBYBATH NpH #0ro pospobii, - : ' .

OcHoBHi nonoxeHus 3i cTopeHHs i ¢yHkuioHysauns cuctemu ELIIT
BU3HaueHi 3akoHoM Ykpainu «I1po enexTpoHHuif 'umbpéém‘«i niamuc».’

3akoH BH3Hayac, Wo ELI,]'I HpPHPIBHIOETHCS 33 CBOIM MpaBOBHM CTaTyCOM
110 BIIACHOPYYHOTO TiJIUCY B TOMY Bunanxy, AKILO:

1) EUIT ninTeepmxeHitli BUKOPUCTAHHAM NOCHIEHOTO ceprmpmaTa 3
BUKOPHCTAaHHAM HafiAHuX 3acobis nudposoro miamucy;

" 2) B x0/1i NepeRipKY BUKOPHCTOBYBABCS TOCKIIEHHH cepTr(IKaT Kilo4a,

o AiAB y MomeHT dopmysanns ELIT;
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3) ocoBucTuit K104 TOFO, XTO HiANMCYE, Bianosinae BlIleHTOMy Knoyy,
BKa3aHOMY B cepTuUdiKaTi.

Ha ' ocHosi 3akony pospobneni i 3arBepmkeni nocramoBami KM
YKpaiHu  10BHOBaXeHHs - i. OBOB'S3KM ~ OCHOBHHX CIEMEHTIB: CHCTEMH:
UEHTpansHOro 3acBifdysansHoro oprany (L[30), saceizuysanszoro LEeHTPY
(3L1), uentpy ceprudikauii knouis (8 T.4. aKpEJHTOBAHOrO).

“Haragaemo, wo Ha uenTpu cepruobikanii noxmaaroTscs 3aBaHHs
Hapanua nocayr ELT i oBcmyrosysanus ceprudixaris KIIOYiB, : peectTpanii
KOPUCTYBa4iB CuCTeMH i renepauii xmouis, 1130 i 311 BHKOHYIOTb (pyHKLIT
kopenesoro LIC i 1IC apyroro pisus Bixnosiaso.

Bianosinuo o 3akoHonascTsa cuctema ELITT B Yxpaiui nosunua mMaru
iepapxiyHy CTpyKTypy, IO BKJIOHYAE KOpeHeBHH UeHTp cepTudikauii kmouis,
KOpIIOpaTHBHUH LEHTp CepTutikauii kmo4is i ueHtp ceprudikauii kmouis
JIPYroro piBHs.

Ha xopenesuit LIC noknanaerscs 3aBnanus 00CIIyroByBaHHS BHKIIOUHO
KOpeHeBUX cepTH(ikaTiB (BiH He 06cnyroBye KiienTiB).

Kopenesuii LIC nosuneH 3a6e3ne4nty BUKOHAHHS TaKAX tyukuiii:

— TeHepanilo BNacHoi KMOYOBOT mapH i (opMyBanHs BIACHOTO
CaMONiANMCYBANLHOTO CepTHOIKATA; o

= PeecTpauilo UeHTpiB cepTHdiKauii KMoyiB Apyroro pisHS;

— HOpMYBaHHS KOPEHEBHX CepTH(hIKATIB KIIOYiB;

— BEJIEHHS OCHOBHHX i pesepBHuX 6a3 mauux, 30Kpema, peecTpauiitio
inpopManii nimrernux LIC, xopeHesux cepm(l)mana KIOYiB (3aluTH Ha
KopeHesi cepm(bu(am, NOBIIOMJIEHHS. Npo  BiAMiHy ao -BJ10KyBaHHs
cepTuiKatiB, KypHanu noAii i Tak nani), pesepBHe KomiloBaHHs 6a3 JAHHX Ha
30BHIIUHI, HOGIT, i . X .

- ny6mxauuo KOPECHEBHX cepm«bnxana Ha BJIACHUX . mnbopmaumnux

pecypcax Ans 3a0esniedeHHs BiIBHONO OOCTYNY 10 HHX. (HTTP, FTP, Active
Directory);

- GHOKyBaHHx abo Bl,[lMlHy cepTHdiKaris;

~— NIepeBipKy JIETiTHMHOCTI cepTHiKaTiB. ) »

Kopnopamannn HeHTp ceprhdixauil Knro4is woao LIC HHXKHBOTO piBHs
BUKOHY€ yHKuii Kopenesoro, cepTudikar #ioro BiakpuToro xmova 3aBipsAeTHCH
niamucoM kopedesoro LIC. .
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I_leHTp cepTHikarii kmoyiB aApyroro pisHs chnyrosye KOPHCTYBayiB
cuctemu. CepTudikaT. HOTO BIiIKPMTOrO KITIOYA 3aBipAETBCA  MiANHCOM
xopenesoro LICK a6o kopnoparusHoro uentpy cepridikanii Kiouis.

Pucynok 11.3 - Henrp ceprudikauii knodis

HC apyroro piBast 336e3neuye BUKOHaHHS Taux QyHKILiH:
- reﬂepauiro KITO4iB; ‘
— peecTpatiiio xopncryaaqm i chnyroayBaHm{ 3anmm Ba (opmyBaHHs
ceptudikaris;
— hopmyBanHs cepmtbma'rm KII04iB;
— 3aIIHC CEKPETHHX KIIOYiB;
— BCIEHHS OCHOBHHX i pe3epBHUX 6a3 narmx 3a6e3neqennﬂ pe3epBHOTO
KOTi}OBaHHS;
— ONOKyBaHHS 1 BiAMIHY cepmq)ixaTiB;
* — my6uikanio YHHHUX | BIAKIMKaHNX cepmtbmarm,
* < niepeBipKy JeTriTHMHOCTI cepradixatis; '
— dopmyBaHHS BiAMITOK Yacy.
Kopwuctysanski APM Buxony}on, Taxi GpyHKuii:
~ reHepanio nap Kiodis;
~ [IepeBipKy AI€BOCTI cepTHOIKaATa;
—~ QopMyBaHHS eJEKTPOHHOrO UMGPOBOro MHANMCY, THMYACOBOT
BiOMiTKH. . - C '
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_ E(beKTHBmCTL ;CTBODIOBAHOI CHCTEMH . 3axucry iHdopmanii Garato B
: qomy sanexcm B Toro Hacxmmm ILTAHOBAHI 3aXOMH.i BHKOPHCTOBYBaHi
3aco0n BsaeMHo noromxem i B3a€MHO AOTIOBHIOIOTH OJ(H OJHOTO.

Imopysamm LEOr0 IIOCTYNATY MOXE, 3 OAHOFO 60Ky, TpHBECTH J0
HAIMIPHUX BHTPAT HA MPHAGAHHS JOPOrOro yCTATKYBAHKSA, 3 IHINOro 6oky —~ 10
MOABH: «IIPOJIOMIB B 0GOPOHHIX pestyTax»,

Onuumu 3 HaiGinsm TpocTHX i (OAHOYACHO BETbMH CIeKTHBHHUX 3aX0ZiB
3a0esneueyns Oe3nexu indopmanii - ‘opraMizauiiigi 3axomm a6o 3aX00H
00MEeXKYBalIbHOrO  XapakTepy. Bom - nepenbadaroTs, mepm  3a  BCe,
PEerNaMeHTaliio JOCTYHY B PEXUMHI [PHMiIIEHHS i-06mix il nepcomany, wo
Mpalioe 3  TeNneKOMyHiKaliHHMM  yCTATKYBAaHHAM i .OBUHCIIOBATEHIMH
CHCTEMAaMH, B SIKUX HaKOTIIYETECA, 06p06IDI€TI>Cﬂ 1 nepetacthes indopmanis 3
O0MEKEHHM OCTYIIOM.,

11.4.1 Axpeanrauis nentpy cepnui;ikaxii‘i

Bignosinso no BaKOHy YKpamn «Hpo ENICKTPOHHHI LudPOBHit minmucy
AKPEIUTANIs — e TpOLeMypa AOKYMEHTATEHOTO 3aCBi[YEHHS KOMIIETEHTHOCTI
UEHTPY ceprudixauii xmouis SHIMCHIOBATH JiAnsHicTH, NOB'A3aHy 3
06CIyTOBYBAHHAM IOCHIEHAX cepTH(ikaris xirouiB. o

B ninomy npole/ypa aerzmTaun Mae OYTH BH3HEYeHa NIOCTAHOBOK
KM YKpaum IpOTe BXKe MOXHA FOBOPHTH npo ocHoBHi BuMorn 10 ALICK, axi
KOPOTKO POSKPUBAIOTECS MPOCTOXO GOPMYIIOIO «3HATH, YMITH i MaTm»:

— 3HaTH BHMOTH HOPMATMBHHX noxyMeHTiB‘ IIPO TIOPANOK 3TiMCHEHHS
RUSUTBHOCTI Y Bn6paHm obnacri, TPUHIHIH i METOMH 3aXMCTy, XapaKTCPHCTHKH
EKCILTYaTOBAHOTO YCTATKYBAHHS,

— yMmitu 6esneuno EKCILTyaTyBaTH 3acobn K3I[;

— MatH Heo6x1mn powsi 3mncne1mx 3agBICHOTO Bpmy HIsUTBHOCTI
ceanquOBam saco6u K3, YCTATKYBaHHS, IEPCOHAN,  TpHMilNeHHS,
PErIAMEHTYBANBHI TOKYMEHTH. o h

11.4.2 Ceprudikanin i aonycek no excrmya'raui'l'

Icmyioya nopmatmBHO-TpaBoBa 6asa BusHauae, mo. JUIL  3aXHCTY
KoHQinenuiknol  indopmanii BHKOPDHUCTOBYIOTbCS  cepTH(ikoBani 3acofu
Kpunrorpaigsoro saxmery indopmauii  (K3I). 3axucr inopmanit 3
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OOMeXeHHM [OCTYIIOM, INO € BJIACHICTIO MHepKaBH, 3HiMiCHIOETHCH 3a
normomMororo 3aco6is K31, mo MaloTh HOIYCK 110 eKcIuTyaTanii.

Ceprudixamis CK3I 3nificHIOETEGS 3 MeTO0 MiATBepMKeHHA ix
‘Bignosiaxocti cragpapram IOCT 28147-89, TOCT 34.310-95, TOCT 34.311-
95, JICTV 4145-2002, a Taxox 1HIIM HOpMaTHBHHM J.oncymeHTaM 1 TeXHIYHMM
yMoRaM Ha mi 3aco0m. Ilopsmox mnposenenms ceprudixanii 3aco6ie K3I
perniaMeHToBaHMi HopMaTHBHUMHU fAoKyMeHTamu Cructemn YxpCEITPO.

- Jomyck 7o eKciuryaTarii '3é006i3 gﬁiﬁcnioe’n;cx HA OCHOBi IO3MTHBHUX
pesynsTaTiB excneprasu y coepi K3I, sixa npososmrscs 3rigso 3 Tonoxensam
TIpO ePIKABHY eKCIIEpTH3Y ¥ cdepi Kpnnrbrpa(biqﬂoro gaXné’ry indopmarii.

IMpouemypy [ONMYCKy IO eKciuiyaranii (ekcreprusm) i cepradixanii
6araro B YoMy AyXe CXOXi, pa3oM 3 TUM BOHH MAtOTh 1 pAX BiAMiHHOCTEH.

Tepenik of'extiB gomycky a0 excnmyaranii (eKCIEPTH3M) 3HAYHO
nmpuwii, HiX B npomeaypi ceprudikanii. Ha sigMidy Bin ceprudixamii,
006'exTaMH EKCIICPTH3H OKpiM 3aco6in K31 MOXYTb OyTH: '

— 3aco0W i MeTogW, TpH3HAYeHi NS po3pob6KH, OCIiKEHHS,
BHpOOHHITBA i BHﬁpdSyBaHL zacobis K3I; ‘

— 3BiTM NpO HAyKOBi NOCTI/KEHHA i pO3poOKHW, iHmi pe3ymbTaTH
HaYKOBOL 1 BAyKOBO-TEXHITHOI JIAIBHOCTI y chepi K3I; “

- Kpnn"rorpaq;mm anNropuTMH i | IPOTOKOIIH, METONA renepauii KITIO4OBOT
indopmartii;

— xpumrorpadidni cHcTeMH, 3aco0H i }ICTaTKyBaHHﬂ K3I

— TIOJIOKEHHS IPOTPaM 1 IIPOEKTIB AePIKABHOTO 3HAUEHHS B YaCTHHI, IO
crocyerses K31, -

— cucTeMH 1 3ac00M reHepanil, TeCTYBaHHS 1 PO3HOALLY KITHOYiB.

TaxuM YHHOM, cepa 3aCTOCYBaHHS €KCIIEPTH3H iCTOTHO INWpINa, HiK
ceprudikanii. 3okpema, excrreprasa y cdepi K31 Hamae moxmBicTs B Tomy abo
{HIOMy BHMIIAKY BH3HAYMTH MOMJIHBICTh BUKODHCTAHHS JUI 3aXHCTY
indopMarii KOHKPETHOrO KPUITOANIOPHTMY 1 HajaTH peKoMeHpaawii BifHOCHO
Horo 3acTOCyBaHHS. .

Hanpuxnan, 06'eKToM eKCHepTH3U MOXKE OYTH K KPUIITOAITOPHTM, TaK
i 3aci6 KS3I, sxi peanisyroTb anropurMy, L00 He € JEPXaBHUMH
(MDXIepKaBHUMM) CTAHAAPTAMH.

~ Ilponenypu ceprudixanii B cucremi ceprudikaumii  mpomyxuil

YxpCEIIPO € BiIKPATHMH 1 3aralIBHOAOCTYTIHUMH.
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. IIntanns xo posgiay 11

1. o pozyweTLcs; nin apxmzx'[yporo CHCTEMH enercrpormoro
umbpoaoro nigmucy (EITT)?
2. SIxi XapaKkTepuCTHKH apxrreKTypH cucTeMu EIIT € ocHoBHAME?
. 3. Sxi ocromi nocnym BI,ZIHOCSITB xowc‘:epmcy peecTpanii cHCTeMH
4. s ocnomn npouenypn Bl,lIHOCHTI: o cepmcy cepm@mauu"’
5. Slxe npusmaucHist cepsicy Be;[emm 6a3z” uarmx i Ans Horo
BHKOpHCTOBy}OTLc;I npomxonn LDAP i OCSP?~
-6, ki (bymcun BHKOHYE CepBic 6J10Ky13am1>1 i Bimminn?
7. Sxi 3aB;xaHH51 cnyxcﬁn YIIpaBIiHHA KI09amu?
8.V womy BlﬂMlHHICTL Mix 1epapx1quzo i MepemeBoxo MOZAENSIMA
JoBipH?
9. SIxi BEMOTH 710 MacInTaGoBHOT apxiTeKTypH cucteMn ELTIT?
10. o taxe moniTrKa HeHTpy cepTHiKanii?
1T, Slxwm 4uHOM BH3HaYaeTHCA cTatyc EIJII B BaKom YKpamn <<Hpo
eNeKTPOHHuH 1udpoBuii nmrmc»"
' 12. SIkuM HHHOM OpraHBOByCTLCH cucrema ELI BimnosixHO 110
33KOHOJaBCTBa VKpamH? o
13. Jins “Goro mpH3HaueHHit ‘uentp ceprudixanii Kmouis Jpyroro
piBua?
14. 'V yoMy nomsrae aer,I.lHTaIIISI neHpr cepmcbucaun KmotnB?
15. Y qomy monsrae ceptudikauis i Jomyck 10 eKcIuTyaTamil 3a0061B
K3I?
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