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BCTYII

HesBakarouun Ha Te, 1110 KOPIOPATHBHI MEPEXi 3a3BUYall BUKOPUCTOBYIOTh
0e3:114 omnepaniiHuX CUCTeM, O0COOJIMBO Ha cepBepax, Ha OUIBIIOCTI poOOUYMX
CTaHII{, TPU3HAYEHUX /JI1 KOPUCTyBaya, 3a3BU4ail yCTaHOBIIEHA OJIHA 13 BepCiii
Windows. Inrepdeiic Windows € 1HTYITUBHUM 1 JpYyXKHIM, HEMA€E KOJHUX CyM-
HIBIB y TOMY, 110 aIMIHICTPYBaHHS CEPBEPIB Ta COTEHb TUCAY POOOUMX CTAHIIIH
Windows sBisie cobOoro Bkpaih MacmTaOHy 3amgady. OmnepauiiiHi CHCTEMH
Windows 95, 98, ME, Windows NT Workstation, Windows 2000/XP Profes-
sional, Windows Server 2003 Ta Windows Vista MICTSTh pi3HI IHCTPYMEHTH, SIKi
aJIMIHICTPATOPU MEpeX MOXYTh 3aCTOCOBYBAaTH JJIsi TOJETIIEHHS MPOIECiB
YCTaHOBJICHHS, KEpyBaHHS M OOCIyroByBaHHS OINEpaIlifHUX CUCTEM BEJIMKOI
KUTBKOCT1 CepBepiB 1 poOOYMX CTaHIIIM.

B nanomy HaBuagbHOMY MOCIOHMKY PO3IJISAAIOTHCS 0a30Bi MPUHIUIH af-
MIHICTpYBaHHSI MepexeBoi onepauiiinoi cuctemu Microsoft Windows. Xoua Ha
CHOTOJIHIIIHIN JA€Hb BUKOPHCTOBYIOTHCS PI3HOMAaHITHI Bepcii IIi€l cucremu mo-
yyHatoun 3 Windows 95 1 3akinuytoun Windows Vista, HalnomupeHIIMMI
Bepciamu 11 pobounx cranmid € Windows 2000 Professional Ta Windows XP.
[Ilomo cepBepHoro nporpamuoro 3adesnedeHus: — 1e Windows 2000 Server ta
Windows 2003 Server. Came ToMy B MOCIOHMKY POOMTHCS HArojaoc Ha Ii Bepcii
Windows.

[Tepmuii po3ain MPUCBAYEHO 3arajbHUM NPUHIMIAM IUJIAHYBaHHS OMepa-
IHHOT CUCTEMHU, 30KpEMa PO3IIIANAIOTHCS MUTAHHS PO3TalllyBaHHs (haiiiB KO-
PHUCTYBayiB Ta OMepaIifHOl CUCTEM Ha TUCKY. B IbOMy pO3/iili TaKoX pO3TIIsii-
HyTO 0a3oBi koHmemnii Active Directory — 6a3u JaHUX MepeXeBUX PECypCiB,
Ky BUKOpUCTOBYE Microsoft.

B apyromy po3niii po3rasgaroThCs MUTAHHS KEPYBaHHS OMEPAILiitHOO CH-
CTEMOIO, @ CaM€ CTBOPEHHS 1 KepyBaHHA OOJIKOBUMH 3alllCaMi KOPHCTYBadiB,
BUKOPHUCTAHHA MPOQiTIB Ta CUCTEMHUX MOJITUK JJIsl KEPYBAHHS CEPEAOBHILEM
Ta MOXXJIMBOCTSMH KOPUCTYBayiB Ha poOOYMX CTaHIISX. A TaKOX OmMHCcaHo Oa-
30B1 IPUHIUIIN O€3MEKU OMEPaIiitHOT CUCTEMH.

B TpetboMy po3aini po3riasHyTO (pailioBl cUCTEMH, SIKI MIATPUMYIOTh CY-
yacHi Bepcii Windows. binbii geTanbHO po3riasiHyTo (aioBl CHCTEMHU, AKi po-
3pobiieHo 6e3nocepeHbo Microsoft 1 BAKOPUCTaHHS SIKUX J03BOJISIE OTPUMATH
HaWKpauui pe3yibTaT 3 TOYKH 30PY 3aXHUIIEHOCTI, MPOAYKTUBHOCTI Ta (PYHKIII-
onanbHOCTI cucteMu. Kpim NTFS po3risgayTo Takox posnojiieHy (aitioBy cu-
cremy DFS Ta mmdposany daiinoy cucremy EFS.

OcranHill po3/iT MOCIOHKWKA MICTUTH 1H(GOpPMAILi0 PO 3aco0U JIIarHOCTY-
BaHHS KOMIT IOTEPHUX MEPEX, PO3IIISIal0ThCs HAUMOUIMPEHINT KOMAaHIU KOHT-
POJII0 JOCTYMHOCTI OKPEMHUX BY3IiB, MEPEBIPKU KOHQIrypamii mpoTOKOIHHOTO
CTEKa, a TAKOXK 3arajbHi MPUHIUIIN MOHITOPUHTY Tpadika.



Po3nin 1
I[lnanyBaHHS onepaniiiHOI CHCTeMH

1.1 Po3mimenns cucreMHux ¢aiiiiB Ta gaiyiB kopucryBadis

OnHi€ro 3 roJIOBHUX 3a/1a4y OyAb-SIKOTO aIMIHICTPATOpa MEPEXKI € YXBaJICH-
Hsl pILLIEHHA TIPO T, JIe Y Mepexi OynyTh 30epiratucsa aaHi. Pobounm craHuisam
Mepexi moTpideH I0CTyM 10 (ailyiiB onepauiifHoi CUCTEMH, AOJATKIB 1 poOOUYnX
daiiniB, TOMy BU3HAUCHHS MICIIb PO3TAlTyBaHHS IIMX €JIEMEHTIB € HalBaKJIMUBI-
1010 YACTHHOIO TMPOIECY CTBOPEHHS cTalbLbHOT 1 Oe3neunoi Mepexi. [eski af-
MIHICTPATOpH B3arajii He KOHTPOJIOIOTh, JIe KOPUCTyBadi 30epiratoTh cBoi pobo-
gi paitmm. Ha macTs, GUTbIIiCTh JOAATKIB, MO MPAIIOTH Yy cepenoBuin Windows,
YCTaHOBIIOIOTHCS 32 3aMoBUyBaHHAM y katayor C:\Program Files mokamsHOTO
JUCKY, 1 1€ Bke 3a0e3medye AesKy Mipy MOCHTiIOBHOCTI. Jleski JomaTKu HaBiTh
CTBOPIOIOTH POOOYI KATAJIOTH 32 3aMOBUYBAaHHSM Ha JIOKAJIBHOMY JIUCKY, OJTHAK
3aJTAIIIATH KOPUCTYBAYiB HAOMHIIL 3 1X BIACHUMH TPHUCTPOSIMHU, KOJIM MOBa M
npo 30epexxeHHs (aililiB JaHWX, 3a3BUYall € BKpail HEOE3MEYHOIO MPAKTHUKOIO.
bararo kopucTyBadiB He MarOTh y3arajii *OJHUX YU MaKOTh AYy>KE€ MaJl0 3HAHb
PO CTPYKTYPY KaTajoriB CBOiX KOMIT IOTEPIB, a TAKOXK HE MAIOTh JOCBIAY Kepy-
BaHHS (aiinamu. L{e Moxke mpuszBecTu A0 TOTO, 1m0 Galau I pi3HUX JOJATKIB
BUSIBJISITBCSL O€3JIaJTHO «3BaJIeH1» B OJIMH 3arajbHUM KaTallor 1 3ajMIleHi 0e3
Oy/lb-IKOTO 3aXMCTY BiJl BUMAIKOBOTO BUIAJICHHS 200 MOITKOIRKCHHS.

1.1.1 Po3minieHHs1 onepauiiHol CHCTEMH HA cepBepi

B nepumx Bepciax Windows 3amyck onepariifHoi cucTeMu 3 JHcKa cepBe-
pa OyB MPaKTUYHOIO albTEpPHATHBOIO ycTaHOBIEHHS OC Ha KOXHY poOouy
ctaHIlito. 30epexeHHs GaiIiB onepaiiifHOi CUCTEMHU Ha CEPBEPl JTO3BOJISIIO afl-
MIHICTPATOpPy HE TIIBKU 3aNI00ITTH iIXHPOMY YIIKOKEHHIO UM BUTIAJKOBOMY BU-
TajeHHIo, ae i oHoBMoBaTH Bepcito OC i BCiX poOOUYMX CTaHIM oJHOYAaC-
Ho. [loniOHe pilIeHHs TaKOX JOMOMarae 3aoakKyBaT JUCKOBHM MPOCTIp po-
004X CTaHIIH.

B nanuit yac mpocrte ycTaHOBJIEHHS CTaHAAPTHOT OMepalifHol CUCTeMH Ha
JMCK cepBepa He BBAXAETbCA MPAKTUUYHUM. PoOoua cTaHLis, 1110 BUKOPUCTOBYE
omepartiiftny cucreMy Windows, TOBUHHA 3aBaHTAXKUTHU OaraTo MerabaiTiB iH.-
dbopmartii TITBKH JUISI 3aITyCKY CUCTEMH. SIKIO MOMHOXWTHU ITI0 TGPy Ha 3a-
rajibHy KUIBKICTh POOOUMX CTaHIIN Mepexi, 0 OOUHUCITIOETHCS COTHIMU, MOX-
HAa JIETKO YSIBUTH, IO 3arajibHUi 00CsT MepekeBoro tpadika, Ikl TeHepyeTCs
NpH I[bOMY, JISIKE TSDKKHM TSATapeM HaBiTh Ha HalmBuanry mepexy. Kpim toro,
HasBHICThH IUCKOBOTO MPOCTOPY HE € MPOOIEMOI0, KON Hal3BUYANHIII poOoUi
CTaHIIii OCHAIYIOTHCS KOPCTKUMH AuCKamMu eMHicTiO Bif 40 1o 500 ['GaiiT iH.-
dopmarii. YcTaHOBIEHHS ONEpaIlifHOI CUCTEMH Ha JIOKAJIbHUW TUCK B OLIBIIIOC-
T1 BUMAJIKIB € OUTBII ONTUMAJIBHUM PIIIEHHSIM.



3 iHmoro 00Ky, y JaHWW 4yac 3’SIBUBCS IUJIMH Psii HOBUX TEXHOJOTIH, SKi
MiBUIYIOTh TMPAKTUYHICTh 3aBaHTAXKEHHS 1 BUKOHAHHS OTEPAIliifHOI CUCTEMHU
Windows 13 cepBepa. [IpoTe y HuHINTHEOMY BapiaHTi poOOdi CTaHII HE 3aBaH-
TQXYIOTh OTEpaIliiiHy CUCTEMY TITbKHU 3 JMCKa cepBepa. 3aMicTh OTO PoOOUl
CTaHIli (PYHKIIOHYIOTh SIK KJIIE€HTHU-TEPMIHAIHU, K1 3’€HYIOTBCA 13 CEPBEPOM
TepMiHaiB. OnepailiiiHna cuctema 1 10JaTKu poOodoi cTaHIlii (HaKTUYHO BUKO-
HYIOTBCSI CEPBEPOM, Y TOM Yac K QPYHKIIi TepMiHajIa BUYEPIYIOTHCS BUHITKOBO
BBEICHHSM/BUBEACHHAM. Y pe3ysbTaTi, poO0Ul CTaHIlli BUMAararoTh MiHIMaJIbHOT
KUTBKOCTI pecypciB, TOMY IO cepBep Oepe Ha cede OCHOBHY YaCTUHY OOYHUCITIO-
BaJIbHOTO HABAaHTAXKEHHSI.

[Tpu BUKOpHUCTAaHH] TIOJIOHOT CXEMH TEPMIHAIN MOXYTh OYTH BIJIHOCHO CIIa0-
KUMU KOMII IOTE€pamMu, Halpukiaj, MamuHamMu 3 mporecopom Celeron D310,
HabopoMm cuctemuoi joriku Intel 865, O3V 512 M6aiitis, Bigeoanantepom ATI
9600, 1110 BUKOHYIOTh MPOTpaMy eMYJISAIi TepMiHaTy, a00 K CIeIliaTi30BaHUMH
tepminanamMu Windows, po3po0ieHUMU ISt 3aIlyCKY BHHSITKOBO KJIIEHTCHKOTO
MporpamMHOTro 3a0e3nedeHHs. Y Oyab-sIKOMYy BHUIAJKY BapTiCTh MOAIOHOI pobo-
4ol CTaHIlli HaBITh OJWU3HKO HE MOXHA MOPIBHIOBATH 3 I[IHOI HOBOTO MEPCO-
HaJHLHOTO KOMII IOTepa, armapaTHe 3a0e3MeUeHHsI SIKOTO JOCTATHE JISI BUKOHAH-
HS 1HAUBITyaTbHO1 Kol Windows.

Excnnyaraniss mepexi Windows, 3acHOBaHOT Ha TepMiHalaX, JOKOPIHHO
BIJIpI3HSETHCS B 00CIyroByBaHHsA cTaHaaptHoi JIOM, i qaHuil BapiaHT HE MO-
’KHA HA3BAaTHU aJIbTEPHATUBOIO JIJISI TUX MEPEX, 10 YK€ BUKOPUCTOBYIOTH MOBHI
Bepcii onepaiiitnux cucteM Windows Ha ¢BoiXx pobouux craHuisx. OmHak, sK-
1110 GOPMYETHCSI HOBAa MEpekKa YU MIPOBOJIUTHCA MacIiTaOHe PO3ITUPEHHS, BUKO-
puctanus tepMinainiB Windows Moe CTaTH OJHHM 3 THX BapiaHTIB pillICHHS,
SK1 BAPTO PO3TIIHYTH.

1.1.2 Po3mileHHs 104aTKIB Ha cepBepi

3amyck A0JAaTKIB 3 IMCKa cepBepa 3aMiCTh AMCKa poOOYOi CTaHIIIl € 1Ie 0JI-
HUM CIIOCOOOM 3a0e3mnedeHHs cTablIbHOT po00U0i KoHDIryparlii 711 KOpUCTyBa-
YiB 1 3BEJICHHS JI0O MIHIMyMY HaBaHTa)XCHHS 13 aIMIHICTPYBaHHS Mepexi. Y Hal-
MpocTimtii ¢popMi TIPOIeC 3BOJAUTHCS JIO YCTAHOBIIEHHS J10JaTKa 3BUYATHUM YH-
HOM 13 BKa3aHHSIM KaTaJIOTy MEPEXEBOTO JUCKA 3aMiCTh JIOKATHHOTO KaTajory
AK MicClsl po3TairyBaHHs QaitniB mporpamu. OgHak noxatku Windows Hikomu
HE BIIPI3HAIUCS MPOCTOTOI0, TOMY y AIMCHOCTI LIl mpolec BUTIsAae Habarato
CKJIJIHIIIIE.

3amyck 0JaTKIB 3 JIMCKa cepBepa Mae€ sK MepeBaru, Tak 1 Henoiiku. [1o3u-
TUBHMM (PaKTOPOM Y BHMAJKY 3 PO3MIIIEHHSM Ha cepBepl onepariitHoi cuCTeMHU
MOYHa Ha3BaTH €KOHOMIIO TIPOCTOPY JTOKATBHUX JUCKIB, 3aXUCT (hailliB 101aT-
KiB B1J] YIIIKOJPKEHHSI Ta BUJIAJICHHSI, @ TAKOX MOXJIMBICTH MOJIIIIICHHS 1 00CITy-
TOBYBaHHsI €JMHOI KOMIi J0/aTKa, a HE IHAUBIIyaTbHUX KOMIiN Ha KOXKHIM po0o-
yiii cranmii. Cepen HEAOJIKIB Ha MEPIIMH IJIaH BHCTyMae TOW ¢akT, IO T0-
JaTKW, PO3MILIEH] HA CepBepi, 3a3BUYall MPALIOIOTh MOPIBHSIHO MOBUIBHILIE, HIXK



iXH1 JIOKaJbHI aHAJIOTH, & TAKOXK TeHEPYIOTh ICTOTHHI 00CsT MepekeBOro Tpadi-
Ka 1 He MOXYTh (PYHKITIOHYBaTH, SIKIIIO CEPBEP HECIPABHUN YK HEIOCTYITHHUH 3
IHIIMX PUYHH.

B ugacu Bukopucranus OC MS DOS noxatku Oynu caMOAOCTaTHIMU 1 3a-
3BUYAl CKIaganncs He OUIBIN HIXK 3 OJTHOTO MPOTPAMHOT0 KaTalory, 1110 MICTUB
yci ¢aitnu ganoro aojarka. Toai MoxkHa OyJio YCTAaHOBUTH JTOAATOK HA CepBep 1
JO3BOJIUTH 1HIIMM CHCTEMaM BHUKOPHUCTOBYBAaTH HOT0, MPOCTO 3allyCKaroyu
daiin, mo BukoHyeTbest. CboroanimHi qogatkn Windows HaGaraTo CKJIaaHIII, 1
nporpama iXHbO1 IHCTaJSLIi HE BUUEPIYEThCS MPOCTUM KOMIIOBaHHSAM (pailiiB.
Kpim nporpamuux ¢aitnie Windows BkJItoua€e 1neBH1 yCTaHOBJICHHSI CUCTEMHOTO
peecTpy, HasBHICTh feskux DLL-daiinie Windows, mo nmoBuHH1 OyTH HasBHU-
MU Ha JIOKAJIbHOMY JIUCKY, a TaKOX MPOIeAypy CTBOPEHHS PANKIB Yy MEHIO
kHonku Start (ITyck) abo mikrorpaM, HEOOXITHUX JIJIS 3aIMyCKY JI0/IaTKa.

S0 € GakaHHS CHUIBHO BUKOPUCTOBYBATH AEKITbKOMa POOOYMMU CTaH-
iSIMU TOJIaTOK, PO3MIILEHUI Ha CepBepl, TO HEOOXITHO MPOBECTH HOTO MOBHE
YCTaHOBJICHHS Ha KOXHi pobouiit ctanmii. Lle pobutbes mist Toro, mob Oytu
YIIEBHEHUM, 1110 KOXKHA poOoda cTaHilis Mae BianoBiaHi ¢aitnu Windows, ycra-
HOBJICHHSI PEECTPY 1 MIKTOrpaMu, HEOOX1TH1 11 poOOTH nojatka. OuH 13 cro-
c001B MPaKTUYHOI peatizallii J0/1aTka, PO3MIIIEHOT0 Ha CEpBEpI, MOJIATAE B MPO-
BEJICHH1 TTOBHOI 1HCTAJIALII] MPOTrpaMu Ha KOKHY poOOYy CTaHIIiIO 13 BKa3aHHAM
IMEHI TOTO CaMOT0 KaTaJjory cepBepa K MICIs po3TallyBaHHs (aiiiB mporpamu
B KO)KHOMY OKpEMOMY BHUMAaJKy. TakuM 4YMHOM, KOKHa poOoya CTaHLis onaep-
XKUTh yc1 HEoOX1aH1 (aiinu 1 Moaudikallii, a Ha CepBEPl 3ATUIUTHCS JIMILE OAHA
Korist aiiniB goaTKa.

[H1I0F0 BaXTMBOIO MPOOIEMOIO € 37aTHICTh MIATPUMYBATH 1HIWBIIyaTbHI
napameTpu KoH]Iirypariii s Ko>kKHOi poOoUoi CTaHIlil, 0 OJAEPKY€E JOCTYI JI0
nonaTka. Hampuknan, sSIKIo oauH 3 KOpUCTyBadiB Moau(iKye iHTEpQeiic Criib-
HO BHUKOPHUCTOBYBAHOT'O JOJAaTKa, AyXe HeOaxkaHO, m100 Il 3MiHH BigOWBamucs
Ha HIIMX KOPUCTyBadaxX. Y pe3yibTaTi KOKHUN 3 KOPUCTYBadiB J0/IaTKa MTOBU-
HEH MIITPUMYBATH BJAcHY KOIIIO MapameTpiB KOH(DIrypaiii JaHOro TOAaTKa.
[e 3anexuTh BiA TOrO, e caMe JaHUM JOJaTOK 30epirae cBOI KOH(DIrypamiitai
YCTaHOBIECHHS. SIKIO, HAPUKIIAJ, YCTAHOBICHHS 30€pIrafoThCsl B CHCTEMHOMY
peecTpi abo y ini-¢aiini Windows, y nporeci iHcTasswii Oye CTBOpeHa OKpema
KOH(piryparis s KoxxHoi pobouoi cranmii. OpHak, SKIIO 3a 3aMOBYYBAHHSIM
YCTaHOBJICHHsSI KOH(Irypallii A01aTka po3MIIIYIOThCSl pa3oM 3 (paitmamMu mpor-
pamMu Ha cepBepi, TO BapTO 3pOOUTH psAl KPOKIB, COPSIMOBAHUX Ha Te, M00 He
JIOTTYCTUTH CUTYaIlli, KO 3MIHM, BHECEHI OJHHM KOPHUCTYBadeM, aHyJIIOIOTh
3MIHM IHITUX KOPUCTYBaYiB.

VY nedxux BUIAJKaX ICHYE MOKIIUBICTh KOH(DITypyBaHHS Jo/1aTka st 30e-
PEXKEHHS YCTaHOBJIEHb KOH(QIrypalii B albTepHATUBHOMY MICIIi, IO TO3BOJISE
MEePEMICTUTH X Ha JOKAIBHUHN AWCK KOXKHOI 3 poOOYMX CTaHIliii a00 B 1HAMBI-
AyaJbHUH KaTajaor KOXKHOTO0 KOpUCTyBaua Ha cepBepi. SKIIO0 Takoi MOKIUBOCTI



HEMae, TO TOJAATOK HE MOYKHA BBKATU MPUAATHUM IS CIIUTBHOTO BUKO PUCTAH-
HS B MEpEXi.

VY OaraTh0X BHUIAIKaX HAUMPAKTUYHINIAM CITOCOOOM BUKOHAHHS JOJATKIB,
PO3MIIIEHUX Ha CepBepl, € 3aCTOCYBaHHS J0JaTKa, [[0 MA€ CBOi BIACHI Mepe-
»eB1 MoxuBocTi. Hanmpukian, Microsoft Office mo3Bosisie cTBOpioBaTH Ha cep-
Bepl TOUKY KepoBaHoi iHcTasAmli (administrative installation point), axy MoxHa
NOTIM BUKOPUCTOBYBATH JJI1 YCTAHOBJIEHHS J0aTKa Ha poboui cranuii. [IpoBo-
JST9W KOXKHY 1HCTaJIAII0, MOKHA BUOUpaTH, ui OyayTh (aiau gomaTka KOIiro-
BaTHCS Ha JIOKAJbHUN JUCK, 3aIyCKaTUCA 3 AMCKa cepBepa abo pO3MOALIATHCS
M1 CEPBEPOM 1 pOOOUOI0 CTAHLIEIO.

1.1.3 30epe:xxennst podounx (paiiis

VY OUIBIIOCTI cydacHUX Mepex 3 omeparliiiHoro cuctemMoro Windows sk
¢aitnu onepariiiHoi CUCTeMH, TaK 1 JOJAaTKU yCTaHOBIIOIOTHCS Ha JIOKAJIBHUX
koM totepax. OfHaK, TUTBKH BiJ aAMIHICTpAaTOpa MEPEkKi 3aNeKUTh yXBAJICHHS
pillIeHHs Tpo Te, A€ came OynyTh 30epiratucsa (aiiu JaHuX, sIKi CTBOPIOIOTHCS
KopucTyBadamu. [Ipu pimeHHi JaHOTO MUTaHHS BapTO 3BEpTaTH OCOOIIMBY yBa-
Iy Ha JIedKl IPUHIIMIIOBI MOMEHTH, a caMe: JJOCTYIHICTh IUX (DaiiITiB 711 KOpHUC-
TyBadiB 1 ixHs 6e3neka. [IpupoHo, 10 KOpUcTyBayl MOBUHHI OJIEPKYBaTH J10-
CTYyMN 10 CBOiX (paililiB HaHMX, alie ICHYIOTh TaK0oX (pailyiy, sSiKi MOBUHHI CHIJIBHO
BUKOPUCTOBYBATHUCS OaraTbMa KOpUCTyBauamu. Baknusi (ailim maHMX Takox
NOBUHHI OyTH 3axHIlleHi Big Monau@ikamii 1 BUAaJIEHHS HEaBTOPU30BAHUMHU KO-
pUCTYyBavyaMHU 1 10 TOTO 3K AyOJIIOBATUCS Ha ajbTEPHATUBHOMY HOCIi 3 METOIO CTpa-
XyBaHHS BiJl Henepe0auyBaHX 00CTaBUH, HAPUKJIIAA, BUXOY JUCKA 3 JIay.

Po6oui ¢aitnu MoxXyTh MaTH pi3HHM GopMart, 10 HE MOXKE HE BIIMBATH Ha
Te, IKUM criocoboM ix ciiy 30epiratu. Hampukian, TOKyMEHTH 1HAUBITYaTbHAX
KOPHCTYBayiB, CTBOPEHI 3a JTOMOMOI'0OI0 TEKCTOBHX PEIAKTOPIB UM €IEKTPOHHHUX
TaOMUIb, MPU3HAYEH] ISl BUKOPUCTAHHS TUTBKU OJHIEI0 JIOAMHOKO B MEBHUMN
MOMEHT 4Yacy, y TOH 4yac sk 0a3u JaHUX MIATPUMYIOTh OJHOYACHUU JOCTYII JIe-
KUIBKOX KOPUCTYBadiB. Y OLIBIIOCTI BUMAJAKIB (pailin 6a3 maHux 30epiraloTbest
Ha KOMI'toTepax, SIKi BUKOHYIOTh (YHKIIIi cepBepiB 0a3 JaHUX, TOMY aIMIHICT-
paTopu MOXKYTh PETyIIOBaTH JOCTYM JO HHUX 3a JOTIOMOTOIO 3ac001B (aiaoBoi
CUCTEMH Ta PETyJIIPHUM PE3EPBHUM KOIMIOBaHHAM. [HIIN Tunu aitsiiB MOXKYTh
BHUMaraTu J0JaTKOBOI'O IJIJaHYBaHHS MOJIITUKHU AOCTYIY 0 HUX.

Onmnepariiini cucremu Windows 103BOJISIFOTh KOPUCTYBauaM 30epiratu cBO1
JIOKYMEHTH SK Ha JOKAJIBHHUX JUCKAX, TaK 1 Ha JUCKAX cepBepa, 1 MaTU MOXKITHU-
BICTh CIIJTLHOTO BUKOPHUCTAHHS JOKYMEHTIB 3 THIIMMH KOPUCTYyBa4aMHu MEpExKi.
OpnHak € 10CUTh Baromi MPUYUHM, BIIMOBIIHO J0 SKUX OUTHII MPABUILHUM Pi-
IIIEHHSM € 30epeKeHHs BCiX poOounx (aitniB Ha quckax cepsepa. [lepira 1 Haii-
BIMBIIIA 3 [UX NPUYUH HOJATA€ B TOMY, II0 TaK Ha0arato MpoCTilIe 3aXH-
miatu ¢aiinu Bix BTpatu uepes 301 nucka podouoi craniii. CepBepu 3a3Buuait
OCHAIIICHI 3aXUCHUMHU MeXaHi3MaMmu, TakuMu sk RAID-mMacuBu 4u n3epkaiibHi
tomu. KpiM TOTO, CepBepr afanToBaHO Ui BUKOHAHHS PE3EPBHOTO KOMIIOBAH-
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Hs1. 3peITor0, CEpBEPH JO3BOJISIIOTH 3pOOUTH JIaHi JOCTYITHUMH B OyIb-IKHI 4ac,
TOJII SIK poOoUa CTaHIlisl MOXe OyTH BUMKHEHA MPH BIACYTHOCTI KOPUCTYyBaya.

Jlpyra mpuunHa BiTHOCHUTHCS O KepyBaHHS NOCTyrnoM. He3Bakarouum Ha
Te, 10 1 cepBepH, 1 poboui craniii Windows mMaroTh moaiOHI MOXIUBOCTI Ha-
JTaHHS MPaB KOHKPETHUM KOPHCTyBadaM, caml KOPUCTyBadl BKpail piAKO MarOTh
JOCTaTHIA piBEeHb HABUYOK 4M OakaHHA €(EKTUBHO 3aXUCTUTU CBOI BIJIACHI
daiinu. Tomy agmiHicTpaTopaM MEpexi Habarato MpoCTIilIe KEPyBaTH MpaBaMu
Ha OJIHOMY CepBepi HiJK Ha JeKiIbkoX poOounx cranuisx. [lle ogHa Baroma npu-
YUHA MOJIATAE B TOMY, 110 MPUCYTHICTh TUCKIB CIIJILHOTO BUKOPUCTAHHS Y KOXK-
HO1 po0O0YOi CTaHIil poOUTHh yKpail BAXKKUM BHUSIBIEHHSI KOHKPETHOT 1HPOpMaLii
B Mepexi. SIKIo po3risaHyTu JoMeH Windows 1 BUSBUTH TaM JIeCATKH a00 COTHI
KOMIT FOTEPiB, KOKHUM 3 IKMX Ma€ BJIACHI PECYpPCH CIITLHOTO BUKOPUCTAHHS, TO
MO>KIIUBO JIETKO 3p0O3yMITH, HACKUIBKU CKIIaIHOIO OyIe 3aja4a BUSHAUYCHHS Mic-
151 pO3TallyBaHHs KOHKPETHOTO (paiimy. OOMe)eHHs! peCypcCiB CIiIBHOTO BHKO-
PUCTaHHS paMKaMU HEBEJIMKOTO YHCIIa CEPBEPIB CIPOLIY€E MOAIOHMIT mpoiiec.

VY pesynbpTaTi HaWKpaIIow CTpaTerielo s OuTbmocTi Mepex Windows €
YCTAHOBJICHHS OTIEPAIlifHOT CUCTEMH 1 BCIX JOAATKIB Ha JIOKAJIbHI AUCKUA POOO-
YUX CTaHIIN 31 30epexeHHsIM ycix poOounx ¢ailiB Ha cepBepax mepexi. Haii-
PO3MOBCIOKEHIIIA TPAKTUKA MOJISATaE B CTBOPEHHI Ha CEpBepl 1HIUBITYaTIbHOTO
KaTajory JJisg KO)KHOTO KOPUCTYyBaya, IPUUYOMY KOPUCTYBauy HaIa€ThCsl MOBHUMA
KOHTPOJIb HaJ BiIacHUM kaTajoroM. IloTiM HeoOxigHO CKOH]IrypyBaTtu yci Jo-
naTKy 11 30epekeHHss poOounx (QaiiliB y H[bOMY KaTaslo3i 3a 3aMOBUYBAHHSIM,
00 ycs 1iHHa iHdopMalia He 30epiranach Ha JOKAIbHOMY AMCKY. 3aJIekKHO Bif
OakaHHsSI KOPUCTYBAYiB MEpeki MOXHA 3pOOUTH JOMAIITHI KaTaJorTyh PpUBATHU-
MU (private), o0 TUTHKK JaHUW KOPUCTYBa4 MaB JOCTYI JO CBOTO KaTaJlory, Y1
K JTO3BOJIUTH YCIM KOPHUCTyBauaM JIOCTYM THUITY «TUTbKA YUTAHHS JIO 1HIMBI-
AyaJbHUX KaTajJoriB iHIIMX KOPUCTyBauiB. Lle MO3BOMMTH KOXKHOMY KOPHUCTY-
Bauy CHIJIBHO 3 IHIIMMH KOPUCTYBadyaMU BUKOPHUCTOBYBATH OyIab-sIKUM pOOOUMt
¢aiis, TpoCTO MOBIAOMUBIIN HOMY 1M 4 1 MICIIE PO3TaIlyBaHHS [HOTO (aily.

[Ipu cTBOpeHHI OOMIKOBOTO 3amucy KOpUCTyBada B joMeHl Windows uum
00’exTa kopucTyBada B Active Directory onepartiiinoi cuctemu Windows icHye
MOXJIUBICTh OJIHOYACHOTO CTBOPEHHS 1HIWBIIYadbHOTO KaTaJlOTy HJis JTaHOTO
KOPHUCTYBaua 3a J0MOMOT0IO0 J11aJJOrTOBOTO BiKHA. 32 3aMOBUYYBaHHSIM KOPUCTYBa-
yaM HAJA€ThCA MOBHHUI KOHTPOJb HAJ iX JOMalIHIMHM KaTajJoramH, a BCiM 1H-
IIUM JOCTYTI IIOBHICTIO 3a00pOHEHMIA.

[Tpu GaxxaHHI MOKHA 3MIHUTH 11l MpaBa, MO0 HAAATH JOCTYI JO KaTaloTy
THIITUM KOPHUCTYBauaM Mepexki Ta aIMiHICTPaTOpaM.

1.2 Cay:xx0a karaJjorisB Active Directory

3riJiHO 31 CIIOBHUKOM, KaTajor — Iie CKJIaJeHUN B MIEBHOMY MOPAJIKY Tepe-
JK OTHOPIAHUX MPEAMETIB (KHUT, eKCIIOHATIB, TOBapiB). TOYHO Tak, sSIK 1 KaTa-
JIOT BUCTaBKU MICTUTH 1H(GOpPMAILIiI0 PO €KCTIIOHATH, KaTaslor (paiyioBoi cucTeMu
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Hajae iHdopmarito po ¢aiinm. BiqminHa 0COOIMBICTE TAKOTO KAaTaJIOTy — MOXK-
JUBICTH cHcTeMaTHu3alii iHdopmarlii, o 30epiraeThCs, MBHIKOTO MOIIYKY Ja-
HUX, a TaKOX JOJaBaHHs 1 pO3MIMpPEHHS caMoro karajory. Ciayx0a KaTanoriB
orepauiifHoi cuctemMu 30epirae iHdopmalio Ipo 00’€KTH CUCTEMHU 1 JO3BOJISIE
MaHIITyJIIOBaTH HUMH.

Cnyx0a katanoriB Active Directory (AD) — cepBic, IHTErpoBaHUN Yy
Windows NT Server, nounnatouu 3 Bepcii Windows 2000. Bona 3a0e3neuye
1epapXi4HUI BUTJIISAA MEPEXi, HAPOLULYBAHICTh 1 PO3IIMPIOBAHICTh, a TAKOX (yH-
KIIii po3nonuieHoi oe3neku. s cimyk0a yerko iHTerpyerncs i3 [aTepHeTom, 1o-
3BOJISIE BUKOPUCTOBYBATH MPOCTI 1 IHTYITUBHO 3pO3yMili iMe€Ha 00’€KTiB, MpH-
JlaTHA JIJTI1 BUKOPUCTAHHS B OpraHi3ailisix 0yab-sIKOTO PO3MIpPY 1 JIETKO MaciiTad-
Oyerbca. JlocTynm n0 Hei MOXIMBHM 3a JOMOMOTOI0 TaKMX IHCTPYMEHTIB SIK
mporpamMa neperysianis pecypeis [ntepuery.

AD He TibKH A03BOJISIE BUKOHYBATH PI3HI aIMIHICTPATUBHI 3aBIaHHs, aje
1 € mOCTa4aIbHUKOM PI3HUX MOCIYT B cucteMi. Ha HaBeneHOMY HIKYE PUCYHKY
300pa’keHO OCHOBHI (DYHKIIIT CTy>KOW KaTaJoriB.

B Active Directory koHuenitisi mpoctopy iMeH IntepHetry 00’e€HaHna 3 Cu-
CTEMHHMH CIIy’K0aMH KaTaJoTiB, IO J1a€ MOXJIUBICTh €IMHUM YWHOM YTIPaBIIs-
TH Pi3HUMHU TIPOCTOPAMH IMEH B TETEPOTCHHUX CEPEIOBHINAX KOPIIOPATHBHUX
mepex. OcHoBHOO AD € merkuii mpotokosn goctynmy a0 kartaidory LDAP
(lightweight directory access protocol), 110 103BoJIsi€ AiSITH 32 paMKaMu orepa-
HiIHOT cUCTeMH, 00’€IHYIOYM Pi3HI mpocTopu iMeH. Active Directory moxke
BKJIFOUATH KATaJIOTH 1HIIMX 3aCTOCYBaHb a00 MEPEKEBUX ONEpPaLiIMHUX CUCTEM,
a TaKOXX KepyBaTU HUMH, 110 3HAYHO 3HIIKYE HABAaHTAXXEHHS Ha aJMiHICTpaTop-
piB 1 HaKJIaJIHI BUTPATH.

[lepenasanns
[OIITH
DNS Exchange [lowrrosun
Mail KITIEHT
[Tocnnanns Ha [ourykjanpecara AJlpecHa KHHUTa
Microsoft.com
http Server | |
ANMIHICTPYBaHHSA = :
repers I Ciyxba KT —> Peruikauii
SOT | KATAJIOT B |
Server Cengi |
epBic | |
peccTpartii | |
3aXICT CpyBaHHS JHHAMI4gHI
[ oy .
MaHIaTaMH CepBIiCH

anuT
Pucynoxk 1.1 — Katanor — nocrauaibHHUK HOCITYT B CUCTEMI
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LDAP — crannapTamii mpoTokon aoctymy 1o katanoris (RFC1777) — 6yB
po3pobieHuit sk anpTepHaTHBa IpoTokony Aoctymy X.500. B Active Directory
nigTpumytoThes sk LDAP v2, tak i LDAP v3.

HTTP — crannmapthHuil npoTokon ais BinoOpaxkeHnHs Web-cropinok. Active
Directory nae MOXIMBICTh MPOTJISIHYTH Oy ib-sIKUI 00’ €KT y BUTIIsiAI Web-CTopiH-
ku. Posmmpenns Internet Information Server, 1m0 mocradaroTbcsi pa3oM 13 CITyX-
0010 KaTayory, NepeTBOPATH 3aUTU 10 00’ ekTiB KaTanory B HTML-cTopiHku.

Active Directory n03BoJIsi€ HEHTPaII30BaHO AMIHICTPYBATH yCi pECypcH,
OyIb-siK1 TOBUIBbHI 00’ €KTH 1 cepBicu: (paitnu, nepudepiiiHi npuctpoi, 6a3u na-
HUX, TiAKIodeHHs 10 Web, o011KoBi 3anmucu Ta iH. SIK MOIIyKOBUH CEpBiC BU-
kopuctoByeTbest DNS. Bcei 006’ekT ycepevHi 1oMeHny 00’ €THYIOThCSI B OpraHi-
samiitai oguHUI (OU), K1 CTAaHOBJIATH 1€papXiuHi CTPYKTYpH. Y CBOIO Uepry,
JIOMEHU MOXYTh 00’ €THYBaTHUCS y JIEpeBa.

[le onna ocobnuBicTh Active Directory — miaTpuMKa IEKiTbKOX CXOBUIIL, B
KOXKHOMY 3 SIKHUX MOXe 3HaxXoAuTHCs 10 10 MuIbiioHiB 00’ €KTiB. 3p03yMiJIo, 110
MpH Takiid HaroAi 1 cioysk0a KaTtajnoriB 4yJOBO MPOSBISIE ceO€ SK y MaIUX Me-
pekax, Tak 1 y BEIMKUX CUCTEMaXx.

1.2.1 ba3oBi TepMinM | KOHIENMIil

1.2.1.1 Cdepa Bi1uBYy

Cdepa BBy ciry>x0u KaTanoriB BeJluka: 0y1b-ki 00’ €KTH (KOpUCTyBayl,
(aiiny, NpUHTEPH 1 1H.), CEpBEPU B MEPEXKI, IOMEHU 1 HABITh INI00ANTBbHI MEPEXI.
TakuM 4YMHOM, MOKJIMBOCTI Takoi ClIy>kOu kartanoriB sk AD npaktuuHo Oe3-
MEXHi, 10 pOOUTH i KOPUCHOIO HA OKPEMOMY KOMIT FOTEPI, Y BEJIUKINA Mepexl i
B JICKIJTBKOX MEpexkKax.

1.2.1.2 IIpocrip imen

Ak 1 6yap-axuii katanor, Active Directory miaTrpumye NeBHUAN MPOCTIP IMEH,
T0OTO MEBHY 00J1aCTh, B sAKiM JaHe 1M’ Moxke OyTu mo3BojieHo. Ilin mo3Bosiom
IMEH PO3YMIETHCSI MMPOLIEC, IO JO3BOJISIE CIIIBCTABUTHU 1M’S 13 00 €KTOM, SIKUH HOMY
BiAMOBIAae, abo 3 iHdopMaliero npo aaHui o0’exkt. Hanpuknan, y Qaiinosiii cu-
cTeMi iM’s1 (paliiTy CIIBCTABISETHCA 3 pO3TANTyBaHHs (DaiiTy Ha JTUCKY.

1.2.1.3 O0’exr

[Tix 00’exTOoM MaeThCs HAa yBa3l OKpeMHid Halip aTpuOyTiB, BIAMOBIIHHUX
4OMY-HeOyIb KOHKPETHOMY: HaIlpHUKJIa/a, KOPUCTyBady, KOMIT 10Tepy abo goaaT-
Ky. Y atpulyTax MICTAThCS JAaHi Npo Cy0’€KT, IO MPEACTABICHUI TaHUM 00’ €K-
toMm. Hanpuknaza, atpubyT KOpucTyBaya MOXKYTh BKIIFOUATH WOTO 1M s, MPi3BU-
e, aJpecu JOMAIlHbOI Ta EJEKTPOHHOI MOIITH, CIMEMHHI CTaH, 3apoO0iTHY
IUTATHIO 1 T.JI.
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1.2.1.4 Konreiinep

KonTeitnep — 11e 00’€KT KaTanory, SIKuii MOXe MICTUTH B coO1 iHIII 00’ €K-
T (SIK, HATIPUKIIAJ, TeKa — 11€ KOHTEHHep JUIsl JOKYMEHTIB, a mada — KOHTeHHep
st Tek). KonreiiHep karanory € KOoHTeiHEepOM 00’ €KTIB KaTajory.

1.2.1.5 depeBo

JlepeBoM Ha3MBa€EThCS l€papxidHa CTPYKTypa 3 00’ekTiB. O0’€KTH, SKi pO3-
TaIIOBaHI Ha TUIKaX IOTO JePeBa, HA3UBAIOTHCS JTUCTAM. Y JIHCTIX HE MICTUTh-
cs iHmuX 00'€KTiB, TOOTO JHCTA HE MOKe OyTu KoHTeliHepamu. KoHTeitHepamu
€ BY3JIOBI TOYKH JepeBa (MicCIls, 3 SIKHX BUXOIATH Tinkn). Hepo3puBHa gactuHa
JIepeBa, sSKa BKIIOYAE BCIX WICHIB KOHTEHHEpA, HA3MBAETHCS CYMIXKHUM ITiJIjIe-
PEBOM.

Ha pucynky 1.2 30BHINIHIN BUTIIAI JIepeBa MOKAa3ye B3aEMO3B’SI3KU MiXk
00’ €KTaMH.

Pucynox 1.2 — JlepeBo Ta cyMi>kHE TIIEPEBO

1.2.1.6 Im’s1

ImeHa BUKOPHUCTOBYIOTHCS A ineHTU(iKamii 06’ ekTiB B Active Directory.
Icnye nBa Bunu imMeH: yuikaiabHe iM’st DN (distinguished name) i1 BigHOCHO yHIi-
kanbpHe 1M’ 1 RDN (relatively distinguished name).

VHikanbHe 1M’s1 00’ €KTa MICTUTH 1M’SI IOMEHY, Y SKOMY 3HAXOAUTHCS 00’ €KT,
a TaKOX MOBHMUM ILISAX O I[LOTO 00’€KTa y iepapxii koHTeiiHepa. Hanpukian,
yHiKalnbHe 1M’s s 1i1ieHTudikanii kopuctyBaua Sergey Zakharchenko y nomeni
VSTU.VINNICA.UA BuriggaTuMe Tak:

/0=Internet/ DC=UA/DC=VINNICA/DC=VSTU/CN=Users/CN=Sergey Zakharchenko

BigHocHe yHikangbHe iM’s1 00’€KTa — YaCTHHA YHIKAJIbHOTO 1MEHi, IO € aT-
pubyToM 00’€kTa. Y HaBeIeHOMY MPUKIAII TaKUM JUIs 00’€KTYy KOpHUCTyBaya
Sergey Zakharchenko €
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CN=Sergey Zakharchenko, a RDN iioro 0aTbKiBCBKOTO 00’€KTa —
CN=Users.
1.2.1.7 KoHnTekcTH iMeH i po3aijaun
Active Directory ckiagaeTbcst 3 OAHOTO a00 JMEKITbKOX KOHTEKCTIB IMEH
a6o pozniunie. KoHTekcr imMeHl — me Oyb-fiKe CyMIKHE MIJJIEPEeBO KaTaJory.
KoHTekcTH iMeH € OMMHATIIMY THPaKyBaHHA. |71 OyIh-SKOTO OKPEMOTO CepBe-
pa 3aBXK/U € TPU KOHTEKCTH 1IMEH:
— CcXeMa;
— KoH(irypauisi (TOMoJoris THUPaKyBaHHA 1 MeTaJlaHli, sIKl BIHOCSTBCS [0
HBOTO);
— OJIMH a0o0 JIeKiThbKa KOHTEKCTIB IMEH KOpUCTYBauiB (IiIIepeBa, M0 MIiCTATh
JiHicHI 00’ €KTH KaTajory).

1.2.1.8 lomenn

JlomeHu € opraHizaiiiHUMH OJUHUIISIMU Oe3reku B Mepexi. Active Direc-
tory CKJIQJa€eThCs 3 OJHOTO a00 MEKUIBKOX JOMEHIB. JIoMeH MO)Ke OXOILTFOBATH
NeKUIbKa (PI3MYHUX TOYOK. Y KOKHOMY JOMEHI — CBOS IMOJIITUKA OE3MEeKU; Bi-
HOCUHU JIOMEHY 3 IHIIMMU TaKOoX 1HAWBIAyanbHi. JloMeHu, 00’enHaHI 3araib-
HOIO CXEMOIO, KOH(}ITYypaIli€o 1 TI00ATbHUM KaTajJoroM, YTBOPIOIOTH JIEPEBO
noMmeHiB. Jlexigpka JOMEHHUX JIepeB MOXKYTh OyTH 00’ €/IHaHi B JIiC.

1.2.1.9 /IepeBo nomeHiB

JlepeBo MOMEHIB CKIIAMA€ThCs 3 JEKIIBKOX JOMEHIB, 110 BUKOPUCTOBYIOTh
OJIHY 1 Ty X CXeMy Ta KoH(irypailito, siki CTBOPIOIOTh €IUHUN MPOCTIP 1IMEH.
JlomeHu B AepeBl MOB’si3aHI MK co00r0 AoBipuMMu BigHocuHamu. Ciyx0a
karanmoriB Active Directory ckiiagaeTbcs 3 OJHOTO ab0 JEKUIBKOX JIOMEHHUX
TIepeB.

BcranosneHa
JIOBIpA

Jlomen Jomen
A\ /5

Hearpna
JLIOBIpA

Jlomen

Pucynox 1.3 — JloBipui BigHocuHu Kerberos
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JlepeBa MOXXHA pO3TISAAATH SIK 13 MOTJISAAY JOBIPYMX BIAHOCHH, TaK i3 MO-
A1y IPOCTOPY IMEH.

Y Windows 2003 noBip4i BiITHOCHHH MiK JOMEHaMHU I'PYHTYIOTCS Ha MPO-
tokomi 3axucty Kerberos. Ili BiHOCMHM TpaH3WUTHUBHI, TOOTO SKIIO JOMEH A
noBipsie nomeny b, a nomen b noBipse momeny B, To momeHn A Takox JOBIpsi€
nomeny B. Ha pucynky 300paxeHi JOMEHH 3 TOTJISAY JOBIPH.

3 iHmoro OOKy, JOMEHH MOKHA PO3IJISIAATH 3 MOTJISAY YHIKAIbHUX 1IMEH.
[Ipu poMy 4ITKO MPOCTEKYETHCS l€papXiyHa CTPYKTypa JAOMEHIB 1 CTa€e Mpoc-
TILIUM TIOIIYK MO YCbOMY JIEPEBY.

root.com

sub.root.com

other.sub.root.com

Pucynox 1.4 — Tlornsia Ha TOMEHU 3 TOUKH 30py TIPOCTOPY IMEH

1.2.1.10 Jlic

Jlic — ue Habip HECYMIXKHHMX AEpEeB, Kl HE CTBOPIOIOTH €JUHUN MPOCTIP
iMeH. Y To#l camuii yac BCi JiepeBa B JIiC1 BUKOPUCTOBYIOTh OJIHY 1 Ty K CXEMY,
KoH(iryparlito i rmodansHUN KaTaJor 1 OB’ s13aH1 MiX coboro Kerberos — BinHo-
cunamu JoBipu. Ha BiamiHy Bij JiepeB, y Jicy HeMae MeBHOTO iMeH1. BiH icHye y
BHTJISA/II MOMEPEUYHUX IMOCUJIaHb Ta 1€papXiuHMX TOBIPYMX BIJIHOCHH, BIJJOMHUX
JepeBaM, sIKl HOro CTBOPIOIOTh. J{Jisl 3BEpHEHHS J10 JIICY BUKOPUCTOBYETHCA 1M’ 51

JiepeBa B KOPEHi JIepeBa, sKe TOBIpsIE.
MyCompany.Ua YourCompany.Ru

Acct.MyCompany.Ru

i France.YourCompany.Ru

Russia.Acct. MyCompany.Ru

Pucynok 1.5 — Jlexinpka aepes B Jici
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1.2.1.11 By3an

Byson — me wmiciie po3rantyBaHHS B Mepexi cepBepiB 3 Active Directory.
SIK By37mM MOXYTh BUCTYMaTH oaHa abo nekinbka miaMepexx TCP/IP, mo mos-
BOJIsIE KOH(ITYpyBaTH JOCTYII 0 KaTaJoOTy 1 TUPaXXyBaHHS 3 ypaxXyBaHHAM (i-
3uuHoi Mepexi. Komu xopucTyBad BXOAUTH B Mepexy, cepBep 3 Active Direc-
tory He Tpeba JOBIro IIYKAaTH — /1K€ BIH 3HAXOAUTHCS B TOMY K CAMOMY BY3JI 1
poOouiil cTaHIlii «BiAOMO» siK aicTaTucs 10 Hboro 3a TCP/IP.

1.2.1.12 Cxema

Cxema Active Directory € HaOOpOM €K3eMIUISIPiB KJIaciB 00’ €KTiB, 10 30e-
piratotbest y katanosi. Lle Biapi3Hse ii Bix cxeM IHIIMX KaTajoriB, sKi, sSIK Impa-
BUJIO, 30€piratoThCsl B TEKCTOBHUX (paillax 1 MPOYMUTYIOTHCS MPHU 3aBaHTAXKEHHI.
30epiranHs cXeMHU B KaTajuo3l Mae psj nepesar. Hampukiian, 10JaTKU MOXKYTh
3BEpPTATUCS JI0 KATAJIOTy 1 YATATH CIUCKHU JOCTYMHHUX 00’ €KTIB, a TAKOXK JUHA-
MIYHO 3MIHIOBATH CXE€MY, JIOAal04yu B Hei HOB1 aTpuOyTH 1 kinacu. Moaudikaris
CXEMH CYNPOBOIKYETHCS CTBOPEHHAM ab0 Moaudikamieo 00’ekTiB, 10 30epi-
raloThCsl y KaTano3i. Bcl BHECEHI 3MIHM HETaHO CTAalOTh JOCTYIHI IS 1HIIHUX
nonatkiB. Byb-ski 00°€kTH cxemu (BTIM, SIK 1 Oy/b-ski 00°exTu Active Direc-
tory) 3aXHIleHi CITUCKaMH KOHTPOIIIO JOCTYITY, [0 TapaHTye iX BiJ 3MiH ocola-
MU, SIK1 HE MarOTh Ha IIe TIPaB.

1.2.1.13 Moaeab 1anux

VY ocHOBY mojneni maHux ciyxOu katanoriB Active Directory mokianeHa
mozenb ganux X.500. B katano3i 30epiratoTbes pizHi 00’ €KTH, ONMKCaH1 aTpudy-
tamu. Knacu 00’€kTiB, Kl AOMyCTUMO 30epiraTu B KarTajo3i, 3aJal0ThCs CXe-
Mo10. J[J11 KO’KHOTO KJ1acy 00’€KTIB B CXeMi BH3HAYCHI 000B’SI3KOBI 1 MOKJIHBI
JI0JTaTKOB1 aTpUOYTH €K3EeMILISIPIB KJIacy, a TaKOXK Te, KJIac SKOTo 00’ €KTa MOXKe
OyTH 0aTHKIBCHKUM BIJTHOCHO TOTO, 1110 PO3TISIAETHCS.

1.2.1.14 I'100a1bHMH KaTAJIOT

Active Directory Moxe cknaaatucs 3 JEKUIbKOX pO3IiIiB a00 KOHTEKCTIB
iMeH. B yHikanbHOMY iMeH1 00’€KkTa MICTUThCS 1H(OpMaIs, JOCTATHS AJis yC-
MIITHOTO MOIIYKY KOl po3/IliTy, 10 MICTUTh 00°eKT. [IpoTe yacTo kopuctyBauy
abo0 I0J1aTKy HEBIAOMO Hi yHIKalbHE 1M’ 00’ €KTa, HI PO3JII, JIe BIH MOXE 3Ha-
xoauTucs. ['mobanpHMl KaTamor A03BOJISE KOPUCTYBAayaM 1 JI0laTKaM BU3Ha4a-
TH TIOJIO’KEHHSI 00’€KTIB y AepeBi nomeHiB Active Directory 3a ogaum abo jae-
KUIbKOMa aTpulyTaMu.

VY rmo6anbHOMY KaTajao31 MiCTUTBCS YaCTKOBA KOTIisl KOKHOTO 3 KOHTEKCTIB
IMEH KOpHCTYyBauiB, a TAKOX CXeMa 1 KOH]IrypauiiiHi KoHTekcTu iMeH. Lle 03-
Hayae, 110 B TJIOOAJIBHOMY KaTano3l 30epiraroThesl Komii BCiX 00’€KTiB Active
Directory, ane 13 ckopoueHUM HabopoMm aTpuOyTiB. /o TuX, 110 30epirarThcs,
BIIHOCATHCA aTpUOyTH HaildyacTillle BAKOPUCTOBYBAHI MPH MOUTYKY (HAPUKIIA/,
IM’s1 KOPUCTYBaya, iM’sl BXOJy Y CUCTEMY 1 T. J1.) 1 JOCTATHI JJisl BUSIBJICHHS MOB-
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HOT perriku 00’ ekTa. ['MoOabHMI KaTaor M03BOJISE MIBHIKO 3HAXOAWTH IO-
TpiOHI 00’ €KTH, HE BUMAralouu BKa3aHb, B IKOMY JTOMEHI 3HaXOIUTHCS 00’ €KT, a
TaK0>X BUKOPUCTAHHS CYMI’KHOTO PO3IIUPEHOT0 MPOCTOPY IMEH.

1.2.2 Apxirekrypa Active Directory

OcHoBHa CcTpyKkTypHa onunMIlsl Active Directory — nepeBo JOMEHIB, TO-
B’sA3aHUX JOBIPYMMHU BITHOCHMHAMHU OAMH 13 OJHUM. Y CEpEIUHI KOKHOTO JOMe-
HY MO’K€ pO3TalloBYyBaTHCs le€papxis opranizauiinux oaunuils (OU). lepapxis
OU ycepeanHi 0HOTO IOMEHY HiSIK HE MOB’si3aHa 3 iepapxieto OU B iHIIMX 10-
MeHax. HaBnaku, BOHM MOBHICTIO HE3AJICXKHI.

Taka nBospycHa iepapxidyHa CTPYKTypa HaJlae BUCOKY CTEMiHb CBOOOIU B
aZMIHICTpYBaHHI JepeB JoMeHiB. Hanpukias, BciM JepeBOM JTOMEHIB TTOBHICTIO
MOXKe KepyBaTu IeHTpalibHa CiTy»0a iHpopMmariitnux Texnonorii (IT), a B ycix
noMeHax OyayTh CTBOPEHI CBOI BJIaCHI OpraHi3alliiiHi OJUHUII, 1€ BpaXOBaHi K
MpaliBHUKY, BIAMOBIJANbHI 3a JOKAJIbHY MATPUMKY Ha MICISX, TaK 1 pecypcH,
10 320€3MeYyI0Th L0 MIATPUMKY.

VY K0XHOMY OKpPEMOMY JIOMEHI MOXXYTbh OyTH cTBOpeHi foaatkoBl OU s
BUKOHAHHS KOHKPETHHX 3aBJaHb. Tak B JoMeH1 rojoBHOro odicy — OU Biaaury
KazpiB 1 Oyxrantepii, y ¢pimanax — OU ToproBux npeactaBHUUTB. [Ipu 1ibomy
aIMIHICTpAaTUBHI MpaBa I KoKHOI 13 mux OU MOXyTh JeneryBaTHCS IICHT-
panbHOO ciyx00t0 IT criBpobiTHMKAaM 3rajaHux rpyI. | ocKiabKU OCTaHHI Ha-
JJeH] aaMIHICTpaTUBHHUMHU MOBHOBXKEHHSIMM TUIBKHM B pamkax cBoix OU, To
HISIK HE 3MOXKYTb nepemkoauTu ciyx0i I'T BukonyBatu riao0anbHe aaMiHICTPY-
BaHHs a00 BTPYTUTHUCA B IsUTbHICTH 1HIIOT OU.

A Homenn
[J O Oprasnizaniiini oquHML

Pucynox 1.6 — Apxitekrypa Active Directory

Taka rHy4YKICTb JTO3BOJISIE OpraHi3yBaTH KaTajor B TOYHIN BIAMOBIHOCTI i3
CTPYKTypoto opranizariii. [I[pugoMy, MOKIMBO BiJJOOpa3UTH SIK IIEHTPATI30BaHY,
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Tak 1 JICIIEHTPAIi30BaHy, a TAKOX JCSIKY 3MINIaHy MOJENb YIIPaBIiHHS OpTaHi3a-
i€ abo mianpueMcTBoM. Hampuknaa, AepeBO JOMEHIB MOXKE OyTH OpraHizo-
BaHO 3a IEHTpali30BaHOI0 Mojeuto, a OU ycepennHi JOMEHIB — 3a Jie IIEHTpa-
J130BaHOIO.

Sk yxe 3ramyBanocs, ycepeanuHi KOKHOTO IOMEHY — CBOSI TOJIITHKA Oe3re-
ku. [liero momiTHKOI0 BU3HAYAIOTHCS, 30KpeMa, BUMOTH JIO TIApOJIiB, Yac KUTTS
kBUTKIB Kerberos, O1okyBaHHs 00niK0OBUX 3anuciB 1 T.4. [Ipu cTBOpeHHi 00ii-
KOBOT'O 3aIIUCy B JOMEHI JJI1 HbOTO TeHepyeThes 1aeHTudikatop 6esnexu (SID),
YaCTUHOIO SIKOTO € i1eHTu(dikaTop qoMeny, 1o Buaas SID. Lle moxxHa nerko Bu-
3HAYUTH, IKOMY JIOMEHY HAJIEKUTh KOPUCTYBad abo rpyrma i gkl iX mpasa J0CTy-
my JI0 pecypciB. TakuM YHHOM, MOXHA TOBOPHUTH Tpo (i3WUHI Mexi Oe3nexu
JIOMEHY, B paMKax SIKMX 1 BUKOHY€EThCS HOTO aJMiHICTpyBaHHS.

OpranizaiiifHi OIMHUII € KOHTEHHEepaMH, B IKUX MOXKYTh MICTUTHUCS 1HIII
oprasxizaniitai oquHuIi abo 00’ekTH (KOpUCTyBayi, IpynH, IpUHTEPU abo pecyp-
CH po3moJiiIeHoi ¢aitnoBoi cucremn). J1o3Bin cTBOproBaTH 00’ €KTH a00 3MiHIO-
BaTH ix aTpuOyTH Moke OyTH BUAAHO OKPEMHUM KOpHCTyBadaMm abo rpymam, Mo
JTO3BOJISIE YITKIIIE PO3AUIATH aMIHICTPATUBHI TOBHOBAXEHHSI.

KontposbHi nutanns 10 posaiay 1

1. Jlaiire o3HaueHHsa PyHKIIH poOOUOT CTaHIIil Ta ceppepa.

2. OOrpyHTyBaTH HOHSTTS NMPOQLI0 KOPUCTYBaYa.

3. TlosgcHuTH, IKMM YHHOM MOJKHA 3a0€3IIeUMTH MiHIMaJIbHE HaBaHTa)KCHHS
Ha cepBepi 3a aAMIHICTpYBaHHS MEPExi.

4. OcHOBHI HEJIOJIIKH 3aITyCKY JOJATKIB 3 cEpBepa.

5.  Hamectu ocHOBHI NpuYMHU 30epekeHHS BCiX pobouux ¢aiiIiB Ha JUCKaxX
cepsepa.

6. Jlyis 4Oro CTBOPIOETHCS CUCTEMHA MOJITUKA?

7.  llpusnadyeHHs ciyxOu katanoriB Active Directory.

8. IlpoanamizyBaTy HACHIAKM 1HILIATUBU HYJIHOBOTO aJAMIHICTPYBaHHS.

9. JocmiauTu MOXIWBI BaplaHTH PO3MIMICHHS JaHUX, JOJATKIB Ta THIIIB
OTICpAIlIfHIX CUCTEM y KOMIT IOTEPHUX MepexkKax.

10. OmnucaTu HeNOMIKU Ta MepeBaru pisHUX KOMOIHALIM PO3MILIEHHST poOOUYnX
daiinis.

11. OnucaTu BUKOPUCTAHHS MTPOCTOPY IMEH 7Sl IOMEHIB.

12. JlerambHO omucatu po3autH ciiy>x0u katanoriB Active Directory.
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Po3ain 2
KepyBaHHs onepaniiiHOI0 CHCTEMOIO

2.1 Cucrema 0e3nexu Windows 2003

Onmnepauniiina cuctema Windows NT mpoekryBanacs sik OC 13 3py4HUMH 1
HAJIMHUMH MOXJIMBOCTAMH 3axucTy. OnHOpa3oBa peecTpaiis B JOMEHi
Windows NT Hanmae xopucTyBauaM AOCTYI A0 PECypCiB BCi€l KOPIOpPaTUBHOI
Mepexi.

[ToBHominHMIA HAO1p iHCTpyMeHTIB Windows NT Server mosnerirye aaMiHi-
CTpaTopaM YIpaBIiHHS CUCTEMOIO 3aXUCTy Ta il miarpumku. Hanpukmnan, aami-
HICTPATOp MOXE KOHTPOJIIOBATH KOJIO KOPUCTYBAYIB, SIKI MAlOTh MpaBa JOCTYITY
70 MEpEeXKEBUX pecypciB: (haiiiiB, KaTajaoriB, CepBepiB, MPUHTEPIB Ta IHILIOTO.
[IpaBa Ha KOXHUI pecypc MOKHA BCTAHOBITIOBATH IIEHTPaJi30BaHO.

OO0u1iKOBI 3aMKMCH KOPUCTYBayiB TaKOK HANAIITOBYIOTHCS LIEHTPAII30BaHO.
3a J0TIOMOTOI0 MPOCTUX TpadiuyHUX IHCTPYMEHTIB aJMIHICTPATOP BCTAHOBIIIOE
HAJISKHICTh 0OJIKOBOTO 3aIUCy JO TPYII, JOIMYCTUMUM Yac poOOTH, TEpMIH il
Ta 1HII TapaMeTpu. AJIMIHICTPATOP Ma€ MOXKJIUBICTh ayAUTY YCiX TMOJIIN, OB’ -
3aHUX 13 3aXHCTOM JOCTYIy KOPHCTYyBadiB 110 (haiiiniB, KaTajoriB, MPUHTEPIB 1
T.1. CuctemMa TakoX 3/1aTHa OJOKyBaTH OOJIKOBHM 3alyC KOPUCTyBaua, SKIIO
YHICIIO0 HEBJAIUX CIpOO peecTparllii mepeBullye Hamepe] BHU3HAUYE€HE 3HAUYEHHS.
AJMIHICTpAaTOPHU MalOTh MPAaBO BCTAHOBIIOBATH TEPMIH [lli MAPOJIIB, MPUMYIILY-
BATU KOPHUCTYBAUIB 0 MEPIOJMYHOI 3MIHU IMapoJiiB 1 BUOOPY MApOJiB, 110 yC-
KJIQIHIOIOTh HECAHKI[IOHOBAHUM JTOCTYII.

3 mornany kopuctyBada cuctema 3axucty Windows NT Server moBHO 11iH-
Ha 1 HeCKJIaJHa y KopucTyBaHHi. [IpocTta mpouenypa peectpaiiii 3ade3neuye 10-
CTyn 110 pecypciB. s KOpucTyBauya HEBUAMMI Takl MPOLECH, K MU(pPyBaHHS
napoJjs Ha cuctemMHoMy piBHi. (IlludpyBanus napons notrpidHe, 1100 BUKIIOYH-
THU TIepeiady naposist y BIAKPUTOMY BUTIIA Yepe3 MEPEXy 1 MEePeKOAUTH HOTo
BUSIBJICHHIO I11Jl YaC HECAHKIIIOHOBAHOTO TEperiisiay MepexeBux mnakeriB.) Ko-
pUCTYyBayd caM BCTAHOBIIOE IpaBa JIOCTYITy JI0 TUX PECYpCiB, SIKUMHU BOJIOJIE.
Hanpuxnan, mo6 103BOIMTH CyMiCHE BUKOPHCTaHHS CBOTO JOKYMEHTA, BiH yKa-
3y€, XTO 1 SIK MOXK€E 3 HUM MPALIOBaTH. 3pO3yMLIIO, IO JOCTYH 0 PecypciB Mij-
MPUEMCTBA KOHTPOJIFOETHCS TIIBKHA aJIMIHICTpAaTOpaMH, SKi MAOTh BiAMOBIIHI
MTOBHOBAYKEHHSI.

[Ile rmOmumit piBeHb O€3MEKN peani3yeThCs s JaHUX, K1 3HAXOJSATHCS B
ONepaTHBHIN maM’sATI KoMmm toTepa. JlocTyn 10 HUX HAalaeThCd TUIBKM MPOTpa-
MaMm, SIKI MarOTh Ha Iie mpaBo. SKio aani Oynau BUJAleHl 3 IUCKa, CUCTEMa 3a-
no0irae HECaAaHKLIOHOBAHOMY JOCTYITy 10 O0JIacTi JUCKA, € BOHU MICTHIIMCS.
Takuii 3axucT 3a00poHsie OyIb-siKill Mporpami «IeperisiHyTH» y BIpTyallbHii
nam’siTi MalllMHU 1H(QOpMaIlilo, siKa MOB’s3aHa B JaHUW MOMEHT 4acy 3 1HIIUM
JI0JTaTKOM.
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[HTpameperki MBUAKO CTAIOTh HallePEKTUBHILINM CIIOCOOOM CYMICHOTO BH-
KopuctaHHs iHGopmarttii maptaepamu 1o 6i3Hecy. ChOTOAHI JOCTYI A0 3aKPUTO1
ainoBoi iH(opmarlii 3abe3neuyeTbcs Yepe3 CTBOPEHHS OOMIKOBUX 3aIlUCIB A
HOBHX 30BHIIIHIX YICHIB «1I0BOTO KIyOy». [le qomomarae BcTaHOBIIOBATH J10-
BipYl BIIHOCHHHU HE TIIBKU 13 CHIBPOOITHUKAMU KOpIIOpallii, ane 1 3 0e3I144io
MapTHEPIB.

Binnmanenuit noctyn yepes BIAKPUTI MEpexki Ta 3B’A30K MiAMPUEMCTB Yepes3
[HTEepHET CTUMYITIOIOTh MOCTIMHUIMA 1 HIBUAKUI PO3BUTOK TEXHOJOTIH Oe3neku. Sk
NPUKJIAJ MOKHA HABECTU CePTU(IKATH BIAKPUTUX KIIFOUIB 1 TUHAMIUHI apOJIi.

2.1.1 ba3osgi BizomocTi npo mmudppyBaHHs

2.1.1.1 Cumerpuyne mmGppyBaHHA

[Ipu cumerpryHoMy mM$ppyBaHHI, BIAMPABHUK 1 ajapecar 1HGopmMarii Ko-
PUCTYIOTBCSI OJHUM 1 TUM CaMHUM KIIFO4eM, BiioMuM oboM Hamepen. (IHomi Ta-
KU TUN Ha3UBAIOTh MIM(PPYBAHHIM 13 3arajJbHUM CEKPETOM). 3PYUHICTh TaKoi
CXEMH € OUEBUIHOIO — HE 3HAIOYM KIII0Ya, po3lindpyBaTy iHPOpMAILIIF0 HEMOXK-
auBo. [IpoTe B 11bOMY BUNIAJKYy BHHUKA€E MUTAHHS MPO CIOCIO mepesadi Kiroda
anpecary. HaitGinpIn HagiitHuM, 3BUYaHO, 0COOMCTHIT KOHTAKT, a BC1 1HII MA-
I0Th 3arpo3y BTpaTH ab0 pO3TOJIONIEHHS KITIoYa.

2.1.1.2 AcumerpuyHe iMppyBaHHA

[Ipu acumerpuyHoMy mMdpyBaHHI MOYATKOBUN TOKYMEHT, KU MHUPPY-
€THCS 13 BUKOPUCTAHHSIM BIJKPUTOrO Kirova aapecara. el kimrou moxe Oytu
BIJIOMUH IIUPOKOMY KOJy OCi0, aje MpoYuTaTu 3amu(poBaHuil TAKUM KIIIOUEM
JIOKYMEHT 3MOK€ TUTBKH TOM, Y KOTO € MapHUU 10 HbOTO 0coOuCTHil (abo 3a-
kputuii) kmod. [Ipobriiema cekpeTHOl mepeiadi KIOYiB B JaHOMY BHUIIAQJKY BifI-
najnae. [Tapu kIito4iB TeHEPYIOTh YITOBHOBAXKEHI CHCTEMH O€3TEKH.

2.1.1.3 n¢posi mixnucu

Hudposi mignucu MiATBEPIXKYIOTh ICTUHHICTH iH(MOpMali, sika nepena-
etbes. [Ipu npboMy cama iHpopmalis Moxe OyTH 1 He3amu(poBaHOIO, ane BBa-
KAETHCS JJOCTOBIPHOIO TUILKM B TOMY BHIIAJIKY, AKIIO MiJMKACAaHA BiJMOBIIHUM
nudpoBuM xoaoM. Ilignuc mmdpyeThes 3a 1OMOMOTOI0 0COOMCTOTO KiTF04a BiJl-
MpaBHUKA, a TIEPEBIPAETHCSA — 3a JIOTIOMOTOI0 HOTO BIAKPUTOTO Kitoda. TyT Tak
camo, sIK 1 y pas3i acUMeTpHUuHOro mudpyBaHHs, HE TOTPIOHA CEKpeTHa mepe-
Java KJIrova.

2.1.1.4 Ceprudikatu

Hudposi ceprudikatu 103BONSAIOTH NOOYAYBATH HAIIHHY 1HPPACTPYKTYPY
opranizamii. Ie#t cmoci6 3axucTy 3acHOBaHWM Ha KpunTorpadii 3 BiIKPUTUM
kimoueM. CepTudikaTy HaAOTh KIIIEHTaM TapaHTii, 0 Ti 3BepTaloThCs 0 TO0-
TPIOHUX CcepBepIB — cepBepHU 1ICHTUPIKYIOTh cebe IUITXOM HaJlaHHS CepTUdi-
kara. KopuctyBau, MiIK/II04al0uKiCh 0 CEPBEPA 1 OAEPKABIIU Bl HHOTO CEPTH-
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dikar, mianucaHuii HaaIHHOK (YIOBHOBAXKEHOK) CHCTEMOIO, MOXKe OyTH YIICB-
HEHUH, 110 11e caMe TOH, MOTPiOHMIT oMy, cepBep.

Ceptudikaté CKIa1al0Th OCHOBY Oe3meuHoi B3aeMoii B [HTepHETI 1 iHTpa-
Mepexkax. KpiM BHCOKOTO CTyIeHs 3aXMCTy BOHU 3a0€3MeuyloTh OJIHOPA30BY
peecTppallito Al JOCTYITY JI0 pecypciB iHTpamepex. KopuctyBauy He moTpiOHO
nam’siTaTé 1M’ 1 Mapob KOKHOTO By3Jia: MICHsI OJTHOPA30BOi peecTpaliii mpor-
pama neperisiilaiHd pecypciB HaaBaTUMe cepTu(dikar y mMipy AOCTyHy A0 HO-
BUX By3JiB. B nanoMy Bumaaky Biananae notpeda miaATpuMyBaTH O0IIKOBY 0a3y
Ha KO)KHOMY CepBepi.

Y Windows 2003 BOyaoBanuii cepep ceprudikariB Certificate Server,
SKUM MOXe BUJIaBaTH cepTudikatu B cranmapTHux dopmarax (X.509 Bepciif 1 1
3), a TaKOK BKJIIOYATH PO3MIMPEHHS y Mipy TOTpeOH.

2.1.2 IIporokoa ayrentudikanii Kerberos

[Tporokon ayrentudikamii Kerberos Bu3Hauae B3aeMoait0 MiXK KIIIEHTOM 1
MepexxeBuM cepBicom ayteHtu(dikamii, Bimomum sk KDC (Key Distribution
Center). ¥ Windows NT KDC BHUKOPHUCTOBYETBCS SIK CepBIC ayTeHTU(IKAIli Ha
BCIX KOHTpousiepax AoMeHy. [TouarkoBa aytenTudikaris Kerberos inTerpoBana 3
nporeayporo WinLogon. Cepsep Kerberos (KDC) interpoBanuii 3 icHyrounmMu
ciayx0Oamu 6e3nekn Windows NT, 1110 BUKOHYIOTHCS Ha KOHTPOJIEP1 JAOMEHY.
Jlnst 30epiranHs iHGoOpMalii Npo KOPUCTYBayiB 1 TPynu BiH BUKOPHUCTOBYE
cinyk0y karayoriB Active Directory.

2.1.2.1 Ocunosu Kerberos

Kerberos € npoTokonom ayTreHTH]iKalii 31 CIUTBHAM CEKPETOM — 1 KOPHC-
tyBady, 1 KDC Bigomuii mapons. [IpoTokon Kerberos Bu3Havae cepito 0OMIHIB
Mk kimientamu, KDC 1 cepBepamu 111 oTpuManns KBUTKIB Kerberos. Konu kiii-
eHT nounHae peectpaunito B Windows NT, mocrauanbHuk (QyHKIIH Oe3neku
Kerberos onepxye nouatkoBuii kButok Kerberos TGT (Ticket grant ticket), 3a-
cHOBaHU# Ha 3ammndpoBaHomy noaanHi nmapons. Windows NT 36epirae TGT y
KeIIl KBUTKIB Ha poOOUii CTaHIIli, MOB’A3aHIN 3 KOHTEKCTOM pEeCTpaIlii Kopuc-
tyBada. [Ipu cripo0i KITIEHTCHKOI TPOTrpaMK 3BEPHYTHCS JI0 MEPEKEBOI CITYKOU
MIEPEBIPAETHCS KEIT KBUTKIB: UM € B HhOMY NMPABWIbHUIM KBUTOK JUISI TOTOYHOTO
ceancy pobotu 3 cepBepoM. Skmo Takoro kBuTka Hemae, Ha KDC naacuna-
etbest 3anuT 3 TGT st oTpuMaHHS CE€aHCOBOTO KBUTKA, IO JIO3BOJUTH JIOCTYTI
710 cepBepa.

CeaHcoBuid KBUTOK JIOJIA€THCS B KEIII 1 MOXKE 3r0JIoM OyTH BUKOPHUCTaHUU
MMOBTOPHO IS TOCTYITY J0 TOTO K CaMOTO cepBepa MPOTATOM HYacy il KBHUTKA.
UYac nii KBUTKa BCTAHOBIIOETHCS JIOMCHHUMU MPABWIAMU 1 3a3BUYAM JTOPIBHIOE
BOCHMH TOJMHAM. SKITO 4ac Jii KBUTKA 3aKIHIYETHCS B MPOIIEC CEaHCy, TO T0-
cTayanbHUK (yHKIii 6e3nexku Kerberos moseprae BiANOBIAHY NOMMIIKY, LIO J10-
3BOJISIE KJIIEHTY 1 CEpBEPY BITHOBUTH KBUTOK, CTBOPUTH HOBUM CEAHCOBHM KITHOY
1 BIZHOBUTH ITIAKITIOYEHHS.
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Ceancosuii kBUTOK Kerberos mpen’siBiseTbes BiamaiaeHii ciyx0i y moBi-
JOMJIEHH] MPO MOYATOK MiJKI0YeHHS. YacTHHM ceaHCOBOro KBUTKa 3amudpo-
BaHI CEKPETHUM KJIIOYeM, KM BUKOPHCTOBYETHCA CHINBbHO ciyxk6o0r0 1 KDC.
CepBep MoOKe MIBUIKO ayTEeHTH(IKYBATH KIIIE€HTA, MEPEBIPUBIIN HOTO CEaHCO-
Bl KBUTOK, HE 3BEPTAIOYUCH J0 CEPBICY ayTeHTU(iKallii, OCKIIbKK Ha cepBepl
y Keli 30epiraeTbest Komisi CEKPETHOTO KITIoYa.

CeancoBi kBuTkH Kerberos MiCTSATh yHIKaJbHUN CEAHCOBUU KIIIOY, CTBO-
penuit KDC s cumerpuuHoro mm@pyBanHs iHdopmalii npo ayreHTudika-
1[i10, @ TaKOX JIaHi, 5Kl epeaaroThes BiJl KJIi€HTa 10 cepBepa. Y mogeni Kerbe-
ros KDC BHKOpUCTOBY€ThCS K IHTEpaKTHBHA JOBIpEHA CTOPOHA, sIKa T'€HEpYeE
CEaHCOBUH KIIIOY.

2.1.3 be3neka i Active Directory

Posnonineni cmyx6u 6e3nekn Windows NT 5.0 BukopuctoBytoTh Active
Directory sixk cxoBuiia 0611ikoBoi iHpopMarlii. 30epirants 007aikoBo1 iHPOpMaITii
B Active Directory o3Hauae, 0 KOpUCTyBadi i TPyNnu MOJaHI TaM y BUTJIAIL
00’exTiB Katanory. IIpaBa Ha 4yuTaHHS 1 3aMUCyBaHHS MOXYTh OyTHM HaJaHi
OKpeMUM 0co0aM, K BIJIHOCHO JI0 BChOT'O O0’€KTa 3arajioM, Tak 1 BiJIHOCHO J0
OKpEeMHX HOTO BIIACTUBOCTEH. AJMIHICTPAaTOpU MOXYTh TOYHO 3a/1aBaTH, XTO
camMeé YNMOBHOBaK€HUU MOAMPIKyBaTH 1H(OpPMAIIIO PO KOPUCTYBAUIB 1 AKY ii
yacTuHy. Hanpukian, oneparopy TenedoHHOT ciryk0u 103BOSETHCS 3MIHIOBAB-
TH 1HQOpMalio Tpo TeaedoHHI HOMEPH KOPHUCTYBauiB, ajie MPU LIbOMY BiH HE
Mae€ MPUBLIEIB CUCTEMHOTO oreparopa abo aAMiHICTpaTopa.

Active Directory 1 cimyx6m 6esneku Windows NT TicHO B3aeMOmoOB’si3aHi.
VY Active Directory 36epiratoTbcsi mpaBuiia 0e3neKku JOMeHY, BU3HAYEHO MOpsi-
JIOK BUKOPHUCTAHHSI CUCTEMH (OOMEXEHHs MapoJiiB, OOMEXEHHs Ha JIOCTYII /10
cuctemH Ta iH.). O0’€KTH KaTanory, siki BiTHOCITHCS 10 Oe3neKu, MOBUHHI OyTH
3axXWIIeH] BiJl HecaHKIioHOBaHOTO nocTymy. ¥ Windows NT pearnizoBaHa 00’ €x-
THa MOJENIb O€3MEeKHM 1 KOHTPOJIO 3a JOCTYNOM J0 YCiX 00’€KTIB Karajory
Active Directory. Y K0XHOTo 00’€KTa € CBI YHIKaJIbHUN JTECKPUITOP 3aXHCTY,
AKUW BU3HAYAE MTpaBa HA YUTAHHS a00 OHOBIIEHHS BIIACTUBOCTEN 00’ €KTa.

Mopens 6e3nexkn Windows NT 3a0e3neuye ogHOpinHUN 1 yHI(DIKOBAaHUN
MEXaHI3M KOHTPOJIIO 32 JOCTYIOM JO0 PECYpCiB JOMEHY Ha OCHOBI WIEHCTBA Y
rpynax. Komnonentu 6e3neku Windows NT gosipsitors iHbopMmartiii, uo 30epi-
raeTbcs B KaTtanosi 3axucty. Hanpuknan, cepsic ayrentudikamii Windows NT
30epirae 3amm@poBaHi Mapoyli KOPUCTYBAUIB y Oe3MeuHii YacTHHI KaTajory
00’€KTIB KOpPUCTyBaya. 32 3aMOBUYBAHHSIM OIlEpalliiiHa CUCTEMa «BBaXaey, 1110
npaBuiia Oe3MeKH 3aXMIleHl 1 He MOXKYTh OyTH 3MiHEH1 Oy/Ib-KUM HECAHKII1I0HO-
BaHO. 3arajbHa MOJITHKA OE3MEKH JOMEHY TaKoXK 30epiraerbcs B KaTano3l
Active Directory.
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2.1.4 [loBip4i BiZTHOCHUHM MiK IOMEeHAMU
Y Windows 2003 noMeHu MOXyTh OyTH OpraHi3oBaH1 y BUIJIAI i€epapXiy-
HUX JepeB. MiX JOMEHaMu BCTAaHOBIIOIOTHCS IOBIpUi BigHOCHHHU. [liaTpumy-
I0THCA JIBA BUAM TaKUX BiTHOCHH:
— sIBH1 OJIHOHAMpaBJeH1 JoBipYl BiHocunu 3 foMeHaMu Windows NT 4.0;
— JIBOCTOPOHHI TPaH3UTHBHI JOBIpYl BIAHOCHMHM MDX BCIMa JOMEHaMH, SKi
BXOJISITh Y JIEPEBO.

MyCorp.ua

A Jlomenn

Pucynox 2.1 — JloBip4i BiZTHOCHHH MiX JJOMEHaAMHU

SIBHI MOBipYl BITHOCMHU BCTAHOBIIOIOTHCSA HE TUIBKU 3 JOMEHAMHU CTapOro
THUITy, aJie 1 y TOMY BHIAJIKYy, KOJHM HESBHI IBOCTOPOHHI BITHOCUHHU HETPUIATHI
JUIS BAKOPUCTAHHS: HAIPUKIIA, JIsl IOMEHY (piHaHCOBOTro BianuTy abo Oyx ra-
Tepii. BcTaHOBNEHHS ABHUX OJAHOCTOPOHHIX TOBIPYMX BIJHOCHMH aBTOMAaTUYHO
BIIMiHsI€ HEABHI OBipYi BimHOCHHU Kerberos. HesBH1 1BOCTOpOHHI AOBipYi BijI-
HOCHWHM 3HAYHO TOJICTIIYIOTh YIIPaBIiHHS OOJIKOBHUMH 3alMcaMu 3 JIEKITbKOX
JIOMEHIB, OCKIJIbKU YC1 JOMEHH B JIEPEBI HEABHO JOBIPSIOTH OJMH OJTHOMY.

2.1.5 EjqeMeHTH 0€3leKN CUCTEMHU

2.1.5.1 O0J1ikoBI 3an1MCH KOPUCTYBAaYiB I rpyn

Bbynp-skuit kopuctyBau Windows NT xapakrepusyeTbcs MEBHUM OOJIIKO-
BUM 3anucoM. [lix oOJiKOBUM 3amMCcOM pO3yMI€ThCS CYKYITHICTD IpaB 1 A0JaT-
KOBHX IapaMeTpiB, Kl acOIIIOIOThCS 3 MEBHUM KopucTyBaueM. Kpim Toro, ko-
pPUCTYyBay HAJIEKUTH 10 OJHIET ab0 AeKUIbKOX Tpym. [IpuHanexHICTh 10 Tpynu
JI03BOJISI€ IBUJIKO 1 €pEeKTUBHO MPU3HAYATH MpaBa JOCTYIY 1 TOBHOBAXECHHS.
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€ nexinpka BOyZOBaHHUX OOJIKOBUX 3aMUCIB KOPUCTYyBauiB i rpym. Lli o6mi-
KOBI1 3alMCH HAJUICHI IEBHUMH TMOBHOBAKEHHSIMHU 1 MOXYTh BUKOPHCTOBYBAB-
THUCS K OCHOBA ISl HOBUX OOJIIKOBHX 3aIHCiB.

Jlo BOy0BaHMX OOJIIKOBUX 3aITMCIB KOPUCTYBAUIB BITHOCATHCS:

e (Guest- 00iiKoBuUI 3amKC, O (IKCY€e MIHIMAJIbHI PUBLIET TOCTS;
e Administrator — BOymoBaHuii OONIKOBWH 3amuc AT KOPUCTYBadiB, Hai-
JICHUX MaKCUMaJTbHUMU TIPUBLICSIMU;
e Krbtgt — BOymoBaHmii 00TiKOBHI 3amKc, BUKOPUCTOBYBAHHN MPHU MOYAT-
KoBiii ayTenTudikanii Kerberos.
OKpiM HHX € JIBa MPUXOBAHUX BOYJIOBAaHUX OOJIKOBUX 3aIMUCH:
e System- 00iKoBHi1 3aMKC, BAKOPUCTOBYBAHUH OMEPALITHOIO CUCTEMOIO;
e Creator owner BrnacHuk (daitry abo kartaiory).
Hazsemo BOy10BaHi rpymnu:
® JIOKaJbHI

— Account operators omnepatopu 00JIKOBHX 3aIHCIB;

— Administrators- aaminictparopu;

— Backup operators onepaTopu pe3epBHOTO KOITIOBAHHS;

— Guests- rocri;

— Print operators oneparopu cepBicy IpyKy;

— Replicator— kmienTu ciayx0u perutikarii;

— Server operators onepatopu cepBepa;

— Users- kopuctysaui;

e rn00ambHI

— Domain guests rocrti qomeny;

— Domain Users- xopuctyBadi 1oMeHy;

— Domain Admins- aamiHicTpaTopy JOMEHY;

— Domain Computers Bci KoMI'FOTepH IOMEHY;,

— Domain Controllers Bci koHTpONEpH TOMEHY;

® yHiBepcalIbHI

— Enterprise Admins aaMiricTpaTOpH mMiANPUEMCTBA,

— Schema Admins aaMiHICTpaTOpH CXEMH.

Kpim nnx BOy0BaHMX TPYII € II1e Psijl CTICIAIbHUX TPYIL:

e Everyone— B 110 rpymy 3a 3aMOBYYBAaHHSM BKJIIOYAIOTHCS B3araiai BCi
KOPHUCTYBaul B CUCTEMI;

e Authenticated users B 1o rpyny BKIHOYAIOTHCS TiJIbKU ayTEHTU(IKOBaHI
KOPHUCTYBaul JOMEHY;

o Self— cam 06 exr.

Jlna neperisiianHs 0OJIKOBUX 3alMCIB BUKOPUCTOBYETHCS 3JIMOK KOHCOIMI
ynpaninasa Directory Service Managen; skomy Tpeba BHOpaTH KOHTEHHED
Users.Jlins neperasay i moaugikariii BIaCTUBOCTEH 00JIIKOBOTO 3aMHCy JTOCUTH
BUOpaTH iM’a KOpUCTyBaua abo TPyNu 1 Ha €KpaHi 3 SIBUTHCS N1aJOrOBE BIKHO
User Properties.
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JliamoroBe BIKHO MICTUTB TaKi BKIAIKH:

e General 3aranpHuil ONMC KOPUCTYBAYA; BCI TApaMETPU HEOOOB’ SI3KOBI;

e Address— momamHs i poboya agpeca KOpHUCTyBada;, BCi mapaMeTpu HEo-
OOB’SI3KOBI;
Account— 060B’s13K0B1 TapaMeTpH 00JIIKOBOTO 3aIUCY;
Telephone/notes Heo6oB’ s13k0BiI MapameTpu;
Organization- mogatkoBi He00OB’I3KOBI BiJIOMOCTI;
Member Of- 06oB’s13k0Ba iH(pOpMAaIIis PO MPHUHATICKHICTh KOPUCTYBada
A0 TPy,

¢ Dial-in — mapameTpu BigiaaeHOTo TOCTYIIY;

e Object— imenTndikarmiiai BiZJOMOCTI PO NMPU3HAYCHHUN JIJII KOPHCTyBada
00’€KT;

e Security- indopmariist mpo 3aXuct 00’ €KTa.

Heo6o0B’s13k0B1 mapaMeTpu MOKHA 1 HE BBOAMUTH, ajié BOHM KOPUCHI MPHU
MOIIYKY TOTO abo 1HIIIOTO KOPUCTYyBaya 3a JPYropsIHUMU O3HAKaMHU.

BikHO BiacTHBOCTEH O0JIIKOBOTO 3amucy KopucTyBada (BKianka Account)
JI03BOJISIE€ BKA3aTH:

— XapaKTepUCTUKHU TMapoJis (UM TMOBHHEH KOPHUCTYBad HOTO 3MIHUTH TPH
HACTYIHOMY BXO/li B IOMEH, UM MA€ MapoJib OOMEKEHHSI 32 TEPMiHOM);

— Yy He 3a0JIOKOBAaHUM 00I1KOBUH 3aIINC;

— TEepMiH 3aKIHUECHHS 4acy Jii 00I1KOBOTO 3aMHNCY;

— TpodisIb KOPUCTYBaYa 1 HOTO JJOMAIIIHIN KaTaor;

— JI03BOJICHHU yac poOoTH;

— po0oui cTaHMii, 3 SKUX JT03BOJIEHO PEECTPAIIIIO B TOMEHI.

st BKIrOYeHHS (BUKJIIOYEHHS) KOPUCTYBaya B Ty UM 1HIIY TPYMy BUKO-
pucToByeThCs Bkiaaka Membershipll{o6 BkiIFOUYNTH KOPUCTYBadya B HOBY TPY-
ny, HeoOXiIHO BUALIMTU 11 y criucky i HatucHyTH KHomky Add. 1100 BukItO-
YUTH KOPHUCTYyBaua i3 TPyMH, HEOOXITJHO BUAUIATHA WOTO y CIUCKY 1 HATUCHYTHU
KHONIKYy Remove.

[TpaBa noctymy 10 06’ €KTa CTaHYTh JOCTYITHI JJIs TIEPETIISATY 1 pefaryBaH-
Hsl, SIKIIIO BHOPATH BKJIAAKY Security.SIkmo qanuii 00’ €KT He € KOHTEHHEPOM, TO
JUISI HbOI'O BU3HAYAIOTHCS HAHOUIBII 3arajabHl J03BOIN, HaBeaeHl B Ta0auii 2.1.

Jloctyn MokHa He Tibkn HamaBatu (mosie Allow), ame i 3aboponsaTH (T1071e
Deny). Ile 103BOJIsi€E YHUKHYTH CTBOPCHHS O€3Jivi JOAATKOBHX Tpym 3 Habo-
paMu TpaB JOCTYITY, SIK1 HeOarato 4uM BIAPI3HSIOTHCS OJTHA Bij] OJTHOI.

[Ilo6 momaTu HOBOTO KOpUCTyBaua B opraHizaiiiny oaunuiio (OU), HeoO-
X1AHO HATUCHYTH Ha ii IMEHI MPaBOK KHOMKOI MUIIl 1 BUOpAaTH B KOHTEKCT-
HoMmy MeHio komanay New/User. Ilicis 1p0oro 3’sIBUTbCS 1iajOTOBE BIKHO
Create Usery HboMy Tak camMoO MOHa BKa3aTH 3arajibHe 1M’s KOpPHCTyBaua
(cn), ¥oro moBHE iM’s, TAPOJH (3 TEPMIHOM Jii, SIKIIO €) UM BKa3aTu Mpo 3a00-
POHY BUKOPUCTAHHS IIbOTO O00JIIKOBOTO 3aIUCY .
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Tabmuns 2.1 — [IpaBa noctymy 10 00’ €kTa

IIpaso Omnuc O0.1ik0BI 3an1MCH, IKUM NPABO J0CTYILY

AOCTYIY HAJaHe 32 3aMOBYYBAHHAM
Full Control  [[Toeumii noctyn |Administrators, Account operators, System
Read UuraHHs Administrators, Account operators, System, Autherél

users, Self

Write 3anucyBaHHS Administrators, Account operators, System
Send As Binnpasutu sk~ JAdministrators, Account operators, System,.Self
Receive as [IpuiinsaTy K Administrators, Account operators, System,.Self
Change 3MiHIOBATH Administrators, Account operators, System, Self, fvee
password napoJb

BractuBocTi rpyn MOXKHa MEPErNIsIHYTA TakK CaMo, SIK 1 BIIACTUBOCTI Oy /ib-
AKOTO0 00’€KTa y KaTano3i: HATUCHYTH MPaBOI0 KHOIKOI MMIII iM’sl TPYIH 1 B
KOHTEKCTHOMY MeHIO0 BHOpatm komaHny Properties.Ilicias 1mporo 3’SIBUThCS
nianorose BikHO Group Properties.

VY nianoroBomy BikHi Group Properties Bkiaaku 3 Takoro iHQOpMAIIi€lo:
General- 3arajgpHOI0 PO TPYIY, a TAKOXK CHHUCOK il YICHIB,

Membership- mpo Te, 10 SKUX Tpyn BXOAUTH BUOpaHa Ipy1a;

Managed by npo anMinicTpaTopa rpymny;

Object— npo 00’ exT-rpymy;

Security- mpo mpapa I0CTyITy 10 00'€KTa-IpyIIH.

Cnucox 4ieHIB TPy MOJAHO y BUTJIAI BIIHOCHOTO IMEHI KOPUCTYBaYiB Yy
Karayo3si, Hanpukiaa, domain/Users/Account Name. /{151 nogaBaHHs HOBUX KO-
puctyBauiB Tpeba HatucHyTH KHONKY Add i BUOpaTH KOpHCTyBadiB bOTO a00
1HIIIOTO TOMEHY.

[ITo6 BKIIOYMTH iCHYIOUY TPYIy B iHIITY, Tpeba y BIKHI BIAaCTHBOCTEH Ipy-
nmu BuOpaty Bkitaaky MembershipIlicis mporo 3’sIBUTHCS CIHUCOK TPYII, Y SKi
BXOJUTHh BUOpaHa. OCKIIBKMA B 3arajJbHOMY BUTAIKY TPYIU MOXYTh HaJleKaTH
PI3HUM JOMEHaM, iIMeHa TPYII MojlaHl y BUTJISIII BITHOCHOTO iIMEHI 00’ €KTa y Ka-
Tanosi, Hanpukiaa, domain/Builin/Administrators. [[nst BkiItoueHHs Tpynu B 11
OJTHY TPYITy HATUCKalTh KHONKY Add 1 Bka3yroTh moTpiOHY rpymy. s BUKIIIO-
YeHHs] BUOpaHOi IpyIH 3 1HIIOT — BUAUIAIOTh Y COUCKY 1M’sI Ti€l rpymu, sSIKy Tpe-
0a MOKUHYTH, 1 HATUCKAIOTh KHONIKY Remove.

JlotaHHS HOBOI TPYIIM BUKOHYETHCS Maihke Tak caMo, 5K 1 IOJaHHS HOBOTO
KOpucTyBayva. Pi3HHUIS JTHAIIIe y TOMY, IT10, TOJAI0YH TPYIY CIIOYaTKy BKa3yE€ThCS
TIIBKH 1M’ 00’ €KTa.

2.1.5.2 JlokajbHa NOJIITHKA 0e3NeKH

Jlna penaryBaHHs JIOKAJIbHOI MOMITUKN O€3MeKH HEOOXiTHO B /11aJJOTOBOMY
BikHI Domain Propertiesga Bxiaaii Generalnarucuytu kHonky Edit B rpymi
Computer security policypu BrmoueHomy npanopiti Use [1local policy object
in this domain.Ha ekpani 3’sButhcs mianorose BikHo Default Local Policy
Properties.
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JlokanpHa moiTHKa O0€3MeKH PerIaMeHTye MpaBuja O€3MeKu Ha JOKAJIbHO-
My KoOMIT'toTepi. 3 ii JOMOMOIOK MOKHA PO3MOJIUIUTH aJAMIHICTpaTHBHI PO,
KOHKPETH3yBaTH MPUBLIET KOPUCTYBAUiB, MPU3HAYUTH MIPABUIIA Ay TUTY.

Brmagka Administrative RolessinoOparae aeneryBaHHsS aJMiHICTPaTHB-
HUX MOBHOBa)X€Hb. [IpumycTumMo, 1o aaMiHicTpaTopy HEOOXiTHO HAIaTU MOB-
HOBQXKEHHS oTiepaTopa 00JIIKOBUX 3aMKCIB KopucTyBady Zahar, po3ranioBaHoMy
B OU=VSTU y nomeni O=Vinnica. /Iy uporo BUOUpaIOTh y CHUCKY BOYIO-
BaHMX aIMIHICTpaTHBHHUX poJjieit Account operators$ HatuckaroTh kHONKY Add.
[3 cnucky BcCiX KOpPHUCTYBauiB 1 rpyn BHOMparOTh HEOOXIAHOIO KOpPUCTyBada
(Vinnica/VSTU/Zahar).

3a nomomororo Bkianku User Rightsvoskna HamiasITH OKpeMUX KOPHCTY-
BayiB IEBHUMHU J1I0JaTKOBUMH NTOBHOBa)KEHHSAMHU.

Obwupatoun npuBLIei, MOXKHA MOOAYUTH CIIUCOK KOPUCTYBaUiB, SKUM BOHU
HaJaHi, a HATUCHYBIIXU KHONKY Add — MOXXHA J0JaTH y L€l CIHCOK HOBI 00i-
KOBI 3anucu. Y Tabnuii 2.2 BKa3aHo Aesiki BOyaoBaHi mpuBiiei 1 00711KOBI 3amu-
CH KOPHCTYBAuIB, AKI MAIOTh iX 32 3aMOBUYBAHHSIM.

Tabnuus 2.2 — Ilpusinei sKi HaJjaH1 KOPUCTYBa4yaM 3a 3aMOBYYBaHHSM

IIpusinei Omuc O0uikoBi 3anuCcH, AKUM
NpuUBLIIed HATAHUI 32
3aMOBYYBaHHAM
Backup files and [BuxonyBatu pe3epBHe KormitoBanHs daii-Administrators, Backup
directories JTiB 1 KaTajioriB (IIpiOpUTET HaJl MpaBamujoperators

ocTyy /10 (haiiiiB 1 KaTaJoriB)
BcTanoBiroBaTH 1 BUZIAIATH ApaiBepu

Load and unload Administrators

device drivers PUCTPOIB
Shutdown the BUKOHYBaTH BUKJIIOUEHHSI CUCTEMHU Administrators
system remotely [BigyaneHo

Restore files and
directories

Administrators, Backup
operators
Administrators

BinnosiroBaTu ¢aiinm 1 katajaoru 3
pe3epBHOI Kol

Manage auditing
and security log

YkazyBaTH, sIKi TUIIH JOCTYIY JI0 pecyp-
CiB ITiUIATAIOTh PEeCTparllii, a TaKOX ITe-
pEryIsiIaTH 1 OUMINATH KypHAJI AyJIUTY

Shutdown the
system

Bumukatu cucremy

Administrators, Backup
operators

Change the systenmBcranoBiroBaT BHYTpIilIHIN Talimep

time

KOMIT I0TEpa

Administrators

Take ownership on
files or other objec

Berynatu y BonoiHHS ¢aitnamu, karano-
ISAMH, IPUHTEpAMH Ta IHIIUMHU 00’ €KTaMU

Administrators

Log on locally

PeecTpyBaTucs JIOKajabHO 3 KJIaBlaTypu
KOMIT I0TEpa

Administrators, Backup
operators

Access this compu

I limkimrogaTrcs 10 KOMIT r0Tepa depes

ter from the networ

kiepexy

Administrators, Everyone
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2.1.5.3 JloMeHHA MoOJiTHKA

JloMeHHa TOJITHKA BCTAHOBIIIOE MPaBWIA IS BCiX OOJIKOBUX 3aIlUCiB B
JOMEH1, 00’ €qHyI04M Taki cdepHu, K IpaBuiia MapoiiB, OJIOKyBaHHS O0JIIKOBHX
3aMHUCIB 1 T.1I.

Jlnst penaryBaHHs JOMEHHOI MTOJIITUKM CJTiJT HATUCHYTH KHONKY Edit B rpy-
i Domain security policyra Bknaami Generalrianorooro Bikua Domain Pro-
perties.Ha expani 3’sButhcs mianmorose BikHo Default Domain Policy Proper-
ties.3 fioro JOMOMOTor MOKHA 3MIHIOBATH:

— MAaKCUMaJIbHUI TEpPMiH Aii Mapois;

— MIHIMaJIbHY JOBXHUHY MapoJis;

— MIHIMAJIFHUM TepMiH HE3MIHHOCTI MapoJis;

— YHIKQJBHICTb TIAPOJIS;

— OnoKyBaHHS 00JIIKOBMX 3aIMCIB TIPY HEBIAMIM peecTparlii;
— TPUBAJICTH OJOKYBaHHS;

— a TaKOoX JesKl 1HII TapaMeTpH.

SIKI10 maposib KOPUCTYBaya JOBTUN Yac € HE3MIHHUM, TO 3aXHILIEHICTh CHU-
CTEMU B1Jl HECAHKI[IOHOBAHOTO JOCTYITY 3HaYHO 3HWXKYy€eThcs. Came TOMy cucTe-
Ma OBMHHA MPHUMYIITyBaTH KOPHUCTyBaya J0 NepioanyHoi 3MiHK napois. [lomi-
THKa BEeJCHHS OOJIIKOBUX 3aMKCIB JIO3BOJISE 3a1aTH TIEBHUM TEPMIH JIii maposs B
mexax Bil 1 70 999 nHiB a00 MpU3HAYUTHU MAPOJIb MOCTIHHUM. 32 3aMOBYYBaH-
HSIM TPUBAIICTh Aii mapostst 42 fHi.

Skmo agminicTpaTop 3amaB mapamerp Password never expiresis KoH-
KPETHOTO KOPUCTYBaya, TOW MOXKE€ HE 3MIHIOBATH IMapoJib. AJle Taka MpaKTUKa
PEKOMEHIYEThCS TIIBKU IS CIIyKOOBHX OOJIKOBUX 3alHCIB, B IMEHI SIKUX
BUKOHYIOTHCSI CEPBICH B CUCTEMI.

3a 3aMOBUYBaHHSM JIOBKMHA Mapojsl KOPUCTyBada 3HAXOAUTHCA Y Mexkax
Bin 0 10 14 cumBomiB. 3po3ymino, IO MpH MiABUILEHUX BUMOTaxX A0 3aXHIIe-
HOCTiI CHCTEMHU TOPOKHIA Mapojib HENOMyCTUMHUHN. B 1ipoMy BUMAAKy aaMiHi-
CTpaTOp CUCTEMH IpU3HAUAE MIHIMAIBHY JOBXKUHY Naposst. CTBOPIOIOYN HOBUH
OOJIIKOBHI 3amuc AJIg KOPUCTyBaua, aJMIHICTPATOp MOKE BKa3aTH Mapoiib JI0-
BIJIBHOI JOBXKWHU, HE3AJIEKHO B1J OOMEKEHHS, 3a/JaHOTO MOJITHKOIO BEJICHHS
00mikoBHX 3amuciB. [IpoTe KO Maposib 3MIHIOETHCS KOPUCTYBAUEM MICIs pe-
€CTpallii B CHCTEMI, TO TapaMeTpU HOBOTO MapoJjisi MOBUHHI TOYHO BIANOBIAATH
IIOJIITHIL]l BEIEHHS 00JIIKOBUX 3aIIHCIB.

OOmexeHHsT Ha MIHIMQJIBHO MOKJIMBHM TEpMiH 3MIHU MapoJii KOPUCTYBa-
4eM JIOIUIbHO, HANPUKIIAM, SIKIIO B CHCTEMI Mpaltoe 6araTo KOpUCTyBayiB-HO-
BaukiB. [lo-miepiie, meBHUM TepMiH Ja€ KOpPUCTyBadam, siKi HEJaBHO IMO3HAMO-
mumucsa 3 Windows NT, MOXIUBICTh 3BUKHYTH JI0 OCOOJIMBOCTEH 3aXHUIIEHOT
po0OTH 1 mepeKkoHaTHCS B HEOOX1THOCTI IaM’siITaTH CBIl maposb. A Oy/ib-KOMY,
XTO 3a0yB CBill MaposIb, 3MOKE AOMOMOTITH aAMIHICTPATOP.

[To-npyre, KOpUCTyBad-MIOYATKIBEIh, 3MIHUBIIH TTICIS 3aKIHUEHHS TEPMiHY
Ii1 maposib, MOKE 3aXOTITH MOBEPHYTHCS 10 KOJUIIHBOTO. AJjie 3p0OHTH L€ 1 To-
TIPIIATA TaKUM YMHOM 3aXHUIEHICTh CUCTEMH HE J03BOJUTH MPUMYCOBa 3a-
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TpuMmKa. Lle 0co0amMBO €(peKTHBHO, AKIIO BCTAHOBUTH MApaMETP BIACTEKEHHS
YHIKQJIBHOCTI apOoJIsl.

MiHiMalibHa 3aTpuUMKa J03BOJIy HA 3MiHY Tapojs BU3HAYAETHCS Y MEXKax
B 1 10 999 nHiB. 3a 3aMOBUYBaHHSM BOHA HE OOMEXY€EThCs. 3a3BU4ail, JOCUTh
BCTAHOBUTH 14 mqHIB.

[Tapamerp Password uniquiness3Boiisie 3amam’iTOBYBAaTH B CHCTEMI Bijl
1 1o 24 napodnis, 1o 3a0e3nedye yHIKaJIbHI TapoJl Juisi KOPUCTYBaua BIPOJOBK
TPHUBAJIOTO Yacy.

BrutrounBim mpanopeis Password must be stroagminictpatopy Oinblire
HE JIOBEAETHCS PO3’SICHIOBATU KOPUCTyBayaM, YOMY SIK Mapojib HE MOXKHA BUKO-
PUCTOBYBATH CBO€ IM’s, IMEHA NPYXWHH, NITEH, 1HIIUX POJUYIB 1 JOMAITHIX
TBApWH, JIaTy CBOTO JTHS HAPOJDKEHHS 1 B3arali Oyab-sKi cjoBa 1 ¢pasu, Ipucy/I-
Hi B ciioBHHUKax. Cucrema cama OyJie KIOMOTaTH MPo Te, 00 Mapoib MICTHB K
MIHIMYM TpH 3 I€PEPaxOBaHUX HUKYE TUIIIB CHUMBOJIB:

— TPOMUCHI OYKBU JJATHHCHKOTO an(aBiTy;
— psAAKOBi OYKBU JIATHHCHKOTO ajQasity;
— undpwu;

— CIeliaabHl CHMBOJIH.

Sxmo BkioueHo mpanopers User must logon in order to change Pass-
word, KopucTyBauy JOBEAETHCS, MEPII HiXK 3MIHUTH TapoJib, PEECTPYBATUCS B
cuctemi. [Hakmie BiH 3poOuTh 1€ 1 06e3 peectparlii. PerymntoBanHs 11bOro napa-
MeTpa 0COOJMBO aKTyallbHE, KOJIM 3aKIHUY€TbCA TEPMIH il maposs. ko mnpa-
nopelb BKIIOUEHO, KOPUCTYBau CAMOCTIMHO HE 3MIHUTH MapoJib, 1 loMy JTOBe-
JIETHCSL 3BEPHYTHUCS N0 aJMiHICTpaTopa. SKINO mparoperh BUKIOYEHO, TO Ta-
POJIb MOKHA 3MIHUTH, HE TTOBIJJOMIISTIOUH aIMIHICTpaToOpa.

Bxnaaka Account Lockoutrianoroeoro Bikna Default Domain Policy Pro-
pertiesSmo3Bossie 3aXUCTUTH CHCTEMY BiJI «CIIOBHUKOBHX aTak» — Mporpam, Iio
3JIaMYIOTh CHCTEMY 3aXHCTY IUIIXOM Nepedopy HaluaCTile BUKOPUCTOBYBAHUX
cimiB 1 ¢pa3 13 cloBHHUKA I momryky mapods. 1I[o6 taka mporpama He moria
MpaIroBaT, HEOOX1THO BCTAHOBUTH MaKCHMMaJlIbHE YUCJIO HEBJAIUX CIPOO pe-
ecTpalli (3a 3aMOBUYBAaHHSM I1’SITh), IMICJS SIKUX OOMIKOBHH 3amuc Oyje 3abio-
KoBaHWM. MOXHa TaKoX BKa3aTH Yac, 4yepe3 SKUil JIUMIFHUK HEBAAIUX CIIPOO
«OOHYIUTBCS» (32 3aMOBUYYBaHHSAM 20 XBHIIUH), 1 4ac, MPOTSITOM SIKOrO OOJiKO-
BUl 3anuc Oyne OJokoBaHui (3a 3amoBuyBaHHsAM | roauna). [licis Boanoi pe-
€CTpallii JIYUIBHUK HEBJIAJIUX PEeCTpalliil Oyae «0OHyIEHOY.

2.1.5.4 Penaxkrop xkoH}pirypauii 0e3nexn

[Ipn aBTOMAaTUYHOMY YCTAaHOBIICHHI OTIEPAIITHIX CUCTEM Ha BETTMKE YHCIIO
KOMIT IOTEpIB, MiJ Yac aJMIHICTPYBaHHS BEIUKHUX KOPIOPATHUBHUX MEPEXK BCl
PO3IIIAHYTI ITHCTPYMEHTH, HE JUBIISIYUCH HA CBOIO KOPHUCHICTh, € HEAOCTATHHO
e(eKTUBHUMHU, 1110 B LIJIOMY MPU3BOAUTH O MiABUIIEHHS BapTOCTI aAMIHICTpY-
BaHHA. JlJi1 poOOTH B TaKMX yMOBaxX HEOOXITHUW MPHUHIIMIIOBO 1HUIUN METO/,
00’ eaHy0UMI y cO01 MOKIIMBOCTI BCIX 3raflaHMX 1HCTPYMEHTIB. T1IbKU TaK MO-
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’KHa TapaHTyBaTu €()EeKTUBHY IMOJITUKY O€3MeKH 1 KOHTPOJIb 3aXUCTy B MacCIITa-
0ax BEIMKOIro MIANPUEMCTBA. B poisii TaKOro IHCTPYMEHTY YCHIIIHO BUCTYHA€E
penakTop koHpirypariii Oesmeku. [luTaHHs, MOB’s3aHi 13 0€3MEKOI0, MOXHA
YMOBHO PO3JIIJTUTH Ha JIeKUIbKa 00acTen.

3a 3aMOBUYBaHHSM MIATPUMYIOTHCS TakKi 001acTi OE3MEKHU:

— TIOJNIITHMKA O€3MeKH — 3aBJIaHHA PI3HUX aTpUOyTIB O€3MEeKH Ha JTOKATHHOMY 1
JOMEHHOMY DIBHSX; TaK CaMO OXOIUTIOE JIESIKl YCTAaHOBJICHHS HA MAIIMHHOMY
piBHi;

— YIpaBIIiHHS TPyMaMy 3 OOMEXEHHSIMU — J03BOJISIE€ YIPABIISTH YICHCTBOM B

rpynax, siki, Ha TyMKY aaMIHICTPaTopa, «IyTIUBI» 3 MOTJISATY O€3MeKH CUCTEMU;

— YOpaBIIHHSA TpaBaMH 1 NPUBUICIMH — JO3BOJIIE pEaryBaTH CIHMCOK KO-
PHUCTYBaYiB 1 X creru(iuHuX TpaB 1 TPUBLIEB,;

— nepeBa O0’€KTIB — BKIIOYAIOTh TPU OOJIACTI 3aXUCTy: 00 €KTH KaTallory
Active Directory, ximrodi peecTpy, JOKambHY (DaljIOBy CHCTEMY; IS KOXKHOTO
o0’exta B nepeBi malbiaoHN Oe3MeKkH JO03BOJIAIOTH KOH(ITypyBaTH 1 aHaII3yBaTH
XapaKTEPUCTUKHU JTECKPHUNTOPIB 3aXKCTy, BKIIOYAIOYH BJIACHUKIB 00’ €KTa, CITUCKU
KOHTPOJTIO JIOCTYITY 1 TapaMeTpH ayIuTy;

— CHCTeMHI Ciay»0u (MepexxeBl abo JoKanbH1) — MOOY0BaHI1 BIAMOBITHUM
YUHOM JIal0Th MOXJIMBICTh HE3AJICKHUM BHUPOOHUKAM MPOTpamMHOTO 3abe3rme-
YEHHS! PO3IIUPIOBATH PENAKTOp KOHQIrypauiil 0e3mnexu 1 YCyHEHHS CHelu-
b1yHuX MPoOIIEeM.

2.1.5.5 ®dyHkuii perakropa KoHgirypamii 0e3nexku

Penaktop koH(irypariiit Oe3neku — 3IIMOK KOHCoJi yrpaiinags MMC
(Microsoft Management Console ). Po3ristHemo #oro ocHOBH1 GyHKITIT.

Buznauenns mabnoniB koHdirypartid 6esnexu. s peanizaiii 6e3mneku B
Macmradax MmigmpHEMCTBA, 10 HaJIYy€e COTHI a00 TUCSYi KOMIT IOTEpiB, Kpale
BCHOTO CKOPHCTATHUCS 11a0JOHAMU 3aMICTh 1HAWBIAYaIbHOTO HACTPOIOBAHHSA KO-
#HO1 MamHU. [IpumycTumo, Mo BCl KOMI' FOTEPH MOXKYTh MaTH J€CATh PI3HUX
BApIaHTIB HACTPOIOBAHHS MAPAMETPIB 3aXUCTy. Y TaKOMY pasl 3pyyHO 3pOOUTH
JIeCSATh AOJIOHIB, KOXKHUM 3 SIKUX BIJIIIOBIJaTUME CBOEMY BapIaHTy 3aXHUCTY, 1
3aCTOCOBYBATH 111 MIa0JOHU BIAMOBIIHO J0 MOTped. B mporeci 3acTocyBaHHS
1abJIOHY B PEECTP KOMIT IOTEPA BHOCITHCS 3MiHH, SIKI 1 BU3HAYAIOTh HACTPOIO-
BaHHS cuctemu Oesneku. [lla6monu 6e3neku B Windows NT — 11e TekcToBi (aii-
M, ¢popmar sSKux cxoxkuil Ha dopmat inf-daitniB. Y oKpeMux CEeKuisiX ONUcy-
I0ThCS Pi3HI TapameTpu Oe3mneku. [Ipu 3aBanTakeHHi aitry B penaktop KoHi-
Typari 1i nmapaMeTpu BiloOpaxaloThbcs B 3pyUHOMY JJIS aHAJI3Y 1 peJlaryBaHHs
BUTJISAIL. Pe1akTop Tako J103BOJIsIE CTBOPIOBATH HOBI (palu-11a0IoH .

2.2 KoHTpOJBb peecTpy po004oi cTaHmil

CucreMHHI peecTp € EHTPATbHUM CXOBUIIEM JaHUX MPO KOHDIrypailito B
onepaliifaux cucteMax Windows, 1 311iiICHEHHs] KOHTPOJIIO HaJl HUM € OJHIEIO 3
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HaWBAXKJIMBIMINX YAaCTHH POOOTH CHUCTEMHOTO aaMiHicTpaTopa. MOXKIHUBICTH
OJIep’KaHHs JOCTYIy 10 peecTpy poO0doi CTaHIIl K y BiAnajJeHOMY, TaK 1 B aB-
TOMAaTU30BaHOMY PEKHMI, T03BOJUTH KOHTPOJIIOBATU MPAKTHYHO OYyIb-IKUI ac-
MEeKT (PYHKIIOHATIBHOCTI CUCTEMH, a TaKOX 3aXUIIaTH caM PEECTp BiJ YIIKOI-
YKEHHS Yepe3 HeaBTOPU30BaH1 3MIHH.

2.2.1 BUKOpPUCTAHHS CHCTEMHHX MOJITHK

Yci onepauiiini cucreMun Windows BKIIOYalOTh MOXKIIUBICTH MPOBEICHHS
CUCTEMHOT TOJIITUKH (system policy), BapiaHTH SKOi TO3BOJISIOTH 3A1MCHIOBATH
3HaYHUI 00CAT KOHTPOIIO HaJ KOH(irypamiero poOoudoi cranuii. BusHaunsmm
Ha01p MpaBUJI CUCTEMHO MOJITHKY 1 BIPOBAAUBIIN HOT0, MO>KHA KOHTPOIIOBAB-
TH, JI0 AKUX CaM€ KOMIIOHEHTIB OIepalliitHoi cucteMu O0yJie T103BOJICHUHN TOCTYT
KOPHUCTYBAaYiB, SIKI JOJATKH 11 KOPUCTYBadl 3MOXKYTh 3alyCKATH, & TAKOX KU
BT Oyze MaTH ix poboumii ctul. [IpaBuna cucTeMHOT TOJITUKHA — 1€ HalIp
YCTaHOBJIEHb CUCTEMHOTO PEECTPY, IO YIIAKOBaHi y (hailyl CHCTEMHOT MOJIITUKH 1
30epiratoTbcsa Ha IUCKY cepBepa. Komu KopucTyBayu MiAKIIOYAETHCS 10 MEPEXI,
poboya cTaHIis 3aBaHTaXye (ailia CUCTEMHOT MOMITHKY 13 cepBepa 1 3aCTOCOBYE
3aikCOBaHI TaM YCTAHOBIIEHHS JI0 CBOTO CUCTEMHOT0 peecTpy. OcKiIbKu pobo-
Ya CTaHIIS 3aBaHTaxye (a1 CUCTEMHOI MOJITUKA aBTOMATUYHO IiJ] Yac Mpo-
1IeCy BXOAY KOpPHCTyBaya B MEpEXY, a caMl KOPUCTyBadl HISIK HE MOXYTb 11bOTO
YHUKHYTH, TO II€ POOUTH CHCTEMHY TOJITUKY 3aC000M 0OMEKEHHS JOCTYIY KO-
puctyBauiB a0 inTepdeiicy Windows.

3acToCcyBaHHS Pi3HUX MPABHJ CUCTEMHOI MOJIITUKH € aTbTEPHATHBOIO Mpsi-
Miid 3MiHI KJIIOYiB CHCTEMHOTO PEECTPY 1 TUM CaMHUM 3MEHIIYE MOKIUBICTh HE-
MPaBUILHOTO (PYHKIIIOHYBaHHS CUCTEMH BHACHIJIOK op(orpaiyHux Ta 1HIIAX
MMOMMJIOK. 3aMICTh TOTO, 1100 BPYUYHY MEPETIIAIaTH BMICT JIepeBa PEECTPy B IO-
IIyKax HE3pO3yMIIUX KIIOUIB 1 IMEH €JIEMEHTIB, a MOTIM BBOJUTH 3aKOOBaH1
3HA4YEeHHs, MOXHA MPOCTO CTBOPUTHU (hailil CUCTEMHOI MOJITHKU 32 JOIOMOTIOK0
yTUIITH 3 rpadiyHuM iHTEpdeiicom 3a Ha3zBow System Policy Editor (SPE, Pe-
JAKTOp cUCTeMHOI nmomiTuku). SPE neMoHCTpye yCcTaHOBJIEHHs peecTpy y BHU-
TS/ PI3HUX MPABUII MOMITHKH, IO € 3BUYAaWHUMU (Ppa3amMu aHTIIIHCHKOIO MO-
BOIO 31 CTaHJApPTHUMU €JIIEMEHTaMU JialoroBux BikoH Windows, 1110 po3rarmio-
BaH1 y BUTJISI/II 1€pAPXIUHOI AEPEBOIMOIIOHOT CTPYKTYPH.

2.2.2 II1a6/10HU CUCTEMHOI MOJITUKHU

PenakTop cUCTEMHOI MOJITUKH — 1€ MPOCTO IHCTPYMEHT IJisi CTBOPEHHS
(aiiiB CHCTEMHOI MOJITUKH, BiH 30BCIM HE KOHTPOJIIOE KOHKPETHI BaplaHTH IO-
JITUKY, 10 cTBOproe. CaMi mpaBuiia CUCTEMHOI MOJITHKK OepyTh MOYATOK 13
mabJIOHIB CUCTEMHOT TOJMITUKH, 1o € ¢ainamu dopmary ASCII, ski MICTATH
KIIIOYl PEECTPY, MOXKIIHMBI 3HAUCHHS, MOSICHIOBAIBHUM TeKCT. Yce 1e dopMmye
TipaBuJia MOJITHKH, K1 BiIOOPaXar0ThCs B peIaKTOPi CUCTEMHOT MO TUKH.

Hampuxknan, ¢parment mabnona cucremuoi nonituku Common.adm cTBo-
pIO€ BapiaHT MOJITUKHU 32 Ha3BOIO Remote update, mokazaHuii TAKMM YUHOM:
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CATEGORY INetwork CATEGORY 'Upndate

POLICY !ReroteUpdate

KEYNAVE System\QumentControlSet\Control\Updiate ACTIONLISTORF

. VALUENAVE "UpdateVode” VALUE NUVERICO

END ACTIONLISTOFF

PART IUpckieMode DROPDOWNLIST REQUIRED

VALUENAVE "UpdaieMode! ITEMLIST

NAVE ! 1UM Autorratic VALUE NUVERIC 1

NAVE 'UM Meanudl VALUENUVERIC2

END ITEMLIST END PART PART UM Menual_Path EDITTEXT
VALUENAVE "NetWorkPath'

ENDPART

PART !IDisplay Ermors CHECKBOX
VALUENAVE "Verboss" END PART PART !!LoadBallance
VALUENAVE "LoadBallance END PART END POLICY
END CATEGORY ; Udate END CATEGORY ; Network

Bci onepaniiini cuctemu Windows Bkmodarots kpim SPE 6e3miu Qaiinis
mabJI0OHIB cUCTEeMHOT TOJITUKH. J[0 OCHOBHUX 1Ta0JIOHIB MOXKHA BiTHECTH (haiii
Windows.adm, sikuii BkiItouae mabnoHu BapiaHTiB nodiTuku Windows, a Takox
¢aitn Common.adm, skuii MiCTUTh AOJIOHHU BapiaHTIB MOMITUKH, 3aCTOCOBHUX
gk 'y Windows. Tamn nogatku, Hanpukiaa, Microsoft Office uu Internet Explo-
rer, MaroTh BJIAacH1 HaOopw (aiiiiiB mabIoHIB, SIKI MICTSTh MOJITUKH, CIEIU(pIIH]
JUIsl JaHuX AojatkiB. KpiM Toro, Mo»Ha caMOCTIHO CTBOPIOBATHU CBOI 111a0JI0HU
JUTsl 3MIHU 1HIIUX YCTaHOBEHb PEECTPY.

Bubpasumu B mento Options (I[Tapamerpu) komanny Policy Template (Illa-
0JIOH), MO’KHa 3aBaHTaXUTH wadnoHu, siki SPE Oyne BukopucToByBaTH IJis
CTBOpEHHs (DailyliB MOMITUKHU. [CHYE MOXIMBICTh 3aBaHTaXyBAaTH BEIUKY KiJlb-
KicTh 11absoniB B SPE, 1 momiTHKH, 1110 MICTATHCA B HUX, OYAYTh CIIOTy4YaTUCS 3
inTepdericom nporpamu. [lpu 3amycky SPE 3aBanTaxye Ti mabmonu, mo Oyiu
3aCTOCOBaHI mia dac ocTaHHhOro 3aBepmieHHs OC, 3a yMOBH, IO BiJMOBiIHI
(aiinu sK 1 paHille 3HaX0IAThCSA HA TUX CAMHUX MICISX.

Axmo B SPE BukopuctoByeThcsi 0e3mid mabIOHIB CHCTEMHOI MOJITHKH,
WMOBIpHa CHTYyallis, KOJU MOJITHKK, OOYMOBJIEHI JBOMAa PI3HUMHU II1a0JIOHAMH,
KOHQITYPYIOTh Ti ) HaJaIlITyBaHHA CHUCTEMHOTO peecTpy. SKIo BiaOyBaeThCs
MOJIBOEHHA TIOJIIOHOTO THITY, BapiaHT MOJITUKH, PO3TAIlIOBAHUM OJIMK4Ye A0 KOpEHs
lepapxii mianoroBoro BikHa Properties (BmactuBocti) 00’€kTa, Ma€ iepeBary.

2.2.3 ®aiian CHCTEMHOI MOJITHKH

3a momomororo SPE MokHa CTBOpIOBATH MOJITHUKH, IO 3aCTOCOBYIOTHCS
TITBKU 1O KOHKPETHUX KOPUCTYBAUiB UM TPYI KOMII IOTEPIB, a TAKOXK MOJTITHKU
JUIsl KOpUcTyBada 3a 3amoBuyBaHHsM (Default User) 1 koM’ toTepa 3a 3aMoBUY-
BaHHsM (Default Computer). [lomiThky A1 YMCIEHHUX KOPUCTYBAUdIB MEPEXKI 1
KOMIT IOTEpIB 30€piraloThCsi B €qUHOMY (ailni, SKUi KOKEH KOMII I0Tep 3aBaH-
TaXye€ 13 cepBepa B MpoLect MAKIIYeHHs 10 Mepexi. daiin cucteMHoi noiTu-
K1 ans onepaniinoi cucreMu Windows HaszuBaeThest Ntconfig.pol. Bei onepa-
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miiiai cuctemu Windows maroTh BiacHi Bepcii yrumitu, System Policy Editor,
ase yci Bepcii MaloTh OJTHAaKOBUH iHTEpdeiic.

Bepcii SPE onepamiitnux cucrem Windows 3a 3aMOBYYBaHHSIM BCTaHOB-
JIOIOTHCS Pa30M 13 CAMUMH OTIEpaAllliHUMH CUCTEMaMHU, 1 IX MOKHA 3aITyCKaTH B
Oynp-skiit cuctemi 3 Windows, ckomitoBaBIIM (pailin Ha TMCK 1HIIOTO KOMII 1O-
tepa. OnHak TUO (ailIiB CUCTEMHOI MOMITHKHU, 5Kl cTBOprotoThest SPE, 3ame-
KUTH BIJI TIET ONEpaIiitHOi CUCTeMH, Y SIKil mpailtoe mporpama. MoxHa CTBOPIO-
Batu (aitnu nomituku Windows 98, 3amyckaroun SPE Ha mamuHi 3 onepariii-
Hoto cuctemoro Windows 98, ane He Bnactecs chopmyBaTu (aitn cuctemMHoi
noaitukn Windows 98 Ha mamusi 3 Windows XP 1 HaBmaku.

2.2.3.1 CrBopeHnHs ¢ailiiiB MOJITHKHA

[Iporec cTBOpeHHSI HOBOTO (hailily MOJITHUKU 3BOAUTHCS 10 3armycky SPE i
BuOopy B MeHto File (Paitn) komanan New Policy (CtBoputn). 3a 3aMOBUyBaH-
HsM nporpama ctBoproe 00’extu Default User 1 Default Computer. Binkpumm
00’€KT, MOKHA MOOAYUTH MpaBUia MOMITHKH, 110 MOKYTh OyTH 7151 HHOTO CKOH-
¢iryposani. [IpaBuia momTHKM, 0 CTBOPIOIOTHCS B paMKax 00’ €KTIB 3a 3aMOB-
YyBaHHSIM, BIJIOMBAIOTHCS HA BCIX POOOYMX CTAHINIAX, MO MiAKIIOYAIOTHCA 0
Mepexi. Takok € MOKIUBICTh (POPMYBaHHS TOAATKOBUX 00’ €KTIB KOPUCTYBAUIB
1 00’€KTIB Tpym, IO CIIBBIIHOCATHCS, BiAMOBiAHO, 3 NetBIOS-im’sam koM ’to-
TepiB Ta iM’siM 00JIIKOBUX 3amuciB rpyn y aomeni Windows. [IpaBuia nomituku
JUIsT  KOMIT'IOTEPIB  MOJIUM(DIKYIOTh  YCTAHOBJIEHHA PEECTPY B  KIIOYI
HKEY LOCAL_MACHINE, B TOii yac sik mpaBuiia 1jsi KOPUCTYBaYiB 1 Tpyn
BHOCTH 3MiHU B KITtou peecTpy HKEY CURRENT USER. Konu ctBOproeTbes
HOBUHU 00’€KT KOPHUCTyBaua 4 KoMl 1oTepa rpymnu, SPE komitoe B HhOT0 BMICT
BIJIMOBITHOTO 00’€KTa 32 3aMOBUYBAHHSAM 1 CTBOPIOE HOBY MIKTOTpaMy. 3 IIUMHU
THCTpyMEHTaMH MOKHA pealli3yBaTd pi3Hi BapiaHTHU MOJITHUKHU ISl PI3HUX THITIB
KOPHCTYBadiB MEPEXKi.

Po6oui cTanmii 3aBXKa1 aBTOMAaTUYHO MEPEBIPSIIOTh HASBHICTD (paiimy mosi-
TUKU MiJ] 9ac MAKIIOUCHHS JI0 MEPEXi, 1 SKIO Takui (aitn TaM npucyTHiH, 3a-
BAHTAXYIOTh 1 00pOOAI0Th ioro. Maiiu CUCTEMHOI MOMITHKU 3aBXAH 00po0-
JSIOTHCS BKE MICHS 3aBAHTAKEHHS MPOQ1TIIB KOPUCTYBAUiB, TOMY YCTAaHOBJICHHS
peecTpy y (aiisii CUCTEMHOI MOJITUKU MAaIOTh MepeBaru nepesi yCTaHOBICHHSIMU
KylIa peecTpy 3 npod o KOPUCTyBaya.

2.2.3.2 IlpiopuTreTH MOJITHKHA

3amaya CTBOpPEHHS CTparTerii CUCTEMHOI MOJITHKHU, sKa HaJa€ JIOCTATHIN
KOHTPOJIb HaJ pOOOYMMHM CTAHIISIMH MEpPEeXki 1 Ky OJAHOYACHO TOCHUTH MPOCTO
MIATPUMYBATH, IUIKOM 3aJI€XKHUTh BIJ aMiHICTpaTopa Mepexi. Sk 1 y BUNAAKY
O1TBIIOCTI aAMIHICTPAaTUBHUX 3aJad, 3pyYHIILIE peai3oByBaTH CHCTEMHY MOJIi-
TUKY CTOCOBHO I'pYIl KOPHCTYBauiB, HI’K CTBOPIOBATH IHAWBIAyajbHI BapiaHTH
MOJIITUKU JAJISl KOKHOTO KopuctyBada. @opmyroun (aiin rpymnoBoi MOJITUKA B
SPE, icHye MOIMBICTh 3aJJaHHS MPIOPUTETY ISl KOXKHOI Ipynu (BHOpaBIIU B
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menHio Options (ITapamerpu) komanay Group Priority (IIpioputer rpynm)), mo
KOHTPOJIIOE MOPAIOK, Y IKOMY BapiaHTH MOJITUKH OyIyTh 3aCTOCOBYBATUCS 10
cucremu. Konm poboua craniis 06poOisie ¢aitn cucTeMHOI MOMTUKH 1 KOpHUC-
TyBady € YICHOM OUIBII HI’K OJIHIET TPYIH, CUCTEMA 3aCTOCOBYE T'PYIIOBI MOJITH-
KM B MOPSIIKY IXHIX MPIOPUTETIB: BiJl HAMHMKYOTO 10 HaBuioro. TakuMm yu-
HOM, TIOJIITUKH 3 BUCOKMM IPIOPUTETOM MOXKYTh 3MIHUTH yCTAHOBIICHHS IMOJI-
TUK 3 OUTBII HU3bKUM PIBHEM IMPIOPUTETY.

Konu B penakTopi CUCTEMHOI MOITUKH CTBOPIOETHCSA 00’ €KT 1HAMBITYalIb-
HOTO KOMIT I0TE€pa, BiH Ma€ BUILUNA PIBEHb MPIOPUTETY, HIXK BIMOBITHUN 00’ €KT
3a 3amoBuyBaHHsAM (Default Computer). Konu xopuctyBau nmpoxoauTh peect-
pariito Ha poOoUiif cTaHIlil, IO € 00’ €KTOM I KOMII I0Tepa, cuctemMa o0poobiise
MOJIITUKK JUJIST 1HIWBIYaThbHOTO KOMIT'IOTepa W ITHOPYE TMOMITHKHA 00’ €KTa
Default Computer. AHanoriuno, SKIIO KOPUCTYBad € 1HAMBIAYaTbHUM 00’ €K-
TOM, CUCTEMA 3aBaHTAXY€ 1HAMBIAyalIbHI MOMITUKH Ui JAHOTO KOpPHCTyBada i
ITHOpYE yCi MOMITHKHU AJIS TPYyH, 0 SKUX 1€l KOPUCTyBad HAJEKHUTh, 5K 1 MO-
JTITUKU A7 KOpucTyBaua 3a 3amoBuyBaHHsAM (Default User). [loxiTuku nmist xo-
PHUCTYBAYiB 1 TPy MaIOTh TaKOX MEpeBary HaJl MOJITUKAMHU I KOMII IOTEPIB Y
TUX BHUMAJKaX, KOJIU MOPYIIYIOTHCSA KUIbKa KIIIOYIB PEECTpY, il ICHYBaHHS MOXK-
muBe sk y HKEY LOCAL MACHINE, tak i y HKEY CURRENT USER. fx-
10 YCTAaHOBJICHHS MPHUCYTHE B 000X KIIOYax, MepeBara € Ha OOLl 3HA4YEHHS,
po3ramoBaHoro B kitoui peectpy HKEY CURRENT USER.

CucteMHI MONITUKU 3aCTOCOBYIOTHCS 10 BCiX KOPUCTYBauiB, BKIOYAIOYH 1
THX, XTO Ma€ aJIMIHICTPAaTUBHUHN JOCTYII.

2.2.4 BuzHayeHHs1 NPABUWJI NOJITHKH

[Ticns 3aBanTaxenus mabdaona nomTuku B SPE 1 cTBopeHHsT HOBOTO (haidry
CUCTEMHOI MOJITUKA MOXHA MOYMHATH CTBOPEHHS HOBUX 00 €KTIB 1 KOH(DITy-
pyBaTH iX mpaBuia MOMTUKU. OO’€KT KOKHOTO KOMIT'IOTEPA UM KOPHUCTyBaya
rpynu y (aiial moMiTUKKA MICTUTh 1€papXit0 KaTeropii, 1o Mae pi3Hi BapiaHTH
npaBuwi1 nomiTukd. KoxHe mpaBuiio 3’SIBIASETHCA Y BUIJISIAI OKPEMOIO MYHKTY,
10 MO>ke HaOyBaTH OJTHOTO 3 TPHOX HACTYIMHUX 3HAYEHB, K1 MAIOTh BIJHOIIECH-
HS JIO peari3allii JaHo1 O THKH.

e Enabled(/lo3BosieHo). 3acTocoBye NpaBWiIO MOJITHKH 10 CHCTEMHOTO
PEECTPY 3 BUKOPHUCTAHHSIM 3a3HAYCHOTO 3HAUYCHHSI.

e Disabled(3a6oponeno). He 3acTocoBye mpaBuiio MONITUKH O PEECTPY
Ta BUJAISE MOTO 3 PEECTPY, SKILO BOHO TaM YK€ MPUCYTHE.

e Undefned (He Bu3HaueHo). IrHOpye MpaBWIIO MONITHKY, HE 3MIHIOIOYN
PEECTp, HE3AJIEKHO BiJ] TOTO, € MPUCYTHHOIO TaM JlaHa TOJIITUKA YU Hi.

KpiMm 11p0r0 TIyHKTY MpaBWIIO TOJITUKH MOXKE MaTH M€ UMM psiT 1HIINAX
KepyIOUuX eJIEeMEHTIB, acOI[iHOBaHWUX 3 HHM, IO MOKa3yHThCA B 00JaCTi
Settings (IlapameTpn) y HIXKHIN YacTHHI [11aJJOTOBOTO BiKHA, SKIO MPABUJIO J10-
3BosieHe. Lli kepyroui eneMeHTH MOXYyTh HaOyBaTH ACKIIBKOX (POPM, BKIIIOUAIO-
YU JI0JIATKOBI ITYHKTH, TIOJIS JJIsl BBEICHHS JaHUX 1 nepeMmukadi. Crocio 3MiHU
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peecTpy HUMH €eMEHTaMH KE€PYBaHHS 3aJIKUTh BiJ BUMOT OKPEMHUX YCTaHO-
BOK 1 CTPYKTypH 1abioHa NOMITHKH. JlesKi mpaBuia MOJITHKU MPOCTO CTBOPIO-
I0Th €JIEMEHT PEECTPY 13 MEBHUM 1M’ sIM, Y TOH Yac sIK 1HII MOXKYTh IpU3HAYATH
KOHKPETHIN yCTaHOBIII OYKBEHO-IIU(POBE UM HIICTHAIIATKOBE 3HAUCHHS.

2.2.5 OOMexeHHsI JisUIBHOCTI Po0O4Y0i cTaHUii 32 JOMOMOIOI0
CHCTEMHOI MOJIITHKH
OnHa 3 OCHOBHUX (PYHKIIA CUCTEMHOI MOJITUKHU TOJISATaE B TOMY, 1100 3a-
OOpPOHUTH JOCTYI KOPHUCTYBauiB O MEBHUX €JIEMEHTIB ONEpaLiiHOi CUCTEMHU.
J171st 1bOTO iICHYE€ KiJIbKa MPUYXH, HATPUKIIA:
— HE JIONMYCKaTH 3allyCK KOPHCTYBauYaMH HEABTOPHU30BAHOI'O IMPOTPAMHOIO
3a0e3neUcHHS;
— He JIONyCKaTH 3MIHU KOPUCTYBauaMu €JIEMEHTIB 0(OpMIICHHS;
— 130JIF0BaTH KOPHUCTYBAYiB BiJl MOXJIMBOCTEH, IKUMU BOHU HE 3MOXKYTh 0€3-
MEYHO CKOPUCTATHUCH.
3M1MCHUBIIM 3a3HAYEH] 3aX0Jd, MOXHA MEPELIKOAUTH TOMY, 1100 KOpucC-
TyBadl BUTpayaId 6arato 4acy Ha HEMPOAYKTUBHY AISUIBHICTH, SIKa YaCTO TPH3-
BOJIUTH 0 MOpyHIIeHb (YHKIIOHYBaHHA pOOOYMX CTaHIIIM BHACHTIIOK O€3TyMHUX
€KCIIEpUMEHTIB, JJI1 YCYHEHHS HACHIIKIB SIKMX YacTO MOTPIOHO MOTYKHA TEX.-
HiyHa miaTpuMka. HacTymHi MyHKTH OMUCYIOTh SIK CaM€ MOXHa 3aCTOCOBYBATH
BU3HAYEHI MPaBUiia CUCTEMHOI MOJITUKU JUIsl KEPYBaHHS KOHQIryparuieo podo-
4Oi CTaHLIi].

2.2.5.1 O0MexeHHN T0AATKIB

OnHi€ro 3 TOJIOBHUX MPUYUH HECTAOLTFHOCTI pobounx craHiiit Windows €
YCTAaHOBJICHHS HECYMICHUX JTOAATKIB. BibIIiCTh MakeTiB MporpaMHOro 3ade3rie-
yeHHs it Windows BKIIIOYarOTh MOAYJ1 010/110TeK, 110 TWHAMIYHO IiAKII0Ya-
IOTHCS, SIKI BCTAHOBJIIOIOTHCS B cHCTeMHI kKatajorun Windows. Jlyke gacTo Taki
MOJIyJIi 3aMIHIOIOTh BXK€ ICHYI0U1, Oy Iy4r iXHUMH HOBILIUMH BEPCIIMH, PO3PO0-
JICHUMH JIJIs1 TATPUMKH nojaTtka. [Ipobiema gaHoro TUIy mMporpamMHOTo 3a0e3-
TICYCHHS TTOJIATAE B TOMY, 1110 YCTAHOBJICHHS HOBOTO JIOJATKa 3 3aMiHOIO BH3HA-
yeHoi DLL-6161110TeKH Ha HOBINIY BEPCIIO IIIKOM MOXE MOPYIIUTH (DYHKITIO-
HYBaHHS BXK€ ICHYIOYOTr'0 I0J]aTKa B CUCTEMI.

OnuH 31 cr1oco0i1B, 110 T03BOJISIE YHUKHYTH MOMIOHUX CKJIAHOIIIB, SIK1 BH-
HUKAIOTh Yepe3 JaHUM TUI KOHQIIIKTY BEepCiid, MoJsrae B miaoopi rpynu A01aT-
KiB, SIKa 3aJOBOJIbHSIE TPYIy KOPUCTYBAdiB, 1 HACTYITHOTO PETEIBHOTO TECTY-
BaHHS BCiX JOJATKIB IIi€] TPYMU OJHOYACHO. SIK TITBKM CTaHE 3pPO3yMLIO, IO
JI0JTATKM CYyMICHI, X BapTO YCTAaHOBUTHU Ha poOOUl CTAHIIIT 1 3a00pOHUTH KOPHUC-
TyBadam JIOJJaHHS 1HIIIOTO MPOTPAMHOTO 3a0e3MeUeHHs, AK€ 3MOXe JT0JaTH He-
cymicHi enemeHTH. OOMEXEHHS MPOTPAMHOTO 3abe3nmedeHHs] poOOUNX CTaHIIIH
TaKOX HE JI03BOJUTH KOPUCTYBadaM yCTAaHOBJIFOBATU TaKi HEMPOMYKTHBHI J0-
JATKU K ITPH, 110 BiTHIMAIOTH BETNYE3HY KUTBKICTh 9acy, TMCKOBOTO TIPOCTOPY
1 HaBITh MPOIMYCKHOI 3AaTHOCTI MEPEXKI.
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€ KUTbKa TEXHIYHUX MPUHOMIB, sIKI MO’KHAa BUKOPHUCTOBYBATH JJIsl 3aro0i-
TaHHsS YCTaHOBJIEHHS KOPHUCTyBauaMH HEAaBTOPWU30BAHOTO MPOTPaMHOro 3ade3-
MeYeHHs Ha CBOi poOoui cranmii. OauH 3 HUX € METOIOM T'py0o0i CHIIH 1 TIOJIATae
B TOMY, 11100 3a00pOHUTH KOPUCTYBa4aM JOCTYII IO HOCIs, 3 IKOTO BOHU MOTJIH
0 YCTaHOBMUTH WIKIJUIMBY mporpaMmy. Bcranomioroun komm’torepu 6e3 DVD-
MIPUBO/IIB, MOKHA JIIKBIyBaTH TIEPBUHHE JKEPEI0 HEABTOPU30BAHOIO MPOTpaM-
HOTro 3a0e3neueHHs. Takox MOXKJIMBO 3amo0iraTy AOCTYMy A0 JUCKOBOA 32 JI0-
NOMOTOI0 3aIyCKy CHelniajbHOl mporpamu, Hanpukiaza, cepsicy FloppyLocker,
BKJItOUeHoro B Microsoft Zero Administration Kit.

TperiM MOTEHLIMHUM JKEpPEIOM HEaBTOPU30BAHHMX Mporpam € [HTepHerT.
SIKIIO MIaHy€eThCS HAJAaTH KOPUCTyBayaM JOCTYTI JI0 TaKUX cepBiciB sk Web, To
MPHU IIbOMY CIIiJ] HE JTOTTYCTUTH YCTAHOBJICHHS KOPUCTyBauyaMu Mporpam, 3aBaH-
TaXeHux 3 [nTepHery. OAuH 31 CIIOCOOIB TOMOTTHCS 1IbOTO, a TAKOXK YHUKHYTH
OyIb-SIKOTO YCTAHOBJICHHSI HENIIEH31HHOTO MpOTrpamMHOro 3abe3meueHHs, mos-
ra€ y BUKOPHCTaHHI MPaBUJ CUCTEMHOI MOJITHUKHU, IO HE JO3BOJIAIOTH KOPHC-
TyBayaM 3aIlyCKaTH IPOrpaMH yCTAHOBJIEHHS, HEOOXIAH1 ISl 1HCTAJISLIT MpOr-
pamHoro 3abe3meueHHs. Y BUPINIEHHI JAHOTO MUTAaHHS MOXYTh JIOTIOMOTTH
MpaBuia MNOJITUKH, IEpepaxoBaHi HIKYE.

e Remove Run Command from Start m&Bumanutan komanay BukonaTu 3
meHo kHonku Ilyck). He no3Bosise kopucTyBady 3amyckaTtd MporpaMmy ycra-
HOBJICHHS JI0JIaTKa, 3a00pOHSAI0UN JOCTYM y Aiajorose BikHO Run (Bukonatn).

e Run Only Allowed Windows Apptatons (3amyckatu TUTbKH JTO3BOJICHI
nonatku Windows). J{o3Bossie agMiHICTpaTOpy BHU3HAYMTU CIUCOK BHUKOHYBA-
HUX GaiiiB, SKi € €AUHUMU TIpOrpaMamMu, 1110 MOYKHA 3aITyCKaTH KOPUCTYBady.
BukopucroBytour naHy MoOJiTUKY, Tpeba He 3a0yTH BKIIOUHUTH JIO CHHUCKY yCl
BUKOHYBaH1 (aiiiau, HeoOXiaH1 Ay1d HopManbHOi pobotn Windows, Hanpukia,
Systray.exe uu Explorer.exe.

e Disable MS-DOS PromgBatoponutu pexum MS-DOS). He mae moxiu-
BiCTh KopucTyBauaM Windows 3aIryckaTH MpOTpaMH B PEXHUMI €MYJIIOBaHHS
MS-DOS.

2.2.5.2 baokyBaHH1 iHTepgeiicy

Icnye mocuth Garato enemeHtiB iHTepdeiicy Windows, AOCTyNm 10 SIKUX
HEJIOCBIJUCHNX KOPUCTYBAYiB HE € 000B’SI3KOBHM. ToMy iXHE OJIOKyBaHHS JI0-
MOMOY€E HaHOUIbII 3aIiKaBICHUM KOPUCTyBayaM yTPUMATHUCS BiA AOCTIIKEHHS
pedeil, SKMX BOHU JI0 KIHI HE PO3YMIIOTh, 1 JIKBIy€ PU3HUK YIIKOHKEHHS CHC-
TEMHU B XOJIl IILOTO MI3HABAIBHOTO Tporiecy. J[esKi MOJITUKHU, 32 JIOMOMOTOI0
AKUX 116 MOXHA 3pOOUTH, IepepaxoBaHl HUKYE.

e Remove Folders from Saigs on Start mengBunamuTy manku 3 MEHIO
kHonku Ilyck). brokyerbest mosiBa manok Control Panel (ITanens xepyBanHs) 1
Printers (Ilpuntepu) y tpymi Settings (HacTporoBanHd) MeHIO KHONKM Start
(ITyck). [lane mpaBWIIO TOJITUKH HE TEPEIIKOKA€E JOCTYIy KOPUCTYBadiB 10
MaHeNl KepyBaHHS 1HIIMMH CIIOCO0aMu, aje poOUTh MEHII WMOBIPHUM MPOHUK-
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HEHHS TyJI¥ KOPUCTyBada 3 IiKaBOCTi. MoOkKHa Takok OJOKyBaTH TEBHI MIKTO-
rpaMu TMaHesl KepyBaHHA cucteMu Windows, BUKOPHUCTOBYIOYHM TaKi MpaBUia
TOJTITHKH:

— Restrict Network Control PandlOomexxenns Uit iporpaMu HaCTPOIO-
BAaHHS MEPEXK1);

— Restrct Printer Setings (O6mexxeHHsT UIsi TPOrpaMH HACTPOIOBAHHS
NPUHTEPIB);

— Restrct Passwords Control Pan@omesxeHHst st TporpaMu HacTpo-
IOBaHHS 3aXUCTY);

— Restrct System Control PanéDomexxenHs: aias nporpaMu HacTpOrO-
BAHHS CUCTEMH).

e Remove Taskbar from Satgs on Start men(Buganuty naHenb 3aad 3
meHio kHornku [lyck). He mo3Bosisie kopucTyBauaMm 3MiHIOBaTH KOH(IrypamiiHi
YCTaHOBJICHHS MaHe i 3a1a4 1 MeHto kHomkuy Start ([Tyck).

¢ Remove Run Command from Start meiBuganuti komanay BukoHatu 3
meHto kHomnku [lyck). He mae MOXIIMBICTh KOpUCTYyBayaM 3aIlyCKaTh MpOrpamu
Y1 BUKOHYBAaTH KOMaH/M 3a JOMOMOTOI0 AianoroBoro BikHa Bukonatu. L mo-
JITHKA TaKOX 3a0e3nedye MO0AATKOBY 130JISIiI0 KOPUCTYBayiB BiJl TaKUX eJje-
MEHTIB, SIK MTaHellb KEPYBaHHSI Y1 KOMaHIHUN PSAJIOK, O 000X MOXKHA OJIepKaTH
JIOCTYT 3a JIOTIOMOT0I0 KOMaH 1 J11ajloroBoro BikHa Bukonaru.

e Hide All tems on DesktogCxoBaTu BCi miKTOrpaMu poOOYOro CTOINY).
brokyeTtbes mosiBa BCix mikTorpaMm pobouoro crony Windows. Skmo € 6axan-
Hs, 1100 KOPUCTYBayl MPHU 3alyCKy MpOrpaM CIUpaIHCS Ha MEHIO KHOMKH Start
(ITyck), MOXkHA BUKOPHCTOBYBATH 1€ MPABUIIO MOJITUKH JUISI BUIAJICHHS TIKTO-
rpam poOOYOro CTOJy, 110 BIABOJIIKAIOThH yBary.

e Disable Regtry Edting Tools(3a6oponutn penarysanus peectpy). [ps-
MU JOCTYT A0 CUCTEMHOTO peecTpy Windows MmoBUHEH OyTH OOMEXEHHM st
yCiX, KpiM KBadiikoBaHUX KopucTyBadiB. [lomiTuka He J03BOJISIE 3BUYANHUM
KOPHUCTYBa4aM 3aIlyCcKaTH YTHIITH peJaryBaHHS PEECTPY, M0 BXOIATH J0 CKJia-
1y ONEpaliiHUX CUCTEM.

e Disable Context Menus for the Tasklf@s#6oponrTin KOHTEKCTHI MEHIO JIIsI
nanen 3aga4). He no3Bosisie cucteMi 1eMOHCTPYBAaTH KOHTEKCTHI MEHIO, IO 3’SIB-
JSIFOTHCS TTPU HATUCHEHH1 MPaBOI0 KHOMKOKO MHUIII Ha MIKTOTpaMi TaHe! 3a/1a4.

Takox MO>XHa BUKOPUCTOBYBATH CUCTEMHY MOJITHKY JJIS 3aXUCTYy O(opm-
JICHHS €JIEMEHTIB 1HTepdeiicy, 110 J03BOJISIE KOPUCTYBauaM HE TasiTH 4ac Ha Ha-
CTPOIOBaHHS KOJBOPOBOI CXEMH €KpaHy 1 1manep podboyoro croiy. Kpim Toro,
MOKHa CaMOCTIMHO CKOH(ITYpyBaTH Il TTapaMeTpH, CTBOPUBIIHM CTAHIAPTH 30-
BaHMM poOOUMit CTLT s BCiX poOoumx cTaHiid Mepexi. L1 momituku nepepa-
XOBaH1 HIKYE.

e Deny Access to Bplaylcon(3a00poHUTH MOKITMBICTh HACTPOIOBAHHS CK-
pany). Bunanse mikrorpamy Display (Expan) 3 Bikaa Control Panel (ITanens ke-
pyBaHHs1), HE JO3BOJIIIOYM KOPUCTYBadaM OJIEPKYBATH JOCTYI A0 KOHQIrypa-
IIMHUX HACTPOIOBAHb CKPaHYy.
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e Hide Background TalCxosatu Bkianky BuOopy ¢ony). biokye Bkmamky
Background (®on) mianmorosoro BikHa Display Properties (BiactuBocTi ekpany).

e Hide Screen Saver Ta{’xoBatu Bkiaaky BuOOpy 3actaBku). biokye
BKJIaZIKy Screen Saver (3actaBka) mianorooro BikHa Display Properties (Bnac-
TUBOCTI €KpaHy).

e Hide Appearance Tall’xoBaTtu Bkiaaky BuOOpy odopmiieHns). biokye
BKiagky Appearance (Odopmiennsi) niagoroBoro BikHa Display Properties
(BnactuBoCTi €kpany).

e Hide Setings Tab(CxoBatu Bkiasky ycraHOBICHHS mapameTpiB). biokye
BIaaky Settings (ITapamerpu) mianoroBoro BikHa Display Properties (BnacTtu-
BOCTI €KpaHa).

e Wallpaper Namg®onosuii manoHok). Jl03Bojise 3amaBaTi NMUIAX 1 iM’s
daiiny pacTpoBoro 300pakeHHs, ke OyJ/ie BAKOPUCTOBYBATUCS sIK (OHOBUIA Ma-
JIOHOK poO0YOro CTOy.

e Color ScheméKomnroposa cxema). Jl03BoJIs€ 3a1aBaTUTH Take 0GOPMIICH-
Hs, sIKEe CUCTeMa MMOBHMHHA Oyjie BAKOPUCTOBYBATH IS yCiX €IEMEHTIB poO0voro
CTOITy.

Ax anprepHaTMBY NPOQIIAM KOPUCTYBayiB CHUCTEMHA IMOJNITHKAa Haaae
MO>KJIMBICTh OUIBII TOYHOI KOH(QIrypauii sSpiukiB, SKi € Ha PpoOOYOMY CTOII
Windows 1 B MeHto kHonku Start (ITyck). 3amicTh 3BepTaHHs 10 MpoduIO KO-
pUCTYyBaya 3a JOMOMOIOI0 JIAHUX MPABHJI MOJITUKM MOXHA BKa3aTH PO3TaIly-
BaHHS 1HJMBIYabHUX TATIOK, K1 MICTSTh SPJIUKH IS PI3HUX €JIEMEHTIB 1HTep-
deticy. BUKOpUCTOBYIOThCS TaKi MpaBUiia MOJITUKH:

e Custom Programs Folder/Custom Shared Program F@Blecna manka
[Iporpamn). Bu3Hauae po3ranryBaHHs MamnkH, 110 MICTUTh SIPJUKH, SIKI 3’ SIBJISI-
1oTbes B manii Programs (ITporpamu) mento knonku Start (ITyck).

e Custom Desktopcons/Custom Shared Desktomns(BnacHi 3Hauk# po-
6ouoro crony). Buznauae posrainryBaHHsI anKy, 110 MICTUTh SIPJIUKH, 5Kl 3’ sIB-
AS0Thes Ha pobodyomy ctoiit Windows.

e Custom Startup Folder/Custom Shared Startup F@Bleacra nanka Ag-
TO3aBAHTAKEHHS). BU3Hauae po3ramryBaHHS MamnKW, IO MICTUTH SIPJIUKH, SIK1
3 SIBJSIIOTHCA B mani Startup (ABTo3aBaHTakxeHHs1) MeHio kHonku Start (ITyck).

e Custom Start menu/Custom Shared Start m@iacua manka I'omoBue
MeHI0). Bu3Havae po3TanryBaHHs Manku, 1110 MICTUTh SIPIUKH, K1 3’ IBISIOTHCS
B MeHI0 kHomku Start ([Tyck).

e Hide Start menu SubfoldefspuxoBatu mankwu, BKiIaaeHi B manky [ omoBHe
MeHI0). biokye nosaBy B Menio kHomnku Start (ITyck) BkiiageHUX Tarok, sKi BXo-
JTh y Mpodib KOPUCTYBayda, Mo0 3amo0irTé ayOroBaHHS 3 TaKaMH, BU3HA-
YEHUMU B TTOTIEPETHIX MOJTITHKAX.

i cucTteMH1 MONITUKA MAlOTh Pi3HI iIMEHA 3aJeXHO Bia TOro, B skux OC
Windows BOHHU 3aCTOCOBYIOTBCSI.
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2.2.5.3 3axucr ¢aiijioBoi cucremu

OO6mexeHHsT ToCTyITy 110 (halJIoBOT CUCTEMH — I1€ 1€ OJUH CIIOCIO 3aXUCTy
poOounx cTaHmii. SKmo omepamiifHi cHCTeMH 1 JOAATKH Ha BCIX POOOUYMX
CTaHIISIX MepexXl BXKEe MOIMepeHhO CKOH(ITypOBaHi, a KOPUCTYBayl CIOBIIIEHI
Mpo HEOOXIMHICTh 30epiratm Bcl poboul ¢aiam Ha AMCKaX CepBepiB, TO HE
3aUIIAE€THCS YKOTHOI BaroMoi MPUYWHH ISl TOTO, 100 KOpHCTyBadam SIK i
paHime OyJlo HEOOXITHO MaTu MNPsSMUKA JOCTyH A0 JIOKalbHOI (ailoBoi
CUCTeMH. bBJIOKyBaHHS LbBOro JOCTYHY 32 JOMNOMOIOK CHUCTEMHOI MOJITHKU
JO3BOJIUTh HE JOMYCTUTH TEPEeMIlIeHHsS, 3MIHU YW BHUJAJICHHA (ailmis,
HEOOX1THUX Il (PYHKIIOHYBaHHSI OMEpaliifHOi CUCTEMHU pPOOOYOi CTaHIIi.
Takoxx Mo)kHa OOMEXHTH 1 JOCTYNl KOPUCTYBadiB y MEPEXY, 3aCTOCOBYIOUHU
MpaBuiia MOJITHKH, IepepaxoBaHi HIDKYE.

e Hide Drivesn My Computer(mpuxoBaTi JUCKH B Tamnii Miit koM otep).
brokyeTtbcsa mosiBa BCix OykB, IO MO3Ha4yaroTh Aucku y manmi My Computer
(Miit koM’ 10Tep), BKIIOYAIOUH 1 TOKAbHI, 1 MEPEXKEBI TUCKHU.

e Hide Network Nghborhood(npuxosatu mepexeBe oroueHHs). biokye
nosBy nikrorpamu Network Neighborhood (MepexxeBe oToueHHs) Ha poGouOMy
croni Windows 1 3a0opoHsie 3’enHanns 3 3actocyBaHHsM UNC-imen. Hampuk-
JaJ, IKIIO 1€ MPABUIIO MOJITUKY J103BOJIEHE, KOPUCTYBadl HE MOXKYTh OJIep>KaTh
JIOCTYTI IO MEPEXKEBUX JUCKIB 3a IOMOMOT0I0 BiKpUTTA BikHa 3 UNC-iM’sM y
nianoroBomy BikHI Run (Bukonartn).

¢ No Entre Networkin Network Neghborhoodnpuxosaru 3Hauok Ycs me-
pexa B MepexeBoMy oTodeHH1). biaokye miktorpamy Entire Network (Ycs me-
pexa) y BikHI Network Neighborhood (MepexeBe oToueHHS), HE JTO3BOJISIIOUN
KOpHCTyBadaM IeperisAaTi PECypcH 3a MeXaMu IOMEHY 9 poO0do0i TPyTIH.

e No Workgroup Contentsx Network NeghborhoodHe noxa3ysatu ckian
pobounx rpym). biokye mikrorpamu, mo € cucreMaMu MOTOYHOTO JOMEHY YU
po6oyoi rpynu y BikHi Network Neighborhood (Mepexxese oToueHHs ).

e Remove Fnd Command from Start menBunanutu xomanny [lomyk).
Bunanse komanny Find (Ilomyk), HE 103BOJISIIOUM KOPUCTYyBayaM OJE€pPKYBaTH
JOCTYM JI0 JUCKIB, [0 MOXYTh OyTH 3aXHUIIEH] BiJ HHOTO IHIIMUMHU CIIOCOOAMMU.
Sxio, nanpukiaa, atpuOyT Hidden BUKOpHCTOBY€ETHCS JIJIS1 3aXHUCTY JIOKATBHOT
¢aiinosoi cucremu, To komanaa Find (ITomyk) sik 1 paHiiie 3M0e BECTH MOIIYK
HAa JIOKAJIbHOMY JIMCKY, @ TAKOX J03BOJIUTH OAYUTH CXOBaH1 (haitnu.

brnokyBanHs ¢aiiinoBoi cucteMu — 1€ Ay>Ke paguKadIbHUNA KPOK, SIKUH MO-
TPIOHO PETENBbHO 3BAKUTH 1 CIUIaHyBaTH. Jluiie neski TUNU KOPUCTYBadiB BiJ-
YyI0Th TIEpPEeBaru Mpu TaKOMy OOMEXYyBaJIbHOMY MIAXO/1, 1HIII 5K MOXYTh JTy>Ke
CHWJIBHO Ha HbOTO OOPa3UTHCH.

Hacamnepen HeoOXiAHO MEpeKOHATUCS B TOMY, 1[0 CHUCTEMHa IIOJITHKA,
sKa BUKOPHUCTOBYETHCA NJIs1 OOMEXEHHS AOCTYMy OO0 pOoOOYHMX CTaHIiH, HE TO-
ripirye piBHA (YHKIIIOHAJIBHOCTI, HEOOXIAHOTO KOPUCTYBayaM JUIsi BUKOHAHHS
iXHBOI MOBCSAKAECHHOI pOOOTH, a TAKOXK Y TOMY, IO 10 MOKJIMBOCTEH, SK1 IJIa-
HY€TbCS1 OOMEKUTH, BIIMOBJIEHUI AOCTYN 1HIIMMU criocobamu. Hanpuknaa, Mo-
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’KHa 3a00pOHUTH JOCTYII A0 NaHelNi KepyBaHHs, BUIAIUBIIN BiIMOBIAHY MKy 3
rpynu Settings (HactporoBanns) y mento kHonku Start (Ilyck), onHak Kopuc-
TyBadi fIK 1 paHille 3MOXKYyTh OAEPXKYBaTH IO HEi JOCTYN 3a JOMOMOIOI0 BiKHA
My Computer (Miit komn’toTep) uu aiaoroBoro BikHa Run (Bukonatn), sikino 1
111 Bap1aHTH TaKOX HEe OyAyTh 3a0JI0KOBaHI.

2.2.6 3acTocyBaHHS CUCTEMHOI MOJIITUKH

Came mo co0i BUKOPHUCTaHHS CHUCTEMHOI MOMITHKU B cuctemi Windows
KOHTPOJIFOEThCS MOJIITHKOI 3a Ha3Borw Remote Update, sika 3acTocoBHa 10
Oynp-sikoi omepaiiiinoi cuctemu Windows. Llg momniTuka mMae Tpu MOXKIIMBI
YCTaHOBJICHHS:

¢ Off (BumkreHo). CucreMa He BUKOPHCTOBYE MOITUKY 30BCIM;

e Automatc (Aromatnuno). CucTeMa aBTOMAaTUYHO MEPEBIPsE€ KOPEHEBUMI
KaTaJjor pecypcy CIHiIbHOTO BUKOPUCTAHHA KOHTpOJIepa TOMEHY, IO MPOBOIUB
ii ayTeHTU(IKaIII0, Ha TPEAMET MPUCYTHOCTI (ailily MOJIITUKY;

e Manual(Pydre). CucremMa poBOJUTH TOMYK (Gailily CHCTEMHOT IMOITHKH
B KaTajo3l, 3a3HaYCHOMY SIK 3HAYEHHs I1HILIOTO INpaBWia IMOJITUKH 3a HAa3BOIO
Path for Manual Update (I1Lnsix mipu BiTHOBJICHHI B pyYHOMY PEXHUMI ).

BuxopucroBytoun nonituky Remote Update, MmoxkxHa ckoHGIrypyBaTu cu-
CTeMH ISl OfiepaHHs (ailyliB CUCTEMHOI MONITUKH 3 MICIs IXHBOTO PO3TaIlly-
BaHHs 32 3aMOBUYYBaHHSM, a TaKOX 3 Oyb-sKOi o0macti, mo Oyae 3a3HavyeHa.
Jnis Toro, n100 po6odi cTaHLii Maal MOXKIJIMBICTD JOCTYMY A0 (hailiIiB CHCTEMHOT
MOJIITUKYU B Oy/b-SIKUI Yac, 3A1MCHIOEThCA 1X peruIiKallisl Ha BCl KOHTPOJIEPH J10-
MEHY SIK B aBTOMaTUYHOMY, TaK 1 B pyYHOMY PEXHMI, aHAJIOTTYHO MPOQPUISIM KO-
pHUCTyBaYiB.

2.2.6.1 BinnaneHe pegaryBaHHsI peecTpy

Kpim MeToaiB nonepeanboi KoHDIrypaiiii, Takux K mpoQiiai KOpUCTyBadiB
abo CHCTeMHa MOJIITHKA, MOXKJIMBA TaKOXK 1HTEPAKTUBHA B3a€EMOJIS 3 PEECTPOM
po6ouoi craniii Windows, HaBITh 3 BIJTQICHOTO MICIIs, 32 JOTIOMOTOIO JIEKEIh-
KOX PI13HUX IHCTPYMEHTIB.

Penaxrop peectpy Windows (regedit.exe) ae MOXIUBICTh BCTAHOBIIIOBATH
3’€THAHHS 3 THIIOK CHUCTEMOIO0 MEPEXi W oJepKaHHS JOCTYIy 10 ii peecTpy.
Kpim TOro, MO’kHa BUKOPUCTOBYBATH PEIAKTOP CUCTEMHOI MOMITUKU JJIsl IHTEP-
aKTUBHOI Moaudikallii peecTpy JIOKanbHOI 4u BiananeHoi cuctemMu. OIHaK 10-
CTyMN 110 peecTpy, 1o 3adesneuye SPE, oOMexyeTbes nuile TUMU YCTaHOBJIEH-
HSMU PEECTPY, AKI BU3HAUEHI B 1MIa0JOHAX CUCTEMHOI MONITHKH, 3aBAHTAKEHUX
y JJaHW MOMEHT.

2.2.6.2 I'pynosi moaitukn Windows

Onepaniiina cuctema Windows, 10 miATpUMY€ BUKOPUCTAHHS CHCTEMHOI
MOJIITUKY, HAJa€ TaKy MOJJIMBICTH, SIK CTBOPEHHS TPYMOBUX MOJITHK (group
policies), mo B moeananHi 3 Active Directory BUKOPUCTOBYIOTHCA HJisi CTBO-
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PEHHSI KOMIUIEKCHUX KOHQIrypariii pobounx cranmiii. Kpim moxmmBocTeil mo-
mituka Windows, ki MOB’si3aHi 31 3MiHOIO PEECTPY, TPYNOBI MOMITUKH MOXYTh
BKJTFOYATH TaKi TIPaBUIIA;

— [lpaBuna MOMITHKH, IO MICTUTh YCTAHOBIIEHHSI CUCTEMH O€3IEKH JIOKAIb-
HOTO KOMII F0Tepa, TOMEHY Y1 MEPEXKi;

— IlpaBuiia MOMITUKK YCTAHOBJICHHS 1 00CIIyTOBYBaHHS TPOTPAMHOTO 3a 0e3-
NEYESHHS;

— IIpaBuia MoMITHKY, 110 A03BOJISAIOTH aAMIHICTPATOPY BiIJAIEHO MPOBOIU-
TH 1HCTAJIALII0, BIIHOBJIEHHS BEPCil, BUMPABICHHS 1 BUAAJICHHS MPOTrPaMHOro
3a0e3ne4eHHs poO0Y0i CTaHIIIT;

— TlpaBuma MOMITUKH, IO Peai3yoTh MEBHI CKPUITH MIIKIIOYSHHS 10 MEPEexi
1 BIKJTIOYEHHS BIJl MEpeXi JJIsi KOHKPETHUX KOPHUCTYBadiB 3a JOMOMOTOIO BCI-
JISIKUX MOB HaITUCAHHS CKPHIITIB, sIKi miaTpuMytoThest Windows Scripting Host;

— [lpaBuna MOJITHKH, IO MEPEMILIAIOTh MEBHI KaTaloTd KOPHCTYBadiB Ha
MEpEeKeB1 JUCKU, 1€ IO HUX MOXKE OJepKATH J0CTyN OyAb-Ka cucTeMa.

MoskHa 3MIMCHIOBATH peali3allito TPYMOBUX MOJITHK, CTBOPIOIOYN 00’ €EKTH
IpyINOBOI MOJITUKKA B KOHCOJSX, IO BXOIATh y Active Directory omepariiiinoi
cuctemu Windows, nanpukian, Active Directory Users and Computers. CtBo-
pPUBIIM 00’€KT TPYyNOBOi MOJIITUKH, HOTO MOXKHA aCOIIIOBATH 3 OyJb-SIKHUM 1H.-
muM 00’ekTom Active Directory, 11100 MOMMPUTH HA HBOTO 110 JAHOT MOJITHKH.

2.3 KepyBaHHs po004uM cepe0BHIIEM KOPUCTYBadiB

B opranizarii, mo CKIaga€eThCs 3 JOCBITYCHUX KOPHCTYBadiB, KOXKEH KO-
pUCTYBad MOXE CaMOCTIiiHO KOoH]irypyBaTu pobouuii ctin Windows. Kopuc-
TyBadl MOXYTh CTBOPIOBATH CBOI MIKTOTpaMu Ha poOOYOMY CTOJI, 3[1HCHIOBATH
KepyBaHHA BIIACHUMM sipiuKamMu MeHIo kHonku Start (ITyck), camocTiifHO BKazy-
BaTh OYyKBHW JJIs MO3HadeHHs auckiB. [Ipore manexko He Oyab-ska opraHizallis
MO>K€ MOXBAJIUTHUCS BEJIMKOIO KUIBKICTIO JOCBIIUEHUX KOPUCTYBAUiB, 1 TOMY Ha-
0arato NOLUIBHIIIE HANATH aJAMIHICTPATOPY MEpEki MOMXKIUBICTH CHOPMYBATH
CTabUIbHY 1 KUTTE3AATHY KOH]Iryparlito pooounx CTaHIlIH.

2.3.1 Bino0paxkeHHs1 1UCKiB

Jlesiki KopUCTyBayl HE MalOTh YITKOTO YSBJIEHHSA MPO CYTHICTh MEpexi 1
po Te, K AUCK CepBepa MOKe MO3HAYATHCS NIEBHOIO OYKBOIO Ha JOKaIbHIN Ma-
muHl. KopucrtyBau Moxke Matu IUCK, o3HauyeHui OykBoro F, mio Binmmosimae
JUCKY TEBHOI'O CepBepa, 1 [yMaTH, IO CUCTEMHM 1HIIMX KOPUCTYBayiB CKOH(I-
TypOBaHi y Takuil camuii cnoci0. SAKuio po3noaisa OykB A MO3HAYEHHS TUCKIB
Ha poOOYMX CTAHINISAX HE € MOCTIHHUM, MOXKYTh BUHUKATH HETIOPO3yMiHHS, KO-
JIM, HaIlpUKIIaJ, OAUH KOPUCTYyBad BKa3y€e 1HIIIOMY, IO (aill 3HaAXOIUThCS Ha
mucky F, a ¢hakTudHo 1151 OyKBa BI/IMOBIIa€ 30BCIM 1HIIIOMY JAUCKY CHUIHHOTO BU-
KopucTanHs. [[ns Toro, mo0 yHMKHYTH MOIOHMX CKJIaJHOCTEH, aaMiHICTpa-
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TOpaM BapTO CTBOPHUTH CTPATETII0 CTAOLIHHOTO BiOOpa)KEHHS AWCKIB IS KO-
pPUCTYyBaYiB, SIKi CIIUJIBHO 3aCTOCOBYIOTh 3arajibHi peCypCH.

SAxIo B Mepexi € cepBepH JOAaTKiB, MO0 HAMAIOTh CBOT PECYpPCH BCIM KO-
pUCTyBadaM Mepekl (Hampukiag, cepBep 0a3u AaHUX KOMIMaHii), TOJAl KOXKHa
cucTeMa Mepeki TOBUHHA TI03HAYATH JIUCK I[bOTO CepBEPa OJIHIEIO 1 TIEI0 CAMOIO0
Jiteporo. Peanizarisi Takux MiHIMQJIBHUX 3aXOJ[IB JJO3BOJUTH 3HAYHO 3MCHIITUTH
KUTbKICTh 3B€PHEHb KOPUCTYBAYiB JI0 CIY>KOU TEXHIYHOI MIATPUMKHU MEPEXKI.

Jnsa peanizaiii ctabiibHOro Habopy OYKB, IO BiJIOBIAIOTH JTUCKaM KO-
pHUCTyBauiB, MO>KHa 3aCTOCOBYBATH CKPUNTH BXOIy B Mepexy. BoHM MicTATH
xomadnu NET USE, mo BigoOpaxaroTh AUCKU CEPBEPIB MPU KOXKHOMY ITiIKITIO-
YeHHI KOpUCTyBaya 110 Mepexi. [IpaBuiibHE CTPYKTYpyBaHHS IIMX KOMaHJ J0-
3BOJIMTH CTBOPHUTHU €TMHUM CKPUNT BXOy B MEPEXKY JIJIsi 0araTboX KOPUCTYBAUiB.

[ITo6 mo3HauyuTH KOMaHAHUM daili sk (aiisl cKpunTa BXoJly B MEPEKY, He-
00ximHo 1M’ 1poro (aiimy BkazaTu Ha BkIaaui Profile (Ilpodins) aiamorosoro
BikHa Properties (BmactuBocTi) 00’€kTa JaHOTO KOpPUCTyBada B KoHcomi Users
and Computers, o BxoauTh 10 Active Directory.

2.3.2 IIpogiii kopucryBauis

CtBOpeHHs po(diIiB KOPUCTYBAUIB € METOAOM 30€peXKEeHHs SPIMKIB 1 yC-
TaHOBJIEHb KOH(Irypaiii po6o4oro cTosy 1HAMBIIYyaIbHUX KOPUCTYBadiB y Ka-
Tajorax, 0 SKUX MOXJIMBE OEp>KaHHS JOCTYIy B MPOLEC] 3allyCKy IXHIX CHUC-
teM. OkpeMi npodiii JjIsl KOXKHOTO KOPUCTYBaya JO3BOJISIOTH KOKHOMY 3 HUX
MOBEPTATH CBOi BJACHI KOH(IrypalliiiHi yCTaHOBJIEHHA IPHU peecTpallii B CHUC-
TeMi. Skio mpodini KopucTyBadiB 30epiraroThcs Ha poOOoUiil CTaHIli, TO cTae
MO>KJIUBUM iX CIUIbHA €KCIUTyaTallisl IeKUIbKoMa KOPUCTyBayaMu, MpudoMy 6e3
HEOOX1THOCTI Tepe3anucyBaTH KOHQITypalliiiHi yCTaHOBIEHHS OJMH OJHOTO.
Skmo x mpodini 30epiraroThCs Ha CepBEpPl MEpexki, KOPUCTyBadl 3MOXKYThb
OJIEpKYBaTH JI0 HUX NOCTYM 3 Oyab-sAKk0i poOouoi craniii. [{e Ha3mBaeThCs Tie-
peminryBanuM npodiseM (roaming profile). Kpim Toro, MoxxHa 3MyCHUTH KOpPHUC-
TyBadiB 3aBaHTaXyBaTH MEBHUU MPOQiIb MpHU KOKHOMY BXOJIl B CUCTEMY 1 3a-
O6oponuTH iM 3MiHIOBaTH npodiunb. e Oyne HaszuBatruca 00OB’S3KOBUM MpO-
dinem (mandatory profile).

Cuctremuuii peectp Windows 95 1 98 ckmamaerbcst 3 1Box (aitiniB Ha Jio-
KalbHOMY AUCKY mia HazBamu System.dat 1 User.dat. ®aiin User.dat Bignosigae
kiouy peectpy HKEY CURRENT USER, mo mictuth yci koH$Irypauiiiti
YCTaHOBJICHHS, 1110 MAIOTh BIIHOIIEHHS 0 KOPUCTYBaya, 3apeecTPOBAHOTO B Ja-
Huii MomeHT. B omepamiitnux cucremax Windows 2000/XP Professional,
Windows Server 2003 ta Windows Vista Ultimate BinmoBinuuii ¢aitn Ha3u-
BaeTbes Ntuser.dat. Ileit ¢aiin, Takoxk Ha3BaHUM KyleM peecTpy (registry hive),
dbopmye ocHOBY mpodinmto kopuctyBada. [Ipu 3aBanTaxkenHi ¢aiimy User.dat um
Ntuser.dat y mporeci cTapTy CHCTEMH, YCTAaHOBKH, IIO MICTATBCS B HHOMY,
i1’ €THYIOTHCS 10 CHCTEMHOTO PEECTPY 1 CTal0Th aKTUBHUMH B JJaHI CHCTEMI.

Ky kopucTyBaua MiCTUTh Takl TUIM YCTaHOBOK KOH(DITyparfii:
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— BCl 00yMoBIeH1 kopuctyBadem ycranoBieHHs Windows Explorer (ITpoBiz-
HUK Windows);

— TIOCTIHHI 3’ € THAHHS MEPEKEBUX JTUCKIB;

— 3’€IHAHHS MEPEKEBUX MIPUHTEPIB;

— Bcl 00yMoBIIeH1 KopucTyBauem yctaHoBlieHHs: Control Panel (ITanens ke-
pyBaHH:);

— BC1 YCTAHOBJICHHS TIaHeJ1 3a/1a4;

— BCl OOYMOBJIEHI KOPHCTYBau€M YCTAHOBJIEHHS JOMOMDKHHX Mporpam
Windows, nanpuknan, Calculator (Kanbkynsrop), Notepad (bmoknot), Clock
(F'oguHHUK);

— yci 3aKJaJKd, CTBOPEHI B cUCcTeMi IoB1IKoBUX (aitnie Windows.

Kpim camoro kyma mpodinb KOpHCTyBadya MOXE TaKOX BKJIIOYATH TIijKa-
TaJOTH, 110 MICTATh SPIUKU ¥ 1HII eJIEeMEHTH, sIKi (HOPMYIOTh KOHQIryparliro
po0oUOoro cToy AaHoro KopuctyBaua. Li miakaTanoru nepepaxoBaHi HUXKUE.

e Applicaton Data Mictute nani, cienudivni JUIs TOJATKIB, HAMPUKIA,
IHIUBITyalIbHI (ailiv CITIOBHUKIB.

e Cookes Mictute cookies, siki BUKOPHCTOBYIOThCs Internet Explorer mms
30epekeHHs 1H(OopMallil Ipo B3aEMOIII0 CUCTEMHU 3 JIEIKUMH caiitamu [HTEep-
HETY.

o Desktop(PoGouwnii ctin). MicTuTh sipauku 10 mporpam i (aimis, 1o 3’sB-
JSI0THCS Ha pobodomy croni Windows.

e Favortes (O6pane). Mictuth sipauku nporpam, ¢ainis 1 URL, mo 3’sB-
nst0Thes B ciucky Favorites Opaysepa Internet Explorer.

e HIstory Mictuts sipmuku URL, sxi paniire Oyiau BiiBiaH1 KOpUCTyBadeM
3a monomororo Internet Explorer.

e My Documents(Moi nokymeHTH). MiCTUTh SIPIUKH OCOOUCTUX JTOKYMEH-
TiB 1 IHIIKMX (haiimiB.

e NetHood Mictuth spnuku, mo 3’ sSBistoThCs y BikHI Network Neighbor-
hood (MepexeBe 0TOUEHHS).

e PersonalMicturp spiuKu 0COOMCTUX JOKYMEHTIB 1 iHIHX (haiiiB.

e PrintHood Mictute sipnukm, 1m0 3’sBISAIOTHCS y BikHi Printers (Ilpun-
TEpH).

e RecentMictuth spauku, mo 3’ sBISAIOThC B nanii Documents (Jlokymen-
TH) MeHio kHomnku Start (ITyck).

e SendTo Mictuth spnuKU mporpam i obiacTei (aitytoBoi cUCTeMH, MO
3’ aBistitoThea B namnili SendTo (BianmpaBuTi) KOHTEKCTHOTO MEHIO.

e Start menuI onoBHe MeHI0). MiCTUTB APIMKHU TIporpam 1 (aiimis, 1o 3’sB-
Js0ThCsl B MeHI0 kHOTKH Start (ITyck).

e TemplategIlla6monn). MicTUTh SPIUKK NIA0JIOHIB IOKYMEHTIB.

Karanoru NetHood, PrintHood 1 Templates 3a 3aMOBuyBaHHSIM € MPUXO-
BaHUMH. /{151 Toro mo6 neperasinyT ixHiil 3mict Windows Explorer moBunen
OyTU CKOH(IrypoBaHUil IJisl IEPETIs Ty NPUXOBaHUX (pailiB.
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3a 10mOMOT010 KyIlla pEECTPy 1 MiKaTaaoriB npodiiib KOpucTyBaya KOHPi-
T'ypYy€ BEIUKY YaCTUHY CEpeIOBHINA pOOOUO0T CTaHIII1, BKIIOYAIOUYH TaKi €JIeMEH-
TH OPOPMIICHHS, SIK KOJIIp €KpaHy 1 mmanep, poOodi eneMeHTH, HallpUKiIal, MiK-
TOrpaMu poOOYOro crony i apnuku MeHto kHonku Start (Ilyck). biumemn cepiio3ni
KOMITOHEHTH KOH(Irypallii CHCTEMH, TaKl K JpaliBEpH UM MPHUCTPOi IXHBOI ycC-
TaHOBKH, HE BXOJATHh y MpPoQuIb KOpPHCTyBaua. SKIIO y CHCTEMY BCTaHOBIIO-
€THCSI HOBE 00JIaTHAHHS, TO BCl KOPUCTYBaul OyAyTh MaTH 10 HbOTO JOCTYII, He-
3aJIeKHO BiJ] TOTO, IKUI MpOo(dUIb 3aCTOCOBYETHCS B AAaHUII MOMEHT.

3a 3aMOBUYYyBaHHSM ornepalliiina cucreMa Windows CTBOPIOE OKpEeMHUit Mpo-
Gb1Ib 4719 KOKHOTO KOPUCTYBaya, 110 peectpyerhbes Ha gaHomy [1K, 1 30epirae mi
nmpodisii B KaTtayio3i cucteMHoro jaucka. CuctemMa TakoXX CTBOPIOE Mpodisib KO-
pHUCTyBaya 3a 3aMOBUYYBAHHSAM y TIPOIIEC] BIACHOI 1HCTaNAMIi. SKIIo € aeski ene-
MEHTH, SIK1 XOTiJ0csI O BKIIOYUTH B yCi podiTi JaHOT CUCTEMH, TO MOXKHA BHEC-
TH BIANOBIIHI 3MiHH B el npodink, 1m0 3HaxXoauThes B katano3i Default User,
e 0 TOro, K y CHCTEMI 3apeecTpyeThcs nepiuni kopuctysad. [liciga nporo
cuctema Oyze KOIMIIOBaTH MPOQiib 32 3aMOBUYBAaHHSAM y HOBHI KaTaJIOT MPH pe-
€cTparlii KO>KHOTO HACTYITHOTO KOPUCTyBaya.

2.3.3 CTBOpeHHs nepeMilllyBaHUX NPoQiiiB

OC Windows 30epirae npodiiai KOpUCTYBadiB 32 3aMOBUYBAHHSIM Ha JIUCKY
JIOKaJIbHOI MamuHu. MOKHA 3MIHUTH 1€ YCTAHOBJICHHS, BKa3aBIIN MICIIE IS
po3TanTyBaHHS KOHKPETHOrO TpOo(diIF0 KOpUCTyBada Ha cepBepi Mepexi y
Biimanmi Profile, me Bim3HaYaeThes NUISIX O 1HAWBIAYaIbHOTO KATAJIOTy JAHOTO
kopuctyBaua. Cuctemu Windows mpaIfioroTh 3i OUISIXOM, 3a3HAYCHUM Y IO
Profile. CepBepom mpodiiB 37aTHA CTaTH OY/Ib-IK CUCTEMA, J0 SIKOT MOXKe OyTH
OTPUMaHMN JOCTYM 3 poOOYOi CTaHIlil, MPUYOMY BOHA MOKE BUKOPUCTOBYBATH
koxHy 3 Bepciii Windows 1 HaBiTh Novell NetWare, SuSe Linux 1 T.4.

Sk TUIbKHM 3a3HAaYEHE MICLIE pO3TalllyBaHHs MpoQuIIo, onepalliiina cucreMa
po0oy4Ooi cTaHIii poOUTH KOMIIOBAaHHS aKTUBHOIO MPO(d1I0 HA TUCK cepBepa Mif
4ac BIJKITIOYEHHS KOPUCTYBaya BiJl MEPEXKI.

Haiixpamum crioco6oM opranizariii cucteMu podiiiB KOPUCTYBaUiB Mepe-
k1 € puautenHs ogHoro ITK mepexi sk cepBepa mpodiliB 1 CTBOpEHHS Ha HOTO
JIMCKY KaTaJjoTiB 3 Ha3BaMHu, 110 BiIMOBIJAIOTh IMEHAM KOPUCTYBAYiB, y SIKUX 1
OynyTh 30epiratucs npodini kopucTyBadiB. [1oTiM miis 3amaHHs pO3TAITyBaHHS
Katamory mpoduIo KOKHOTO KOPUCTyBadya MOKHA BHUKOPHCTOBYBATH 3MiHHY
Yusernameo SIK YaCTUHY NUIAXY, HaIIPUKJIa:

\\Ntserven\Proflles\%dJsername®o

[Ticns yoro cucremMa CaMOCTIHHO 3aMIHUTH 3MIHHY %dusemame% iM’sM KO-
pHUCTyBaya, i AKUM BiH MPOHIIOB peectpanito. OgHaK 1151 3MiHHA TOBUHHA 3Y-
CTpivaThcs B MO3HAYEHHI NMIIAXY JIMIIE OJWH pa3 1 BIAMOBIAATH TUIBKU OCTaH-
HbOMY TIiJIKaTajaory. 3 iHImoro 00Ky, CUCTeMa MOXKE pO3Ii3HABATH PO3ITUPEHHS,
SK1 TIPUCBOIOIOTHCS 1[I 3MIHHIN, IO POOWUTH MPHUITYCTUMUMHU Taki BapiaHTH
nIgaxiB, Sk \\Ntserver\Profles\%dUsermame%.man.
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30epeskeHHs nMpodiyiiB KOPUCTYBadiB HA CEPBEPI HE MPUBOAUTD JI0 IXHHOTO
BHJIAJICHHS 3 Ti€l poO0UOT CTaHIIi1, 3BiAIKM BOHU 3MIMCHIOIOTHCS. SIK TUTBKH CTBO-
peHo npodisib, pO3MIlIEHUN Ha cepBepi, KOKHA peecTpallisi KOpUCTyBaya 3amyc-
Kae Takuil mpoiiec: podoya CTaHIlis MOPIBHIOE TPOdLIL cepBepa 3 podiaeM, 1o
3HAXOAMUTHCS Ha caMii poOOoUiil CTaHIIIT; SKIIO Bepcis MpoduIto cepBepa BUSABIISA-
€ThCS OLITBII HOBOIO, HIXK Bepcisi poO0UOi CTaHIlli, OCTaHHA IPOBOJUTH HOTO KO-
MiIOBaHHS 13 cepBepa Ha JIOKaJbHUN JAUCK 1 BXKE 3BIATH 3aBaHTaXye HOTO B Ma-
M’SITh; SIKIO 00MABa MPOQLIl 1IeHTUYHI, podoYa CTaHIIisl MPOCTO 3aBAHTAXKYE B
nam’siTb MPOQ1iIb, 1110 € HASBHUM Ha JIOKAJIBHOMY JUCKY, HE IEPENUCYIOUH HOro
13 cepBepa. Konu xopucTyBau BIAKIIOYAETHCS Bl MEPEki, poboya CTaHIlisl BHO-
CUTh SIK y BIIACHY Bepcito podisto, Tak 1 y Bepcito poOoUoi CTaHIlil yci 3MiHH,
3po0JieHl KOpPHCTyBayeM y KIIoUaxX PEecTpy 1 ApiMKax poOodoro croiy, sKi
dbopMytoTh IPOD1ITH.

Ockinpku po¢iab 3aBXKIM 3aBaHTAXKYETHCS TIIBKU 3 JIOKAJIHHOTO JAMCKA,
HaBITh y TOMY BHIaJKy, KOJU HOTO BepcCis KOMIIOETHCS 13 CEepBEpa, BaXIUBO
OpaTu 0 yBaru HaCIiIKH THX 3MiH, 5IKi BHOCATbCA B podinb 3 iHmoro [1K. k-
10, HAIIPUKJIAA, aAMIHICTPATOp 3MIHIOE MPOQLIb HA CepBepl, BUAAISIOUHN JIEAK]
SIPIIMKH, TO 111 MAHIMYJIAII11, ITBUJIIIIE 3a BCE, Hi JI0 YOTO HE MPUBEIYTh, OCKUIBKU
APIUKUA BCE OAHO 30€peKyThCAd HA pOOOUINA CTaHIIll, 1 KOMIIOBAHHS MPOQLIIO
cepBepa He BHUKJIMKAe ix BupaieHHs. s 3miHuM mpodino HEoOXiTHO BHECTH
BIJIMOBI/IHI KOPEKTUBH SIK y KOMIIO C€pBEpa, TaK 1 B KOMit0 poO0OYOi CTaHIIii.

Sk TIIBKK CTBOpEHUI Mpodiib KOPUCTYBaya PO3MIIICHUI Ha cepBepi, el
KOPHUCTYBau MOK€ MIAKIIOYATHCS 0 Mepexi yepe3 Oyab-siKy poOody CTaHIIIIO i
3aBaHTAXyBaTH BIACHUN MPOQiih, KpIM HEBEITUKOr0 OOMEKEHHS: Tpodiii Ko-
puctyBauiB, crBopeHi pisHuMu OC Windows, He € B3aeM0O3aMiHHUMU, TOMY 1110
peeCTpU IUX OTEpaIliiHAX CUCTEM MPUHITMTIOBO Pi3Hi: KOPUCTYBad, 10 Ma€ MPO-
¢bime Windows XP Professional, Windows Server 2003 un Windows Vista Ulti-
mate Ha cepBepi, He 3MOKe BXOJUTH B MEPEXKY 3 podouunx ctaniin Windows 98
1 3aBaHTa)XXyBaTH TOM camMuil mpodiib 4 BUKOPUCTOBYBATH TOW CaMHI KaTajaor
cepBepa i 30epexenns e 1 npodiio Windows 98.

OnuH 3 MOTEHIIMHUX HEITOMIKIB 30epekeHHs MPoQ1IiB cepBepiB Ha cepBepl
MEpEXKi MOJIATae B TOMY, 10 IEBHY KUIbKICTh JaHUX PETYISPHO MOTPIOHO Tiepe-
naBatu 1o Mepexi. Kyun peectpy 1 BCUISKI MiAKATaNIOTH 3 SIpIUKAMH 3a3BUYAil
HE BUKJIMKAIOTh CKJIagHocTel. OHaK, SKIIO, HApUKIal, kopuctyBad Windows
XP Professional 36epirae 6araro merabaiTiB JaHUX y TakuX KaTanorax, sik My
Documents un Personal, To 1 yac, HEOOX1AHMI IJIS KOINIOBAHHS ITUX KaTaJIOT1B
Ha cepBep 1 3UMTYBAaHHS iX Ha3aJl, MOXXE TMPHU3BOIUTH 10 3HAYHUX 3aTPUMOK Y
rpoiieci MIKIIOUEHHS 10 MEepeXi 1 BiAKIIOUeHHs Bi Hel. [IpuunHa BKIITOYSHHS
Takux KarajioriB, sk My Documents uu Personal, monsrae B HeoOX1AHOCTI 3a-
0e3meunTy KOpPUCTyBady JOCTYH A0 WOTO MEPCOHAIBHUX poOounx (aiinis, Ha-
BiTh SIKIIIO BiH MIJKITIOYAETHCS 10 MEPEXi 3 1HIIOT poOouoi craniii. Akmo x yci
poboui daiinm KOpHUCTyBadiB yxkKe 30epiraroThCsi Ha CEpBEPi, K OYI0 PEKOMEH-

46



JIOBaHO paHiIle, TO I1e He € HeOOXITHUM, TOMY BapTO MPOIHCTPYKTYBATH KOPHUC-
TyBadiB, 100 BOHU HE 30epiraiu Benuki oocsiru iHpopmarltii y mux KaTajiorax.

2.3.4 CtBOopeHHs 000B’A3K0BUX NpogiiiB

Konu xopucrtyBadi MoudikyoTh eleMeHTH cBo€i KoHpirypaiii Windows,
pobGoya cTaHIlisi BHOCUTH Il 3MIHM Y BIAMOBIIHI Mpo@disii KOPUCTYBAUIB, 100
BOHM 30epiraiu CBOIO JIi10 MPU HACTYIHUX MIJIKJIIOUEHHSIX [IMX KOPUCTYBaviB 10
Mepexi. OTHaK € MOKITUBICTh CTBOPEHHS aJIMIHICTPATOPOM Mepeki 000B’SI3K0-
BUX NpOQiTiB, AKI KOPUCTyBauyaM HE JO3BOJIEHO 3MIHIOBAaTH. TakKUM YUHOM, MPU
KOKHOMY HACTyIHOMY HiAKITIOYEHHI MO0 Mepexi KOoHpirypaimis cucreMu Oyne
3aJUIIATUCSA HE3MIHHOIO, HE3aJEeKHO Bi TOro, ski Moaudikamii Oynu BHECeHI
KOPUCTYBa4aMH B MPOIIEC] OCTAHHBOTO ceaHcy pobotu. s Toro, mobd He 10-
MyCTUTH 3MIHM KOPUCTYBauyaMU BIACHUX MPOQLIIB, KOJIU BOHU BIIKIIOUAIOTHCS
BIJI MEpEeXI, BapTO 3MIHUTHU 1M s KyIlla peecTpy B KaTajo3l cepBepa, Ae 30epi-
raetbcs podink, 3 User.dat Ha User.man uu 3 Ntuser.dat Ha Ntuser.man. Komnu
po0oya cTaHIis BUsABIsAE (aiii 13 pO3MIKUPEHHSIM man y Katajao3i npoQiir, BOHa
3aBaHTaXXye came Horo, a He (aiin 13 po3mupeHHsM dat, 1 He Mepenucye HIYoro
B KaTaJIOT MPOQ1ITI0 B MPOIIeC] BIIKIIOUEHHS KOPUCTYBava BiJ MEPEXKI.

CrtBoproroun 000B’I3K0BUM TTPO(1isib, BAPTO IEPEKOHATHUCS B TOMY, 110 Bi/I-
MOBIAHUM KOPUCTYBAy y JaHUH MOMEHT HeE MPALO€ 1 HE 3apeeCcTpOBaHUM Ha po-
60uiil cranuii. B iHmomy Bumanky Kymi Oyae mepenucaHuii Hazan y dain i3
po3mupeHHsaM dat mig yac BUXOAy KOPHCTyBaya i3 CUCTEMHU.

[Hma 3miHa, sIKy MOKHA 3p0OUTH, III00 MEPEKOHATHUCS L]0 caMe 00O0B’A3KO-
Buil mpodinp Oyae BUKOPHCTOBYBATHCS, MOJSITa€e B MPHCBOEHHI PO3MIMPEHHS
man caMoMy Kartajiory, Jie¢ 3HaXOJauThcsa Npoduib. Lle He 103BOIUTH KOPUCTY-
Bauvy MPOWTH peecTpariio B MEPEeXKi, HE 3aBaHTAXKUBIIM NTpodinb. SKIIo cepsep,
Ha sSKOMy 30epiraerbcsi mpo(iib AAHOTO KOPHUCTyBauda, BUSBUTHCS HEIOCTYII-
HUM, KOPUCTYBA4y IPOCTO HE 3MOXKE MIAKIIOUUTUCS A0 Mepexi. SKII0 NPUHHATO
pillIeHHs 3pOOUTH caMe Tak, TO BapTO MEPEKOHATHCS B TOMY, IO PO3LIUPEHHS
man He TUIbKH € HasiBHUM Y CaMOro KaTajory, aje 1 B HUIAXY, 110 BKa3ye po3-
TalryBaHHS KaTanory npodimto, y Bkiuasi Profile miamoroBoro BikHa Properties
00’exTa.

BaxxnmBo po3ymiTh, 110 nepeTBOpeHHs mpodiliB B 000B’s13K0B1 HE 3a00po-
MPOCTO HE M03BOJIsIE 30epiraTu i 3MiHU B camoMy mpodini. Kpim Toro, cam mo
co0i 000B’s3K0BHH TPOQiah HE MEPEIIKOAUTh KOPUCTYBady BPYUYHY 3MIHUTH
mpodisb 3a JOMOMOTOI0 BUIAICHHS YU JOJIAHHS APJHKIB OJCpNKAHHS JOCTYITY
710 KyIlla peecTpy. SIKIo Xo4yeThesl 3a0€3MeUnTH BUIIMA PIBEHb KOHTPOIIO HaT
KOH(ITypairiero pobdouoi CTaHIlil 1 B3arail MEpPenIKoJUTH BHECEHHIO KOPHUCTY-
BayaMU SIKMX-HEOy/b 3MIH B 1HTEpdEiic, TO BapTO 3aCTOCOBYBATH 1HIIMI MeXa-
HI3M, HalpUKJIaJ], CHCTEMHY IMOJITHKY, & TAKOXK EPEKOHATUCS Yy TOMY, 1110 KaTa-
joru npodisiiB Ha cepBepl HAIIWHO 3aXUIIEH] MpaBaMK (PaiIoBOi CUCTEMHU.
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2.3.5 Penutikanisi npogiuiis

SIx1o B muTaHHAX 3a0e3neueHHs KoH(irypaiii podounx craHuii nepeada-
YJae€ThCs OMUPATUCS Ha PO3MIIIEHHS MPOQiTiB KOPUCTYyBaviB Ha CEpBEpi, TO Bap-
TO 00OB’SI3KOBO BCTAHOBHUTH PsJI 3aXO/1B JJIS TOTO, 1100 i Mpodisii 3aBxKIU 3a-
JHIIATACS JOCTYMHUMH KOPUCTYBadaM, KO O BOHHM HE MAKITIOYATIUCS 10 Me-
pexi. [le 0cobmMBO BaXJIMBO B TOMY BHUIIAJIKy, KOJIM 3aCTOCOBYIOTHCSI 00OOB’SI3-
KOBI1 IIpo(iJ1i 3 pO3MIMPEHHSIM Man, OCKUIBKH SKIIO CepBep, e 30epiraroThes i
npodiii, HECIPaBHUN YW HENOCTYMHHM, KOPUCTYBadi 3 TaKUMH TPodiisMu
MPOCTO HE 3MOXKYTh 3apeecTpyBatucs B cuctemi. OauH 31 croco0iB peaizaiii
i€l 11ei mossirae B pO3MIILIEHHI KaTajloTiB Mpo@iIiB Ha KOHTPOJIEpPl JOMEHY i
HAaCTyTHOMY BHKOpHCTaHHI cepBicy Directory Replicator ansa perymnspHoro ko-
TIIOBAHHS WX KATaJOTIB HA 1HII KOHTPOJEPH JIOMEHY B MEPEXKI.

SK TITBKM BAACTHCS JOMOTTHCS TOIi1, KOJU KaTaaoTu MpodiaiB OyIyTh TO-
BTOpPEHI Ha yCiX KOHTpOJepax JAOMEHY, MOKHa Oy/le BUKOPHUCTOBYBAaTH 3MIHHY
%ogonServer% y nuisixy A0 Mpodiio KOXKHOIO KOPUCTyBada, 00 TOYHO 3HATH
10 BOHU 3aBXXJIM 3MOXKYTh OJEP>KaTH AOCTYM A0 CBOIX MPOQiiB, KOJIU IMiIKIIO-
YaI0ThCS JIO MEPEXK1, HATPUKJIIA/;

\\ %d_ogonServerddusers\¥dUserName%

VY mpotieci BXoly B Mepexy poboya CTaHIisg 3aMiHUTh 3MIHHY %d_ogonserverdo
Ha IM’s1 TOTO KOHTpoJIepa JIOMEHY, 1110 TIPOBOJIMB ayTeHTU(DIKAIlII0 KOPUCTYBaya.
OcCKUIbKY KaTaJoru MpodiiaiB MOBTOPEHI Ha yCiX KOHTpoJepax JOMeHy, poboda
CTaHIlS 3aBXJIM OyJie MaTH JOCTYI JO TpodiTiB, TOKKA JOCTYIMHUN KOXHUM 3
KOHTPOJIEPIB JOMEHY.

2.3.6 CrBOopeHHsT  MepekeBOro mnpogijw  KopucTyBaya  3a
3aMOBYYBaHHAM

Onmneparriitni cuctemu Windows mMaroTh ipodisib KOpUCTyBaya 3a 3aMOBUY-
BaHHSIM, III0 3aCTOCOBYETHCA SIK IMIA0JOH MPU CTBOPEHHI HOBUX MpodimiB. Ak
3rayBajiocs paHiiie, HOro MoXKHa MOJU(IKyBaTH, 00 yci ipodiii, CTBOpIOBa-
H1 Ha gaHomy IIK, mamu psa xapakrepucTuk. Takok € MOXJIMBICTH CTBOPEHHS
npo(dUTI0 KOPUCTYyBaya 3a 3aMOBUYBAaHHSIM y MEpexXi, 100 3a0€3MeYnTH OAHAKO-
BU HAOIp cepBiCiB OyIb-sIKOr0 HOBOTO MPO(LII0, CTBOPIOBAHOTO B MEPEXKi. 3a
3aMOBUYYBaHHSIM PECypC CIUILHOTO BUKopucTaHHs Netlogon 3HaXOMUTHCS B Ka-
tano3i \Windows\PolicyDefinitions cucteMHoOro 1ucka ceppepa.

2.3.7 IniniaTuBa HyJabOBOIO agMiHicTpyBanHsa Microsoft nuiss Windows

Zero Administration Initiative (ZAI, InimiatuBa HYJBROBOTO aAMIHICTPY-
BaHHA) (pipmMu Microsoft — 11e mporpama, 0 BUKOPHUCTOBYE TaKi IHCTPYMEHTH,
K npodiJi KOPUCTYBayiB, CHCTEMHA MOJITHKA 1 1HII €IeMEeHTH, 11100 modyny-
BaTU TEeBHY KoH(irypartito pobouoi craniii. I{s xoudiryparis mosuHHa OyTH
MpoCTa B YCTAHOBJICHHI ¥ eKCIUTyaTallii, a TakoX 3a0e3rneuyBaTH KOPUCTYBayiB
HabOpOM MOXITMBOCTEH, HEOOXITHUX M JJii poOOTH 3 MOBHUM UM MPAKTUYHO
MMOBHUM BKJTFOUEHHSM BCiX MOYKJIMBOCTEH.
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[puauun ZAl BunnuBae 3 ginocodii «MiHIMATEHUX MPUBLIEIBY. 3a 3aMOB-
qyBaHHAM poOoui ctaHuii Windows 3alHIIaloTbCs «BIAKPUTUMEU» MICIS yCTa-
HoBJieHHs1 OC, a 11e 03Hayvae, 0 KOPUCTYBay Ma€ MOBHUN KOHTPOJIb HAJl BCiMa
eJIeMEeHTaMHU SIK OneparliitHoi, Tak 1 gainoBoi cucreM. ZAl nounHae cBOIO JisIb-
HICTb 3 «3aKpUTO1» OTNEpalIiHOI CUCTEMH, a MOTIM HaJla€ KOPUCTyBadam JOCTYI
TUIBKH JO TUX €JIIEMEHTaM, Kl iM JIMCHO HeoOXiaHi. 1{e B OLIBIIOCTI BHUITAAKIB
03HAYa€ MOBHY BIJICYTHICTh JOCTYITY O IHCTPYMEHTIB Uisi KOH(MIrypyBaHHS CH-
cremu, Takux sk Control Panel (Ilanens kepyBaHHS) YU pPeIaKTOPU PEECTPY, a
TaKOX OOMEXEHHS KOPUCTyBaya MIHIMAJIbHUM HAa0OpOM PETENbHO MiAiOpaHux
OATKIB.

OcnoBHa Meta ZAI mnonsirae B aBToMaTH3allli MaKCUMaJIbHOI YaCTKU TIPO-
1IeCy YCTaHOBKHM poOOYOT CTaHIIIT 1 3HWKEHHI 3arajJbHOl BapTOCTI ii eKcrutyaTa-
1ii. OctanHe Moke OyTH JOCATHYTE B 3B 43Ky 3 THM, 1110 OOMEXEHHS B3a€EMO/Ii1
KOpHCTyBaya 3 OMEpaliiHOI CUCTEMOIO 3[aTHE 3amo0IrTH YIIKOMKEHHIO KOH-
¢irypamii po6ouoi cTaHuii yepe3 yCTaHOBIEHHS HETIIEH31HHOr0 MPOrpaMHOro
3a0e3ne4eHHs ¥ YIIKO)KeHHs (paiiiliB onepaniifHoi CUCTEMH.

2.3.8 Komnonentu ZAK

Zero Administration Kit (HaGip 3aco6iB HyIbOBOro aaMIHICTPyBaHHS)
¢ipmu Microsoft (ZAK) OyB nmocTymHuil 1 paHilie y BUIJISAI BepCcid Juis
Windows NT 4.0, Windows 95/98 1 Windows NT Server Terminal Server
Edition. ZAK Bxirovae nBa mornepeaHbo cOpMOBAHUX BapiaHTH KOH(Irypaiii
po0OoYMX CTaHIlii, 110 € HAOOPOM THCTPYMEHTIB, SIKI MOKHa BUKOPHUCTOBYBATH
pazoM 3 MOXKJIMBOCTSIMHU OIEpaIiifHol CUCTeMH JUIsI peai3allii BapiaHTiB KOHQI-
rypariii. Mera ZAK mnonsirae He B ToMy, 100 3a0€3MEUUTH I MEPExX1 pillieH-
H#, 1110 BUMAra€ HyJIbOBOTO aJMIHICTPYBaHHS, a B TOMY, 11100 HaJaTH aMiHICT-
paTopy Mepexi CBOTO pojay miabiioH, Ha OCHOBI SIKOTO BiH 3MOKE CTBOPIOBATH
BJIAaCHI BapiaHTH KOHQirypamii poOouux CTaHII{, IO BiANOBIAaIOTH BUMOTaM
KOPHCTYBadiB MEPEXKi.

Zero Administration Kit qust Windows 0e3kortoBHO goctynuuii Ha Web-
caiTi ¢pipmu Microsoft 3a anpecoto: http//www.microsoft.com/Windows/zak.

JIBa 6a30BUX BapiaHTH KOHQIrypallii, o BXoaiTh 10 ZAK, HOCATh Ha3BU
TaskStation 1 AppStation. Kondirypauis AppStation npuzHaueHa ajsi KOpUCTY-
BayiB 3 MIHIMaJbHUMHU 3HAHHSMHU 1 JOCBIJOM B 00JacTi 0OYMCIIOBAIBHOI TEX-
HIKH, 110 TOBUHHI pO3B’3yBaTH MiHIMaJIbHYy KUIbKICTh 3a7a4. Cepes Takux Ko-
pUCTYBa4iB MOKHA Ha3BaTH, HAMPUKIAJ, CIIBPOOITHUKIB IIEHTPY OOpOOKU 3a-
MOBJICHB, JIISIIbHICTh SKUX 3BOJIUTHCA JO 0A30BOTO MPUMHSITTS 3aMOBJICHHS 200
po6otu 3 nokymisivMu. Kondiryparrist TaskStation oomexxeHa 3ammyckoM €TMHOTO
nonatka (y maHoMy BUTAIKy Opaysepa Internet Explorer), 1mo 1ijgkoM 3aMiHIO€
ob6onouky mnporpamu Windows Explorer (IIpoBimauk Windows) omepartiitnoi
CUCTEMU. 3BUYAHUI JOATOK (PYHKIIOHYE B SIK IHTEp(EliCHA YaCTUHA CUCTEMHU
0a3m maHux, sika 3a0e3meuye KOPUCTYBauiB QPyHKUisIMH i iHpoOpMali€ro, HE0O-
X1JTHUMHM JIJ151 iXHbO1 pOOOTH.
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Ock11bKM 000JIOHKA TOBHICTIO 3aMIHIOETHCS 10JJATKOM, KOMIT FOTEP HE Ma€
MmiKTOrpaM pobodoro croiy, maHeni 3amad abo menro kHomku Start (ITyck), i
Internet Explorer aBTOMaTnyHO 3aBaHTaXY€ThCS MiJ Yac 3alyCKy CHCTEMHU.
Kpim Toro, kopuctyBadi 130760BaH1 BiJl JIOKAJIbHOI (haiiJIOBOI CUCTEMH 1 MAIOTh
JOCTYT JIUIIE 0 MEPEKEBUX JTUCKIB 1 TIIBKU 3a JOIMOMOTOI0 €MHOTO J0JIaTKa.
Ockinbku kopucTyBaui TaskStation mo36aBieni iHmoro iHTepdeicy 3 omnepa-
IIHHOK CUCTEMOIO KpiM J0JaTKa, Y HUX HEMa€ *KOJHOI MOKJIHUBOCTI 3MIHHUTH
napameTpu KOH(Irypauii cucteMu, a 3axuiieHa (aiiyioBa cucTeMa He JJO3BOJIUTh
iM MmoaudikyBaTu (aiiny onepauiifHoi CUCTEMH 1 10JaTKa Ha JIOKAIBHOMY KOpP-
CTKOMY JHCKY.

Kondirypariss AppStation € menm ooMexkenoro, Hixk TaskStation 1 3a6e3-
MevYy€e BEJIMKY THYYKICTh Ui KopuctyBauiB. Cuctema AppStation BUKOHYE pe-
TeIHHO TMIOpanuii Hablp TOMATKIB 3 AWCKA cepBepa 1 30epirae o6ononky Ilpo-
BIJIHMKA, a TAKOX PsIJI CTAaHAAPTHUX €JIEeMEHTIB KepyBaHHS Windows, Takux sk
naHenb 3a7a49 1 merro kHonku Start (I[Tyck). OnHak 3a3HaueHe MEHIO OOMEKEHO
TIIBKU TUMU SIpIIMKaMHU, K1 HEoOX1IH1 171 3amycKy aoaarka. Kopucrysaui, sK i
paHilie, MatoTh JOCTYI 10 (GaiIoBOi CUCTEMH, OOMEXEHUN KOHKPETHUMH Mepe-
KEBUMH JTUCKaMU 1 JIUIIC 3 3aCTOCYBAHHIM 3a3HavYeHHWX J0aaTKiB. KopucryBa-
yaM HEJO0CTYITHA TTaHEeTh KepyBaHHS YU OYJIb-IKWI 1HIINI CIEMEHT KepPYBaHHS
KOH(DIrypyBaHHSIM CHUCTEMH, TAKOX BOHHU M030aBJIEHI TOCTYIY 10 KOMaHIHOTO
psinka yepes aianorose BikHO Run (Bukonaru) uu ceancy MS-DOS.

OOmexeHHs, 1110 HaKIaAalThCd Ha poOody CTaHIII0 B paMKaX KOH(piry-
pauiii AppStation 1 TaskStation, peani3yloTbcsi B OCHOBHOMY 3a JOTOMOIOIO
3aCTOCYBaHHS CHUCTEeMHHUX MpOoQiTiB 1 103BoIiB ¢aiiaoBoi cuctemu. Kpim Toro,
ZAK BKIIIOYa€e porpamu, ki MO>KHA 3aCTOCOBYBATH JIJIsi OJIOKYBaHHS JOCTYITY
710 TUCKOBOJIa HAa POOOYMX CTAHIIISX, & TAKOXK JO3BOJISIE MPOBOJIUTH TIOBHE YCTa-
HOBJIGHHSI pOo0OYOi CTaHIli, BKIIOYAIOYH ONEPaLiifHy CHCTEMY 1 TOJaTKH, 3 BU-
KOPUCTaHHSIM TPOIETypH, 3aCHOBAHOT Ha CKPHUIITaX, sKa HE MOTpedy€e BTPyUyaH-
HSl KOPUCTyBayva Y aMIHICTpaTOpA.

2.3.9 IntelliMirror

Onepaiiitna cucrema Windows nojae mie Oinbiiie GyHkiionanbHocTi ZAK
0CO0JIMBO CBOEX0 MOXKJIUBICTIO 32 Ha3Bow IntelliMirror. IntelliMirror siBnsie co-
0010 cepBic, 1o 30epirae MOBHIIIMI Hallp mapameTpiB KOH(irypaii podounx
CTaHII Ha cepBepax MEPei TaKUM YHMHOM, IO BiH MOXe OyTH OTpUMAaHHI
Oy/lb-SIKOI0 CUCTEMOIO B Oy/b-skuil yac. Lleit mpuHIUT B OCHOBHOMY TOI10HMI
3 TIepeMillyBaHuM TIpodiieM KOpHCTyBaua, 32 BUHATKOM TOTO, IO KPIM CTaH-
naptHoi 1Hpopmartii mpodimto IntelliMirror miarpumye komii pobouux daiinis
yCIX KOPUCTYBaviB 1 iH(POPMAIIiIO TIPO JOJIaTKH, YCTAHOBJICHI Ha KOXHIN poOo-
qiii cranuii. KiHneBuil pe3yapTar mosisrae B TOMY, IO KOPHUCTYBaudl MOXYTh
MIKII0YAaTUCS 10 Mepexi 3 OyAb-aKoi pob0oYoi cTaHIii, MprUIOMy cucTtema Oyae
HEeraifHO 3aBaHTaXXyBaTH IXHI BJIACHI TOJATKH, poOodi (ailiu i yCTaHOBIEHHS
KOH(ITypallii, TOTOBI JJIsl 3aCTOCYBaHHs. Y TaKui ke croci0, K0 B KOHKPET-
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HOT po0ou0i cTaHIlil BimOyBCs 301l amapaTHOTO 3a0e3MeUeHHs, aAMiHICTPaTOpu
MOXKYTh JIy>K€ HIBHAKO 1 JIETKO CKOH(IrypyBaTH HOBUH KOMIT IOTEp AJIA KOPHC-
TyBaua 0e3 BTpaT JaHUX KOPUCTyBaya 4YM HOTO OCOOMCTHUX KOHQIrypamiiHux
YCTaHOBJICHb.

KoHTposabHI nUTaHHA 10 po3aiay 2

I. Slxum yMHOM OOJIIKOBI 3alMCH BIUIMBAIOTh Ha CHUCTeMY O€3MeKd orepa-
uiiHoi cuctemu Windows NT?

2. HaBectu npukiaay Ta OCHOBHI MPUHIUIN UG PYBaHHS.

3. Ski TMn# TOBipYMX BIIHOCHH ICHYIOTh MK TOMEHaMU?

4. SIxuM YMHOM MO>KHA TIEPETIISTHYTH OOJIIKOBI 3aIMCH Ta 1X BIACTUBOCTI IS
PI3HUX TPYIIL.

5. Slka pi3HMLS MIX JIOKQJIBHOIO Ta JJOMEHHOIO MOJITUKAMU Oe3neKu?

6. BusHaunTH Ta OXapakTepuzyBaTH KOJO 00’€KTIB, MO CTOCYIOTHCS KOH(Di-
rypyBaHHsI poOOYOi CTaHIII].

7. OxapakrepuzyBatu BMICT cucteMHOTO peectpy OC MS Windows.

8. OOrpyHTyBaTH HEOOXIJHICTh BUKOPUCTAHHS OOOB’S3KOBHX Ta IMepeMi-
IIyBaHUX MPOQLIIB.

9. Bka3zaru 0coOIMBOCTI 30€peKEeHHs Ta JOCTYIY A0 Moo KOpUCTyBaya.
10. IIpoaHanmizyBaTu MOHSATTS CUCTEMHOI MOJITUKM Ta OMUCAaTH MPOrpamMHi
3aco0u A0CTymy N0 Hel: penakTop cucteMHoi noiituku (SPE).

11. OcobnuBocTi KOHGITYpyBaHHS NEPCOHATIBLHOTO KOMIT IOTEPA KOMII IOTEp-
HOT MEPEeXi 13 ypaxyBaHHSIM 3Ha4€Hb CHCTEMHOI TTOJIITUKH.

12. OOrpyHTyBaTH HUISAXU OOMEKEHHS TOCTYITY KOPUCTYBAUiB Y MEPEXKY.

13. TopiBasTu MmoxnuBocTi OC MS Windows pi3HUX Bepciii.
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Po3aia 3
daiinosi cuctemun Windows NT

Y Windows 2003 miaTpuMytoThcs TpH (aiiaioBl CUCTEMHU:
— NTFS(New technology file system) — Buxmitouno a5t Windows NT;
— FAT (File Allocation Table) — ams cymicHOCTI 13 3aCTOCYBaHHAMH
MSDOS;
— FAT 32 — moaudikosana Bepcis FAT, BukopucroByBana B Windows 95
OSR2 1 Windows 98.

Bubip ¢aiinoBoi cucreMu 3aneXKuTh BiJ BUKOPUCTOBYBAaHUX 3aCTOCYBaHb 1
B1JI BUMOT, SIKI BUCYBalOThCS 70 Hei. Y KOXKHOI CBOi KOPHCHI BJIACTMBOCTI, ajie
MOJKJIMBOCTI 3aXUCTY 1 ayAUTy CUCTEM Pi3Hi.

Taxox B HOBUX Bepcisix Windows NT miarpumyrotbest po3nosiiaeHa Qaii-
nosa cuctema DFS (Distributed File System) i ¢aiinoBa cuctema 3 mugpyBan-
HaMm EFS (Encrypted File System). Touniie, ocransi He € (alJJIOBUMHU CHUCTe-
MaMH y TOBHIN Mipi, sk, Hanpukiaana, FAT. DFS e po3mupenasmM MepexeBoro
CEepBICY 1 J03BOJIA€ 00 €AHYBATH y €UHUMN JIOTIYHUA TOM MEpEXKEBI PEeCypcH,
po3TalioBaHi Ha YacTUHAax 3 pisHUMH (aitnoBumu cuctemamu. EFS — ne Han-
oynosa Hag NTFS, mo nogae 10 ocranuboi PyHKIIT b pyBaHHS JaHUX.

[Iporasgaroun pecypcu KOMIT IOTepa, HEMOXKIIMBO CKa3aTH, KU gopmar
Mae ToM abo 1HIINN PO3ALT )KOPCTKOIO JUCKA 13 TAKOIO K BIEBHEHICTIO, K TIPO
rayuki gucku 1 CD/DVD-ROM. Pozainu kOpcTKOTO JUCKA MO3HAYEHI TIPOCTO
sk Local disk.Il[o6 Bu3zHauwmTu THT (ailioBoi cucTeMH, TpeOa HATUCHYTH TIPaBy
KHOIIKY MUIII Ha 300pakeHHI IMCKA 1 B KOHTEKCTHOMY MEHIO BUOpATH KOMaHIy
Properties/lonaTtkoBo miarpuMyeThest (aiinoBa cucrema komnakT-auckiB CDFS.

3.1 daiinosa cucrema FAT

daitnosa cucrema FAT (File Allocation Table) onepskana cBoe HaliMeHy-
BaHHS BIATOBIIHO JI0 Ha3BW METOAY OpraHizamii JaHUX — TabuuIl po3TarmyBan-
Hs ¢aitniB. FAT cnowarky Oyna opieHTOBaHAa Ha HEBEIHUKI JUCKK 1 MPOCTI
CTPYKTypH Kartanory. Uepes nekilbka pOKiB MICHs CTBOPEHHS ii yAOCKOHAIUIN
IUIsl pOOOTH 3 BEJTMKMMH JTUCKaMU 1 MOTY>KHUMU NEPCOHATBHUMHU KOMIT I0TEpa-
mu. Opranizanis Aucka i3 BukopuctanusaMm (ainosoi cuctemu FAT mae Burmsiz:

biok mapameTpiB FATIFAT2 Kopenesuit Ob6nactpb
BIOS (xoris) KaTaJIor (aiinis

3.1.1 IuckoBuii po3ain FAT
Kopeneswnii karanor po3ramoBaHuii Ha JUCKY 1 Mae (pikcoBane micue. Ka-
TaJoTu — crenianbHi (aitm 3 32-6iTOBUMHU eleMEeHTaMU JIJIsi KOJKHOTO (paitiy,
10 MICTUTBCS Y IIbOMY KaTano3i. EnemMenT ais koxHoro (aidiay BKIIOUAE:
— iM’q ¢aiiny (8+3 cumMBOIIB);
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— OaiiT atpudyTy (8 OiTiB);

— vac moaudikariii (16 6iTiB);

— nmary moaudikarrii (16 6iTiB);

MICIIe pO3TallyBaHHs mepuioro 61oky (16 61TiB);
— po3mip (aitiy (32 6iTn).

s indopmariiss BUKOPUCTOBYETHCS yCiMa OINEpalliHUMHU CUCTEMaMH, 1110
niaTpumytoTh ¢ainoBy cucremy FAT. Windows NT moxe 30epiratu 1 gonart-
KOBI1 BIIMITKH 4acy Ha eyneMmeHTl katanory FAT. L{i eneMeHTH 103BOJISIIOTH BH-
3HAYUTH MOMEHT OCTAHHBOT'O JIOCTYIY N0 (haiiiy 1 BAKOPUCTOBYIOTHCS B OCHOB-
HoMy noxatkamu POSIX.

bitu Gaifta aTpulyTy (aiiay B eTeMeHTI KaTajaory BKa3yloTh, Ul Ma€ (haii
BI/IMOBI1/IHI aTpuOyTH. BeTanoBnenuit neprmuii 0iT iaeHTHdIKYE daii K miaKa-
Tajor; a APYruil — MiTka TOMy. 3a3BWYail 3HaUEeHHSIMHU 1UX OITIB Kepye orepa-
uiina cucrema. Kpim toro, daitnu FAT maroTs 4oTnpu creuiaiabHi aTpulyTH,
SIK1 BKa3yIOTh Ha 0COOMMBOCTI poO0oTH 3 1TuMu (aitmamu. Po3pi3HsatoThCs haiimm:
apXiBHUN, CHCTEMHUU, TPUXOBAHMMN 1 JJI1 YUTAHHA.

Windows NT, nounnatouu 3 Bepcii 3.5, BAKOPUCTOBYE OITH aTpuOyTy IS
MIITPUMKHU JOBTHX (10 255 cumBomiB) iMeH ¢aiiniB B po3nuiax FAT. Ie# cro-
c16 "e 3aBaxkae MS-DOS ab6o OS/2 3BepraTucs 10 nogaioHoro po3ainy. Komu ko-
puCTyBau CTBOpro€ (paiin 13 AoBrum (1o nepepuilye cranaaptae st FAT o0-
mexeHHsT «8+3») iM’siM, Windows NT 3acHOBye eneMeHT Karajory Ajisf LbOTro
daiiny, BiAnoBigHUN yroal «8+3» (3a Tumu npauiamu, mo i s NTFES) 13 no-
JAHHSM OJTHOTO a00 JEKUJIbKOX BTOPMHHMX €JIeMEeHTIB Karayory. KoxxHuit 3 Ta-
KX BTOPUHHUX €JIEMEHTIB PO3paxoBaHWU Ha 13 CHUMBONIB y JTIOBrOMYy iMeEHi
daiiny 1 36epirae noBry yactuny iMeHi ¢airy B UNICODE. JInst nux eneMeHTiB
BCTAHOBIIOIOTHCS aTpUOyTH: TOM, CUCTEMHUM, IPUXOBAHUH, TITHKU JUISI YUTAH-
Hs1. MS-DOS 1 OS/2 irHOpYIOTh €JIeMEHTH KaTajory 3 TaKuM HabopoMm aTpuoy-
TiB, 1 OCTaHHI HEBUJUMI B IIMX ONEpaLiiHUX cucTemax. 3amictb HUX MS-DOS i
OS/2 3BepTaroThCs A0 €IEMEHTIB, 0 MICTATH 1H()OPMAIIiI0 B CTAaHAAPTHOMY BU-
Il «8+3».

Jlesiki IMCKOBI YTUIIITA CTOPOHHIX BUPOOHHMKIB, B3a€EMO/IIIOYM OE3HOCEPE -
Hbo 3 FAT, MmoxyTh posmintoBatu ctBopeHl Windows NT enemeHTH kataiory 3
JOBTUM 1M’ siM (aiiily sSIK TOMHJIKH JIOTTYHOT CTPYKTYpu ToMa. CripoOu LIMX YTHU-
JIT BUMPABUTH MOMWIKH MOXYTh MPHU3BECTH A0 BTpaTH (hailiiB 1 KaTaJoriB.
[Ilo6 yHuKHYTH MOIIOHUX Herapas/iB, HE pEKOMEHIYEThCSI BUKOPUCTOBYBATH B
Windows NT ytunita poOoTH 3 nuckom abo ioro medparmeHTartii, Ko Take
I13 He mepeBipeHe Ha CYMICHICTb.

QaiinoBa cucrema FAT € crucTeMo1o 3 TOUHUM 3alMUCyBaHHSIM, TOOTO MpHU
HEOOX1THOCTI 3MIHU CTPYKTYpH TOMY JTa€ThCsl KOMaHJa 3anucy Ha auck. Hemo-
JIIK Takoi CHCTeMH — MOBUIbHE BUKOHAHHS IMOCTIIOBHUX OMNEparliii 3aucyBaHHS:
aJKe TIepIIe 3aryCyBaHHs HA TUCK MOBUHHO OyTH 3aBEpILEHE 10 MOYaTKy apy-
roro i T.A.
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JlomyckaeThesi mepeHeceHHs abo komitoBaHHs (ainiB 3 Tomy FAT nHa
NTFS. Ane npu BUKOHaHHI 3BOPOTHOI omeparii iH(opmMaliis Ipo mpasa 1 aib-
TE€pHATUBHI NOTOKH OyJ€ BTpayeHa.

Crmin BigMiTuTH, 1110 (aitnoBa cuctrema FAT He 3a0e3nedye 3axucTy TaHux
1 iX aBTOMaTUYHOTO BiHOBICHHSA. ToMy FAT BUKOPUCTOBYETHCS JIUIIE Y TOMY
BHITAJIKY, KOJIM Ha KOMIT IOTEpl K albTEepHATHBHA CHCTEMa BCTaHOBIIeHa MS-
DOS a6o Windows 98, a Takox 1jsl JaHUX HA THYYKUX auckax. HeBenukuii 3a-
BaHTaXXyBaJIbHUMN po3aii, sikuii BigdopmaroBano mig FAT, noTpiObuuii, Kpim ToO-
ro, anst RISC-cucrem. ¥V pemri BunankiB Bukopuctands FAT ne pekomenny-
€THCS.

3.1.2 daijisoBa cucrema FAT32

FAT32 — momudikoana Bepcis FAT, mo 103Bosisie CTBOPIOBATU PO3AUIH
00’emom Ownpmie 2 I'6. Kpim Toro, BoHa Ja€ MOXIJIMBICTE BUKOPHUCTOBYBATH
KJIACTEPU MEHIIOTO PO3MIpY, 1, BIAMOBIIHO, €(HEKTUBHIIIE BUTPAYaTH JUCKOBHIA
npoctip. Bnepiue 1151 aitiosa cucrema 3’siunacsa B Windows 95 OSR2.

VY tabnuii 3.1 NOpiBHIOIOTHCA PO3MIPU KJIACTEPIB, 10 BCTAHOBIIIOIOTHCA 32
3amoBuyBaHHsM Juist FAT 1 FAT32.

Tabmuug 3.1 — IopiBasiHHSA po3mipoB knactepiB y FAT 1 FAT32

006’em 1ucka Po3mip ki1acrepa Ha Po3mip kiacrepa Ha
FAT FAT32

0-32 MoaiiriB 512 GaiiTiB He niarpumyerbes
32—64 MbaiiTiB 1 KGaiiTiB He ninrpumyetnest
64—127 MbaiitiB 2 Koaiitis He niarpumyerbes
128-255 Mo0aiitiB 4 KOaiiTiB He ninrpumyetnest
256-511 MoaiiTiB 8 KbaiitiB He minrpumyerbest
512-1023 MbaiiTiB 16 K6aiitiB 4 KoaiitiB
1024-2048 MoaiitiB 32 Ko6aiitiB 4 KoaiitiB

260 Mo6aiitiB — 8 I'GaiiTiB  |He miaTpumyeThest 4 KoaiiTiB

8—16 I'GaiiTiB He minarpumyernest 8 KobaiitiB

1632 I'Gaiiti He niarpumyerbes 16 K6aiitiB

> 32 I'6aiiTiB He niaTpumyethest 32 KoaiitiB

3.2 ®aiinosa cucrema NTFS

[opisusino 3 FAT a6o FAT32, NTFS nagae xopucTyBauy Lijie MOETHAHHS
nepeBar: eeKTUBHICTb, HAJIWHICTh 1 CyMiCHICTh. BoHa po3pobiena it mBuI-
KOT'0 BUKOHAHHS Ha YK€ BEIIMKUX JKOPCTKUX JIMCKAX OTeparliii sk CTaH apTHUX
¢aiinoBux (TUNY YMTAHHS, 3aMMCYBAHHS 1 MOLIYKY), TaK 1 JOAATKOBUX (HAIpH-
naj, BiTHOBIEHHS (paiIOBOT CUCTEMH).

[linTpumyroun yrmpaBiiHHS JOCTYIIOM [0 AaHUX 1 TMpPUBLIET BJIacHUKA,
NTEFS nae rapantii 0e3nexu, notpioHi 11 (ailioBUX cepBepiB 1 MEPCOHATBHUX
KOMIT'IOTEPIB B KOPIIOPATUBHOMY cepeioBuIIi. [le BayIMBO IS 1UIICHOCTI KOp-
MOPATUBHUX JIAHUX.
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NTFS mpocra, ane gye moTy>kHa po3po0ka, s sKoi Bes iH(popMalis Ha
tomi NTFS — ¢aiin a6o uactuna ¢aitny. Koxen cexkrop ma Tomi NTFS nane-
KUTHh IEBHOMY (aitmy. HacTuHoro (¢aiiny € HaBiTh MeTaAaHi (HaiIoBOi CUCTEMHU
(1nopmairis, mo onucye 6e3nocepeHbo (HailioBy cUCTEMY).

s 3acHOBaHa Ha aTpulyTax (aitioBa cucTeMa MiATPUMYE 00’ €KTHO-OPI€H-
TOBaHI 3aCTOCYBaHHA, 00pOOJIAI0UH BCl (Al sk 00'€KTH 3 aTpUOyTaMu, SIK1 BU-
3HaY€HO KOPUCTYBAa4YeM 1 CUCTEMOIO.

3.2.1 T'oroBHa (aiiioBa Tadauus

Koxen ¢aiin va Tomi NTFS momanwmii 3anucom B criemiaibHOMY (aiiii —
rojioBHii Qaitnosiit Tabnuni MFT (Master File Table). NTFS pesepBye nepuri
16 3anuciB Tabnuii i crenianbHoi 1HGopmarii. [lepmmii 3anuc Tabaui onu-
cye 6e3mocepeIHb0 TOJIOBHY (paitioBy Tabnuito. 3a Hero e A3epKalbHUM 3a-
muc MFT. Sxkmo nepmmit 3anuc MFT 3pyiiHoBanuit, NTFS 3uutye npyruii 3a-
nuc, mo6 Bigmykaru n3epkanbuuil gaitn MFT, nepuwmii 3anuc sikoro i1eHTHY-
Huil nepmomy 3anucy MFT. Micuepo3ramryBanus cermentiB ganux MFT i
n3epkanbHoro ¢ainy MFT 3anucaHe B CEKTOpi MOYATKOBOTO 3aBaHTAKEHHS.
Jly6mikaT cekTopa MOoYaTKOBOTO 3aBaHTAKEHHS 3HAXOJUTHCS B JIOTIYHOMY IICHT-
pi nucka. Tpetiit 3ammuc MFT — ¢aitn peectparrii — 3acTOCOBY€ThCS JUIsI BITHOB-
JeHHs daniB.

CiMHAAIATHH 1 TOJABIIN 3aMMCH TOIOBHOT (DaitioBOT TaOIHIli BUKOPHUCTO-
BYIOTBCS BiacHe daiiimamu i karamoramu Ha ToMmi. Ha pucynky 3.1 moka3aHo
cupotieny ctpykrypy MFT, mo 3a0e3nedye mBuakuii 7oCcTyI A0 (aitmis.

3.2.2 HiaicuicTh 1anux i BigHojaenHss B NTFS

NTFS — ue BigHoBmoBaHa ¢aiinoBa cuctema. Y 4uchl ii epeBar — Moe-
HaHHS MBUIKOIT (altIoBOT CUCTEMH 3 BIAKIAJCHUM 3aMMCOM 1 IPAKTUYHO MUT-
TEBE BITHOBJICHHS.

Kosxna omepartis BBeIeHHSA-BUBEACHHS, sika 3MiHIOE (aiiin Ha Tomi NTFS,
po3risanaeTscs (HaiIoBOI CUCTEMOIO SIK TPaH3aKIlisl 1 MOXKE BHUKOHYBATHCS SIK
HenoAuUTbHUM 610K, [Ipu Moaudikarii dainy KopuctyBaueM cepsic ¢aiiny pe-
ecTpailii ikcye Bcro iHpopMmarlito, HEOOXiAHY JUIsI TTOBTOPEHHS a0o0 BIiAKATY
TpaH3akIlii. SKIIo TpaH3akilis 3aBepIieHa yCHiIIHO, TPOBOJUTHCS MOAU(IKAIIISL
¢aitny. Axmo Hi, To NTFS nmpoBoauts moBepHeHHs 1ii TpaH3aKIlil, BUKOHYIOUH
1HCTpyKUii 3rigHo 3 iH(opmaliero BigMiHU. SIKIIO B TpaH3akuii BUSBIEHO TO-
MUJIKY, TPAH3aKIlisl BAKOHYETHCS Y 3BOPOTHOMY TOPSIIKY.

daiinoBa cuctemMa BiTHOBIIOEThCS TakuM ynHOM. [Ipu 3601 cuctemu NTFS
BUKOHY€ TPH IIPOXOJU: aHaIli3y, MOBTOPIB 1 BiJKaTiB. B mporeci anani3zy Ha mij-
ctaBi 1H(opMmarii daitny peectparii NTFS oriHioe momkopkeHHs 1 TOUHO BU-
3Hauae, K1 Kiactepu notpioHo moaudikysaTu. [1in yac MOBTOPHOrO MPOXOTY
BHUKOHYIOThCS YCi €Tany TpaH3aKllii Bl OCTAHHbOI KOHTPOJIbHOT ToukH. [Ipu mo-
BEpPHEHHI Bi/I0YBAETHCS BIJIKAT BCIX HE3aBEPIICHUX TPaH3aKI[iH.
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®parMeHT

ET HINRNRNRENENRNRENED
®parmeHT

®parMeHT

Sanne aiiny pecerpauit —{TTTT[TTTITT]11]

3anmc HeBenMKoro (aitmy

®parmenT 1

®parment 2

3amuc Benukoro airy

3arHC HeBEMKOTO IRNRRNRNNRERENR
KaTaJory ®parmeHr 3

Pucynox 3.1 — Opranizartist ToJ10BHOT (aitioBoi TadmIi

O0’em xkypHanmy TpaH3aklii BcTaHOBIIOEThCS KomaHgoro CHKDSK
/L:po3mip. Po3mip BKkazyeTbcst B KijoOaWTax 1 3a 3aMOBUYYBaHHSM JOPIBHIOE
4096 KoaiitiB. J{ns Toro, mo0 Mi3HATUCS MOTOYHUN pO3MIp KypHAIYy, HE 00XiI-
Ho BukoHatu komany CHKDSK /L.

3.2.3 JloBri i kopoTKi iMeHa ¢aiiiis

SAx Bxe HaronomryBasiocsi, NTFS nminrpumye noBri (1o 255 cuMBOIIB) iMe-
Ha (aiiniB. Y imeH1 daitny BukopuctoBytoTbest cumBoin UNICODE, mo no3Bo-
Jsi€e iMeHyBaTH Gailau, HanpuKiIaa, KUpUITYHUMEU cuMBoiamu. [Ipu upomy Bupi-
mene nutands goctyny i3 MS-DOS: NTFS aBromatnuHo TeHepye cTaHIapTHE
st MS-DOS iM’st Burisimy «8+3».

Sxio renepartis KOPOTKUX iMeH (aifiiB He TOTPiOHA, TO 115 QYHKIIIS MOXKeE
OyTH BiJKITIOUEHA, JUIS 9YOrO HEOOXiTHO 3MIHUTH 3HAYCHHS TapameTpa B pe-
€CTPI:

— rinka — HKEY LOCAL MACHINE;

— po3aut — SY STEM\CurrentControlSet\Control\FileSystem;
— mapametp — NtfsDisable8dot3NameCreation;

— 3HA4YeHHSA — 1;

— 1un gaaux — DWORD.

SAxio 3HadeHHs 1poro napamerpa pisHe 0 (3a 3aMOBUYBaHHSAM), TO BIIOY-
BA€THCS IeHepallisi KOPOTKUX iMeH (aiiiB, Ko 1 — reHepailisi BUKOHYBaTUCS
He Oyne.

3.2.4 Kommnpecis ¢aiiaiB i karasoris

Oco0auBicTs NTFS — MOXIIMBICTh IMHAMIYHOTO YIIUIbHEHHS (ailiiB 1 Ka-
TAJNOriB. YIIUIbHEHHS € HOBUM aTpuOyToMm (aiinmy abo karamory i moaiOHO A0
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OyIlb-sIKOTO aTpuOyTy MOXKe OyTH 3HATO a00 BCTAHOBJIEHO Y OY/b-SKHI MOMEHT
qacy.

VYIuibHEHHS! MOXKJIMBO TUIBKH Ha PO3AiIax, po3Mmip OJOKYy SKUX HE Iepe-
Buiye 4096 Oaift. J{ns ycTaHOBKM po3Mipy OJOKY BUKOPHUCTOBYETHCS KOMaHIA
FORMAT /A:po3wmip.

SAxmio katanor mae atpudbyt Compressed, To BCi (aiiiau, 110 KOMIOIOTHCSA B
HBOTO, TAKOX OJIepXkaTh Led arpulyT. SKio HeoOXiaHO, 11100 HOBOCTBOPIOBA-
HUW PO3i1 JUCKa aBTOMAaTUYHO YIIIJILHIOBAB BCl CTBOPIOBaHI 1 CKOMIMOBaHI Ha
HBOTO (haiim, oro Tpeda Biadopmarysartu 3 kinrodem /C, ToOTO:

FORMAT pauck: /C /FS:NTFS.

Jlnst yutinpHeHHS iCHyIouoro (aiimy abo Katamory BUKOPHUCTOBYEThCS abo
koManyia Compresaoo Propertiesy Windows NT Explorer.

3a 3aMOBYYBaHHAM YIIUTbHEHI (paiiiv He BUILISIOTHCS KOJIHOPOM TIpH Tie-
pernsigandi Tek. JlJis BUKOPUCTAHHA Li€l MOJIMBOCTI HEOOXIAHO BCTAaHOBHUTHU
BiJINOBiTHUI Mparopens y Bikai View Options

Crymninp yuriibHeHHs (aiiiB 3anexuThb Bix Tumy Qaitny. HaliehektuBHie
3aCTOCOBYBaTH Iledt arpulOyT 10 ainiBe gokymeHTiB Microsoft Word,
PowerPoint, rpadgiunux daiinis 1 T.1. OpranizoBytouu ¢aiisi-cepBep, Mae CEHC
VIIUTBHUTH yC1 TIEPCOHATBHI KaTaJIOTH KOPUCTYBAUIB. 3 1HIIOTO 00Ky, aOCOIIOT-
HO HEMPOJYKTUBHO YIIUIBHIOBATH KaTaJOTH, 110 MICTATh AUCTPUOYTHBHU IMPOT-
paMHUX NPOAYKTIB, 5IKi, K PABUIIO, YK€ YIIUILHEHI.

3.2.5 CTtBopeHHs i Moaudikamisa po3aitiB 1ucKa

VY pannix Bepcisx Windows NT 1 cTBOpeHHSI HOBUX PO3ALUIIB Ha JUCKY,
iX popMaTyBaHHS, IpU3HAYEHHS TOMaM OYKB, J3epKalli3allii Ta 1HIIUX PEKUMIB
MIJBUIIEHOT HAIIMHOCTI BUKOPUCTOBYEThCA mporpama Disk Administrator, sika
Mae Tpadiunmii iHTepdeiic.

[Mounnatoun 3 Windows 2000 nnst ynpaBiiiHHS CHCTEMOIO BHKOPHCTOBY-
eTbecsl €quHu 1HCTpyMeHT — MMC. [Ins koHdirypyBaHHS JUCKIB HEOOXITHO
BIJIKpUTU TIPU3HAYEHUH [IJIs 1IbOTO 3MIMOK (snap-in). Ilicis Horo 3aBaHTa)keHHS
BIKHO KOHCOJII YIIPABIIHHS CTaHE CXOXXMM Ha BIKHO MPOTpaMH aJMiHICTpaTopa
JTUCKIB, paHHIX BepCiH.

Komanma FORMAT sk 1 panitiie TpuCyTHS B CUCTEMI, ajie MICTUTh PSJ] J10-
JaTKOBUX 200 MOIM(DIKOBAHUX KITFOYiB:

FORMAT drive: [[FS:file-syster] [/\V-label] [/Q] [/Asize] [/C] [/E]

ne:

— /FS : file-system — Bka3ye tun aitnoBoi cuctemu (FAT, FAT32, NTFS);

— /V: label — Bkazye MITKy TOMY;

— /Q — BUKOHY€ IIBUIKE (POopMaTyBaHHS;

— /C — yxazye, mo ¢aiinm, ski OyayTh 3alMCyBaTUCh HA HOBUM TOM, 3a 3a-
MOBYYBaHHSM, OYIyTh YITIIHHIOBATHUCH;

— /E — no3BoJisie OHOBJICHHS TOMY (TIpU [IbOMY JI03BOJISIETHCS BUKOPUCTAHHS
ycix po3mupenux ¢pyskuiit NTFES);
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— /A:size — yka3zye Ha BUKOPHCTAHHS OJIOKIB PO3MIILIEHHS, PO3MIp SIKUX Bij-
PI3HSETHCS B1J BCTAHOBJIEHOI'O 32 3aMOBUYYBAaHHSM.

Ko KIarHyTH MPaBO0 KHOMKOK MHUII Ha Ha3Bi aucky B Windows NT
Explorer, a motim BuOpatu B MeHto koManny FORMAT, To 3amyctuThes Tpa-
¢1yHa nporpama GopMaTyBaHHS AMCKIB, KA 3py4HINIA IJs1 poOOTH, HIXK 1i KOH-
COJIbHA peasti3allisl.

3.2.6 IlepeTrBOpeHHs icHy040ro0 po3ainy y ¢popmat NTFS
Komanga CONVERT no3Bomnsie nmeperBoputu po3aimu FAT a6o FAT32 y
po3nut NTFS 6e3 BTpatu nanux.

CONVERT [ 1113/FSNTFS [M]

ne:
— JIMCK — yKa3ye JHUCK, Ha SIKOMY 3MIHIO€ThCsS (aitnoBa cucrema Ha NTFS
(mepeTBOpeHHs aKTUBHOTO JIUCKA HEMOKITUBE);
— /FS:NTFS — ykazye tun daitnosoi cuctemu (NTFS);
— /V — nakazye nporpami CONVERT BuBoauTu iHdopmaiiiro mpo poOoTy.
€nuHe, Mpo 110 HEOoOXiHO MaM’ATaTh MPHU MEePEeTBOPEHHI, IIe PO HEMOXK-
JUBICTh MEPETBOPEHHS aKTUBHOTO PO3AUTY — HOTO TOBEIETHCS BIAKIACTH J0 Ha-
CTYMHOTO Mepe3aBaHTAKESHHS OMEpaIliifHOi CHCTEMHU.

3.3 Po3noaisiena ¢aiisioBa cucrema

Posnoninena gaitnoa cucrema DFS (Distributed File System) mosBomsie
00’e/IHAaTH CepBEPH 1 pecypcH, 110 HATAIOThCS B 3arajibHe KOPUCTYBaHHS, Y IIPO-
ctimumii npoctip imed. DFS 3aiiicHioe 1yis cepBepiB 1 pecypciB, Ki CIIBHO BU-
KOPHCTOBYIOTHCSI HA CEPBEPAX, T€ came, 110 (ailIoBl CUCTEMU — AJISl IKOPCTKOTO
aucka. ®aitnosi cuctemu 3a06€3Meuy0Th OAHOPIAHUN MOIMEHHHUI AOCTYII 10 Ha-
6opy cektopiB Ha guckax. DFS 3a0e3neuye ogHOpiiHUM MOIMEHHUN AOCTYII J0
Ha0Opy cepBepiB, pecypciB 1 (ailiiB, K1 CMUIBHO BUKOPUCTOBYIOTHCS, OPTaHi30-
BYIOUHM 1X y BHIJISI 1€pApXiuHOI CTPYKTYpH. Y CBOIO uepry, HoBuid Tom DFS
MOXKe OyTH i€papXiuHO MiIKIOUYeHui A0 iHmmX pecypciB Windows NT, siki
CHUIBHO BUKOPHUCTOBYIOThCS. Takum ymHoM, DFS no3Bosise opranizyBatu (i-
3UYHI MPUCTPOI 30€piraHHs y JOTIYHI €JIEMEHTH, 110 Y CBOIO Yepry, poOuTh ¢i-
3UYHE PO3TAIIlYBaHHS JAAHUX MPO30PUM SIK Ui KOPUCTYBayiB, Tak 1 JUJIs 3aCTO-
CyBaHb.

3.3.1 llepeBaru DFS

lepapxiunuil BUIIIA] CIUIBHO BUKOPUCTOBYBAHMX MEPEXKEBUX PECYPCIB, IIO
HacTporoeThesi. [1oB'si3ytoun MepekeBl pecypcu OJUH 3 OJHHUM, aJMIHICTPAaTOpU
MO>KYTb CTBOPIOBATH €TMHUM 1€pApXIYHUI TOM Yy BUTJISIAL BETUYE3HOTO KOPCTKOTO
mucka. OxpeMi KOpHCTyBaul MOXKYTh CTBOprOBaTH cBoi BiacHi Tomu DFS, ski, y
CBOIO Yepry, MOXKyTh OyTH BKItoueHi B iHmI Tomu DFS. Ile HasuBaeTbcs iHTEp-
DFS 3B’s30K.
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['myuke ammiHicTpyBaHHs ToMy. OKpemi MepexkeBi pecypcH, M0 BXOASThH
no DFS, moxyTs OyTu BimkitoueHi 0e3 OyAb-sSKOro BIUIMBY HA 1HIII, IO J03-
BOJISIE aIMIHICTpaTOpaM YMpaBisATH (I3MUHUMU KOMIIOHEHTaMH pecypciB 0e3
3MIHH X JIOTIYHOTO YSIBJICHHS JJI1 KOPUCTYBaYiB.

I'padiuni 3acobu anminictpyBanusa. Koxen kopinb DFS Moxe ynpaBnaTu-
sl 3a JIOTIOMOTOI0 TIPOCTOTO TpadivyHOro THCTPYMEHTA, IO JTO3BOJISE MEPETIs/I-
JaTH TOMH, 3MIHIOBATH iX KOH(irypaiiito, BcranoBmoBaTH iHTep-DFS 3B’ 513kH, a
TaKOX YNpPaBISATU BingaieHuM kopenem DFS.

[linBuilleHa JOCTYMHICTh JaHUX. [IeKibka MEpeKeBUX PECypciB, HaJIAHUX
y CIUJIbHE KOPUCTYBAHHS TUIbKU AJI YUTAHHS, MOXYTh OyTH 00'€THaHI i1 OJ-
HUM JtoriyHuM iM'ssm DFS. Slkimio oauH 3 pecypciB HEIOCTYTHUMN, aBTOMAaTUYHO
CTa€ JOCTYIHUM aJbTepPHATUBHUM.

banancyBanHsg HaBaHTaXeHHA. J[eKlIbKa MEpeXeBUX PECypciB, HAJJAaHUX Y
CHiJTbHE KOPUCTYBAHHS TUTBKH JUTsl YUTaHHS, 1 00'€ THAHUX 11 OJTHAM JIOT1YHHM
iM'sm DFS, mo3BonsroTs 37ilicHIOBaTH OalaHCyBaHHS HaBaHTAXKEHHSI MIXK JTHC.-
kamu a0o cepBepamu. [Ipu noctymni 10 Takoro pecypcy KOpUcTyBad aBTOMaTHY-
HO MepecTpsMOBYETHCS HA OJIUH 3 CEPBEPIB, 110 BXOJATh B ToM DFS.

[Ipo3opicts iMeH. KopucTtyBaui nepecyBaloThesl 0 IPOCTOPY 1IMEH He3a-
JIEXKHO BT PI3MYHOTO pO3TAllyBaHHS JaHUX. [laHl MOXKYyTh OyTH TIepeMillIeH] Ha
OyIb-sIKOMY cepBepi, ajie nojaibiina nepexkoHdirypauis DFS pobuts 1ie nepemi-
IIEHHS HEMOMITHUM JJI1 KOPUCTyBaya, OCKUIbKM BIH SIK 1 paHillle Onepye iCHy-
I0YUM 11 HbOTO pocTopom imMeH DFS.

[nTerpauisa 3 moaemtto 6e3neku Windows NT. HenotpiGHO Hisikux gojat-
KOBHX 3ax0[iB Oe3neku. byap-akuil kopuctysau, miakmodenuid 1o DFS, mae
JIOCTYTI 0 PECYPCiB TIILKM B TOMY BHUMAJKY, KOJU Mae BIAMOBIAHI mpaBa. [Ipu
IbOMY BUKOPHCTOBY€ETbCS Mosienb O6e3nexkn Windows NT.

[HTEeneKTyanpHe KellyBaHHS Ha KIIE€HTChKIA yacTuHi. lloTeHuiHO TOM
DFS Moxe 00’eqHyBaTH COTHI THCSIY HAQAHUX Yy CIiIbHE BUKOPHUCTAHHS PECYp-
ciB. Ha xii€eHTCBKill CTOPOHI HE POOUTHCS HISIKUX MPUIYIIEHb PO TE, 0 SKOI
qacTKY 1H(GOpMaIlii KOpUCTyBad MOXKe 3/11MCHIOBATH AOCTyN. ToMy IpH mepio-
My 3BEpPHEHHI 0 KaTajory IMeBHa iHdopmallis Kenryerbes JokanbHo. [Ipu mo-
BTOPHOMY 3BEpHEHHI J0 Ti€l X 1H(OpMaIi BUKOPUCTOBYETHCS YACTHHA, IO
3HaXouThCA B Kewli. Lle 703Bossie 3HaYHO MIABUILUTH NPOAYKTUBHICTh y BEJH-
KHX 1€papXIYHUX MEpexax.

Bynp-sikuii TOM, 10 SKOrO MOXKHA 3MIMCHUTH JOCTYIl 4Yepe3 PEeaUupeKTop
Windows NT, moxxe Oytu Bkimtouenuii y mipoctip imen DFS. Takuii gocTym 31iii-
CHIOETBCSI 200 3a JIOMOMOTOI0 KIIEHTCHKUX PEAUPEKTOPIB, ab0 3a JIOTIOMOTOI0
IIUTIO31B Ha CEpBEpI.

3.3.2 TexHiuHuii orJsia po3noAijieHoi (pail10Boi cMCTEeMH

Kopiab DFS — nokanbHuii pecypc, 1110 HaJaeThCsl B CIUIbHE KOPUCTYBAHHS 1
BUKOPUCTOBYEThCA SIK TOYKa BIIUIIKY JJIs1 BCi€i pemTH pecypciB. byab-skuil pe-
CYpC, 110 HAJA€ThCsl B CHUIbHE KOPUCTYBAHHS, MOXKE OyTH BKJIFOUEHUH JIO TMPO-
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cropy imMmen DFS. Jloctyn no Tomy DFS 3naiiicHIO€TBCS 32 1OMOMOrOI0 YHiBEp-
canpHOi yroau nipo imena (UNC):
\(I? 0 [T O (0 OO O 1

ne:
— 1M’si_cepBepa — iM’sl KOMIT 10Tepa, sikuii € xoctom DFS;
— iM’s_pecypca_CB — BianoBigae 0yJib-IKOMY pecypcy, KU CIiJIbHO BUKO-
PUCTOBYETHCS 1 SIKUM TTpu3HaueHnit kopeHem DFS;
— IM’\IUIIX — Oy/Ab-sIKe MpaBiiabHe 1M s (aiiy.
Xoct Tomy DFS. ¥V Mepexi gommyctumo 6e3miu okpemux ToMiB DFS, koxen
13 cBoim iM’sim. byap-sxuit cepep Windows NT (Bepcii 4.0 i mi3Himie) Moxe
BukonyBatu cepBic DFS i Oyt xoctom Tomy DFS. Tlounnaroum i3 Bepcii
Windows 2000 cepBep Moxke OyTH XOCTOM JIJist AEKUTbKOX ToMiB DFS.
3azBuuait ToM DFS ckirajgaeThes 13 MOKaXYHUKIB Ha 0€3J11Y TOMIB, IO HaJje-
XKaTh 1THIIMM cepBepaM oprasizaiii. [Ipunyctumo, Hanmpukiag, 1Mo B KPyHHIN
MPOEKTHIN OpraHizalli JAeKiIbKa TPyl KOPUCTYBadiB MPAIIOIOTh 3 TEKCTOBUMH
nokymeHTamu. HeoOxinHi iM JOKYMEHTH PO3TalllOBYIOThCS HAa PI3HUX CepBEpax
B CaMHX Pi3HUX pecypcax. 3a aonomoror DFS mosxkHa 00’enHatu BCl 11 pecyp-
CH B OJMH JIOTIYHMA TOM 1 TUM CaMHUM 3HAYHO MOJETIIUTH MpaIio 3raJaHux
cniBpoOiTHUKIB. [Tpukiaa Takoro 00’eqHaHHs A criBpoOiTHHKA «OJeHay Mo-
Ka3aHui B Tabnwmii 3.2.

Tabmuig 3.2 — O6’eHaHHS PEeCypCiB CUCTEMU J0 OJTHOTO JIOTIYHOTO TOMY

Im’sa UNC ITpoekTyeThest HA Onuc
\\Server\Public \\Server\Public Kopinbe DFS opranisaii
\\Server\Public\Intranet \IS\Root [lepexia Ha KOpEeHEBUI KaTaJIOT

IHTpamepexi
\\Server\Public\Intranet\ \\Marketing\Info\ [lepexia Ha KaTAIOT MiAPO3ILITY
Corpinfo CorporateHTM B IHTpamepexi
\\Server\Public\Users \\Server\Public\Users JlomaniHi KaTtajlor KOPUCTYBadiB

\\Server\Public\Users\Lena [\Dev\NT\Priv\Users\ Lena  [[Tepexin 3 Users B
nepcoHaIbHUM kaTanor OyneHu
Ha KOPIIOPATUBHOMY CepBepi

pPO3pOOHUKIB
\\Server\Public\Users\ Lena \ \\ Lenal\Data\ActiveX [lepexin 3 mepcoHaTBHOTO
ActiveX katasiory OneHu Ha cepBepi B
KaTaJIoT Ha OJIHIH 3 HOro poboUMX
CTaHLif
\\Server\Public\Users\ Lena \ \\ Lena2\DataBackup\ActiveX |AnpTepHaTHBHAN TOM: pe3epBHA
ActiveX Komisi pobounx ¢aitnis Onenn

\\Server\Public\Users\Sergey \\NWS51\Public\Users\Sergey [Tom HH3bKOTO piBHS: TIepexia Ha
He-SMB ToMm (Takuit sik Netware
a6o NFS)

AnpTepHaTUBHI TOMH. K0 /Ba a00 OibIe CHUTHPHO BUKOPUCTOBYBAHUX
pPECYpCIB € TOYHOIO KOII€I0 TIEBHOTO PeCypcy, TO iX MOXKHA MOMICTUTH Y TIPO-
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ctip DFS nix ogaum im’sam. [Ipu nsomy DFS He nepeBipsie peruikaTuBHICTD pe-
cypciB. OpraHizartisi periikaiii ToKIaIaeThes Ha aaMiHicTpaTopa. SIKIo perui-
Karlisi He 3aCTOCOBYETHCS, TO TaKi TOMH MOXHA BUKOPHUCTOBYBATH TUTBKH JIJIS
yutanHs. Y DFS MoxnuBi He OuibIe 32 anbTepHATUB Y KOXKHIM TOUIN MEPEeXo-
1y, @ OCh YHACJIO TOYOK MEepexo1y HeoOMEKEHe.

Tomu Husbkoro piBHA. Takumu € BCl TOMU, PO3TallIOBaHI HE Ha cepBepax
Windows NT. L{i Tomu moxyTh Oyt cTBOpeHi B cTpykrypi DFS, ane ne mo-
KYTh CIIY>KUTU Toukamu nepexony abo xocramu DFS. Jlo Takux cucrem BijHO-
catecss Windows NT Workstation, Windows XP Professional, a Takox Bci me-
peXKEBl PECYPCH THIIUX BUPOOHUKIB, 10 SIKUX € TOCTYTI.

3.3.3 Podora 3 DFS

AnMiHICTpyBaHHA. YTuiiTa s aaMidicTpyBanus DFS no3Bonsie cripoc-
TUTHU YIIPABIIIHHSA, a TAKOX 3MiHYy KoH]irypaiii cepepa. [Ipu nepuiomy 3amycky
i€l yTUIiTH Oyae 3ampornoHOBaHO BUOpATH HasiBHUM KOPiHb 200 CTBOPHUTH HO-
BU (KOPEHEM MOKE CIIYKUTHU OyAb-sIKHUU CHUIBHO BUKOPUCTOBYBAaHUMN Mepexke-
BUl pecypc cepepa). [licas 1poro, BUKOPUCTOBYIOUM KOMaHAM MEHIO, MOXHa
CTBOPIOBATH SIK HOB1 €IEMEHTH TOMIB, TaK 1 albTEPHATUBHI TOMHU.

Pob6ora kiHIeBUX KOpUCTyBauiB. SIKIIO Ha KIIEHTCHKIA CTOPOHI BCTAHOB-
nena miarpumka DFS, To moctym nmo O6ynb-sxoro pecypcy DFS 3mificHIOEThCS
TOYHO TaK, SIK 1 10 Oyb-sIKOTO 3BUYAHOTO MEPEXKEBOTO pecypcy. SKIo BUKO-
puctoByetbest Explorer Windows NT a6o Windows 9x, To noriune aepeso DFS
B HBOMY BiJJOOpa)kaeThCs y BUTIISIIL JIePEBa KaTaJoriB.

Bracnigok toro, mo npoctip iMen DFS € noriuaum, aaMinicTpaTop MOxe
MPU3HAYaTH pecypcaM 3MICTOBHI IMEHa, [0 TaKOX MOJIETIIye MONIyK NOTPiOHOT
iHpopmarii. OOMEXEeHHS MOBXKMWHU CTaHAApTHE IS 32-po3psAIHUX Bepciid
Windows: 1oBxkuHa IITAXY HE MOXKE MepeBUIyBaTi 260 CUMBOJIIB.

Bike HaronouryBanocs, 0 MOKJIUBICT CTBOPEHHS albTEPHATUB M1ABHUILYE
JOCTYIHICTh JJAHUX 1 103BOJIsI€ OaaHCyBaTH HaBaHTaXEHHs cepBepiB. OCKUIBKU
naHa (yHKIis aOCOJIOTHO Mpo30pa JUIsl KOPUCTyBaya, TO HIYOTO OKpiM J0JaT-
KOBHX TlepeBar BoHa WoMmy He nacTh. Hampukman, npu ogHOYacHOMY JTOCTYIII
BEJIMKOI TPy KOPUCTYBAiB JI0 SIKOTOCh PECypCy, PO3TAIIOBAHOTO Ha JEKEINb-
KOX aJIbTEPHATUBHUX CepBepax, WICHU IpyNnu Oy IyTh aBTOMAaTUYHO PO3IMOALIEH]
MDK IIUMH CepBepaMu NPUOIM3HO MOPIBHY, IO 3MEHIIUTh HABAaHTA)KCHHS Ha
KOXKHH 3 CepBepiB 1 MABUILUTH IPOAYKTUBHICTb.

AJbTepHATUBHI peCcypcH 103BOJISIIOTH 3p0OUTH OHOBJIEHHS iH(opMmarii ab-
COJIFOTHO HETOMITHUM JJIi KOpUCTyBayda. AJMIHICTpATOp MOXKE PO3MIIIYBATH
HOBI JIaH1 HE Ha TOMY CEpBepl, 0 SKOTO 3apa3 3BEPTAIOThCS KIIEHTH, & HA 1H-
IOMY, SIKUM THMYaCOBO HEAOCTYIHUM /i HUX. [lichs 3aBepiieHHs OHOBIEHHS 1
MEepPEBIPKU MPABUIBHOCTI JTOCUTh NMEPEBU3HAYUTH BIJMOBIIHE MOCUJIAHHS y KO-
peni DFS, mo6 kopuctyBaui oTpuMainu JOCTYII 10 OHOBICHUX JaHuX. [Ipu 1po-
My KJIIEHTaM He MOTPIOHO HIYOTO MEPEHANAIITOBYBATH.
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Oco0a1BO 1€ aKTyalbHO AJII KOPHCTyBadiB [HTepHETY abo IHTpamepex.
Koxen migpo3nis B opraHizamii MOKe€ MaTH Ha CBOEMY CEpBEPi OKpeMHH pe-
cypc, mo mictuth iHpopmaniro B HTML-dopmarti. AnminictpaTtop, 06’ €gHy0un
Takl po3pi3HeHi pecypcu B aepeBo DFS, nagae xopuctyBauaM iHTpaMepexi mi-
MPUEMCTBA JOCTYT 10 €JMHOTO MIPOCTOPY IMEH.

3.4 daijisioBa cucTeMa i3 IIUPPYBAHHAM

OpuH 13 CTaHAAPTHUX 3aMOODKHUX 3aC00IB B MEPCOHANBHUX KOMIT FOTEPAX —
MOJKJIUBICTh 3aBaHTa)XKEHHA 3 THYYKOrO JucKa. BoHa yacto Bupyuae mpu 300X
Ha JKOPCTKOMY JHCKY a00 MOIIKOMKEHHI 3aBaHTa)XKyBaJbHOTO CEKTOPAa, OCKLIb-
KM JTO3BOJISE 3IACHUTH TOCTYT /10 JaHuX. Ha xainb, 115 )k MOXKIIMBICTD JO3BOJISE
3aBaHTAXXUTH Ha KOMIT'IOTEP OIEpaliiHy CUCTeMy, BIIMIHHY BiJ Ti€i, sKa Ha
HbOMY BcTaHOBjeHA. [ToTenItiitHo Oyap-sika ocoba, 1o Mae Pi3UUHUI TOCTYII 0
KOMIT'I0T€pa, 3MOKe OOIUTH cUCTeMY OOMEXEHHS OCTymy (aiioBOi CHCTEMHU
Windows NT, BukopuctoBytoun yTuiaitd uutaHHs NTFS. Takum unnHom
npo0semMa 3aXUCTy BiJl HECAHKI[IOHOBAHOTO IOCTYMY 3aJIMIIAETHCS aKTyaIbHOIO.

3.4.1 Apxirekrypa EFS

[Tepur HI>XK TOBOPUTH PO BUKOpHUCTaHHSA (aitioBoi cucTeMu 3 MHdpyBaH-
HSIM, HEOOX1THO O3HAMOMHTHCS 3 TEOPETUYHHMH OCHOBAMH: PEaTi3alli€lo Mpo-
1eciB mu@pyBaHHs, AemnppyBaHHs 1 BIAHOBIEHHS (aiimiB.

Kpuntorpadis. ¥ EFS mmdpyBanns ta aemuppyBaHHa JaHUX 3aCHOBaHi
Ha cxeMi i3 3aranpHUMU Kirodamu (public keys). ani y daitm mmdpyroThes 3a
JIOTIOMOTO0 TIIBUIKOTO CHUMETPUYHOTO alNTOPUTMY 3 BUKOPHUCTAHHSM KITIOUa
mmdpysanns ¢daiinis FEK (File encryption key). FEK — kitou neBHOi TOBXUHH,
[0 BCTAHOBIIIOETHCS a00 aNTOPUTMOM IUQpyBaHHsA, a00 3aKOHOM, IO BUMAJ-
KOBO T'€HEpYETHCS (B TOMY BHUIIAJKY, KOJHM aJrOPUTMOM MIATPUMYIOTHCS KIIOYi
PI3HOI TOBXKUHU).

Cnucoxk 3amudppoBanux FEK cTBOproeThCs 3 BUKOPHUCTAHHAM 3arajibHOTO
KJTto4ua MU pyBaHHs KIIOUYIB OJJHOTO ab0 AEKITbKOX KopucTyBadiB. s mmdpy-
BanHs FEK BUKOPHUCTOBY€ThCA BIIKPUTA YaCTHWHA TapH KIIIOYiB KOPHUCTYBaya.
Cmucok 3amudposannx FEK 36epiraetbest pazom 13 3amudpoBanum (aiisiom B
cnerianpHOMy aTpubyTi EFS, moni memmdpanii nanmx DDF (Data Decription
Field). Inpopmanis npo mubpyBanHs ¢ainy TiCHO MOB’s3aHa 13 camuM (paii-
JoM. 3aKpHUTa YaCcTHHA Mapy KIIOUYiB KOPUCTYBaya CIyXHUTh JJs Aemudparii i
30epiraeTbesi y HaAIWHOMY MICIIl, HAMTPUKIIA B cMapT-KapTax (smart cards) a6o
IHIINX 3aXMILIEHUX TPUCTPOSIX 30epIiraHHs.

FEK Takox mmdpyeThcs 13 BAKOPUCTAHHSAM OJTHOTO ab0 JEKUTBKOX BITKPH-
TUX KJTIOYIB BITHOBJIEHHS KJtouiB (recovery key keys). Jlnst 1boro 3acTOCOBY€ThCS
BIJIKpUTA YaCTHUHA MapH KJIIOYiB, aHAIOTTYHO YXKe ONnucaHoMy MexaHi3Mmy. Crucok
sammndpoBannx FEK 30epiraeTscsi pazoMm 13 (aiijioM B cremiaibHOMY aTpuOyTi
EFS, nomi BigHoBnennss nanux DRF (Data Recovery Field). [dna mudpyBanus
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FEK, mo 36epiratotbcst B DRF, moTpiOHiI TiNbKH BIAKPUTI YaCTHHU Map KIIOYIB
BigHOBNEHHs. [ HOpManbHOI poboTu daiinoBoi cucremu EFS BiakpuTi Kirodi
BIZJTHOBJIEHHSI MOBUHHI OyTH MOCTIHHO nocTynHi. Oneparlist BIAHOBIECHHS — SBUIIIE
JIOCUTh PIIKICHE 1 ToTpeda B Hi BUHUKAE TUTBKU y pa3l 3BUIBHEHHS CHIB pOOIT-
HUKa, BTpaTu Kitoya 1 T.7. OTxKe, areHTH BIIHOBJIEHHS (recovery agent) MOXYThb
30epiraT 3aKpUTi YaCTWHU KIIIOUIB y O€3MeUHOMY Miclll (IHTENEeKTyallbHI KapTH).

3BUYAlHUI TEKCT, BBEIEHUN KOPHUCTYBaueM, MU(PPYETHCS 3a TOMOMOIOIO
kmroua FEK, skuif BunagkoBo 3reHepoBanuil. Lleit kiarou 30epiraeTbes pazoM i3
daiinoMm y ABOX Mmoisx: y moni aemudpanii JaHuxX BiH 30epiraerbes 3amudpo-
BaHUM BIJKPUTHM KJIIOUE€M KOPUCTyBaua, a y MOJII BIHOBJICHHS JaHUX — BIJ-
KPUTHUM KJTIOYEM areHTa BiTHOBJICHHS.

[Tpu nemmdpyBaHH1 3aKPUTUM KITIOYEM KOPUCTYBaya ACIIUPPYETHCS KIHOY
mudpysanns ¢aiiny FEK 3 Binnosignoro mons aemudpysanns ganux. FEK ne-
mudpye AaHi, SKi IPOYUTaHO, M00I04YHO. [Ipy MOBUIBHOMY JOCTYIIL 10 BEIHKO-
ro ¢ainy aemundpyroThes TIIBKA OKpeMi OJI0KH, a He BeCh (paiil.

Taxa mpocrta cxema 3a0e3nedye HaIIHHICTh TEXHOJOTII MU(pPyBaHHS 1 BH-
KOpPUCTAaHHSI OJHOTO (aiiny JAeKUIbKoMa KOPUCTYBadaMu, a TaAKOX MOXKIUBICTh
3aJIII0BATH JIEKIIbKa arcHTIB BIJTHOBJIICHHS. B ToM ke wac, 1 cxema a0COJIFOTHO
«HE TPUB’sI3aHa» 10 SKOro-HEeOy b aITOPUTMY 1 J1I03BOJISE€ 3aCTOCOBYBATH OY/Ib-
AKUH 1, 0 AY’K€ BaXKJIUBO, OUIBII JOBEPIICHHUHN aJrOPUTM, SIKUI MOXE 3’ IBUTh-
csl y MallOyTHBOMY.

3.4.2 Pob6ora 3 EFS

Po6ota B rpadiunomy iatepdeiici. s goctymy mo yukiiit EFS i3 Explorer
Tpeba BUAUMTH (aiin(y) abo KaTajor i HATUCHYTH HAa HHUX TPaBOIO KHOIKOIO
MHUIII, a TIOTIM BUOpaTH y KOHTEKCTHOMY MeHI0 koMmaHay Encrypt. Kopucrysauy
nocTynHi Al komanau Encrypt (TTI1CTICTTTTIN) i Decrypt (T1CTICTTTTIN).

Mudpysanns. Ls oneparis 1o3Bossie 3amudpyBaTu BugiieHnid aiin. k-
1[0 BUJIJIEHUN KaTajor, TO KOPUCTyBauyy HAJAEThCS MOXKJIMBICTb BUOpaTH, YU
Tpeba pa3oM 3 KaTajaoroM mudpyBaT yci ¢paiiau 1 mijIKaTaIoru B HhOMY.

Hemudpysanns. s oneparttis 38opoTHa mUppyBaHHIO 1 JO3BOJISE AU (-
pyBatu BunuieHuit Qaitn. JlomatkoBo 10 JemudpyBaHHs KaTaIoTy MOXKHA Je-
mudpyBatu Qailiiy, ki 3HaX0AThCS Y HbOMY.

Kondirypamis. KopuctyBaui MaroTh MOKJIMBICTb ONEPYBATH BIAKPUTHUMHU
KJIF0OUYaMH, IKi BUKOPUCTOBYIOTH Juisl mm@pyBanHs ¢ainiB EFS: cTBoproBaty,
eKCIOPTYBATH, IMIIOPTYBATH, a TaKOXK ympaBisaTh HUMU. s dyHkiis — nns no-
CBIJTYEHUX KOPUCTYBAUIB, K1 XOUYTh YIPABISITH CBOIMH KITIOYaMHU.

[Mudpysanns daiinis. Bee, mo notpidHo, m006 3amudpysaru daitn, — Bu-
JUIATH WOTO 1 BUOpaTH B KOHTEKCTHOMY MEHIO kKoMaHiy Encrypt 3 miei muTi
¢aiin 30epiraTuMeTbca Ha ANCKY B 3ammndpoBanomy Burisani. [1ix yac 3BepHeH-
Hs 10 (ailmy 11 3anucyBaHHsA a00 YUTaHHS y MPO30puil crocid Oyne BUKOHY-
Batucs mupyBanna abo nemmdpysanus. 1106 Bu3HauuTH, UM 3amu@poBaHuit
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¢aiin, KOprCTyBady JOCHUTH MMOJAUBHUTHUCS, KA KOMaH/1a TPOMOHYETHCS] B KOHTEK-
CTHOMY MeHIO (ko Encrypt to gaiin He 3ammdponanuii).

Ockinpku mupyBaHHA NMPO30pe, 3 MOTJSIAY KOPHCTyBada, TO BiH MOXeE
MIPOJIOBXKYBATH MpaIIoBaTh 3 (aiyloM TOYHO TaK, SK 1€ poOMB 1 paHilIe: Ha-
MIPUKJIaJ, BUKOPUCTOBYBATH Uil poOoTH 3 AokymeHToM Microsoft Word, a mis
pob6otu 13 3BUuaiHuM TekcToBUM (aitnom — Notepad. ITpu cripobi noctymy 10
npOro (Qailyly 1HIIOro KOpucTyBaya Oyae BUIAHE MOBIIOMJIEHHS MPO MOMUIIKY
JOCTYMY, OCKUIBKU BiZCYTHIN BIAMOBIAHUHN KITFOY.

AIMiHICTpaTOpU HE MOBHHHI mMpyBaTH (Pailii CUCTEMHOTO KaTayory.
Ile moB’s3aH0 3 TUM, 110 1 (ailii NOTPIOHI Y MOMEHT 3aBAHTAaKEHHSA CUCTEMH,
KOJIM KJTIoul MHU(pyBaHHA Iie HenocTynHi. [{ns 3anobiranHs TakuMm cripoOam
Windows NT Explorer mnepemkomxae mudppyBaHHio ¢aiiniB 3 aTpudyTom
System. ¥V maiiOyTHix Bepcisx Windows NT Oyze 1o/1aHa MOKIUBICTD 3aXHIIIE-
HOTO 3aBaHTaKEHHS, 1110 103BOJIsiE U PYBAaTH CUCTEMHI (paitu.

Y EFS € MOXIIHBICTD IMIOPTY (€KCIOPTY) 3amuppoBaHuX (ailiiB Mixk CH-
cremamu. L1 ¢pyHKIii 1ogaHi B KOMaHIy COPYi TOCTYIHI 13 KOMaHHOTO PSJIKa.

Jlia excropTy KOpHCTyBad MOBUHEH BKa3aTH 3amudpoBaHuil dhaii gk mo-
YaTKOBUH, a (pails1, AKMI pO3TaIlIOBaHO y He3aM(pOBaHOMY KaTano3l — sIK MpH-
fimaneamii. ExcriopToBanuit daiin 6yne sk i paHinre 3ammdposanuii. Moro Mo-
’KHA KOMiIOBaTH Ha OyIp-sKy 1HIIY (aitnoBy cuctemy, Bkiatouatoun FAT, a Ta-
KO Ha MarHiTHI CTPIYKW IMPUCTPOIB PE3EPBHOTO KOMIIOBAHHS; a00 «IPUKPINU-
TH» 0 €JIEKTPOHHOIO JINCTA, MOIIOHO 10 3BUYAHOTO (haiiiy.

[To6 ¢aiin OyB AOCTYNHUN Il BUKOPUCTAHHS HA MPUMMaNIbHIN CTOpPOHI,
#oro HeoOX1IHO IMITOPTYBATH. J{JIs IOTO KOPHUCTYBad BKA3ye K MPUMUMaTbHUN
daiin To#, sskuif po3ramosano Ha po3ain NTFS.

[Tpu 3BUH4aitHOMY KOTiIOBaHHI 3amudpoBaHoro ¢aiiny B KaTajor, KU mo-
MIYEHHH K HemudpoBaHui, aitn Oyae po3mudpoBanuii 1 30epexeHnil y Bia-
KpuToMy BHUJIsiAL. Lle moB’si3aH0 3 THM, 0 onepauii mudpyBaHHs 1 Aemudpy-
BaHHS MPO30p1 sl KomiroBaHHS. Taky BIacTUBICT MOXKHa BUKOPHUCTOBYBAaTH
NP KOMIIOBaHH1 (ailiIiB ISl MIMPOKOTO PO3MOBCIOKECHHS.

[udpysanns karanoris. [lo3HaunT Karanor sk mudpoBaHUNA MOXKHA 3a
nornoMororo komanan Encryptkonrekctaoro mertro Windows NT Explorer. I1pu
IbOMY 3a 3aMOBYYBaHHSM BCl (aiijIi B TAKOMY Katanosi OyayTh 3amudpoBaHi,
a BC1 MiAKaTajI0ru — MOMI4€H1 TakoX sK mu@posani. Crnucok (ailniB B KaTanosi
He WHUdPY€EThCs, TOMY 32 HAsIBHOCTI BIAMOBIAHUX MpaB AOCTYMY, HOro MOHa
TIEPETIIIHYTH, SIK 1 paHiIe.

[To3navaroun KaTauor K MHUQPPOBaHUN KOPUCTYBAU MOXE BKa3aTH, BiIHO-
CUTBCS 1151 KOMaH/Aa TUTBKH 10 BUOPAHOTO KAaTaJory YM JI0 YCIX BKIaJCHUX (ail-
JiB 1 migkatanoriB. Takui MOpsIOK MOJETye KOpUcTyBadaM TypOOTy TMpo 3a-
XHUCT CBOIX JOKYMEHTIB. JIOCUTh MPOCTO CKOTiOBaTH (haiii B MU POBAHUHN Ka-
Tanor abo CTBOPUTHU TaM HOBUH (hailn, sskuil Oyne HeraiHo 3amu@poBaHuil.

JemmdpyBanns ¢aiinis 1 karajoriB. 3a3Bu4ail KOpUCTyBadyaM He MOTPiIOHO
nemmdpyBatu (aitnm abo KaTalorn — ajke, sIK BXK€ HAroJoIlyBajocs, 1Isl ome-
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pariis mpo3opa siK A KOpUCTyBaua, Tak 1 uig gogatkis. [Ipore sKmio kopucty-
Bay xoue HajgaTu (aitn abo Katajaor y CriibHe BUKOPUCTAHHS JEKIIBKOM KOJe-
ram, TO AOBEIEThCSI BUKOHATHU ACIIU(PpPyBaHHS.

JemmdppyBaHHs BUKOHYETHCS aHATIOTIYHO MIM(PYBAHHIO — KOMAHJI0I0 KOH-
tekctHOTO MeHI0O Windows NT Explorer. [Ipu 3actocyBanni komanau Decrypt
710 KaTajory, KOpHCTyBad MOXE BKa3aTH, YW BIAHOCHUTHCS BOHA JIO BKIIAJIEHUX
[1AKaTaJIOT1B.

3.5 KBoTyBaHHS JUCKOBOI'O NPOCTOPY

[Tounnaroum i3 Windows 2000 3’sBuitacsi MOXKJIHMBICTh KBOTyBaHHS (0OMe-
KEHHSI) TMCKOBOTO MPOCTOPY, TKUH HATAETHCSI KOPUCTYBAUaM.

KBoTyBaHHS BUKOHYETHCS TS KOXKHOTO KOPUCTYBada 1 KOKHOTO JIUCKOBO-
ro Tomy. [Ipunyctumo, 1m0 KOpucTyBadi MaloTh JOCTYM 10 pecypcy \Server\Public.
JIisi KopuCTyBayiB LILOTO PECYpPCY BCTAaHOBJIEHO OoOMexxkeHHs B 50 MoOaiitis.
Sxmo KopucTyBau BHYEpIiae CBill JIMIT B TNEPCOHAIBLHOMY KaTajosi
\Server\Public\Sergey 1 cipoOye cTBopuTH (200 cKomitoBaTH) (aiiil B MepCcoHANbHUI
KaTaJor 1HIIOTO KOPUCTyBayda, TO CUCTEMA 3aBaJAUTh IbOMY.

J1o BUKOPHUCTAHOTO IUCKOBOTO MPOCTOPY 3apaxOBYIOTh TUIbKHU (haldiTu, sTKU-
MU KOPUCTYBaY BOJIOJIE.

Peakiisi Ha mepeBUIIIEHHS] KOPUCTYBaue€M BCTAHOBJIEHOI KBOTH 3aJI€KUThH BIJ
KOH(pirypauii cucremu. Y OyIb-IKOMY BHIAQJKy B CUCTEMHHUH >KypHan Oyne BHe-
CeHUH BIAMOBITHUIA 3amucC. 3aMUCH BEAYThCA y XPOHOJIOTIYHOMY MOPSIKY, MPOTE
3a 3aMOBUYBaHHSM B JKypHaJll HE (PIKCYETHCS, SIKI KOPUCTYBayl 3apa3 MepeBUILIIN
MeXy. SIKIIO aJMIHICTpaTOp 3a/iaB BIMOBIAHUM MapameTp, To Oyab-ska crpoda
KOPHUCTyBaya 3alucaty Mo-HeOyab MICHs MEePEBUIICHHS TIMITY 3aKIHUUTHCS TTOBI-
JIOMJICHHSIM TIPO BIIMOBY B JJOCTYTII BHACTIOK B1JICYTHOCTI BUILHOTO TIPOCTOPY.

KBoTyBaHHs nucka 103BOJIAE€THCA, SAKIIO:

— posain Biadopmartoano nia NTFS Bepcii 5.0;
— € BIJNOBIIHI aAMIHICTPATUBHI IOBHOBA)KCHHS.

JlJig BUKJIMKY TpOTrpaMy KBOTYBaHHS TpeOa HATHCHYTH TPABOIO KHOIKOIO
MUl 300paKeHHs AHUCKa 1 B KOHTEKCTHOMY MEHIO BUOpaTy KomaHay [ rlperties.
[Motim crix BuOparm B mianoroBomy BikHi Disk Propertieskmaaky Quota.Komm
dopmar mucka ne NTFS, Taka Bkiaaka He Oyne BimoOpaxkaTuch. Skumio ¢gopmar
mucka NTFS 4.0 abo Hemae anmiHICTpaTUBHUX TOBHOBA)KEHB, HA €KpaHi 3’ IBUTHCS
BIITOBITHE TTOBITOMJIEHHS.

Jns aktuBarii yHKIIT KBOTYBaHHS BUKOPUCTOBYEThCS Tpanopels Enable
guota managemenfikmio aaminicTpatop 0a)kae BITMBATH HA KOPUCTYBAUIB HE
TITBKK MOpPAJIbHO, CJTiJi BCTAHOBUTH Tipamnopelts Deny disk space to users exce-
eding quota limit- Toni kopucTyBadam OyJie BIAMOBIIEHO y JOCTYIII MPH Tepe-
BUIIEHH]1 BUJIIJIEHOT KBOTH.

[Ipu nmepeBuIllEeHHI KOPUCTYBaue€M BCTAHOBJIEHOTO MOPOTY MOMEpPeKEHHS
(Set warning level toginOyBaeThcs 3anuc NONEPEHKEHHS B )KyPHAJL.
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Sk yxe 3ragyBanocs, i3 CHCTEMHOTO XypHaly HE MOKHA JII3HATHUCS, CKiJTb-
KU KOPUCTYBadiB NIEPEBUIIMIIA BCTAHOBIICH] JJI1 HUX TIOPOTHA a00 HAOIHM3UIHICS
no mopory. lle Moxna 3’scyBaTH, sKmo B mianoroBomy BikHi Disk Properties
KIarHyTH KHonky Quota EntriesYci o6mikoBi 3amucH, IS SKUX MEePEBUIICHUH
MOPIT MOTMEPeHKEHHS, Oy IyTh BIIMIYEH] BIIITOBITHUM 3HAUYKOM.

Jns moaudikaliii BCTAHOBIIGHUX KBOT Tpeba NBivl KJIAIHYTH Ha BiAMOBII-
HIl KBOTI, a JJIg JOJIaHHS HOBUX OOMeXeHb — BUOpaTu B MeHI0 QuotakomaHy
Add New Quota3’sButbes aiamorose BikHo Quota Settingsy npomy BikHI yKa-
3y€TbCS 1M’s1 OOJIIKOBOTO 3aIKCYy, JJIsl SIKOTO BBOJMTHCS KBOTYBAHHS, a TaKOXK
MOPOTH MONEPEHKEHHS 1 BAKOPUCTAHHSI.

3.5.1 IIpaBa Ha xocryn a0 ¢paiiiaiB i katanoris. [IOHATTS BJIaCHHKA

[TpaBa Ha mocTym 10 ¢aitimiB 1 KaTaJoTiB BU3HAYAIOTh, Y1 MOXKE KOPHUCTY-
Bay 3A1MCHIOBAaTH IO HUX OOCTYH i, SIKIIO MOXe, — TOo K came. Kopuctysadu,
kUil cTBOpHUB (haiin abo Kartanor, € Horo BiIacHUKOM. Bomoninus ¢aiiiom abo
KaTaJoroM J03BOJIsI€E KOPUCTYBauy 3MIHIOBATH MpaBa Ha JOCTYI A0 HHOTO. AJ-
MIHICTPATOp MOK€ BCTYNWUTH y BOJOMIHHS (pailiiomM abo karamorom 0Oe3 3roau
BJIACHHKA, ajie He MOXe MepelaT! WOoTo Ha3aa y BOJIOAIHHS KOJHUITHROMY BIac-
Huky. [1{o6 nepenatu BononiHHS (ailioM, afMiHICTpaTOp MOBUHEH PEECTPYBa-
TUCS M1 1M’ SIM 1HIIOTO KOPUCTYBaya 1 y3siTH (aid y BOJOIIHHSL.

[IpaBa Ha goctyn 10 (ailiiB 1 KaTrajaoriB KyMyJISATHBHI. BUHSTOK CTaHOBUTH
No Access (HeMae J0OCTyITy), IO Ma€ mepeBary Haja iHmmMu. [lpumyctumo, ko-
puctyBau Cepriit mae goctyn 10 ¢aiimy FILE] Tinbku Ha untanas. OnHOYaCHO BiH
BXOAWTH JI0 Tpymu «Buknamadi», mo Bojoxie mpaBom (1111 (Change)daiimy
FILE1. Takum unnom, Cepriii Ma€ MOXKITUBICTD SIK YATAHHS, TaK 1 3MIHEHHS (ailiry
FILE1. A ocb six6m Cepriit Bxonus J10 Tpynu «CTyIeHTHY, JUIS SIKOi BCTAHOBJICHA
3a0opoHa nocTymy A0 (aiiny, BiH TeX He MaB OW JOCTYITy J0 Ihoro Qaitmy. Sk
BUIUIMBAE 13 HABEACHOTO MPUKJIALy, IpaBa KyMYJSTHBHI, 110 HE 3aBXKIU 3PY4HO.
[Tpumyctumo, mo Cepriid, kUil BXOAUTH A0 Ipynu «Bukmagayi», He MOBUHEH
BOJIO/IITH MOKIMBICTIO 3MiHIOBaTH (paiin FILE1. Tineku npu3HAYMBIIN KOHKPETHY
3a00pOHY MOKHA MO30aBUTH MOTO Takoi MOXKJIUBOCTI, 3aJIMIIIMBIIHI, B TOM K€ 4ac,
npasa [[[[11/(change)uis ycix iHIMX KOPUCTYBadiB rpynu «Bukmamadiy.

Hapnanus npaB Ha goctyn 1o (aiinis 1 KaTajaoriB — ocHOBa 3axucty B Windows
NT. HocTtym A0 BCIiX AialOrOBHX BIKOH, SIK1 YIPABJIAIOTH MPaBaMH JIOCTYITY, MOXKE
3NIACHIOBATHCS O€3MOCEPEIHRO 13 BIKOH, SIKI BIAMOBIAAIOTH TeKaM, abo 13 Windows
NT Explorer. s 1150ro He0OX1HO HATUCHYTH IPABOIO KHOMKOI MHIIL 1M’S
noTpiOHOTrO daiiry abo TekH i B KOHTEKCTHOMY MeHIo Bubpatu Propertiesa norim y
niatoroBoMy BikHi File Propertieso 3’sBiseTbes, — BRIAAKy Security

3.5.2 Hapanus i 3a00poHna gocrymy 1o ¢aiiiis

106 Bu3HaunTH goctyn 1o dainy Ha po3aini NTFS, neobxiano Bubpatu y
niamoroBomy BikHI File Propertiesexiagky Security. Ha ekpani 3’sBUTBCS
noroBe BikHO i3 enmemenTamu Name PermissionsAllow, Denyi Inherit permis-
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sions from parenflakox KOCTymHHIA Psii KHOMOK JJIsi AOAAHHS a00 BUKITIOYCH-
HSl KOPUCTYBAYiB 13 COUCKY OCTYIy 1 MoAu]iKaIii JOCTyy.

VY cnucky Name 3HaxomsTbesl iMEHa JIOKaJbHUX TPYI 1 KOPUCTYBAdiB, IS
AKMX BKa3aHl IpaBa JAOCTYIy 0 BuOpaHoro ¢aimy. IMeHa KopHcTyBauiB MOKa3y-
10ThCs y popmarti [ 1T | | [l AoaHHA HOBUX KOPHUCTYBayiB abo
rpyn Tpeba HaTHCHYTH KHOMKY Add 1 BUOpaTH y CIHCKY, IO 3’ IBUBCSI, HEOOXITHE.

VY posaini PermissionsvokHa BUOpaTH Haii3arajbHilli THIH JOCTYIY 0
daiiniB 1 MoB’sA3aH1 13 HUMHM A1 Haa ¢ainamu (Tabmuns 3.3). OkpeMo yKa3yloTh-
cs sik mo3Bosn (Allow), Tak i 3aboponu (Deny). 3a 3aMoBUYyBaHHSIM THIT AOCTYITY
1o (ailny ycnaakoBy€eTbCs BiJ] KaTajory, B IKOMY pO3TallOBY€eTbCs (aiii. ko
CHaJIKOEMCTBO 13 SIKMX-HEOYy/lb IPUYUH HE MIIXOAUTH, CIiJl MpUOpaTH mparo-
pers Inherit permissions from parent

Tabmuns 3.3 — Tunm noctymy i1 onepairii Han daiimamMu

. Full Read & .
Hin Control Change Execute Read | Write

[Toxa3yBaTu naHi (aiiiny + + + +
[TokaszyBatu atpubytu dairy + + +
Bukonysaru Qaiin + + +
[TokazyBatu BilacHuka ¢aitiny Ta + + + +
TUTIU TOCTYITY
3MiHIOBaTH aTpuoOyTH Qailry + + +
3MIHIOBATH Ta JOJABaTH JaHl + + +
Bunanaru daitn + +
3MiHIOBAaTH BIacHUKa (ailmy Ta +
paBa JOCTYITy

Axmo noTpiOHa AeTanbHille HAJATYBaHHS AOCTyny 10 (ailty, To ciin
HaTucHYTH KHONKY Advanced 3’sButbes mianorose BikHO Access Control Set-
tings i3 crimckoM koHTpOsro foctymy (ACL) BuGpanoro daiiny. KoxeHn psmok
cucky Mictuth tun goctymy (Allow/Deny), iM'st kopucTyBava, Ui SIKOTO BH-
3HAYEHO IIe¥ JT03B1J1, 1 Ha3BY A03BOIYy. KpiM Bike 3raqyBaHuX BWINE Hai3arajib-
uimux go3soniB (Full Control Modify, Read& Execute Read Write) moxna
BCTAHOBUTH 1 crieniayibHuil qoctyn (Specia). s peaaryBanHs psjaka ciiij abo
IBIYi KJIAIHYTH HA HbOMY, a00 ckopucTraTHcs kHonkoro View/Edit

3.5.3 HaganHsi npaB Ha JOCTYI /10 KATAJIOTIB

Jlist 3MiHM T03BOJIIB IOCTYIY Tpeba BUIAUTUTH KaTajor (abo JeKilbka KaTa-
JIOTiB), HATUCHYTH TPaBYy KHOTIKY MHIII 1 Y KOHTEKCTHOMY MEHIO, 110 3’ IBUJIOCH,
BHOpaTn kKoMaHy Propertiesa motim BUOpaTH y iaoroBOMY BiKHI, 1110 3’ SIBU-
nocs, Directory Propertiesknaaky Security Lle miagoroBe BiKHO CXOXe i3 Bik-
HoMm File Propertiesonucanum paninie i npuzHaueHuM it daiimiB. Bigmin-
HICTh — Y CIIMCKY J03BOJIIB, NpU3HaueHUX (200 3a00pOHEHHUX) A Katajory. Sk
1 7utst hailIIiB TYT HaBEJCHUN CIIMCOK TITLKU HaW3aralbHIMINX BUIIB TOCTYIY.
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Tabmmns 3.4 — Tunum goctyny i onepaiiii Ha KaTaJIoraMmu

S
L »n [<5) -5} e
~
gl g |BE[®E| |- T
. = & S Vv T S |=w
Hist =l o w8 O R | P =
B |2 g O x| = |
L2 S| KER|Q @)
-
[Toka3yBaTu iMeHa KaTaJIOTiB + + + + +
IToka3yBaTu aTprOyTH KaTaJoTiB + + + + +
[lepexoauTH B MiJIKaTAJIOTH + + + +
3MiHIOBAaTH aTpUOYTH KAaTAJIOTy + + +
CTBOpPIOBATH MiJIKATAJIOTH TA JIOIABATH (haiiim + + +
[Toka3zyBaTu BIacHMKA KaTaJIOTy Ta MpaBa JAOCTYIY + + + + +
Bunansatu katajior + +
Bupansatu Oyne-skuil ¢aidn abo migkaraior +
3MIHIOBATH BJIACHUKA KaTaJIOry +
3MIHIOBaTH NpaBa JOCTYMY J0 KAaTaJory +
Ta6mung 3.5 — [paBa noctyny 1o katanoriB Ta 1ii Haja paiaamu
R
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[TokxasyBaTu jnaHi daiiny + + + +
[ToxazyBaru atpulyTH daitry + + + +
Bukonysartu daiin + + +
[Toxa3yBary BiacHUKa (aiiiTy Ta TUIH + + + +
JIOCTYITy
3MmiHIOBaTH aTpuOyTH (hailry + + +
3MIHIOBATH Ta JOJABaTH JaHl + + +
Bunansaru daiin + +
3MiHIOBaTH BIacHUKA (aiiily Ta mpasa +
JIOCTYITY

JIyist BCTAaHOBJICHHS TIPaB JOCTYMY, BiIMIHHUX BiJ 3arajlbHUX, MOKHa CKO-
puctarucsa pegakropom ACL tak camo, sk 1 y BUNaaky 13 ¢ainamu. s Bu-
KITUKY pelakTopa Tpeda BUKopUCTaTH KHONKY Advanced- 3’sBHUThCS JialoroBe
BikHO Access Control Settings criirickom psizikiB ACL. KoxXeH psTOK MiCTHUTh
taki moyst: Allow/Deny (tumm moctymy), iM’sl KOpUCTyBaya, JO3BiJ, a TaKOX 3a-
CTOCOBYBaHICTh. [lii 3aCTOCOBYBAHICTIO PO3YyMIEThCS TAMOMHA Jii BKa3aHOTO
psanka ACL. J103Bi71 MOXKe BITHOCUTHUCS:

— TUIbKHU J0 LBOTO KaTaJIoTy;

— JI0 IIbOT'O KAaTaJIOTy 1 BCIX BKJIAJICHUX ITIAKATAJIOTIB 1 (pailiiB;
— TIJIBKH JI0 KaTaJory 1 MiKaTaJoriB;

— TUIBKH J0 KaTalory 1 (ailjiiB B HbOMY;

— TIJBKH JIO T1IKATaJIOTIB 1 (haiIiB,;
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— TIABKYU JI0 MiKATAJIOTIB;
— TUTBKH A0 (haitiiB.
s penarysanns psnakiB ACL tpeba ckopucratucs kHonkow View/Edit
[Tics mporo Ha eKpaHi 3’ IBUThCS Jliajorore BikHo Permission Entry
VY HpOMY MOXHa BKa3aTH 1M’s1 OOJIKOBOIO 3aMuCy, AN AKOTO BUKOPUCTO-
ByBaTUMeThcs Aanuil panok ACL, rambuny mii 1, 3BU4aifHO Xk, 103Bia (a0 3a-
6opona). Ciix 3BepHyTH yBary Ha mpanopeis Apply these permissions down the
tree fkmio BiH BiAMIY€HHUH, TO BKa3aHi JO3BOJU OYIyTh 3aCTOCOBaHI HE TIJIbKH
10 00’extiB y cnucky Apply ontq ane i 10 BCiX HACTYMHUX HWKYE MO JACPEBY
00’€KTIB, 11 IKUX 1€ MOKINBO.

3.5.4 Bosioginus karajgoramu i paitiamu

3a 3aMOBUYYBaHHSIM KOPHUCTYBay, SIKHH CTBOPHUB KaTayior abo ¢aiin, € ioro
BIacHUKOM. Y paHHix Bepcisx Windows NT memoxkiuBo nepenatu (aiin y Bo-
noniHHA Oyab-KOMy iHIIOMY. MoHa OyJi0 TINBKH BCTYMHUTH Y BOJIOJIHHA — Ta-
KOO MIPHUBIIEEI0 32 3aMOBUYBaHHSIM BOJIOJILIN aIMiHICTPAaTOPH CUCTEMHU.

[Mounnaroun 3 Windows 2000 mOHSATTSI BOJIO/IIHHSA N0 3MiHEeHe. Ternep Ko-
pHUCTyBay (32 HAABHOCTI Ha T€ MpaB) MOXKE HE TUIbKH BCTYIUTH Y BOJOAIHHA (aii-
JIoM 200 KaTajaorom, ajie i epeiaTy Horo y BoJoIIHHS TpeTid 0co0i. Lliero ocoboro
MOXK€ OyTH TUTBKM KOPHUCTYBad, SIKUHA BOJIOMIE BIAMOBIIHUMHU TTOBHOBaKEHHSIMH,
Hanpukiaa, agMmiHicrparop. [ BU3HauU€HHS MOTOYHOIO BlIAcHUKA (aiimy 1 (a0o)
nepenavi BOJIOAIHHS Tpeba BHKIMKATH ianoroBe BikHo Folder Properties
BUOpaTH BKJIAAKy Securityi natucHytH kHomky Advanced Y BikHi pemakropa
CIHCKY KOHTPOJIIO JIOCTYILy, IO 3’ABJS€ThCS, Tpeba BUOpaTH BKiIaaky Owner Y
noxi Current owner of this iteryne mokxasanuii moTouHmi BacHUK 00°€KTa, a B
crmcky Change owner te o0ikoBi 3armucH, Mo MaroTh MPABO BCTYITUTH Y BOJIO-
niaHA. J{ns Toro, mo0 BCTYHNHUTH y BOJIONIHHS, Tpeba BuOpaTtu CBiil 0OJMiKOBHIA
3aIuC y CIHCKY (3BUYANHO, SIKIIIO BiH TaM MPHUCYTHIN) 1 HATUCHYTH [ [,

KouTpoJubHi nuTanus 10 po3ainy 3

1. OcnogHi ¢aitnosi cuctemu OC Windows. Ix repeBaru Ta HeJIOJIKH.

2. TlopiBHATH OCHOBHI (halIOBI CUCTEMU 3 TOUKU 30py 3aXHUIIEHOCTI poOOTH 3
daiinamu.

3. Hamecrtu npukiaza oprasizaiii ¢ainoBoi Tadbauiii.

4.  Cknan po3nojisieHoi (haiIoBoi CHCTEMH.

5. Hagsectu npukiaau pobOTH 3 OCHOBHUMH (HalJIOBUMHU CUCTEMAMHU.

6. Hapectu ocHOBHI 0coOMMBOCTI poOOTH 3 (HaWJIOBOIO CHCTEMOIO 13
UG pyBaHHSIM.

7. OCHOBHI NPUYMHU KBOTYBAHHSI TUCKOBOI'O MPOCTOPY.

8. SIxi oCHOBHI mpaBa Ha AOCTyn A0 (aiimiB i kKaTanoriB? MOXIMBOCTI iX
3MiHH.
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Po3nia 4
IIporpamHi 3aco0u JIarHOCTYBAaHHS KOMII’ IOTEPHOI Mepexi

HesBaxkarouu Ha Te, HaCKIIBLKHM JI0Ope po3po0IieHa 1 BCTAHOBJIEHA MEpexa,
BUHUKAIOTh CUTYallli, KOJIM BOHA MepecTae MpaBuiIbHO NpaitoBatu. YactuHa po-
00TH aIMIHICTPAaTOpa MEPEXKI MOJATAE B LIOJICHHOMY KOHTPOJI1 MPOAYKTUBHOCTI
Mepexi W yCyHEHHI OyIb-sSIKMX MpoOJsieM, 0 MOXXYTh BUHUKHYTHU. s 1boro
HE0OX1THO MaTH BIJIMOBIHI 3aCO0U i 1HCTpyMeHTH. [lopyiieHHs: MOXKYTh BUHU-
KHYTH (DakTHUHO Ha OyAb-IKOMY piBHI, 1 3aCO0H, SIKI BUKOPUCTOBYIOTBCS IS
JIarHOCTUKH MPOOJIeM Ha PI3HUX PIBHSX, BIAMOBIIHO PI3HATHCA. 3HAHHS JIOC-
TYIHUX 3aC00IB € ICTOTHUM MOMEHTOM Y 60pOTHO1 3 HECTIPABHOCTSIMH.

4.1 Yruiitu onepauniiiHoi cuctemun Windows

Onmnepariiini cuctemu Windows BKJIHOYAIOTh Pi3HI 3ac00M, SIKI MOXHa 3a-
CTOCOBYBATH Il KEPYBAHHSI MEPEKEBUMH 3’ €THAHHSMU 1 BUSBIICHHS OB’ sI3a-
HUX 3 HUMH TIpoOseM. BulbIiicTh 3 WX MPOTpaMHUX THCTPYMEHTIB BKITIOYCHI B
yci OC Windows, xo4a BOHU MOXKYTh IPUHAMaTH pi3HI PopMHu.

4.1.1 NET

Komanga NET € ocHOBHIM 3ac000M ympaBiliHHS 3 KOMaHAHOTO PSAIAKA IS
MepexeBoro kiienta Windows. Lo xomaHay MoOXHAa BUKOPHUCTOBYBATH IS
BUKOHAHHS 0aratbox MEpeKeBUX (PYHKIIN, CXOXKHX 3 THUMH, IO JO3BOJSIOTH
3niiicHIoBaTd Tpadiuni yTumitH, Taki gk Windows Explorer (mpoBigHUK
Windows). Ockinbku NET — yTuiitTa KOMaHIHOTO psAJIKa, TO ICHYE MOXKIIUBICTb
BKJIFOYATH 11 B CKpUNTH peecTparlii 1 komanaHi gaitnu. Hanpuknan, NET moxxna
BUKOPHUCTOBYBATH I BXOJY 1 BUXOAY 3 MEPExKI, MIIKIIOUEHHS MEPEKEBUX pe-
CYpCIB CHIJILHOTO BUKOPUCTAHHS, 3aMTyCKYy 1 3yIMHEHHS CEPBICIB, PO3MIIIEHHS B
Mepexki CIIUTBHUX PECYPCIB.

Komannma NET peanizoBana sik ¢aitn 3 im’sim Net.exe, 1110 pO3MIIIYETHCS Y
CUCTEMHOMY KaTajlo3l y Ipolieci 1HcTandanii onepamiinoi cucremu. 11lo0 Buko-
PHUCTOBYBATH LI0 Mporpamy, Tpeda 3amyCcTuTu (aisl i3 KOMaHTJHOTO PAIKA, YKa-
3aBIIM MiAKOMaHIy, [0 MOXE MaTH JOJATKOBI mapaMmeTpu. Xoda IesKi MiaKo-
MaHu y pizHEX Bepcisx OC Windows ogHakoBi, MpOTe iICHYIOTH TiJKOMaHI!
VHIKQIBHI IS KOXHOI 3 omepariiaux cucreM. L1 migkoManau 1 ixHe npu3Ha-
YeHHS nepepaxoBaHi B Tabn. 4.1, a ¢yHKIII JESKUX KIIOYIB PO3TISAAIOTHCA B
HACTYITHUX PO3JiIax.

4.1.2 NET CONFIG
Komanna NET CONFIG BuBoauTh Ha ekpaH iH(OpMaIlito Mpo MEPEKEBOro KJIi-

€HTA, YCTAaHOBJIEHOTO Ha JaHIM CHCTEMI, TaKy SIK ITOKa3aHa HIKYE:
Computer name WCZ5
User name CRAIGZ
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Workgroup NTDOMAIN
Workstation root directory C\WINDOWS
Software version 4.00.950
Redirector version 400

The command was completed successfully.

Tabmuis 4.1 — Bapiantu komaniu NET onepaniitnux cucteM Windows

ITinkomanna NET

IIpusnayeHus

NET ACCOUNTS

Konirypye ycTaHOBKHM 1 TpaBwia TOJITHKH IS BCiX OOJIIKOBUX
3aMmmciB IEIKOT0 KOMIT 10Tepa abo JOMEHY

NET COMPUTER Jlonae Ta BUanse KOMII' OTEP 3 TOTOYHOTO JOMEHY

NET CONFIG BuBoanTs Ha expaH iH(OpMaIlito PO MEPEKEBOTO KITi€HTA

NET CONFIG Konoirypye napamerpu cepsicy Server

SERVER

NET CONFIG Koudirypye napamerpu ceppicy Workstation

WORKSTATION

NET CONTINUE [IponoBxye pobOTY cepBicy, 0 OyB 3yMUHEHHIA

NET DIAG OOMIH niarHOCTUYHHUMHM ITOBIAOMJIEHHSIMH 3 IHIIIOI0 CHCTEMOIO, 1100
NepeBIPUTH 3’ €THAHHS

NET FILE BuBoauTh Ha expaH i 3akpuBae (ailiim, sSKi CHiIBHO BUKOPUCTOBY-
IOTHCS KOPUCTYBa4YaMM MEPEXi, a TAKOXK 3HIMA€e OJIOKyBaHHS (ailniB

NET GROUP CtBOprO€ Ta BUIAISE TI100aIbHI TPYITH, a TAKOX J0A€/BUAATISIE Yy LIUX
rpynax KOpucTyBauiB

NET HELP BuBoauTth Ha eKkpaH J0BIIKY JUIA BU3HaUYeHHX MmigkoMan NET

NET HELPMSG BuBoanTh Ha ekpaH 101aTKOBY 1H(POPMALIIIO PO YOTUPU3HAYHI KOJIU
TTOMUJIKH

NET INIT 3aBaHTa)xKye JApaliBepy MPOTOKOJIB 1 MepexkeBoro ajaamnrepa 0e3
npuB’s13kK iX 10 Menemxkepa mportokoiis (Protocol Manager)

NET LOCALGROUP |CtBoproe/Busassie JOKadbHI TPyIH, a TaKOX I0JA€/BUAAISIE y IHUX
rpynax KOpucTyBayiB

NET LOGOFF 3niiicHIOE BUXiJ KOPUCTYBada 3 MEPEXi 1 3aKpUBA€E 3’€HAHHS 3 yciMa
MepeKEeBUMH PECYypCaMH CIUTBHOTO BUKOPHUCTAHHS

NET LOGON [IpoBoauTh peecTpariito KOpUcTyBada y poOouiid rpyIii YK TPy JOMEHY

NET NAME Kepye cnuckom iMeH, sKi BAKOPUCTOBYIOThCS cepBicoM Messenger
IS BIATIPABJICHHS TTOB1OMJICHD

NET PASSWORD 3MiHIOE IapoJib peecTpalii y Mepeki IOTOUHOI0 KOpUCTyBaya

NET PAUSE ITpununusie pobOTy 3a3HAa4EHOro cepBicy 0€3 BHMBaHTAXEHHs HOro 3
mam’siTi JIo TOro, sik Horo pobdora Oyne BigHOBIeHA KoMaH0t0 NET
CONTINUE

NET PRINT Kepye poboToro yepru ApyKy 1 3aBAaHHAMH JPYKY, SKi pO3MillleHi B Hiit

NET SEND Ilepemae TekcTOBE IMOBIIOMIICHHS 1HIIOMY KOPHCTYyBaudy 4d KOM-

1’ 10Tepy, BUKOPUCTOBYIOUM cepBic Messenger

NET SESSION

BuBoauTth Ha expaH iH(pOpMallilo IPo MOTOYHI aKTHBHI cecii 3 iHIIu-
MH KOPHCTYBa4aMHu MeEPExi
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[Ipogosxenns Tabaumi 4.1

ITinkomanna NET IMpusHavyeHHs

NET SHARE BuBoauTh Ha eKkpaH, CTBOPIOE Ta BUAAJSE PECYPCH, HaJaHl B CIIb-
HE BUKOPHUCTAHHS Ha TAHOMY KOMIT 10Tepi

NET START 3amyckae BKa3aHUH MEepeXeBUI cepBic

NET STATISTICS |BuBoauTh Ha ekpaH CTaTUCTHKY Juis cepBiciB Server u Workstation

NET STOP 3ynuHs€e BKa3aHU MepekeBUi cepBic

NET TIME BuBoauTh Ha ekpaH 4yac, BCTAHOBJICHWH y JaHii cuctemi, ab0 CHHX-
POHI3Yy€ Yac 3 1HIIOK CHCTEMOIO

NET USE BuBouth Ha ekpaH iH(pOPMAIIiF0 TIPO 3’€THAHHS 3 MEPEIKEBUMH PECyp-
CaMH CITITLHOTO BUKOPUCTAHHS 1 I03BOJISE KEPYBAaTH LIUMH 3’ €THAHHAMHU

NET USER CtBOpIOE, 3MIHIOE 1 BUIasIsie 0OIIKOBI 3aIIMCH KOPUCTYBayiB

NET VER BuBoauth Ha ekpaH THIT 1 HOMEp Bepcii 3aco0y mepeaapecaitii po-

60401 rpynu, SKUil BHKOPUCTOBY€ETHCS B JAHUA MOMEHT

NET VIEW BuBoANTH Ha eKpaH pecypcH, sKi JOCTYIIHI Y Mepexi

4.1.3 NET DIAG

Komannma NET DIAG iHiritoe HU3bKOPIBHEBUN J1arHOCTUYHUN TECT MIXK
nBoma komm ' totepamu B Mepexi. s miei metn NET mosxke mipaiioBat abo sk
KIIIEHT JIIarHOCTUKH, abo sk ii cepBep. [Ipu 3anycky komannu NET DIAG cuc-
TE€Ma CIOYaTKy HAMara€ThCsl BUSBUTH B MEPEXKI CEPBEP MIarHOCTHKU. SIKIIO 115
cpofa 3aKiHUYYETHCS HEBAAUCH0, CUCTEMA cama MOYMHAE BUKOHYBATH (DYHKIIIi
cepBepa. Skmo B cuctemi BcranosieHi mpotokosm [PX i NetBIOS (TCP/IP a6o
NetBEUI), cucrema 3anutye B KOpUcTyBaya, AJis sIKOrO 3 MPOTOKOJIIB BApTO BU-
KOHATH JIaTHOCTUYHUHN TECT.

Konu cucrema BusiBIsiE B Mepexki cepBep, BOHA Tepeaae Cepiio MOBIAOM-
aenb cecii NetBIOS uu SAP-nosigomiens npotokony IPX 1 BuBuae BiAmoBii,
0 HaaAXoAsTh Bia cepsepa. IIporarom tecty NetBIOS kiieHT ycTaHOBmIOE 13
cepBepoM 3’eaHanHsg TCP um cecito NetBEUI, a mortim moumHae BiampaBiasaTH
MOBIJIOMJIEHHSI CECli, 1110 MICTATh TECTOBI AaHi. Y BUMaaky Tecty IPX kmieHT ne-
penae mmupoKoMoBHI noBiiomieHHsT SAP 1 npuitmae Biaryk Bin cepsepa. Ilicis
IIOTO KJIIEHT MOXE TepefaBaTh CepBepy OJHOCTpsAMOBaHi makeTd SAP, 1o
MICTATH TECTOBI ITOB1JOMJICHHS.

Komanma NET DIAG nepeBipsie mpaie3qaTHiCTh YChOTO CT€Ka MPOTOKOIMIB 1
MO’K€ JIOTIOMOTTH BHSBUTHU MPOOJIEMY y MEBHOMY CepBiCi UM MpoTokoji. Hampuk-
Jaz, SIKIIO JBI CUCTEMH MOXYTh YCHIIIHO oOMiHroBatucs nosigomiueHHsMu PING,
ane Tect NET DIAG Mk 1BOMa MaliMHaMu HE TPOXOAMTH, TO MOXKHA 3pOOUTH
BHUCHOBOK, 1110 po0JieMa iICHy€ JIeCh BHUIIE MepeskeBoro piBHs Mojieni OSI.

4.1.4 NET START i NET STOP
Komanmu NET START 1 NET STOP BUKOPHCTOBYIOTBCS JIJIsl 3aIyCKY 1 3Yy-
NUHEHHs MepekeBux cepBiciB y ganii cuctemi. B OC Windows MoxkHa BHKO-

72



PHUCTOBYBATH 1Ii KOMaHIM, 100 BUOpaTH, AKi 3 3ac00iB mepeaapecarii BapTo 3a-
BaHTAXHUTH 32 JOIIOMOTOI0 CHHTAKCHUCY, OKpPEMi €JIEMEHTH SIKOTO OIMCaHI HIKYeE.

NET START [BASIT] [NWREDIR] [WORKSTATION] [NETBIND] [NETBEU] [NWLINK] [/L'ST]

[/YES] [VERBOSE]

e BASC. 3amyck 6a30Boro 3aco0y mepeaapecarii.

e NWREDR. 3amyck 3aco0y mepeanpecaiii Microsoft Client for NetWare
Networks (Kmient Microsoft nis mepexx NetWare).

e WORKSTATION. 3aIryCcK CTaHIapTHOTO 3ac00y mepeaspecartii.
NETBND. [IpuB’si3ka MpOTOKOJIIB 10 ApaiiBepiB MEPEKEBHUX aAANTEPiB.
NETBEU. 3anyck inTepdeticy NetBIOS.
NWLINK. 3amyck IPX/SPX-cymicHoro iHTepdericy.
/LIST. CrIUCOK CcepBicCiB, sIKi BAKOHYIOTHCS.

e /YES. BukoHaHHSl KOMaHu 0€3 MONEPEIHbOr0 3aUTy JaHUX YU MIATBEP.Ib-
KEHb.

e /VERBOSE. BuBenennss Ha ekpaH iH(opmalii mpo ApaiiBepu HPHUCTPOIB 1
CEpBICH IO Mipi 3aBaHTAXKEHHS.

3a 3amoBuyBaHHsIM Windows 98 3aBaHTa)kye MoBHMI HaO1p 3aco0iB mepe-
anpecairii podoyoi craHiiii, mo 3ade3nedyye JOCTYI A0 JOMEHIB 1 poOOYUX rpymn
mepexi. [IpoTe onepariiiHa cucteMa TakoX BKIIIOUae 6a30BUii Halip 3ac001B Te-
peanpecariii, SKuil MOXHa BUKOPHUCTOBYBATH 11 0a30BUX MOXKIIMBOCTEH Mepe-
KEBOT B3a€EMOJIIi TpU MIHIMYyMi CHCTEMHHX pecypciB. bazoBuii Habip 3aco0iB
nepeajpecarii J03BOJISIE MIIKIIOYATACS 70 PoOOUYO0i TPYMH 1 3/IHCHIOBATH JI0-
CTYII IO PECYPCiB CIIJIBHOTO BUKOPUCTAHHS, ajie HE HAJa€ MOXKIMBOCTI 3apeecT-
pyBartucs B nomeni Windows NT/2000/ XP/2003/Vista.

VY cutyauifix, KOJIu €IeMEHTH CUCTeMH (YHKIIOHYIOTh HEMpPaBHJIbHO, Ha-
MIPUKIIAM, Y BUNAJAKY BIJICYTHOCTI MOKJIMBOCTI 3aBaHTakuTH GUI, MokHa 3aIryc-
TUTH MEPEKEBOTO KITIEHTA PEATTLHOTO PeXHUMY, 10 BXoAuTh 10 Windows 98, Bu-
koprucToByroun koManau NET START BASIC wu NET START WORKSTA-
TION. Ili komanau 3aBaHTaxy10Th japaitBep NDI 2.0 ayist mepexeBoro aganrtepa
1 JApaiiBepy BCTAHOBJIEHUX IMPOTOKOJIB, a MOTIM MOB’SA3YIOTh JpaiiBepu i3 Me-
HEPKEPOM IIPOTOKOITIB.

[Ticns Toro sik 3aci6 nepeaapecalii HIJIKOM 3aBaHTaXEHO, CUCTEMA PEECTP-
py€e KoprcTyBaua B poOoUiif Tpymi YM JOMEHI 32 3aMOBUYBAHHSAM 1 3aIIUTYE Ma-
poib. ITotim 3a mommomororo komauau NET USE MoxHa mikiod9aT MepexeBi
JIMCKH 1 3JIIMCHIOBATH JO0 HUX JIOCTYN a00 BUKOHYBATH 1HII KOMaHJIH, IO TIi/I-
TpuMyI0Th MepexeBi ¢pyHkiii, Taki sk NET VIEW, mo cayxuts mist Bin o6pa-
XKEHHS pecypciB, goctynHux y mepexi, un NET DIAG — nnsa nepeBipku Mepe-
xeBoi B3aemogii. [licnst Toro ik cepBicH 3amylleHi, iX MOXHA 3YMUHSATH, BUKO-
puctoBytoun koManay NET STOP 3 tumu x mapamerpamMu, 110 1 JJIsl 3aIyCKy
cepgiciB, Hanpukiag, NET STOP WORKSTATION, ane tinsku moza Windows
GUI. Hemoxmnuo Bukonatu komauay NET STOP y ceanci DOS.

VYV cucremax Windows NT MoxHa BuKOpucToByBaTH KoMaHau NET
START 1 NET STOP nns 3anycky 1 3ynuHKA Oyb-sIKOTO CEpBICy, 3aMyIIE€HOr0
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Ha [IK, un BuxkopucroByBatu NET PAUSE 1 NET CONTINUE ans tumuaco-
BOTO NPUIMHEHHS 1 MPOJOBXEHHsS poOOTH cepBicy. BBemeHHs 3 KOMaHAHOTO
psaaka komanau NET START BigoOpakae CIHMCOK Mpamiol04YuX y JaHUH MO-
MEHT CEepBICIB, TAKMI SIK HABEJIEHO HUXKYE.

These Windows NT senvices are started: Alerter

Conputer Browser Content Index

DHCP Client

BEventlog

IS Admin Senvice License Logging Senvice

Messenger MSDTC Net Logon

NT LM Security Support Provider Plug and Play

Print Server for Mecintash Protected Stiorage

Renmote Procedure Call (RPC) Locator Rermote Procedure Call (RPC) Service Sanver, Spooler

Task Scheduler TCP/IP NetBIOS Helper Workstation

World Wide Web Publishing Service The commend conpleted sucoessiuly.

His komanan NET START 06e3 napametpis y cucremax Windows NT/2000,
Windows XP/2003/Vista Bigpizaserbes. Y cucremi NT/2000 BoHa HOCUTH JIHILIE
iHbopmaTuBHMIA XapakTep, a B Windows 98 3amyckae crangapTHHI 3acid mepe-
aapecaiiii NETSESSION

Y Windows NT/2000/XP/2003/Vista MoxkHa 3a0710KyBaTH OOJIKOBUN 3a-
nuc KopuctyBada uyepe3 yTuiity User Manager un uepes JialoroBe BIKHO Biac-
TUBOCTEW 00’€KTa KOPUCTYyBaya, 1 B TaKUM CIoci0 3a1mo0IrTé MOKIMBOCTI PEECT-
parii kopuctyBaua B Mepexi. OnHaK 19 Mipa He POOUTH MHUTTEBOTO €(EKTy 1
BCTYIA€E B 110 TUIBKU 3 TOTO MOMEHTY, KOJIM KOPUCTYBau CIpoOye 3apeecTpy-
BaTUCSl B MEpeXi y ueproBuil pa3. SIKmo HeoOXiIHO HETalHO BIAKIIOYHTH KO-
pHUCTyBaya BiJ cUCTeMH, MOXHa BUKopucToByBatu Windows Server Manager un
Computer Management Console, adbo Bukonatu NET SESSION 3 xomanHOTO
pAanKa.

3anyck NET SESSION 6e3 mapameTpiB BijoOpakae CIHUCOK aKTUBHUX Y
JaHIi CHCTEMI ceciil, mo1i0HO HaBeACHOMY HIKYE.

Computer User name Client Type Opens Idle time
22 Administrator Windows NT 1381 5 00:24:51
WCZ3 JDOE Windows 4.0 0 00:00:08
WCZ5 CRAIGZ Windows 4.0 0 06:02:51
The command completed successfully.

o6 mpuUNUHUTH Cecito HeraiHo, BapTO BUKOpUCTOBYBaTH komaHay NET
SESSION 3 TakuM CHHTaKCHCOM:

NET SESSON /(] (T30 1] /DELETE

Konu B komannHomy psanky Bkazyerbesa NetBIOS-im’s komm rotepa, NET
SESSION neraiiHo nmpunuHse BCl cecii HHOr0 KOMI I0Tepa 3 TaHOK CUCTEMOIO i
3aKpuBa€e yci Bigkputi ¢avnu. Skmo iM’s koM torepa He Bkazane, NET
SESSION npununsie Bci cecii 3 yciMa KOMIT FOTEpaMH.
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4.1.5 TacnekTop Mepeki

Net Watcher (Inciektop mepexi) — 1ie yTuinita, BKaodeHa B Windows, sika
JI03BOJISIE BIACTIAKOBYBAaTH KOPHCTYBadiB MEpEeXi, MiIKIIOYECHUX A0 KOMIT IOTe-
pa, pecypcH CIIbHOTO BUKOPUCTAHHS, /IO SIKUX BOHU B JJAHUW MOMEHT 3/1IHCHIO-
I0Th JIOCTYT, 1 (haiiiIu, BIAKPUTI KOpUcTyBadamMu. TakoX MOKHaA BIAKITIOYATH KO-
PHUCTYBaYiB BiJl pECypCIB CIUIBHOTO BUKOPUCTAHHS, TPUMYCOBO 3aKpUBaTH (haii-
JM BIIKPUTI KOPUCTYBadyaMH 1 CTBOPIOBATH ab0 BHIAJSTH JOCTYIIHI PECYPCH.
Net Watcher sik mpaBuiio 3acTOCOBY€EThCS ISl BU3HAYEHHS, XTO 3 KOPUCTYBaviB
y JaHUW MOMEHT 3[1MCHIOE NOCTYN IO PECYpCIB CIIJIBHOTO BUKOPUCTaHHS i
¢aiiniB nanoro komm torepa. OHAK 3 MOTJSALY MEPEKEBOTO aJIMIHICTPYBaHHS
Kpallla MOXJIMBICTb 1IOTO JI0JIaTKa MOJIATAE B TOMY, 1110 BiH JTO3BOJISE 3’ €IHYBa-
THUCS 3 IHIIIMMHA KOMIT FOTEpaMH B MEPEKi 1 BUKOHYBATH Ha HUX BiJUTAJICHI Jii.

4.1.5.1 3’eqnaHHs 3 BilIAJEHOI CHCTEMOIO

Net Watcher mae popmy BukonyBaHoro ¢aiimy Netwatch.exe Ta ycTaHOB-
JIOETHCA 332 3aMOBUYBAaHHSAM Pa3oM 3 omeparliitHoro cucremoro Windows. Ilicis
3anmycky Net Watcher nporpama BimoOpaxkae 3’eqnanus 3 I1K, sixi Bigkpuri B ja-
Huit MoMmeHT. 1100 BiICTEXXUTH aKTUBHICTH 1HIIOI poOodoi cranIli Windows y
Mepexi, moTpioHo Bubparu 3 MeHio KepyBanusa (Administer) komanny BuOpatu
cepBep (Choose Server) 1 Bkazatu NetBIOS-im’s umn [P-anpecy xomm’iorepa,
MOHITOPHUHT SIKOTO MJIaHY€ThCS 3A1MCHIOBATH.

[[lo6 3’e¢mnarmcs 3 iHmOK0 cucremoro Windows 3a gomomMororw Net
Watcher nHeoOxiqH0, 100 17151 HE1 OyJio 103BOJieHO BiananeHe kepyBaHHs. 1106
H#oro J103BOJUTH, KOopuCTyBad 3a iHImUM [IK moBUHEH BIAKPUTH TaHETh KEpy-
BaHHS MapossiMu 1 Ha Bkiaani Remote Administration (Binnanene kepyBaHHS)
yctanoBuTH mnpamnopeib Enabled Remote Administration of This Server (J{o3-
BOJIUTH Bi//IaJieHE KEPYBAHHS MM CEPBEPOM), a TAKOXK 3aJaTH MapoJib, 0 Oy-
7ie BAKOPUCTOBYBATUCS AJIS MIAKIIOYEHHS O poO0UYO0T CTaHIIi.

Jlna cuctem, 1o MICTATh BaKJIUBI aHl, 0a)KaHO BUKOPUCTOBYBATU JIOCHUTh
CKJIQJTHUH TIapoib, TOMY 1110 KOPUCTYBAY 13 MPUBLICSIMH BIAAIEHOTO KEPYBaHHS
MOXe OJIepkaTh JOCTYII J0 yCIX JIUCKIB CUCTEMHU 1 BijiaBatu (ailioBi pecypcu
710 CTIJIBHOT'O KOPUCTYBaHHS 0€3 KOJIHUX OOMEKEHb.

Konu no3BonsieTscs Bignanene kepyBans, Windows cTBOproe aBa aaMiHi-
CTpPAaTUBHUX MOJUTIOBAHUX PECYPCH, 3a3HAUCHUX HUXKUE.

e ADMI[$. 3abe3neuye ammiHicTpaTOpaM JOCTYH 10 (aijioBOi CUCTEMH Ha-
BITh KOJIM JTUCKU HE HAJaH1 B CIIJIFHE BUKOPUCTAHHS.

e [[[1$. 3abe3meuye kaHanm mikmporecHoi B3aemogii (IPC) mixk komm’roTe-
POM KOpHUCTyBaya 1 KOMIT I0TEpOM aIMIHICTpATOpA.

i pecypcu CHiIbHOTO BUKOPUCTAHHS JTO3BOJISIIOTH B3aEMOJIISITH 3 BlJjIaie-
HOIO CUCTEMOIO 1 CIIOCTEPITraTH 3a ii MepeKEeBOI0 aKTUBHICTIO.

MosknuBicTh BingaigeHoro kepyBanHa B Windows 98 — e He Te & came,
o cepsic Remote Registry (Bignanenuii peectp), 1o 103BOJISE 3MIHIOBATH yC-
TAHOBJICHHS B PEECTPI 1HIIMX CUCTEM Mepexi. Binnanene kepyBaHHs MOKHA J10-
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3BOJIUTH Il Oynb-sikoi cuctemun Windows 98, y Toit yac sik cepBic Remote
Registry Bumarae kepyBaHHSI TOCTYIIOM Ha pPiBHI KOPHCTYBayiB 1 HAasBHOCTI B
mepexi cuctemu Windows NT/2000/ XP/2003/Vista.

4.1.5.2 BukopucTaHHA BiKHA MiIKJII0Y€Hb

[Tix yac 3’eaHaHHs 3 1HIIOK CUCTEMOIO 3a JomoMororo nporpamu Net Wat-
cher, mo ycranoBmoeTscst 3 Windows, nmporpama BuBoAuTh BikHO Connections
(ITigkmroueHHs), iK€ MICTUTh CIHMCOK KOPHUCTYBaudiB 1 KOMI FOTEPIB, IO 3A1HC-
HIOIOTh JIOCTYII 10 PECYpPCIB CIUIBHOTO BUKOPUCTAHHS CUCTEMHU. Y JIiBii maHeni
BUBOJUTHCS KIUIbKICTh CHIJIBHUX PecypciB 1 (aiiiiB, BIAKPUTUX KOKHUM KOPH-
CTyBadeM, y TOW Yac sk y MpaBiil maHesl BKa3yIOThCS BIAKPUTI (aliau sl KOXK-
HOTO 3 PECypciB CHUTHLHOTO BHUKOPUCTAHHSI. MOXXHA BIAKIIOYUTH KOPUCTyBada
B1JI KOMIT'10Tepa (Tak came sk 1 BiJf Oyb-sSKOTO CIUTBHOTO pecypcy uu (Qaiiny,
710 SIKOTO KOPUCTYBad 3/IWCHIOE JTOCTYT), BUAUIMBIIA HOTO iM’sl 1 BUOpaBIn 3
meH0 Administer (KepyBanns) komanny Disconnect User (Bigkmtountu Kopu-
CTyBaua).

Sk 3aci0 3a0e3nevenns Oesnekn, Net Watcher 103Bosisie nepeBipsATH Mepexy
Ha MpeIMET HeaBTOPU30BAHOTO JIOCTYITY IO IEBHUX CHUCTEM 1 PECypCIB CHIIBHOTO
BUKOPUCTAHHS 1 BXXMBATH 3aXOJ[IB JIJISl 3alo0IraHHS TOBTOPHOMY BTPYUYaHHIO.
Konu BusiBnsieTbes, 1m0 XTO-HEOYIb 3/1MCHIOE HEABTOPU30BAHUM JTOCTYH 10 Pe-
CYpCy CHLUIBHOTO BUKOPUCTAHHS, TO I[OTO KOPUCTYBaya MOKHA HETalHO BIJKIIIO-
YUTU BiJl MAlllMHHU, a MOTIM mepekmountucs y BikHO Shared Folders (3aranbhi
Nanku), o0 3MIHUTH TApOJIb YU JI03BOJIH JUIsI CIILJIBHOTO PECYPCY.

BiaxmmrouenHst kopucTyBada BiJl CHCTEMH € PaIUKAIBHIUM KPOKOM Y BUITA]I-
Ky SIKIIIO KOPUCTYBauy Ma€ BIAKPUTI Qaitnu. 3’e€THaHHS PO3pUBAETHCS O€3 Tore-
PEIHKEHHS KOPUCTYBaya, 1110 MOKEe MPU3BECTH JI0 BTPATH JIaHUX.

4.1.5.3 BukopucTaHHA BiKHA 3araJibHUX MANOK

JIBa inmux BikHa mporpamu Net Watcher BimoOpaxaioTs Ty xk camy iHOp-
Maitito, ane B iHmomy (opmari. Y BikHi Shared Folder(s) (3aranbhi nanku) Bka-
3aHO BCl JIUCKU CUCTEMU, HaJaHl B CHUIbHE BUKOPUCTAHHS, KOMII IOTEpH, TiJI-
KJIFOUEHI JI0 HUX, 1 (pailin, BIAKPUTI Ha KO)KHOMY 3 KOMIT IOTEpPIB. 3 1IbOIO BIKHA
MOKHA CTBOPIOBATH 1 BUJAISATH PECYpCH CIIJILHOTO BUKOPUCTaHHS Ha Biajase-
HIl CHCTEMI, a TAKOXK 3MIHIOBATH BJIACTUBOCTI ICHYKOUHX CIUIBHUX PECYPCIB.

[IIo6 cTBOpUTH HOBHI pecypc CHUIBHOTO BUKOPUCTAHHS, CJiJ 3 MEHIO
Administer (Kepysannst) Budpatu komanay Add shared folder (3po6utu manky
3arajgbHOI0) 1 BUOpaTH B AianoroBoMy BikHI Browse for Folder (YBenenns mus-
Xy) OaxxaHuil quck abo kaTtaynor. Y 1bOMYy J1aJIOTOBOMY BIKHI Bi100paxaroThCs
ICHYI0OY1 Ha KOMII IOTEpl peCypCH CIUIBHOTO BUKOPUCTAHHS, a TAKOXK aJMIHICT-
paTHBHI CHUIBHI pecypcH, MoAaHi OYKBOIO AMCKA, MICIA SIKOI CTOITh CUMBOJI JI0-
napa (Takuit sk $). Sk KOpeHeBUI KaTajor IUisi HOBOTO PeCypCy CHUIBHOTO BU-
KOPHCTaHHS HEOOXiTHO BUOpATH OAMH 3 IIMX aJMIHICTPAaTMBHHUX CIUIBHUX pe-
CypciB uM Horo migkaranoris. ITicas Toro gk BuOip 3po0ieHHid, 3’ IBUTbCS CTaH-
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JapTHE J[1aJJOTOBE BIKHO CTBOPEHHS 3arajibHOTO pecypcy (Y SKOMY MOKHA BKa-
3aTH 1M’ JUISL peCypCy CIUIBHOTO BUKOPHCTAHHS), 1€ MOXKHA 3a/1aTH THIT JIOC-
TyMy, HAJJAHOTO KOPHUCTyBadaM, 1 TapoJIb.

Takox MOKHa 3MIHIOBaTH TIAPOJIb IS TOCTYITY JI0 pecypcy abo iM’sa camo-
T0 pecypcy CHUIBHOTO BUKOPUCTAHHS, BKA3aBIIA MOTO B CHUCKY 1 BUOpaBIIHU 3
Mento Administer (KepyBannsi) komanay Shared Folder Properties (BrmactuBocTi
3arajbHOI Manku). Y BUMAAKy HECAHKI[IOHOBAHOI'O JOCTYIY JI0 PECYPCY MOKHA
HaBITh BUJAJUTHU MOBHICTIO PECYPC CHUIBHOTO BHUKOPUCTAHHS, 1100 3amo0irTu
JOCTYITY 10 HhOTO KOPUCTYBAauyiB.

4.1.5.4 BukopucTaHHs BiKHa BIOIKpUTHX (aiiaiB

V Bikni Open Files (Binkputi aiinu) Bka3zyroThcs iMeHa (haiiiiB, 110 3HA-
XOJIAThCS Y BUKOPUCTAHHI, 1 KOPUCTYBaul, K1 MPAIIOIOTh 3 HUMHU.

3 1pOro BiKHAa MOXHA 3aKpUTH OKpeMmi (ailim (3aMiCTh MOBHOTO BiIKIIIO-
YEHHST KOPUCTyBaya Bij| cucTeMmu), BuOpasmm y MeHr0 Administer (KepyBanHs)
komanay Close File (3akputu ¢aitn). Hanpuxnan, daiin moxxe Oyt HE AOCTYII-
HUM 4Yepe3 Te, 1110 KOPUCTYBay 3aJUIIMB MOro BIAKPUTHM 1 BIJIIWIIOB B1J] CBOTO
KOMIT 10Tepa, ToJlI Led (ail1 MOKHA 3aKpUTH, HE TIEPEPUBAIOYM POOOTH ITHIIUX
KOPHUCTYBayiB.

4.1.5.5 CrocrepexeHHs1 3a MepexeBOW akKTHBHICTIO B Windows
NT/2000/ XP/2003/Vista

Windows NT Server Resource Kit Bkimouae Net Watch, cBoro BiacHy Bep-
cito mporpamu Net Watcher (IncriekTop mMepesxki), 1110 BAUKOPUCTOBYE 1HIIHMA 1H.-
Tepdeiic, ale BUKOHYE BCi Ti K 3ajadi, 1mo 1 Net Watcher.

3amicTh TphOX PI3HUX BiKOH, 10 BUBOAUTH Net Watcher, Net Watch Bino-
6pa>1<a€ 3arajibHi pecypew, MiIKITIOYCHHS 1 BII[KpI/ITl daiinm y BUTIISIAI OAHOTO
lepapxigyHOTO AepeBa, 1 BIMKIIOUATH KOPUCTYBAYiB, 1 3aKpuBaTH (haiiiam MOKHA
3a JOTOMOTOI0 KOHTEKCTHHX MeHI0. Taki x (QyHKIi 3a0e3neuye yruiita Server
Manager, sika Bxitouena 10 Windows NT.

4.1.5.6 YTniaitu Server Manager nisa Windows NT

Y Windows 2000 ekBiBajieHTH1 (PyHKIIOHAIbHI MOMXJIMBOCTI MOXYTh OyTH
3HaiineHi B koHcodi Computer Management. [Taneni Shares, Sessions 1 Open
Files no3BossItOTh meperisaaTu MepekeBl 3’€THaHHS OyIb-sIKOi CUCTEMHU B Me-
pexi Tak camo, sik Server Manager 1 Net Watcher.

4.1.6 Web Administrator

Web Administrator — 11e jomoBHEeHHS 10 cepBepa [uTepHeTy Big Microsoft,
0 JI03BOJIsIE KepyBatu Oararbma enemenTamu cuctemu Windows NT 4.0 Server
3a TIOMIOMOT0r0 Oy/b-sikoro Web-0Opay3epa, cymicHOTo 3 MOBOtO Java. JlocTymHuit
JUIsl  BITBHOTO  3aBaHTakeHHs 3 Web-caiity Microsoft 3a  ampecoro
www.microsoft.com/ntserver/nts/downloads/management/NTSWebAdmin, e
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MPOTpaMHUIN MPOIYKT MICIs YCTaHOBJIEHHs cTBOproe mimkaramor \NTADMIN
Ha Web-caiiTi, sxuii miarpumyetbes cucteMoro NT Server. Skmo B Gpaysepi
BKa3aTH LIeH KaTaJor, TO 3’ BUTHCSA OCHOBHA CcTOpiHKa mporpamu Web Admini-
strator.

3 11bOT0 BIKHA MOKHA BUKOHYBAaTH 0araTo 3aBjaHb, BIAMIHHHUX BiJ] THUX, IO
BUPIINIYIOTHCA 3a JOTMOMOT0I0 BOYJAOBaHUX MporpaMm aaMminictpyBanHs: Control
Panel, Server Manager, User Manager, Performance Monitor Ta iHIIUX YTHIIIT.
3anaui, o go3Bosisie BupimryBatu Web Administrator, BkazaHi HIKYE.

— KepyBaHHs JTOKaJIBHUMH 1 IOMEHHUMHU OOJIIKOBUMU 3alliCaMHi KOPUCTYBa-
YiB, TPyN 1 KOMIT I0TEPIB.

— KepyBanus apaitBepamu mpucTpoiB, BCTAHOBICHUMH B CUCTEMI.

— Tlepernsiy xxypHaity peecTpariii mofdiil y cucteMi.

— KepyBanus 103B0J1IaMU JIOCTYITY JI0 3arajIbHAX PecypciB 1 ailioBoi cUCTEMH.

— BianpasieHHs MOBIAOMIIEHb KOPUCTYyBauaM, IO 3apEECTPyBaIUCA Ha Cep-
Bepi.

— Bigmanene nmepezaBaHTaxeHHs cepBepa.

— KepyBanus yepramu ApyKy 1 iXHIM 3MICTOM.

— 3amyck, 3ylniHKa 1 IpUIUHEHHS pOOOTH CEPBICIB.

— MOHITOPUHT CeaHCIB 1 BIIKJIIOYEHHS KOPUCTYBAYiB.

— Ilepernsg iHdopmallii Ipo cTaH cepBepa 1 CTATUCTUKH MPOTYKTHBHOCTI.

Web Administrator BuKopucToBYy€e Java 1j1s1 emyJisiiii e1eMEeHTIB KepyBaH-
Hs, 110 3HAXOIAThCS B CTaHHapTHUX nomaTkax Windows. [ToBHICTIO mpUCYTHS
BEJIMKA YaCTHHA (DYHKI[IOHAIbHUX MOXJIMBOCTEH OPUTIHAIBHUX Mporpam. 3a 3a-
MOBYYBaHHSIM Mporpama iHcTanmauii yruwith Web Administrator BCTaHOBIIOE
[IS-nocTym, 1o 103BOJsIE 3BEpTATUCH 10 caTy TUTbku Web-0Opaysepy, 3amyiie-
HOMY Ha camMoMy cepBepi. MokHa 3MIHUTH TIe# JT03BLT Tak, MO0 TUTHKK TMEBHI
KOPUCTYBadl 4d KOMIT'IOTepH 3 3a3HadeHuMHU [P-amapecamu Mamu mocTym 1o
Web Administrator.

Ytumita Web Administrator € iHCTpyMEHTOM JJisi KEPyBaHHS MEpeKaMH,
AKy BUKOPHCTOBYIOTh KUIbKa ONEpalllfHUX CUCTEM, TOMY III0 3a0e3neuye aaMi-
HICTPATUBHUN JTOCTYII IO cepBepa 3 OyAb-sIKOTO KOMIT I0Tepa, KU MATPUMYE
Opaysep. He3Baxkarouu Ha Te, 1110 6arato ciyk00Bux 3aco6iB Windows MOXyTh
BUKOHYBATH CBOi (PYHKIIIT 3 KOXKHOI 13 cucteM y Mepexi, Web Administrator no-
3BOJISIE€ TIEPCOHAITY, KU MATpUMYE (DYHKI[IOHYBaHHS MEPEXi, MPalloBaTH 3 1H-
moi onepartiifHoi cucremu, Takoi sk Windows, Macintosh uu UNIX, 1106 matu
nocTyt 10 GyHKIIIH, siki BiactuBl Windows.

4.1.7 NetMeeting

Microsoft NetMeeting — 11e mporpamMHuii 3aci0 11 cTBOpeHHs KOoH(epeH-
il 1 KOJIEKTUBHOI poOOTH, MpU3HAYeHUN U1si poOOTH uepe3 [HTepHeT, ane BiH
TaKOX MOXe 3pOOHTH BENHMKY MOCIYTY aaMiHicTpatopy Mepexi. NetMeeting €
JaCTHUHOKO MOBHO1 ycTaHOBKHU Internet Explorer, ane kpiMm 1p0ro mporpama Ta-
KOX JIOCTYyITHA OKpPEMO y BUTIISLAL Bepciid 11t Windows.
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HesBakarouu Ha Te, 1110 KOpUCTyBadi [HTepHETY B OCHOBHOMY MarOTh CIIpa-
By 3 MOJuBocTaMH NetMeeting, cipsIMOBaHMMHU Ha CTBOPEHHS ayzio- 1 Bieo-
KOH(EpEeHIii, agMiHICTPaTOpHu MEpEki MOXKYTh BUKOPHCTOBYBATH MOXJIMBOCTI
CHUIBHOI pOOOTH SK TapHE pIIIeHHS A 3a0e3MeYeHHs] TeXHIYHOI MiATPUMKH
6e3 (QI3MYHOrOo JMOCTYIMy 0 MICI po3TanryBaHHS kopuctyBaya. Kpim aymio- i
BiieokoHpepeniii NetMeeting BKIIIO4ae MOXIJIMBICTh BEJIEHHS O€CIU («4aT») y
TEKCTOBOMY PEKHMI 1 IEMOHCTpPALIIHY IOMIKY (€JIEeKTPOHHA JIOIIKa O1JI0ro Ko-
JBOPY, Ha AKI MOXHA MUCATHU KOJIbOPOBUMHU MapKepaMu 3 OJHOYACHUM IOJJaH-
HsM 1H(OpMaIi HAa eKpaHl KOMIT'I0Tepa), a TaKOXX KOJEKTUBHY poOOTYy B OKpe-
MOMY JIOJIATKYy.

Hampuxnan, SKio KopucTyBad Mae mpobiemMy 3 A0JaTKOM, BIH MOXe Ha-
JICATH 3alUT y «JIOBIKOBUM CTUD» CIyKOM MATPUMKH ¥ YCTaHOBUTHU 3’ €]I-
HaHHA 3 aJMiHicTpaTopoM 3a gomnomoroio NetMeeting. Komu kopuctyBau po-
outh y pamkax NetMeeting n0maToK 3arajJbHUM, aJMIHICTPATOP MOXKE B3SITH
KOHTPOJIb HaJ HUM, 100 MPOJAEMOHCTPYBAaTH BUKOHAHHS MEBHOI MpoLeaypH. Y
OyIb-sIKWHi MOMEHT 4acy TUIbKH OAMH KOPHCTYBad MOXKE€ MaTH KOHTPOJIb HaJ
JO/IATKOM, ajie KOPUCTYBay, 110 3alPOCUB JIOMIOMOTY, MOKe OauuTH Jii aJMiHi-
cTpaTopa (HATUCKaHHS KJIABIII), 1 B TAKUM c0Cci0 Mae MOXJIMBICTh BUBYATH 1H-
TepaKTUBHUM NOJATOK. Tak caMo aaMiHICTpaTop 3AaTHUM MOOAYUTH, SKUM YU-
HOM KOPUCTYBay HaMaraeThCsl BUKOHATHU 3a/1auy 1 110 BiH POOUTH HEMPaBUILHO.

[Hma moxnuBicTe NetMeeting Ha3MBa€ThCS «3arajibHUN JOCTYI JO po0OO-
4Oro CTOJIy», BOHA JI03BOJISI€ BiAJAJIEHOMY KOPUCTYyBauyy OJEp)KaTH TMOBHUH
KOHTPOJb HAJl KOMIT IOTEPOM. AJMIHICTPATOPH MOXKYTh CKOPUCTATHCS LI€IO
MO>KIIUBICTIO JJIS Bi/IJIaJIeHOTO KOHGITYpyBaHHS CUCTEMH, YCTAHOBIIEHHS MPOT-
pamHoOro 3a0e31eyeHHs 1 HaBiTh JUIs 3alyCKY JOJaTKIB.

4.2 Yruiaitu TCP/IP

TCP/IP craB HalMOIIMPEHIIIUM CTEKOM MPOTOKOIIB Y MEpEXeBiil 1HIyC-
Tpii. baraTo 3agad aaMiHiCTpyBaHHS MeEpeXi 1 BUSBICHHS HECIPaBHOCTEH Iie-
penbdadaroTh poOOTY 3 PI3HUMHU €JIeMEHTaMU WX MPOTOKOMIB. OCKUIBKH TpaK-
TUYHO yC1 KOMIT 10TepHI atdopmu miarpumytots TCP/IP, iforo ocHOBHI CiTy k-
00B1 3aco0u OyiM MepeHeceHl Ha BENMKY KUIBKICTh PI3HUX OMNEPALMHUX CHUC-
TeM. Po3risHemo nesiki 3 1ux 3aco0iB, K1 OLIBIIOI0 MipOI0 KOPHUCHI ISl aaMi-
HICTpaTOpa MEPEXKI.

4.2.1 PING

Yrunita PING e naitnommpenimum 3acooom aiarnoctuku TCP/IP 1 Bkito-
YyeHa MPaKTUYHO B KOXKHY peanizaiiito mpotokoiaiB TCP/IP. ¥V 6inbiocti Buma-
KIB IIe YTHJIITa KOMAHIHOTO pPsJiKa, X04a ICHYIOTh KiIbKa rpadidyHuX Bepciid, a
TaKkoX Bepcli Ha 6a3l MeHro. Yci BOHM BHUKOHYIOTh OJHI M Ti X cami 3ajadi.
OcnoBna (ynkuis PING nonsrae y BignpasnenHi nosigomienns inmii TCP/IP-
CHUCTEMI Yy Mepexi, 100 BU3HAYUTH, YU MPABUIBHO MPAIIOE CTEK MPOTOKOJIB axk
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10 MepexeBoro piBHA. Ockinbku ctek npoTtokoniB TCP/IP dynkuionye ognako-
BO Yy BCIX CHCT€MaxX, TO MOXKHAa BHKOPHUCTOBYBAaTH MPOTpPaMy ISl MEPEBIpKU
3’€AHaHHSA MK JBOMa OyAb-IKMMH KOMIT F0T€paMH HE3aJIE€KHO BiJ MPOLIECOPHOT
mIaThOPMH YU ONEePalifHOI CHCTEMH.

VYei Windows-cucremn BcTaHoBIIOIOTH nporpamy PING, npusnadeny s
poOOTH 3 KOMAaHHOTO PSJKA, K YaCTUHY CBOTO cTeka mpoTtokoiiB TCP/IP. Bo-
HA HA3UBAETHCA PINg.eXe 1 PO3MIIIYEThCS B CUCTEMHOMY KarTajo3i, TAKOMY SK
C:\Windows. Cx0XuM YMHOM YyCi KOMAaHJHI MPOILIECOPH B PI3HUX BapiaHTax
UNIX mniarpumytors komanay PING. Novell NetWare Bkitouae yTuimity
ping.nlm 3 iHTep¢ericoMm Ha OCHOBI MEHIO, KA 3aIyCKA€eThCsl Ha CEpBEPI, a Ta-
KO peatizaliito Jyisi KOMaHIHOTO psJika cepBepa 3 iM’sM Tping.nlm.

PING mparrtoe nepenatoun mociiioBHICTh ToBiomiieHb Echo Request 3a
3aznadeHoro [P-anpecoro 3a gomomororo mpotokoiry ICMP (Internet Control
Message Protocol). Konu cucrema, mo BukopuctoBye 1110 [P-ampecy, mpuitmae
MOBITOMJICHHSI, BOHA CTBOpPIO€ moBimomiieHHs: Echo Reply y BinmoBine Ha KOXeH
sanut Echo Request i mepenae tioro nHazaxa BignpaBHuky. ICMP € mpoTokonom 3
JEKUTbKOMA JIECSITKaMU THITIB MTOBITOMIICHb, 1110 BUKOHYIOTh Pi3HI (QYHKIII /iar-
HOCTHKH 1 Tiepenayi 3BITIB nipo noMuiku. [losinomnenns ICMP nepenocstbes
6e3mocepennbo ycepeauni IP-npeiitarpam. IIpoTOKo TpaHCHOPTHOTO PIBHS HE
3a[III0ETHCS, TOMY ycriiiHe 3aBepiueHHs Tecty PING rosoputs npo Te, 10 cTek
IPOTOKOJIIB HUYKYE MEPEKEBOT0 PiBHA (PYHKIIOHY€E MPaBUIbHO. SIKIIO cucTeMa,
ska Bianpasuia noBigomiieHHss Echo Request, He oaepkye Ha HUX BIATYKIB, TO
O3Hauae, 0 HE HalarokKeHe NMpUUMaHHS/BiANpaBiIeHHS ab0 MepexeBe 3 €l-
HaHHAM MK CUCTEMOIO BiTIpaBHUKA 1 OTpUMYyBaya.

VY Bunajxy, sikio nporpama PING pearizoBana y BUTIISIII YTHTITH KOMAH/THO-
ro pszaka, st BukoHaunHs Tecty PING BapTo BUKOPHCTOBYBATH TaKUM CUHTAKCHUC:

PING [TTTTTTTTTT]

ne [TTTITTTTTT]e 3MiHHOIO, SIKY MOIIIBLHO 3aMiHUTH iM’siM abo [P-agpe-
coro iHIoi cuctemMu B Mepexi. Cuctema nmpu3Ha4eHHsS MOKe OyTH 11eHTU(IKO-
Bana 11 [P-agpecoro uu iM’ M y BUTIQJIKY, SKIIIO HASIBHUM BIJIMOBITHUN MEXaHI3M,
0 J03BoJsie Taki iMeHa. e o3Hadae, 110 MOKHA BUKOPUCTOBYBATU XOCT-1M’S
JUIST BKa3aHHS CHUCTEMHU TMpU3HAdeHHs, gkio icuye DNS-cepBep abo daiin
HOSTS 3 BinnoBigHMMHU HaJaIITOBYBaHHSAMU. Y Mepexkax Windows Takox Mo-
*Ha BukopuctoByBaTu NetBIOS-iM’s, noknanarouuch Ha Oynb-IKUN CTaHAApT-
HUW MeXaHi3M aJis iX nepeTBopeHHs Ha [P-aapecu, takuit sik cepBepu WINS,
IITMPOKOMOBHI niepeayui uu daiimn LMHOSTS.

BikHo BuBeneHHS pe3ynbTaTiB BUKoHaHHS KomaHau PING Burisiae tak:
Pinging cz3 [192.168.2.3] with 32 bytes of data:

Reply from 192.168.2.3: bytes2 time=Ims TTL_8 Reply from 192.168.2.3: bytes2 time<10ms TTL_8
Reply from 192.168.2.3: bytes2 time=ims TTL_8 Reply from 192.168.2.3: bytes2 time<10ms TTL 8
Ping statistics for 192.168.2.3:

Packets: Sent =4, Received =4, Lost =0 (0%loss), Approximate round trip times in milli-seconds:
Minimum = 0ms, Maximum = 1ms, Average =0ms
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Ockinpku OnbimicTs peanizaniii PING BimoOpaxarots [P-agpecy, BuzHaue-
Hy Ha OCHOBI iME€HI cucTemMu abo 3a3Ha4ueHy B KOMaHIHOMY PSJIKY, TO Tporpama
PING Ttakox € mBHAKUM 1 POCTUM 3ac000M 11 TOTO, 1100 BuzHauuTH [P-an-
pecy moTpiOHOT CUCTEMU.

[Iporpama BimoOpaxkae psiAOK pe3yabTaTiB JJsl KOKHOTO BIANPABIECHOTO
nosiomiienHs: Echo Request, 3a 3amoBuyBanHsM Bkasytouu [P-anpecy otpumy-
Baya, KUIBKICTh OAMTIB, MEpEelaHuX y KO)KHOMY MOBIJOMJICHHI, KUIBKICTh 4acy,
10 MPOWIIIIO MK MEpeaaueto MOBIIOMIIEHHS 1 OJIep)KaHHAM BIATYKY, a TaKOXK
TTL (wac xwutta) makery. TTL — me mMakcuManbHa KUIBKICTh TOCIIJIOBHHUX
MapuIpyTU3aTOPIB, Uepe3 AKi MOKe OyTH MepeaHnuil MaKerT.

PING wmae iHmIe qiarHOCTHYHE 3aCTOCYBaHHS KpIM BU3HAYEHHS YU 1CHYE
cucrema 1 um mipaittoe BoHa. Skmio Tect PING 3 Bukopucranasm [P-anpecu mpo-
xonuTh yerinmHo, a PING 13 BkazaHHSIM IMEHI CUCTEMH 3aKIHUY€EThCSI HEBJIAUEIO,
TO TpobsieMa mojsArae B 3001, 10 BUHUKAaE B mpoleci BusHaueHHs [P-ampecu.
[Tpu cnpo6i B3aemonii 3 [HTepHET-caliTOM 1€ CBIIYUTH MPO Te, 10 Ipodiema
a6o0 3 koH(pirypariero DNS-cepBepa, 110 3amana Ha poOouiid cTanIii, abo i3 ca-
MuM DNS-cepepom. fAxkmio tect PING aiist cucteM y JoKalbHIN Mepexi Mmpo-
XOJIUTh YCHINIHO, a IS CUCTEM 3 [HTepHeTy 3aKiHUyeThCsl HeBAadelo, TO TPoo-
jgema abo 3 YCTaHOBJICHHSM IIITIO3Y 3a 3aMOBUYBAHHSAM Yy KOHIrypalii podouoi
cTaHIii, a00 B 3’€IHaHHI 3 [HTepHETOM.

Bianpasnenns komannu PING 3a aapecoto 3BOPOTHOIO 3B’SI3KY CHUCTEMU
(127.0.0.1) 3’scoBye poboTo3natHicTh cTeka nmporokonaiB TCP/IP, ane He € ane-
KBaTHUM CIIOCOOOM MEpeBIpUTH pOOOTY MEPEKEBOI0O ajaanrtepa, TOMY IO Tpa-
¢bik, BIAIPABICHUH 32 11€10 aJpecoro, MONTUPIOETHCS BHU3 110 CTEKY MPOTOKOJIIB
TUTBKHU JI0 MEPEXKEBOTO PIBHA 1 MOBEPTAEThCS Hazal. Jlo MepexeBoro ajganrepa
CUTHaJ HE MOTpAIUIsE.

VY 6inbmocti peamizauiii PING go3Bonsie 3a1aBati B KOMaHAHOMY PSAKY
JOJATKOBI TMapaMeTpu, 100 3MIHUTH poO3Mip 1 KiJgbKicTh moBimomienb Echo
Request, nepenanux ogniero komannoo PING, a Takoxx po0oui XapaKTepuCTH-
ku. Y mporpami ping.exe st Windows, HalpuKIIa, € Takl HapamMeTpHu:

PNG [ [-{] [n CLIEE] [ CLE] [H] [FOTTL [v TOS] [-r (L] [-s CELEH ([ CEEEET CTn | [k
JLCTET (T fw LT AR [-S) [4] [6] CO I (OLTT TS

e -t Bu3Hauae BifmpaBieHHS MAKETIB Ha 3a3HAYECHUN BY30J JI0 KOMAH/IH TIe-
pepuBaHHs BiJl KOpUcTyBada (koMO1Hamis knasim <Ctrl>+<C>);

e -a Busnauae [P-agpecy 3a imeHeM By3ia,

e -n uKcno. YKaszye KinbKicTh noBigomiieHb Echo Request, sxi moTpiObHo Bin-
TIPaBUTH;

e -1 po3mip. 3anae po3mip nosigomiieHs Echo Request, 1o BigmpaBistoThCA;

o -f. YcranoBmtoe npamnopelib, 0 3a00poHsie PparmenTtauito mnaketiB Echo
Request;

e -i TTL. 3anae 3nauenns TTL nnsa makerie Echo Request;

81



e -v TOS. 3agae tun cmyx6u (TOS, Type of Service) nns makeriB Echo
Request;

e -r yncno. Pobuts 3anuc IP-anpec mapuipyTusaTopiB Ajsi 3a3HAYEHOTO YH-
CJla TPAH3UTIB;

e -s yucio. PoOuTh 3ammuc THMYacOBUX OIIIHOK MPOXO/PKEHHS MapIIpyTH 3a-
TOPIB JUIA 3a3HAYEHOTO YNCiIa TPAH3UTIB;

® -] CIIMCOK BY3JIIB. 3aJla€ HETIOBHUM CITMCOK MaplIpyTHU3aTOPIB (BLILHUMA BU-
O1p MapuIpyTy), yepes SKi MOBUHHI TPONTH TAKEeTH;

e -k crnucOK_BY3IiB. 3aJa€ MOBHUN CIIMCOK MaplIIpyTU3aTOPiB (MPUMYCOBUI
MapIipyT), yepe3 sIKi MOBUHHI MPONTH MaKeTH;

e -w TaiiMayT. [HTepBan YeKaHHs KOXKHOI BIAMOBI/I B MUTICEKYH/1aX;

e -R. BUKOpHUCTOBYBATH 3aroJIOBKH JIJIsl J1arHOCTUKHU 3BOPOTHHOTO MapIIpy-
Ty (TiibKH [PV6);

e -S. Jlxxepeno agpecu (Tibku [Pv6);

e -4.3actocyBaru [Pv4;

e -6. 3actrocyBatu [Pvo6.

IcHye Benmuka KUTbKICTh Pi3HUX 3aCTOCYBAHb JJIA IIUX MapaMeTpiB, 10 MO-
KYTb TIOTIOMOITH KEpyBaTH Mepekero 1 BuABiATU npobiemu. Hanpuknaz, cTBo-
puByM naketu Echo Request Ounbioro, Hixk 3BMYaifHO, pO3MIpPY 1 BIAIPABUBIIN
O1IBIITY TXHIO KUIBKICTh (UM BIATPABIIAIOYH iX O€3YNHMHHO), MOYKHA EMYJIIOBATH Y
Mepexi Tpadik KOpucTyBaya, o0 NepeBIpUTH il MOXKIMBICTh 3aJIUIIATHCS CTa-
OLIbHOIO TIPU BEJIMKOMY 3aBAHTA)KEHHI. Tak0oXX MO)XKHA MOPIBHATH MPOAYKTHB-
HICTh PI3HUX MapILIPYTIB Yepe3 Mepexy (uu yepe3 [nTepuer), 3anasmmu [P-aape-
CU MaplIpyTHU3aTOpiB, Yepe3 skl MoBUHHI npoiTu naketu Echo Request, 106
JOCATTH CBOTO Miclisl ipu3HaueHHd. [lapameTrp — j 3abe3nedye BUTbHUN BHOIp
MapIIpyTy, 10 HaKa3ye MakeTaM BUKOPUCTOBYBATH MapuipyTusatopu, IP-aape-
CH SIKMX 3a/1aHl, ajleé TaKOX MOXKYTh 3aCTOCOBYBATHCS M 1HIII MapuIpyTHU3aTOPH.
[Tapametp -k 3a0e3neuye mpuMyCOBHI MapuIpyT, IpU IKOMY HEOOXiTHO BKa3a-
TH aIpeCy KOKHOTO MapUIpyTH3aTOpa, SIKUH MOBUHEH BUKOPUCTOBYBATHCS, 1100
MAaKeT 3MIr JOCSATTH MICLs MPU3HAYCHHS.

4.2.2 Traceroute

Traceroute — 1e yTuiiTa KOMaHJHOTO DsJIKA, SIKY BKJIIOYEHO B OLIBINICTH
peamzartiit ctekiB TCP/IP, xoua iHomi BoHa HOCHTS iHIIE iM’s1. Y cucteMax UNIX
KOMaH/1a Ha3MBa€eThCs traceroute, a peamizailist it Windows 3 TakuMu X (QyHK-
[IOHAJTbHAMHA MO>KJIMBOCTSIMU Ha3uBaeThCcs Tracert.exe. [Ipu3HadueHHSAM 1HOTO
MPOTrPaMHOTO 3ac00y € BiOOpakeHHsI MapIIPYTY, SIKUHM NMpoxoaaTs [P-maketn mis
JOCSTHEHHSI CHCTEMH Tpu3HadeHHs. Konm mporpama 3armyCKaeThesl 3 BKa3aHHAM
iMeH1 abo IP-anpecu cuctemMu nmpU3HAYEHHS K TapaMeTpa KOMaHIHOTO PsIZIKa, TO
pe3ybTaT, BUBSICHUH Ha €KpaH, Oy e BUTIISIATH MPUOTU3HO TaK:

Trading routeto zacker.com[192.41.15.74] over amaximumof 30 hops:
1 2Ams 1Ans 162ns oM-67.epix.net [199.224.67.3]
2 151ms 1HBnms 1Anms oM.epixnet [199.224.67.1]
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3 163ms 10ms 1738 svwaO-7h.epix.net [199.224.103.129]

4  136ns 160ms 164ms router05.epix.net [216.37.155.162]

5 161ns 145ms 170ns qbgO-7.epix net [199.224.83.62)

6 166ns 149s 164s Sevial ph ALTERNET [157.130.7.213]

7 18%ns 2821 169s 161 ATV ALTER NET [146.188.162.118]
8 1M8ms 149ms 18%0ns 294 ATM7. ALTER NET [146.183.160.126]
9 168ns 147 s 1% 192 ATMIO.ALTERNET [146.183.160.93]
10 260ns 150ns 176ms uuiad.verio.net [137.30.23.27)

11 1683ns 15s 1668 ia03.dcaOverionet [129.250.2.67

12 2%Hns 2431 2418 dcaO.pacb.verio.net [129.250.2.245]

13 24ns 20918 25s p4-0Lus.bb.verio.net [129.250.2.74]

14 406ns 272ms 26s pao6.pvuO.verio.net [129.250.3.26)

15 267/ns 20ms 271ls puOwh.verio.net [129.250.16.14]

16 257ms 270ms 278ms Zacker.com[19241.15.74]

Trace conplete.

Kosken 3anuc y TpacyBaHHI O3Ha4a€ MapuIpyTU3aTop, ikt 00poOIsB mna-
KETH, CTBOPEHI MpOrpamMoro traceroute, Ha MUIAXY 0 1X MICIS MpU3HAYEHHS. Y
JTAHOMY BWITQJIKy IMakeTam 3Hajgoobusiocss 16 TpaH3uTiB, m00 TOCATTH cepBepa
zacker.com. Tpu3HayHi yKciIa B KOXXKHOMY 3aIlliCi BU3HAYAIOTh Yac MPOXOJKEH-
HS MaKeTa JI0 JAaHOTO MapIIpyTh3aTopa i Ha3aj y MITICEKYH/IaX, 32 HUMH BKa3a-
HO JOMEHHE IM’s MapuipyTu3aropa i ioro IP-ampecy. ¥V TpacyBanHi 10 Micis
MPU3HAYEHHs, SIKE pO3TamoBaHe B [HTEpHETI, 3HAUCHHS Yacy MEpexoy MaKeTa
TyIU 1 Ha3aJ MOPIBHSHO BENHKI 1 MOXKYTh HaJaTH iHGOpMaIlito MPo MaricTpaib-
HI Mepexi, K BAKOPUCTOBYE MOCTa4alibHUK MocayT [nTepHety (y naHoMy BH-
najky alter.net), 1 reorpadito MapuIpyTy, 10 IKOMy nepenaerbes Tpadik. Y mnpu-
BaTHIM Mepexi koMaHTy Traceroute MoXXHa BUKOPHUCTOBYBATH JIJIST BU3HAUCHHS
MUISIXY 9epe3 MapIIpyTU3aTOPH, SKUMH PYXAEThCS JIOKATBHUN Tpadik, 1o JI0-
3BOJISIE BUKOHATH aHaTI3 LI0JI0 TOTO, SIKUM YMHOM MOXHA Kpaule pOo3HOIITUTH
Tpadik yepe3 Mepexy.

binburicTes peanizaliii traceroute mpaioTh, MEPEIal0Yl TAKUH CaMUN THIT
ICMP-noBinomiens Echo Request, ax yrumita PING, xoda neski Bepcii BUKO-
PHUCTOBYIOTH 3a 3aMOBuUyBaHHsM makeTu UDP. €1unHe po3xokeHHs MoJsrae B
caMuX TIOBIIOMJICHHSX, Jie Mporpama traceroute 3MiHioe 3Ha4eHHsS moiiB TTL
JUTSI KOXKHOT TOCHTiTIOBHOCTI 3 TphoX makeTiB. [lone TTL € 3axucHum mexanis-
MOM, 110 3ano0irae HecKiHUeHH1H mupKysuii [P-makeTiB y mepexi. Y KOKHOMY
MakKeTi, Mo 00pOOJIIETHCS, MAPIIPYTU3ATOP 3MEHIIye 3HaueHHs moys TTL Ha
onunuIto. Skmo 3navenns noyust TTL makera gocsirae 0, MapmipyTuzaTop Bij-
KHJIa€ TaKUW MAaKeT 1 MOBepTa€ Tik cucTeMl, sika oro Binnpasuia, ICMP-noBi-
nomieHHs rpo nomuiky «Time to Live Exceeded in Transity.

VY mepuriit mocniIoBHOCTI MakeTiB traceroute 3HaueHHs TTL mopisHoe 1.
Takum yuHOM, NEepIIUN MapIIPYTU3ATOP, IO OACPKAB MAKETH, BIAKUIAE 1X 1 MO-
BEpPTa€ Ha3aJl JOKEpeNy MOBIIOMJICHHS Mpo MOMMIKY. OOYUCIMBIIM 1HTEpBAI
yacy MK Iepelayvero MOBIJOMIICHHS 1 TMOSBOKO TMOB’S3aHOI 3 HUM ITOMMJIKH,
traceroute ojiep)Kye yac TMPOXOJKEHHS TMaKeTa TYIU 1 Ha3aj, a MOTIM BUKOpHC-
ToBye [P-anpecy mxepena moBiJOMICHHS MPO MOMUIIKY JUTS i7IeHTUdIKAIlT Map-
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mpyTtuzaTopa. B apyriit mociinoBHoCTI noBigomiens 3HaueHHs: TTL mopiBHIOE
2, TOMy TaKeT JOCATaE APYroro MaplipyTu3atopa mepii, HiXk OyAe BIIKUHYTHHA.
Tpets mocminoBHICTh TakeTiB Mae 3HaueHHs TTL piBHe 3, 1 Tak nmami, MOKH I0-
BiJTOMJICHHS HE IOCSATHYTh CHCTEMHU MTPU3HAYCHHS.

BaxmmBo po3ymiTH, 110, HE3BaKAIOUM Ha MOXKITUBY KOPUCTH IIHOTO 3ac0o0y, B
1HopMaIlito, 0 BIH HajJae, 3aKjiajieHa MeBHa HETOUHICTh. [IpocTo Toil (pakr, 1o
HakeT, MepeAaHuil mpsAMO 3apa3, JOCAr MicLs NPU3HAYEHHS, NPOMIIOBLIM IO
NEBHOMY MaplIpyTy, HE O3Hayae, 10 MaKeT, NepeaHuil XBUJIMHOIO Mi3HilIe, Mo-
TPaNuTh y T€ K MICUE NMPU3HAYEHHS, MO0 TaKOMY XK Mapumpyty. Mepexi (1 0co0-
JUBO [HTEpHET) MIHJIMBI 1 MapIIPyTU3aTOPU PO3pOOJIEH] AJis TOro, 1100 aBTOMAa-
TUYHO BPAaXOBYBATH BMHHUKAIOWl 3MIHU. MapmipyT, SKUM HIyTh 10 CBOTO MicCIis
MIPU3HAYEHHs MaKeTH traceroute, MOXe 3MIHIOBATHCSA HaBITh YCEPEIUHI MPOIECY
TpacyBaHHs, TOMY LJIKOM MOXIIMBO, IO IMOCIIIOBHICTh MapIIpyTU3aTOpIB, sKa
BiZJOOpa)Ka€EThCs MPOrpamoro, Oy/ie CKIaaeHa 3 IBOX UM OUTBII Pi3HUX LUIAXIB 10
MICIISI TPU3HAYEHHS Yepe3 3MiHM, M0 BiAOYyIMCsA B Mepexi. Y IpUBATHIA Mepexi
TaKW{ BUMAIOK MEHI HMOBIPHUH, ajie BCE JK TaKU MOKJIMBUH.

4.2.3 Route

Tabmums maprpyTHusaiii € XUTT€BO BaKIMBOIO UYAaCTUHOIO MEPEXEBOTO
cteka Oyab-sxoi cucremu TCP/IP, HaBiTh Ti€i, 1110 HEe BUKOHY€E (YHKIIIT MapIi-
pytu3aTopa. CuctemMa BUKOPHCTOBYE TAOIHIIO MapIIpyTu3alii, mod BU3HAYN-
TH, SIK BapTO mepenaBatu koxkeH maket. [Iporpama Route.exe y Windows i ko-
MaH/a route, BKJIt0OUeHa B OLmpmricTh Bepcit UNIX, mo3Bonsie mepernsaatu tad-
JIUITIO MapIIPYTU3AIlii 1 10JaBaTH Y BUAAIATH 3a1HC B Hild.

4.2.4 Netstat

Netstat € yTUIITOI0O KOMAaHTHOTO PSIIKa, sIKa BIJOOpa)kae CTAaTUCTUKY Mepe-
xeBoro Tpadika aust pizHux nportokoniB TCP/IP 1, 3anexHo Bia muardopmuy,
MOXK€ TaKOXX BHUBOAUTH Ha €KpaH i1HUIy iH(opmarmito. binpuiicte BapiaHTIB
UNIX miarpumytore komanay NETSTAT, a onepauiitni cuctemu Windows
BKJIIOYAIOTh Mporpamy Netstat.exe, sika 3a 3aMOBUYBAHHSIM YCTAaHOBIIIOETHCS pa-
30M 13 crekoM TCP/IP. [Tapamerpu komanauoro psaka st NETSTAT y pizaux
peanizaiisix MOXyTh PI3HUTHCS, alile OJJHIUM 3 OCHOBHUX € TIapaMeTp -S, MO0 BiJI0-
Opakae CTaTUCTUKY JUTsl KOXKHOTO 3 0OCHOBHUX poTokomiB TCP/IP, sk moka3ano
HIDKYE:

IP Statistics

Packets Received =130898
Received Header Brors =0
Received Address Brors =
Detagranms Fowerded =
Unknown Protocols Received =
Received Packets Discarded =0
Received Packets Delivered =1308%8
Quiput Request =152294
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Routing Discards =
Discarded Output Packets =
Quitput Packet No Route =
Reassembly Required =
Reassembly Successful =
Reassembly Failures =0
Datagrans Successfully Fragmented =0
Datagrams Failing Fragmentation =

Fragments Qreated =

ICMP Statistics Received
Messages 499
Bros 4
Destination Unreachable 0
Time Bxceeded 414
Parameter Problens 0
Source Quenchs 0
Redirects 0
1
2

w
@
>
—

Echos

Echo Replies
Timestamps 0
Timestamps Replies 0
Address Masks 0
Address Mask Replies 0

TCP Statistics
Active Opens =
Passive Qpers =
Failed Connection Attermpts =
Reset Connedtions =
Qurent Connections =
Segrents Received =117508
Segments Sent =142099
Segrents Retransmitted =

UDP Statistics

Detagras Received =
No Ports =
Receive Bros =
Detagrams Sent =

HesBaxatoun Ha 3araibHy KUTBKICTB MAKETIB, 110 Oyl MPUMHATI 1 TIepe-
naHi koxHUM npoTokosioM, NETSTAT namae pisHOMaHITHY iH(pOpMAIliO PO
301iHI cUTYyalii ¥ 1HII MPOLECH, 110 MOKE TOMOMOITH BUSBHUTU MPOOIEMHU Me-
pexxeBoi B3aemonii Ha pizHux piBHAX Moxaeni OSI. Bepcis NETSTAT nans
Windows Takox 3aaTHa BioOpaxkatu ctaTuctuky Ethernet (mpu BukopucTanHi
napaMmeTpa -¢), o MOXe JIOTIOMOTTH 130JTF0BAaTH MPOOIEMU 3 MEPEIKEBUM yCTaT-
KyBaHHsM. [Hpopmais, BinoOpaxkyBana NETSTAT, naBenena Huxye.
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Interface Statistics Received Sent

Bytes 44483612 20434045
Unicast packets 94653 92824
Non-unicast packets 443 743
Discards 0 0
Errors 0 0
Unknown protocols 15452

[lin gac 3amycky 3 mapameTpoMm -€ mporpama Netstat.exe BimoOpaxkae 1H-
dopmartiro npo 3’eaHanHs TCP, ki akTUBHI y JaHUH MOMEHT Ha KOMIT FOTEpI, 1
cepBicu UDP, 1110 04iKyIO0Th BXiJIHUX JaHUX, K TOKAa3aHO HIDKYE.

Active Connections
Proto Local Address Foreign Adress State
TCP 51044 CZ50 LISTENING
TCP 51025 CH0 LISTENING
TCP 51025 CZ:nbsession ESTABLISHED
TCP 5137 CZ50 LISTENING
TCP 5138 CA0 LISTENING
TCP cz5nbsession CZ50 LISTENING
TCP cz5nbsession CZ31531 ESTABLISHED
TCP 5521 netsurge.contpop3 TIVE WAIT

ubP 5104
UDP cZSnbname
UDP cz5nbdatagyam

Takok MOMXJITMBO BUBECTH CTATHUCTHKY MEPEXKEBOTo Tpadika AJis MPOTOKO-
JIIB BEPXHIX piBHIB, Takux sik Server Message Blocks (SMB), BukopucToBytoun
komanay NET STATISTICS.

4.2.5 Nslookup

Nslookup € yTuiiToro, sika J03BOJISiE€ BIANPABIATH 3allUTH OE€3MOCEPEIHBO
neBHoMy DNS-cepBepa, m06 BuzHauutu imM’s 3 [P-anpecu abo 3anpocutu iHILY
iH(popmarito. Ha BiIMIHY Bijl 1HIIMX METO/IB BUSHAYEHHSI IMEH, TAKUX SIK BUKO-
puctanus PING, Nslookup no3Bonsie Bka3aTu, SIKHM 13 cepBepiB OAEPKUTH KO-
MaH/1, 0 A€ MOKJIMBICTh BU3HAYUTH, UM MpaBUIbHO Tpaitoe DNS-cepsep 1
Yyl MICTUTh BiH NpaBwibHi JnaHi. CrnoyaTky po3poOnena ans cucteM UNIX,
nporpama Nslookup.exe Takok BKJIIOYEHA O MEPEKEBHUX KIIEHTIB Uil Orepa-
miianx cucteM Windows NT/2000/XP/2003/Vista. Takox moctymHi peamizarii
Nslookup Big cTopoHHIX BHpPOOHHUKIB, HampuKiIal mporpama 3 rpadiyHUM
iHTepdericom, BrioueHa g0 CyberKit.

Nslookup.exe Moke OyTH 3aIyIieHa B IHTEPAKTUBHOMY 1 HEIHTEPaKTUBHO-
My pexumi. 1106 nmepenat okpemuii 3amuT, MOKHa BUKOPUCTOBYBATH HEIHTEP-
aKTUBHUU PEKUM, 3aCTOCOBYIOUM B KOMAaHIHOMY PSIKY TaKUil CHHTAKCHC:

Nslookup (117 (] [T (LTI

3amicTh 3MIHHOI iM’si_By3Ja BapTO BKa3aTu JAOMeHHe iMm’st abo IP-agpecy,
K1 MOTPIOHO BCTAaHOBUTH, a 3MIHHY 1M’sl_CepBepa 3aMiHUTH Ha iM’st abo [P-an-
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pecy DNS-cepBepa, sikoMy 11eii 3anuT Tpeba HamicaaTh. SKIIo OmyCTUTH Hapa-
MeTp IM’sl_cepBepa, nporpama BUKopuctoBye DNS-cepBep 3a 3aMOBUYBaHHSM.
Pesynbrar poOoTi mporpamu B HEIHTEpaKTHBHOMY pexumi B Windows Buris-
J1a€ B TaKUH CII0Ci0:

Server: nsl.secure.net Address: 192.41.1.10
Name: zacker.com Address; 192.41.15.74
Alases: wwww.zacker.com

[IMo6 3amyctutn Nslookup B IHTEpaKTUBHOMY pEXHUMI, CIiJT BBECTH 1M’
nporpaMu B KOMaHAHOMY psiIKy O€3 BKa3aHHs mapaMeTpiB (AJi1 BUKOPUCTAHHS
DNS-cepBepa 3a 3aMOBUYBaHHSM) Ui 3 Ae(picOM Ha MICLI 3MIHHOI iM’s_By37a i
HAcTynHUM 32 HUM iM’siM DNS-cepBepa, sik mokazaHo HIDKYE:

Nslookup — 171 [TTTTTT]

[Iporpama ¢opmye 3ampormieHHs sl BBEACHHS y BUTJISAI KyTOBOI Ty>KKH
(>), micns AKOi MO’KHAa HaOUpaTH iIMEHA YM apecH, a TaKOX BEIHKY KUTbKICTh
KOMaH]I, 110 3MIHIOIOTh TApAMETPH, IK1 BUKOPUCTOBYIOThCS Nslookup juist 3anu-
Ty cepBepa iMeH. CIMCOK KOMaH]1 MO>KHa BUBECTH HA €KpaH, HAOpaBIIN B PAAKY
3anporieHHs ciaoBo help. [{ns Buxoay 3 mporpamu Ciay>KUTh KOMOTHAIlIS KIaBiII
<Ctrl>+<C>.

4.2.6 Ipconfig

[Tporpama Ipconfig € mpocToro yTuUiiToOIO A BifoOpakeHHsT KOHpIrypa-
miinux napametpiB TCP/IP cucremu. Ile ocobmuBO KOpUCHO, KOJU JIJIsl aBTOMa-
tiyHOi KoHiIryparii kmientiB TCP/IP y Mepexi BUKOPUCTOBYIOTHCS CEPBEPHU
DHCP, Tomy 1o [uisi KOpUCTYBayiB HE ICHYE 1HILOIO MPOCTOro crnocoly mooda-
YUTH, SKI YCTAaHOBIIEHHS OYyJIM MpU3HAYEH] iX poO0YnM cTaHIisM. Y i peamizanii
UNIX BkmrouatoTe koMaHay ipconfig (3 JOBUIbHOIO KOH(Irypari€e iHTepdeii-
cy), 1 cucreMn Windows MaroTh mporpamy KoMaHAHOTO psjaka Ipconfig.exe. ¥V
Windows 95/98 Takox BkmtoueHna ytuiita Winipcfg.exe 13 rpadiunum iHTEp-
deticom, 110 BUKOHYE Ti caMi (PYHKITII.

3anyck Ipconfig.exe 3 mapamerpowm /all y cucremi Windows BUBOJAUTH TaKy
1H(opmMmariito:

Windows 2000 IP Configuration

HostName.......cooevrveec 2
Primary DNS SUffiX........cccveeiecrenenene Zacker.com
0’0 1Y o =S Hytxid

IP Routing Engbled..............cce..... No
WINS Proxy Enebled............oeeeeee. No

DNS Suffix Search List. : zacker.com

Bthemet adapter Local Area Connection:

Connection-spedific DNS Suffix:
Destription.........c.cceeeeeeeeeeeeeeen s 3C0MBherink ll (3C509/3c5090)
Physical ADKESS........cocovererererererenenes . 00:60:97-B0-77-CA
Autocorfiguration Enabled. . : Yes
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SUNEEMBSK ... . 2562552550

Defavit Gateway ..........ccoceveveeeerennns : 1921682100

DHCP Sener ... : 192.1682.10

DNSSENVESS ... : 199.224.86.15

199.224.86.16

Primary WINS Sernver ..., : 192168210

Lease Obtained.........cccevevrerererererenenes : Sunday, Feb 06, 2000 10:08:23 PM
Lease EXIMES........cceeenenererererens o : Tuesday, Feb 09, 2000 10:08:23 PM

Ipconfig Takoxk MO>KHa BUKOPUCTOBYBATH, 11100 aHYJIIOBATH YU BITHOBIIIO-
Batu BUKopuctanHs [P-anpecu 3 cepBepa DHCP 3a gomomororo mapameTpiB
/release 1 /renew, B1AIIOBITHO.

4.3 AHajizaTopu Mepe:Ki

AHamizatop Mepexi, SKUi 1HOJI HAa3MBAaIOTh aHAII3aTOPOM MPOTOKOJIB, €
MIPUCTPOEM, IO 3aXOTUTIOE TIEPEIaHui 1Mo Mepexi Tpadik i aHaji3ye Horo Biac-
THUBOCTI JICKIJIbkOMa Pi3HUMU criocobamu. OCHOBHOIO (DYHKITIEIO aHAI3aTopa €
JIEKO/TyBaHHS 1 B1IOOpaXeHHS BMICTY 3aXOIUIEHUX Y Mepexi makeTiB. J{s make-
TiB MporpamMa BHUBOAMUTH 1HPOPMAILIO, 3HAHIEHY B KOKHOMY 3 TMOJIIB KOKHOTO
MIPOTOKOJIBHOTO 3arojIOBKA, a TAKOXK JaHI BUXIAHOTO M0JaTKa, OTPUMaHi SIK KO-
PUCHI JaHi makera. AHaII3aTOPH, 0 TOTO K, YaCTO HAJAIOTh TaKy CTATUCTHUKY
mpo mepenannii Tpadik Mo Mepexi, K YUCIO MAKETIB, SIKi BUKOPUCTOBYIOTHCS
MEBHUM MPOTOKOJIOM, 1 KIJTBKICTh Tpadika, M0 3reHEepOBaHUN KOKHOIO CHCTE-
MOIO B Mepexi. AHaJi3aTOp MEPEeXKi TaKOXK € UyJOBUM 3aCOO0M JIJIsi HAaBUAHHS.
Hemae kpamioro cnoco0y mo3HaiiOMUTUCS 3 MEPEKEBUMH MPOTOKOJIAMU 1 iXHi-
MU (QYHKLISIMU, HDK TOOAYUTH iX y Aii.

[cHYIOTB AyXe pi3HOMaHITHI aHaI3aTOPU MEPEXki, MOYNHAIOUU 3 OKPEMUX
anmapaTHUX MPUCTPOIB 1 3aKiHUYIOUM MPOrpaMHUMHU TMpoaykTtamu. Hampukmnan,
Windows Bkitouae gonarok Network Monitor, 1110 103BOJIsi€ aHATI3yBaTH Mepe-
XKeBUU Tpadik.

ITo cyTi, anami3zaTop Mepexi — Iie 0JaTOK, 3aMyIICHU Ha KOMIT I0Tepi 3
YCTaHOBJICHOIO IJIATOI0 MEPEKeBOro anantepa. Lle mosicHioe domy 1i mpucTpoi
MOKYTh 200 BKJIIOUATH anapatHe 3a0e3neueHHs, abo Ha0yBaTu BUHATKOBO (hop-
Mu porpamu. KOHCYyIbTaHT, IO PyXa€eThCs MO Mepekax, MOKE MaTH MOTPATHB-
HUW KOMIT'IOTEp 13 TPOrpaMHUM 3a0e3MeYeHHSIM KOMILJIEKCHOTO aHaji3aTropa
Mepexl 1 pI3HUX MEPEKEBUX aJamnTepiB, IO MIATPUMYIOTh Pi3HI MEPEXKl, y TOH
yac SK aJIMIHICTPATOpy, 0 OOCIYTrOBY€ MPUBATHY MEPEXKY, Kpalle O0y/ie BUKO-
PUCTOBYBATH MEHIII JOPOTUH MPOTPaMHMI aHANI3aTOp Mepexi, 0 MIATPUMYE
JUIIE TaHUN TUTT MEPEeXKI.

AHamizaTop Mepexi Mpaloe NepeKIoYaloyuu MmiaTy MEpeKeBoro ajanrepa
KOMIT'IOT€pa, Ha SKOMY BIH 3alylIeHUH, Yy HEBNOPSIKOBAHUNU PEXKUM
(promiscuous mode) poGoTH. 3a3BUUall MEpEKEBUI aanTep NOCTIKYE apecH
MIPU3HAYEHHS B 3aroJIOBKY MPOTOKONY KaHAJHHOTO PIBHSA KOXKHOTO IaKeTa, 1110
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JOCSITa€E KOMIT FOTEPA, 1 SKIIO MAKET apeCOBaHUI HE IbOMY KOMII IOTEpY, MEpe-
XKeBUil amanTep irHopye ioro. Lle 3amobirae oOpoOIll IEHTpaIbHUM MPOIECO-
POM CHCTEMH THCSIY CTOPOHHIX MakeTiB. OAHAK KOJIU MEPEKEBHI aganTep nepe-
KJIIOUEHU y HEBMOPAIKOBAHUM pPEeXHM poOOTH, BIH NMpUHMae BCl MAKETH, 1110
MPUXOJATH 3 MEPEKI, HE3aJIEKHO BIJl IXHBOI aJpecy MPU3HAYEHHS, 1 IepeIae ix
JU1st 00poOKM Mporpami aHanizaTopa Mepexi. Ile 103Bomsie cucTeMi aHamI3yBaTH
HE TUTbKHU TpadiK, CTBOPEHUI CUCTEMOIO Y MPU3HAYEHUH JIJISi CUCTEMH 3 3aIly-
HIEHUM TPOrpaMHUM 3a0€3MEeUEHHSIM aHali3aTopa, ajie Takox Tpadik, sIKUM 00-
MIHIOIOTBCS 1HIIII CUCTEMHU B MEPEXKI.

Konu nonpatox 3axormiioe 3 mepexi Tpadik, BiH 30epirae Bci makeTu B Oy-
depi, 10 SKOTO Ha/lasi 3BEepTAETHCA I11]1 Yac aHaTi3yBaHHA. 3aJIKHO BiJl pO3MIpy
Mepeki W 1HTEHCHBHOCTI TepelaHoro Tpadiky, KUIbKICTh 3aXOIUICHUX JTaHUX
MoO>ke OyTH BEJTMKOIO, TOMY 3a3BHUail BapTo 3a/1aBaTu po3mip Oydepa, mob6 KoH-
TPOJIOBATH KUIBKICTh 3aXOMJIEHUX JAAHUX. Tak0XX MOXKHA 3aCTOCOBYBAaTU (iIbT-
pH, 1100 OOMEXHUTH TUIU JAHUX, L0 3aXOIUTIOIOTHCS aHAII3aTOPOM.

4.3.1 DiabTpania 1aHUX

Uepes Te, 1110 6araTo Mepex NepelaloTh BENUKY KUTbKICTh JAHUX, PETryJITIo-
BaHHS 00CATY JTaHMX, SIKI 3aXOILUTIOIOTHCS 1 0OpOOIIAIOTHCS aHATI3aTOPOM Mepe-
K1, € BAXJIUBUM elleMeHTOM. lle kepyBaHHS MOxe OyTH peasi3oBaHO 3aCTOCY-
BaHHAM (DUIBTPIB B MPOIIEC] 3aXOIIeHHs a0o micisa Hboro. Komu mMepexesi aaHi
3aXOIUTIOIOTHCS 0€3 00poOKHU, pe3yiabTaT MOke OyTH HE3PO3yMiJIUM, TOMY IO
BCI MaKeTH, CTBOPEH] PI3HUMH JOJaTKaMHU Ha YHUCIEHHUX CUCTEMax Mepexi, ne-
peMmilIani pa3oM y XpOHOJIOTIHYHOMY MOPSAJKY. 3aCTOCYyBaHHS (PUIBTPIB 3MYCHUTh
mporpamy BioOpakaTv TUTbKM HEOOX1HY 1H(POPMAIIIIO 1 JOTIOMOXKE 30PIEHTY-
BaTHUCS Y BETMYE3HIN KUTBKOCTI IOCTYITHUX JaHUX.

binpmricte anamizaTopiB Mepexi 3a0e3meuyoTh 18a TUTN (DUTBTPIB.

— @inpTpu 3axorieHHs. HakmanaroTe 00MEXXEeHHs Ha MMaKeTH, SIKi aHaIi3aTop
3YUTYE y CBiil Oydep.
— OinbTpu BimoOpakeHHd. OOMEXyI0Th BiIOOPAKEHHS 3aXOIJIEHUX MaKEeTIB

Ha eKpaHi.

3a3Buyail 06uaBa TUNHU (PUIHTPIB MPAIIOIOTH OJHAKOBO, €IMHE PO3XOJKCH-
HSl MK HUMU TIOJISITa€ B TOMY, KOJIM BOHHM 3aCTOCOBYIOThCA. MoxHa BUOpaTH,
Yyl BapTo (PUIBTPYBaTU MaKeTH NpHU 3YUTYBaHHI iX y Oydep aHamizaTopa abo
3aXOIUTIOBATH 3 MEpEeXk1 BCl JaHl 1 BUKOPUCTOBYBATU (PIIbTpU IJIsi OOMEKEHHS
BUBEJICHHS IIMX JJAHUX HA €KpaH (Y1 BUKOPUCTOBYBATH OOHUBA CITIOCOOH).

dinpTpallito JaHUX B aHAI13aTOP1 MEpeki MOXKHA 3/IIMCHIOBATH JIeKIIbKoMa
PI3HHMH crIocOo0aMu, 3aJIe)KHO BIJ] TOTO, SIKY 1H(OpMaIliio Mpo MepexKy HeoOXi -
HO oniepkaTH. Hampukian, Ko moTpioHo JOCTiHKYyBaTH MTPOTyKTUBHICTh TIEB-
HOTO KOMII FOTepa, MOKHA CTBOPUTH (iIbTp, 10 OyAe 3aXOIUIOBATH TIJIBKU Ma-
ketu, crBopeHi uuM IIK, nmpusnaueHi nnas HbOTO, UM yci iHmI. TakoX MOKHa
CTBOpPUTH (ITBTPHU, 3aCHOBAHI HA MPOTOKONI, SIKUH BHKOPHUCTOBYETHCS B IaKe-
Tax, 0 JO3BOJWUTH, HAMIPUKIIAJ, 3aXOIUTIOBATH TUTbKU Tpadik DNS Ha BUXOI1

89



YW 3a 3pa3KoM, 1100 3aXOIUTIOBATH TITBKH IMAKETH, M0 MICTATh BH3HAYCHUN
ASCII- un micTHaguATKOBUN psinok. KomMOiHyr0UM 111 MOXKJIMBOCTI 32 JOTIOMO-
rOI0 JIOTIUYHUX omepaTopis, Takux sik AND a6o OR, Mo)kHa CTBOPUTH crieriiai-
30BaHl QUIBTPH, M0 OyAYyTh BiI0OpaXkaTu JHIIEe HeOOXiIHY 1H(popMarllio. AHa-
J13aTOPH MEPEX1 MOKYTh BUKOPHCTOBYBATH PI3HOMAaHITHI 1HTep(eNcH 1 Iporo-
HYBaTU J0JIATKOBI MOJIMBOCTI, OCKUIBKM (UIBTpaIlisl MaKeTiB BIAOYBAeThCS Ha
OCHOBI iX po3Mmipy a00 MEBHMX YMOB MOMUJIKH, ajié OCHOBHI (DYHKIIIOHAJIbHI
MO>KJIMBOCT1 OYJTyTh TUMH K.

4.3.2 AreHTH

ATapaTHi1 aHATI3aTOPH MEPEXi € MEPECYyBHUMHU 1 PO3POOICHI IS TI1KITIO-
YeHHS JI0 Mepexki B Oyb-sikiit 11 Touri. [Iporpamui peanizaiiii He IEpEeMIIIAIOTh-
csl 1 9acTO BKIIIOYAIOTh MEXaHI3M (KM 1HOJI HAa3WBAIOTh areHTOM), IO JT03BO-
JIsi€ 3aXOIUTIOBATH MepekeBUil Tpadik 3a JOMOMOTOK MEPEKEBOro afanTepa iH-
III0T0 KOMTI foTepa. BUKOPUCTOBYIOUM areHTiB, MOXHA BCTAHOBUTHU MTPOTPaAMHUI
aHai3aTop Ha OJHIN MAaIIMHI 1 332 JOMOMOIO HHOTO 3AIMCHIOBATH MIATPUMKY
BCl€l Mepexi. ATeHT 3a3BUYall € JIpaliBEpOM UM CEPBICOM, KM 3alylIeHUN Ha
poOouiil cTaHIlli, KOTpa po3TamioBaHa Jech y Mepexi. Hanpukman, yci Bepcii
Windows BkitouaroTe Network Monitor Agent, o 3a0e3neuye s Jo0JaTka
Network Monitor, 3anmymienoro Ha cepepi Windows, MOKIIMBOCTI BiJ1aJIEHOTO
3axOIUIeHHS Tpadika.

Heski Bepcii Network Monitor, mo BkiatoueHni g0 Windows, oOMexeHi
MO>KJIMBICTIO 3aXOIUJICHHS TUIBKHM TOro Tpadika, IKMi MpU3HAYEHUN CUCTEMI, Ha
Ky BIH CHpsIMOBaHUN ab0 3 SKOi BUXOJWTH. [HITUMHU CIOBaAMHU MEPEKEBUI
azanTep He MepeKIIIoYaeThes y HeBnopsaakoBanuil pexum. 11lo6 3axomutu Bech
MepexkeBui Tpadik, HEOOXITHO BUKOPHUCTOBYBATH TMOBHOGMYHKIIIOHATBHY BeEp-
cito Network Monitor, 1m0 BKJIt0OU€Ha B MporpaMHuii maker Microsoft System
Management Server (SMS).

Konu anamizatop Mepexi 3amyCKaeThCs Ha CUCTEMi 3 OJTHUM MEPEKEBUM
aJlanTepoM, JTOJATOK 3a 3aMOBUYBAHHSAM 3aXOIUIIOE JaHi, 0 MPUXOASITh Ha Iei
1HTepdeic. SKIo B cucTeMi BCTaHOBIEHO OUIbIlEe OJJHOTO 1IHTep(ENCy y BUTIIS-
Tl 1HIIOI TUTATH MEPEXKEBOro ajantepa abo MOJIEMHOTO 3’€/IHaHHS, MOXKHA BU-
Opatu iHTepdeiic, naHi gkoro OynyTh 3axorutoBatucsa. Konmu anamizatop mae
MOJKJIMBICTh 3aCTOCYBaHHS areHTiB, y TOMY K J1aJOroBOMY BIKHI MOHa BKa-
3aTH 1M’ YU aJpecy 1HIIOr0 KOMII IOTEpa, Ha SIKOMY 3amyiieHuil arent. [lotim
JOJIaTOK 3’ €HYETHCS 3 IIMM KOMII FOTEPOM, BHUKOPHUCTOBYE HOTO MEPEKEeBHUI
azanTep IS 3aXOIUICHHS MepekeBoro Tpadika i mepesae oro y Oydepu cuc-
TEeMH, Ha KM 3amyienuit anamizatop. OMHAK KOJUM BUKOPUCTOBYETHCS areHT,
pO3TaIIoBaHUil B 1HIIIOMY CEIrMEHTI MEpPEeXi, BAKIIMBO BpaxyBaTH, IO caMa Iie-
penaua BiJ areHTa 10 aHaji3aTopa MOPOKY€E 3HAYHUI Tpadik.
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4.3.3 Anauni3 Tpadika

Jlesiki aHaAmMi3aTOPU MEPEeki MOXKYTh BiAOOpaXkaTH CTaTUCTHUKY MpO Tpadik
y Mepexi B Mipy HOTro 3aXOIUIEHHS, K KUIbKICTh MAaKETIB y CEKYHIy, PO3OUTHX
Mo poOOYMX CTaHIIAX. 3aJEXKHO B MPOIYKTY, TAKOX MOXIJIHMBO TMOJIAHHS ITIET
iH(dopmari B rpadiuniii popmi. Lro iHpopMaliiro MokHA BUKOPUCTOBYBATH IS
BU3HAYEHHS KIIBKOCTI Tpadika, iKW CTBOPIOETHCSA KOKHOIO CUCTEMOIO MEPEXKI1
YY1 KOYKHUM MPOTOKOJIOM.

BuxopucroBytoun 1eil 3acid, MOKHAa BU3HAYUTH, KA KUIBKICTb MPOIMYCK-
HOI 3/1aTHOCTI MEpEeXK1 BUTPAYa€EThCS MEBHUM JI0aTKOM 4M KopucTtyBayem. Ha-
NPUKIIa, SIKIIO Bi3HAYEHO, 1110 poOoYa CTaHIIisl TeHEPYE 3HAUHY KUIbKICTh Tpa-
¢ika HTTP, To MOXHa 3p0oOUTH BUCHOBOK, IO Ha Iii CTaHIli KOPUCTyBa4 1H-
TEHCUBHO meperiianae Web-cTopiHkd. 3a JOMoOMOro (GiIbTPiB 3aXOIJICHHS MO-
KHA KOH(QITYpYBaTH aHai3aToOp MEpexi IS BIAMpPABICHHS aIMiHICTPaTOpy
aBapifiHMX CUTHAJIB MiJ YaCc BUHUKHEHHS B MEPEXi MEeBHUX cUTyaulid. Jleski
MPOAYKTH MOXYTh T€HEpPYBAaTH aBapiiiHi CHUTHAIH, KOJU Tpadik MEBHOTO THILY
JocsiTae 3aaHoTo PiBHSA, HAMPUKIIA, koiu B Mepexi Ethernet BuHuKae 3ananto
BEJIMKA KUTHKICTh KOMI31H.

KpiM MOXIHBOCTI 3axXOIUJICHHS IaKETIB 3 MEPEexXi, JesSKl aHali3aTopH
TaKOX MOXYTh TEHEpYBaTH ix cami. MoXHa BHKOPHUCTOBYBATH aHAIi3aTOp IS
iMiTauii Tpadika neBHOI IHTEHCUBHOCTI, 100 MepPEeBIpUTH POOOUHI CTaH Mepexi
Y YCTAaTKYBaHHS, YyTJIMBOTO 10 HABAHTAKEHHS.

4.3.4 AHani3 NpoTOKOJIIB

[Ticns Toro sik 3axorieHuit Tpadik momimeHo y Oydepu anamizaTopa, MOX-
Ha JIOCTI/KYBATH MAaKETU OUIBII JIeTallbHO. Y OUIBIIOCTI BUMAJKIB MAKETH, 3a-
XOIUIEHI TPOTATOM TEepioly 3axoruieHHs Tpadika, BiIOOpaKkatOThCS XPOHOJOT-
TIYHO Y BUTJISIAI TaONHIN, 7€ BKA3aHO HAWBaXIMBIII XapaKTEPUCTUKH KOXKHOTO
MakKeTa, Takl sSIK aJipeCu CUCTEMHU MPU3HAYEHHS 1 BIAMPaBHUKA Ta OCHOBHUI MPO-
TOKOJI, BUKOPUCTaHUM NIl CTBOpeHHs makerta. [Ipum BuOOpi makera 31 CHHUCKY
B1100paXkaroThCs TOJATKOBI MaHEN, 0 MICTSATh MPOTOKOJIbHI 3ar0JIOBKH 1 J1aHi
TaKeTa, 3a3BMYail B HeompaIiboBaHii 1 JeKO10BaHIi Gopmi.

[Tepmie 3acTocyBaHHS JUIsl THCTPYMEHTA MOIOHOTO THUIY TOJSTAE B TOMY,
[0 MOKHA TIOOAYUTH, SIK1 TUTIK Tpadika nmpucyTHI B Mepexi. Hampukian, skino
Mepeka BUKOPHCTOBYE KaHAJIHU 3B 53Ky INI00ATBHOI MEpexi, 0 € OLIbII JOPO-
TUMU TIOPIBHSHO 3 3’€THAHHSIMH JIOKAJIBHOI MEPEKi, MO’)KHa BUKOPHUCTOBYBATH
aHamizarop, mo0 3axonutu Tpadik, Meperannuii o MUX KaHaax, 1 MepeKOHaATH-
Csl B TOMY, IT10 iX TIPOITYCKHA 3/IaTHICTh HE BUTPAYAETHCS A0USK.

OpHi€ro 3 O3HAaK, 3a KOO MOYKHA BIIPI3HUTH NMPO]eCciiiHl aHami3aTopyu Me-
pEeX1 BiJ OUTBII JIEMIEBHMX, € KUIBKICTh MIATPUMYBAaHUX MPOTrPaMoi0 MPOTOKOIIIB.
o6 mpaBUABHO IEKOIyBaTH TMAaKET, aHANI3aTop IMOBHUHEH MIATPUMYBATH BCl
MPOTOKOJIM, BUKOPUCTAH1 JIJIs1 CTBOPEHHS LIOTO MaKeTa Ha BCIX PIBHSAX €TAJIOHHOT
monem OSI. Hanpuknan, tunoBuii anamizarop nintpumye Ethernet i, moxxnuso,
Token Ring na KanamesHOMy piBHI, ajie sIKIIO Mepexa BUkopucToBye FDDI umn
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ATM, HeoOxinHO mpuadaTy Aopoxuuil npoaykt. Lle x came cnpaBennuBo 1 AJis
BepxHix piBHIB. [IpakTnuno yci aHamizaropu miaTpumytots npotokonu TCP/IP, a
3HayHa KUTbKicTh Takoxk [PX 1 NetBEUI. Ane, mepmr Hi>k mpumbatu aHamizatop,
HEOOXI1JTHO TMEePEeKOHATHCS, IO BIH MIIATPUMYE BCl MPOTOKOIH, SIKI BUKOPHUCTO-
BYIOTBCSI B Mepexi. TakoX BapTo OpaTH A0 yBarv HEOOX1THICTh MOJIEPHI3AIIIT ISt
MATPUMKY MaOyTHIX MOAM(DIKaIIIK IPOTOKOIIB, TAKHUX sIK [Pv6.

Jlexoayrouu makeT, aHajli3aTop 3JaTHUN 1HTEPNPETyBaTH (PYHKIIIIO KOXKHO-
ro 0ita 1 BiI0Opa3uTH 3aroj0BKU PI3HUX MPOTOKOIIB Y 3pYYHOMY JJIsi KOPUCTY-
Baya lepapxiyHomy Qopmati. MokHa PO3rOpHYTH 1H(POpPMALiIO ISl KOXKHOTO
MPOTOKOJTY, 00 JOCIKYBaTH BMICT MOJIIB HOTO 3arojoBKa.

AHani3zaTop Mepexi € MOTYXHUM THCTPYMEHTOM, 10 MOXKe OyTH JIETKO BU-
KOPHCTAaHUM 3 METOIO BUABJICHHS MpodsieM y Mepexi 1 1i miarpuMku. Komm mpo-
rpaMa JIeKoJIy€e TIaKkeT, BOHA BiJIoOpakae Bech MOT0O BMICT, BKIIIOYAIOUM 1HQOP-
Marliro, mo Moxe 0ytu cexkpetHor. [Ipotokon FTP, Hanpuknan, mepenae maposti
KOpHCTYyBaya B TEKCTOBOMY BUTJISIZI, 1 BOHH MOXYTh OYTH JIETKO MPOYUTAHI PU
3axOIUIEHH] MaKeTIB aHagizatopoM Mmepexi. HeaBropusoBanmii KOpucTyBad, 10
3alyCTHB aHaji3aTop, MOXE MEPEXONUTH Mapoiil aMIHICTPATOPIB 1 OJEpPKATU
JIOCTYI IO 3axMIlIeHux cepBepiB. Lle ogna 3 mpuumH, 3a Akoro Bepcis Network
Monitor, BxitoueHa 10 Windows, oOMexxeHa MOKIMBICTIO 3aXOIUICHHS Tpadika
JIOKQJIBHOI CUCTEMHU.

4.3.5 Tectepu kadeJ1o

AHai3aTrop Mepexi Mo)e JONMOMOTTH B J1arHOCTHII 0araTbOX THUIIIB Mepe-
KEBUX TIPO0JIeM, ajie BiH MOKIAJAEThCS Ha Te, M0 (i3uuHa Mepexa QYHKIIIOHYE
npaBuibHO. Komu mpoOiema mossirae B kabeni, mo GpopMye Mepexy, HeoOXiH1
PI3HI BUJIM MPUCTPOIB, 1110 MAIOTh Ha3BY «TecTep kabdemton. Tectepu kabemto 3a-
3BUYAN SABJSIOTH COO0I0 MOOUTBHIUMH TIPUCTPOSIMU, SIKi TIPUETHYIOTHCS 10 Mepe-
K1, 1100 BUKOHATH Pi3HI J1arHOCTUYHI TECTU MPOBIAHOCTI MEPEKEBOTO KAOEITIO.
Icanye mupokuii BuOip mpHUCTPOiB, IO 3HAYHO BIAPI3HIIOTHCS 32 BAPTICTIO 1
(GYHKIIOHATPHUMU MOXIUBOCTSAMHU. [IpocTi mpHUCTpOi MOCTYNHI 3a IIHOKO B
KUTbKa COTEHB JIOJIAPiB, y TOM Yac K MOJIEIl BUCOKOTO PIBHS MOXYTh KOIITYBa-
TH KUTbKa THUCSY J0apiB. Jesiki koMOIHOBaHI TeCTEpU MOXKHA MPUETHYBATH 10
PI3HHUX THUIIIB MEPEKEeBOro kabento, TakuM sik HeekpaHoBaHa BuTa napa (UTP),
expaHoBaHa BuTa napa (STP) 1 koakcianpHuli kabenb, y TOW Yac K 1HII 3AaTHI
NEepeBIPATH JIUIIE OJUH TUI Kabento. J[Jis 30BCiM IHIIMX TEXHOJOTIH mepenayi
CUTHAIIIB, TAKUX SK ONITOBOJOKOHHHM Kabelb, HEOOXiTHO OKPEMHI TPUCTPI.

Tectepn kabemto mepeBipsAOTh YW BIANOBIAE MPOKJIaJeHAa MeEpeka IeB-
HOMYy cTaHmaptTy. I1i yac mpokianenHs kabemto BiAMOBINHUN (DaxiBelb TeCTye
KOXEH 3B 530K, II00 MEepPEeKOHATUCS B MPaBUIBHOCTI HOTo poOOTH, 1 TepeBipsie
BIJICYTHICTh Mpo0JieM, 110 MOXYTh OyTH BUKIMKaHI SKICTIO CaMOro Kabeno 4u
MPUPOIOI0 Horo ycraHoBieHHd. Hanpuknaz, rapHuii Tectep kabemto mepesipsie
CJIEKTPUYHHUN IIyM, BUKJIUKAHUN JaMIIaMH JEHHOTO CBiTJia abo 1HIINM e(eKT-
PUYHUM yCTaTKyBaHHSAM (pO3TallIOBAaHUM OJM3BKO), IEPEXPECHI 3aBA]IN BiJl CUT-
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HATIB Y CyCIIHIX JKHWJIaX, 3aracaHHs, BUKJIMKAaHE HAJAMIPHO JTOBI'MMHU CErMEHTa-
MU Ka0elro 4d HEBIAMOBIIHOIO KAaTeropier Kabemro, KOPOTKI 3aMUKaHHSA U 00-
pUBH Kabelto, Mo1aHi IEBHUM PIBHEM €MHICHOTO OTOpY.

Kpim nepeBipku )XKUTTE3AATHOCTI PO3BOJKU KaOEIbHOT MEpEXi, TECTEPH Ka-
0eJto € TapHUM 3aco00M IS BUSIBIIEHHsI TpooOsiem 3 kabeneM. Hampukian, Tec-
Tep, MO GYHKIIOHYE K pedICKTOMETP, MOKE BU3HAUUTH OOPUB UM KOPOTKE 3a-
MUKaHHS B KaOeli, mepenardd BUCOKOYACTOTHUI CHUTHAl 1 BUMIPIOIOYH KiJIb-
KICTh Yacy, 110 MPOUIIA O TOTO MOMEHTY, KOJIHM BiIOUTUI CUTHAJ MOBEPHETh-
cs1 Ha3an. BukopucToByrouM 110 TEXHIKY, MOYKHA BH3HAYUTH, Ha SIKIM BiJICTaHI
BiJl TecTepa B Kabeuni Big0yBCsi 0OpUB YM BUHUKJIIA 1HILIA HECTPABHICTh. 3HAIOUH,
o mpobiiemMa po3TalloBaHa Ha BiJcTaHi, Hampukiaax 20 M, MOKHa YHUKHYTH
MepeBIPKU KOKHOTO MeTpa KabeJto, 1o e A0 mporo Micid. Jleski Tectepu Ta-
KO MOXYTb JJOTIOMOTTH BU3HAYUTH MapuIpyT, IO IKOMY Kabellb IPOXOIUTh Ye-
pe3 cTinu 4u creni. s Hboro BUKOPUCTOBYEThCS 3BYKOBUI T€HEPaATOp, 110 T0-
CUIa€ Mo Kabenro CUJIIBHUN CUTHAI, KU MOXE YJIOBHTH TECTEp, SIKIIO Oyne
po3TanoBaHuil MOOIN3Y Bl KaOemro.

KonTpouabHi nuTanud 10 po3uiny 4

OxapakTepu3yBaTH MOKIUBOCTI Ta Mpu3HadeHHs1 komanau NET.
OxapakTepu3yBaTu MOXIMBOCTI Ta npu3HadeHHs1 komanau NET CONFIG.
OxapakTepu3yBaTu MOKIUBOCTI Ta npusHaueHHs komanau NET DIAG.

. OxapakrepusyBat MOxJHBOCTI Ta npuzHaueHHs koMmaHn NET START i
NET STOP.

5. Omucatu cyTh poOOTH Ta TpU3HAUEHHS MPOTpaMHU-IHCIIEKTOpa Mepexi
NET WATCHER.

6. atu ominky nmporpamu Server Manager.

7. Hatu oninky nporpamu Web AamiHicTpartop.

8.  Maru ominky nporpamu Net Meeting.

9.  Hocaiautu MoxxauBocTi nporpamu PING.

10. HocmiauTu MOXKIJIMBOCTI ITporpamu Traceroute.

11. HocmiauTu MOXJIMBOCTI Tporpamu Route.

12. JocaiauTy MOXKIMBOCTI nporpamu Netstat.

13. Hocaiautu MoxxiauBocCTi nporpamu Nslookup.

14. Jocaiguty MOKIMBOCTI nporpamu Ipconfig.

15. OOrpyHTyBaTH NEPCIEKTUBHICTh BUKOPUCTAHHS aHAII3aTOPIB MEPEKI.

16. Omnucatu 0coOIMBOCTI aHaNIi3aTOPiB Tpadika.

17. Omnucatu 0coO6IMBOCTI aHATI3y TPOTOKOJMIB.

18. AmapaTHo-TIporpamHi 3aC00M TECTYBaHHS KaOeo.

19. JlocmiauTy NOHATTS MEPEXKEBOI0 KEPYBAHHS SIK MONEPEIKYBATBHOTO 3aX0AY.

BN
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3aBIaHHA Il CTY/IEHTIB 3204HO0I GopMU HABYAHHA

Po3poOutn 610K-cXeMy KOMIT FOTEPHOI MEpEXi, y sKiid n poOOYHNX CTaHIIiH,
m BeO-cepBepiB, h ¢aitn-cepBepiB, d cepBepiB BXiHOI Ta BUXIAHOI momiTu, k
DNS-ceprepiB, r DHCP-cepBepiB, 3a1aH0i TOMOJIOTIi Ta CTaHJAPTY Mepe1aBaH-
Ha. [iamazon IP-ampec g agpecamii  komm’iotepiB  192.168.0.74—
192.168.0.215. 1151 KO)KHOTO KOMIT FOTEpa BKa3aTH MOKJIMBI TUIU OMNepaniiHol
CUCTEMH, fAKa MOTpiOHA At KOpeKTHOi poboTu, oOrpyHtyBatu ii BUOIp. [lns
BCI€1 MEpexi MiApaxyBaTH MOXJIMBY BapTICTh BCHOTO MOMJIMBOTO MPOrPAMHOTO
3a0e3neueHHsl, 1110 He0OXiTHO AJi1 poOOTH MEpexi MEeBHOro NMpu3HavYeHHs. Bapi-
aHTH 3aBAAaHHS BUJIAIOThCS BUKJIAJaueM.

V BiANOBII OOTPYHTYBATH BUOIp Ta BIAMOBITHICTh TEXHOJIOTIT TA TOMOJIOT]

MEpPEKi, IO PO3POOISIETHCA.

= | e |BE |4 |2 £ 2
51888522242 & o 8 o E .
5|as| 28| SE|gEg 24|08 = 5= 2%
AEHEEEREEE R IR = £ 232
Rl Y s E g' 2 g_ Q= S 2 g_ .§ g g g g ':5( g E
2|55 5828527 28| 28] ¢ ©z E

S |2 g |EF |8 |2 S g =

= £ = & S
1. 12 5 3 1 4 2 Iluwa | FDDI HaguanbHa
2. 47 12 7 1 1 2 3ipka Fast Ethernet BankiBchka
3. 45 9 2 1 5 2 Kinbue | Gigabit Ethernet Toprosa
4. 65 10 9 2 7 1 3ipka Fast Ethernet Indopmaniiina
5. 10 7 7 2 9 1 [luwa | FDDI EnexrponHa komepuist
6. 28 5 1 2 1 1 Kinsue | FDDI 3axucr
7. 79 10 5 1 10 2 una | Fast Ethernet [Tomykosa ciryx0a
8. 30 2 2 1 2 2 3ipka Gigabit Ethernet [omrroBa ciryx0a
9. 15 3 9 1 8 2 Kinsue | FDDI [ociyru 38’ 43Ky
10.] 24 8 6 2 7 1 3ipka Fast Ethernet YnpasiiHHS IPOEKTaMU
11.] 73 10 1 2 11 1 luna | Gigabit Ethernet HaguanbHa
12.] 32 11 8 2 5 1 Kinbue | Fast Ethernet BankiBchka
13.] 65 5 11 1 9 2 luna | Gigabit Ethernet Toprosa
14.] 85 7 13 1 7 2 3ipka Gigabit Ethernet Indopmaniiina
15.] 15 3 2 1 8 2 Kinsue | FDDI EnextpoHHa komepuist
16.| 95 13 14 2 1 1 3ipka Fast Ethernet 3axucr
17.] 46 9 18 2 3 1 Iluna | Gigabit Ethernet TomykoBa ciry:x0a
18.] 35 2 1 2 4 1 Kimene | Fast Ethernet TomroBa ciryx0a
19.] 36 7 8 1 13 2 lluna | Fast Ethernet [ociyru 38’ 43Ky
20.| 89 3 13 1 4 2 3ipka Gigabit Ethernet YnpasiiHHS IPOEKTaMU
21.| 37 1 8 1 8 2 Kinbue | Fast Ethernet HaguanbHa
22.] 81 45 15 2 2 1 3ipka Fast Ethernet BankiBchka
23.] 94 6 9 2 20 1 luna | Gigabit Ethernet Toprosa
24.| 46 11 6 2 5 1 Kinene | Fast Ethernet Indopmariiina
25.1 25 3 6 1 8 2 [ura | FDDI EnexTpoHHa KOMEpIIis
26.| 37 6 18 1 6 2 3ipka Fast Ethernet 3axucr
27.| 15 1 3 1 4 2 Kinenie | FDDI ITomykosa ciryx0a
28.| 68 18 7 2 7 1 3ipka Fast Ethernet [TommrroBa ciyx6a
29.1 20 3 6 2 15 1 lrra | FDDI ITocayrn 3B’ 3Ky
30.] 80 8 14 2 8 1 Kinene | Gigabit Ethernet YnpasiiHHS TPOSKTaMHU
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3aBnaHHA 11 JJa0OPaTOPHUX POOIT
CrtBopeHHs 00J1IKOBHX 3anuciB KopucTyBauiB Ta rpyn y Windows 2000

3aBmanHsa
1. 3apeecTpyBaTiCh Ha KOHCOJI1 CEpBEpPA 3 BUKOPUCTAHHSIM 00JIIKOBOTO 3aIUCY 3
aJAMIHICTPaTUBHUMU MTPaBaMHU.
2. CTBOpUTH JIOKaJBHI 1 T700aNbHI TPyNH BIANOBIAHO 10 Tabmumi 1. YBectu
r100ajapHI TPYyNU 10 CKJIaAy JIOKAIBHUX BIAMOBIAHO 10 Tabmwmii 1 Ta HagaTu

NpUBLIET JIOKAIbHUM IpyriaM BianoinaHo Tabmuui 1 Ta Tabauii 2.

I[J'Ii[ CTBOPCHHA 1 OTICPYBAHHA 3 TpyIIaMH BUKOPUCTOBYETHCA OCHAIICHHS:
Administrative Tools/Users and Computers

I[J'Ii[ MMPpU3HAYCHHA HpI’IBiJ’IGﬁ BHUKOPUCTOBYETHCS OCHAIICHHA:
Administrative Tools/Local Security Policy/User Rig Assignment

Tabmms 1
Ha3Ba rpynu Tun YjieHCTBO Ipusiiei
Locall JIOKaJbHa 1,3,7,10
Local2 JIOKaJIbHA 2,4,3,6
Local3 JIOKaJbHa 3,11,7,10
Local4 JIOKaJIbHA 1,4,6,8
Globall riao0abHa Locall, Local2
Global2 riaobabpHa Local3, Local4
Global3 riao0abHa Locall, Local3
Global4 riaobabpHa Local2, Local4
Ta6mmist 2
Ne Ilpusinei Onucanue
1 Backup files and directoriesBuxoHyBatu pe3epBHE KOITIFOBaHHs (aiiliB Ta KaTaIOTiB
(mpiopHTeT Haj paBaMu JOCTYITY /10 (aiiiliB Ta KaTaJloriB)
2 | Load and unload devigeBcranoBmOBaTH Ta BUAAJSTH ApaiiBepy TPUCTPOIB
drivers
3 Shutdown the systenBukoHyBaTH BUMKHEHHS BiJ1alIeHOI CHCTEMU
remotely
4 | Restore files and directorieBinHosaroBatn ¢aiim Ta KaTaJIOrH 3 pe3epBHOI Korii
5 | Manage auditing angdBkasyBaru, siKi THIIH JTOCTYIy IO PECYpCiB MiISITAIOTh Pe-
security log €CTPYBAHHIO, & TAKOX AWBHUTHCH Ta OUMIILYBAaTH KypHAI
ayzmTy
6 | Shutdown the system Bumukaru cuctemy
7 Change the system time | BcranoBiroBaT BHYTPINIHIN TaliMep KOMIT I0TEpa
8 | Take ownership on files QrllpuiimMaTu aiinm, kaTagord, IPUHTEPU Ta 1HIII 00’ €KTH
other objects y BIIACHICTb
9 | Log on locally PeecTpyBatucs JIOKaJIbHO 3 KJIaBIaTypH KOMIT I0TEpa
10 | Access this computer fropfligkmodaTch 10 KOMIT IOTEPY MO MEpexi
the network

3. CtBopuTH BiacHUM OOJIKOBMM 3amuc Ta yBecTH Horo y rpymy Domain
Admins.
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4. 3apeecTpyBaTUCh 32 JOMOMOTOO BIIACHOTO 00JIIKOBOTO 3aIUCY.

5. CtBopuTH 00JiKOBI 3amycy BiAmoBiaHo a0 Tabmui 3.

6. CripoOyBatu 3apeecTpyBaTHUCh 3 KOHCOJII CepBepa 3a JAOMNOMOIOI0 CTBOPEHHUX
00MIKOBHMX 3amuciB. B ToMy Bumaaky, Koiu cucTeMa 3a0OpoHs€ I 3pOOWTH,
MOSICHATH TIPUYMHY Ta BIJIKOPUTYBATH OOJIIKOBMH 3alMC TaKUM YUHOM, 100
TIpoIIeC peecTpallii BiIOYBCS.

7. Ha inmomy xomm’torepi 3aBantaxutu Windows 2000 Professional. CripoOy-
BaTU 3apeeCTpyBaTUCh Ha cepBepi (B jomeH Home). YV Bumaaky HeBmaul BiJKO-
puryBati OOJIKOBMI 3alllC HAa CEpBEpl TaKUM YMHOM, OO peecTpaiis Oyna
MO’KJIMBOIO.

8. 3poOUTH BUCHOBKH.

Tabmmrs 3
£ £ T S
s | = < S g S g = %
= = Z. = = S S 2
2 | E| 2 | S| 2| G g T
= p— ] S -
= = A
Ivan A |Ivanov [Ivanovl |ivan [Globall |Server Sunday 9:00-21:00
Local2 |WS17 Saturday 13:00-17:00
Global4 |WS14 Friday 2:00-11:00
Local3 |WSI1I Other 6:00-12:00
Peter O |Petrov |PetrovP  |petr |Global2, [Server Sunday 3:00-11:00
Local3 |WSI12 Saturday 23:00-24:00
Global3 |WSI13 Friday 12:00-17:00
Locall |WSI15 Other 2:00-18:00
Dmitriy | L |Sidorov [SidorovD |sidor |Global2 |Server Sunday 8:00—15:00
Local3 |WSI12 Saturday 12:00-18:00
Global4 |WSI13 Friday 15:00-17:00
Locald |WSI15 Other 1:00-3:00

HanamryBaHHs po0040ro cepeoBHINAa KOPUCTYBaviB
OC Windows 2000

1. 3acBoeHHs MpUHLUIIB POOOTH 3 PEAAKTOPOM CUCTEMHOI MOJITUKH.

1.1. Jonatu B meHto Administrative Tools ocractky Local Computer Policy,
CKOPHCTAaBUINCH MPOTPaMOI0 mmc.

1.2. 3amyctutn pemgakTop cucremHoi momiituku: Administrative Tools/Local
Computer Policy.

1.3. Bubparu User Configuration/Administrative Templates.

1.4. 3a BKa31BKOIO BHKJaJauda 3a0JI0KyBaTH MEBHI MOXIIMBOCTI 1HTep(eEncy 1
NEPEBIPUTH, 110 3a00pPOHA JIiE€.

1.5. [ToBepHyTH HalaIITOBYBaHHS 1HTEpdENCY 10 MOMEPETHBOTO CTaHYy.
2. CTBOpEHHs 3aBaHTa)XyBaJbHUX MPOQ1JIiB KOPUCTYBAUIB.

2.1. CtBoputn obOmikoBuit 3amuc Test 1 gomatu iHoro B rpymy Domain
Admins.
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2.2. 3apeecTpyBaTUCh IiJT UM 00JIIKOBUM 3aITHCOM.

2.3. 3MIHUTH HaJaTYBaHHA POOOYOro CTOIY Ta 3a BKa3iBKOI BHKJIazaya
BHECTH 3MIHU B CUCTEMHY HOJITHKY (aHajioriyxo m.1.3).

2.4. 3apeecTpyBaTUCh 3a JIOIOMOTOI0 BJIACHOTO OOJIIKOBOTO 3aMHCY.

2.5. CtBoputHu Ha qucky C BIpTyalbHOT MALTMHM MANKY 13 BIACHUM TPI3BHUILIEM.

2.6. Uepe3 mnpaBy kHomnky wMuimi Bubpatm My Computer/Properties/User
Profiles.

2.7. Bubpatu mnpodine kopuctyBaya Test 1 ckomitoBaTH HOro B IaIKy,
CTBOpEHY B 1.2.5, mepel KOMIIOBaHHAM BCTAHOBUBILIM JO3B11 Ha KOPUCTYBaHHS
UM npodisieM BciM KopucTyBauaMm yepe3 00’ ekt Everyone.

2.8. CTBOpUTH HOBUI OOIIKOBHI 3alMC KOPUCTYBaya 3 JOBUTBHUM 1M’ SIM.

2.9. V BnacTuBOCTSX 00JIIKOBOTO 3amucy B 3akiafii Profile Bkazatu nuisx 1o
ManKu, CTBOPEHOi B 1.2.5.

2.10. 3apeecTpyBaTuch 3a JOMOMOTOI0 OOJIKOBOTO 3amlHCy, CTBOPEHOTO B
n.2.8. [lepeBiputu, 4 3aBaHTAKUBCA MPU3HAYCHUN TPODLIB.

2.11. BingaTtu nmanky, CTBOpeHY B M.2.5 10 3aralbHOr0 KOPUCTYBAHHS 3 Mpa-
BAMHM MOBHOTO TOCTYITY JJI BCIX KOPUCTYBaUiB.

2.12. YV BnactuBocTAX 00JIKOBOTrO 3amucy B 3akiamil Profile Bkazatu nurax
70 manku, ctBopeHoi B m.2.5 y Burmani \\Server\FolderName, ne FolderName —
BIAMOBIIHE 1M S MANKH.

2.13. Tlostoputu n.2.10, peecTpyroduch 3 poOOUOi CTAHIII].

3. O3HalloMJIEHHS 3 TIOJIITUKOIO KEPYBaHHS OOJIKOBUMH 3aIIMCaAMHU.

3.1. 3anyctutu Administrative Tools/Domain Security Policy/Account Policies.

3.2. 3a BKa3IBKOIO BHKJIaJaua BCTAHOBUTH OOMEXEHHS Ha JOBXKHUHY HapoJId,
TEePIOIUIHICTh HOTO 3MIHH, CKIIAHICTD 1 T.]I.

3.3. IlepeBipuTH BCTAHOBIICHHI 0OMEKCHHS MIJITXOM CTBOPESHHS HOBOTO 00JIi-
KOBOTI'O 3aIUCYy.

3.4. BcTaHOBUTH HaNAIITYBAaHHS, IO 3aMI00IrATUMYTh MiAOUPAHHIO MAPOJTIO.

3.5. IlepeBipuTH Ai€BICTh HAJAIITYBAaHb IUISTXOM MOBTOPEHHS cipob peecTpa-
11 13 HEBIPHUM TapOoJIEM.

4. 3poOuTH BUCHOBKH.

3acBO€HHS NpUHLMIIB podoTH 3 daiioBoro cucremorw NTFS

1. Ha NTFS po3aini ctBopuTH nanku 3 mpaBaMu 3rigHo 3 Tadauiero 1. B kox-
HIM 13 TMamoK CTBOPUTH TEKCTOBMM ¢aiinm 3 iMeHamu BiamosigHo Filel.txt,
File2.txt, File3.txt, File4.txt. JIns HamauHs mpaB HEOOXiTHO HATHUCHYTHU MpaBy
KHOTKY MUIIN Ha TAamli, Ha Ky [PU3HAYAIOThCS TIpaBa, BHOpaTH
Properties/Security, nogaTu BiMOBITHOTO KOPUCTyBada abo rpyiy Ta BUOpaTu
HE0OXiTHI TTpaBa.

2. llepeBiputn poOOTO30aTHICTh HAAAHUX MpaB. J{JIs LBOTO CIiJ MO Yep3i 3ape-
€CTPYBATHCh 33 AOMOMOror0 06iikoBoro 3anucy Ivanovl, PetrovP, SidorovD Ta
cripoOyBaTH BHECTH 3MiHM J0 (aiiiiB, 110 3HaXOAAThCA B Katanorax Directl,
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Direct2, Direct3, Direct4. [losicHuTH pe3yJbTaTH.

Ta0mn 1
Jupekropisa | KopucryBaui IIpaBa
(rpynn)

Directl Ivanovl Allow: Read, Write, List Folder Contents
Locall Deny: Read, Write

Direct2 Local2 Allow List Folder Contents, Read
PetrovP Allow Full Control

Direct3 SidorovD Allow: Read, Write
Local3 Deny: Full Control

Direct4 Local4 Allow Write
PetrovP Deny: List Folder Contents, Read

3. Oprani3zyBaTy ayIMT TaKUX MOJiH 3a BKa31BKOIO BUKJIa[ayua:
— HEeBJAJIl CIPOOH pPeeCTparlii;
— BJaJ 1 HEBAJ CIIPoOU CTBOPEHHS KOPUCTYBAUIB;
— neperisa BMmicTy nanku Direct]l kopuctyBauem PetrovP;
— cnpoba ctBopeHHs (aitry kopuctyBaueM [vanovl B mammi Direct2.

Jlna aktuBizamii ayauty HeoOXximHo 3amyctuTu Programs/Administrative
Tools/Domain Controller Security Policy, Budpatu Local Policies/Audit Policy.
AKTHUBI3YBaTH ayJWUT TaKWX MOAIN, SK: PEECTpallisi KOPUCTYBadiB, JOCTYI JI0
00’€ekTiB, omepallii 3 OOJIKOBUMHM 3amucamu. g akTuBI3alli ayJuTy JOCTYITY
70 OKpPEMOI TManKd OKPEeMHM KOpPUCTYyBadeM HEOOXiHO HATHUCHYTH IMpaBy
KHOMIKY MHUIIl Ha Tamli, Ha sKy TMpU3HAYae€ThCad ayauT, BUOpaTu
Properties/Security/Advanced. Jlami BuGpatu 3aknaaky Auditing Ta 3a gomo-
mororo kHonku Add gomatu kopucTtyBada abo rpyIy, Ydid JOCTYI ayJiFOETHCS.
Jani BuOpaTu TUNU omepalliid, ki MIAraloTh ayJIuTy.

4. THiitoBaTH OAHY 3 MOJH, 110 MIATal0Th AYIUTY.

5. 3HaliTH BIAMOBITHUMN 3alKC B KypHAJl 3aXHUCTy Ta 3pOOMTH BHUCHOBKH. Pe-
3yJbTATU Ay IUTy MOKHA MEPETSTHYTH, 32Ty CTUBIIIN:

Programs/Administrative Tools/Event Viewer/Security Log.

6. Jlns mepeBipku pynkiionyBanas Encrypted File System neoOximHO 3apeect-
pyBaTUCh 3a JOMOMOIOI0 O0O0JiKOBOro 3amucy Ivanovl, cTBOpUTH TEKCTOBUM
daiin 3 iM’am TestFile Ta 3anucaty B HbOTO JOBUTHHUN TekcT. Hamatu Ha 1eit
daiin npaBa goctyny kopuctyBauy PetrovP. HaTucHyTH npaBy KHOIIKY MUIII Ha
nanii, Ha SIKy MpU3Ha4arThCs mpaBa, BuOpatu Properties/General, HaTuCHyTH
kHonky Advanced. BcranoButu atpudyt «Encrypt contents to secure datay.
Jlani 3apeecTpyBaTUCh 3a IOMOMOror0 00J11KoBOro 3anucy PetrovP 1 cnpoGyBaTu
MIEPETIITHYTH BMICT ¢ainy. 3poOUTH BUCHOBKH. 3apeeCTPYBATHUCh 3a JOTIOMO-
rol0 00JIIKOBOTO 3alHCy, 10 BXOAUTH JI0 Tpynu Administrators 1 Takox cripoOy-
BaTHU TEPETIIIHYTH BMICT (aitiy.

7. 3poOUTH BUCHOBKH.
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