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 Guest
 Administrator

 Krbtgt

 System 
 Creator owner –  

 
 Account operators 
 Administrators 
 Backup operators 
 Guests  
 Print operators
 Replicator 
 Server operators 
 Users

 
 Domain guests 
 Domain Users
 Domain Admins 
 Domain Computers 
 Domain Controllers – 

 
 Enterprise Admins 
 Schema Admins – 

 Everyone

 Authenticated users 

 Self

Directory Service Manager,
Users. 

User Properties.



 General  
 Address

 Account
 Telephone/notes
 Organization
 Member Of 

 Dial-in
 Object 

 Security

Account)

 

 
 
 
 
 

Membership.
Add.

Remove.

Security.

Allow), 
Deny).

New/User.
Create User.



Full Control Administrators, Account operators, System 
Read Administrators, Account operators, System, Authenticated 

users, Self
Write  Administrators, Account operators, System 
Send As Administrators, Account operators, System, Self
Receive as Administrators, Account operators, System, Self
Change
password

Administrators, Account operators, System, Self, Everyone

Properties.
Group Properties.

Group Properties 
 General
 Membership
 Managed by
 Object
 Security

Add 

Membership.

Add 
–

Remove.

Domain Properties, General Edit 
Computer security policy Use � local policy object 
in this domain. Default Local Policy 
Properties.



Administrative Roles 

Account operators Add.

User Rights 

Backup files and 
directories

Administrators, Backup 
operators

Load and unload 
device drivers

Administrators

Shutdown the 
system remotely

Administrators

Restore files and 
directories

Administrators, Backup 
operators

Manage auditing 
and security log

Administrators

Shutdown the 
system

Administrators, Backup 
operators

Change the system 
time

Administrators

Take ownership on 
files or other objects

Administrators

Log on locally Administrators, Backup 
operators

Access this compu-
ter from the network 

Administrators, Everyone 



 
Edit 

Domain security policy General Domain Pro-
perties. Default Domain Policy Proper-
ties.  

 
 
 
 
 
 
  

 
Password never expires 

 

 
 

 



 

 
Password uniquiness 

 
Password must be strong 

 
 
 
 
  

User must logon in order to change Pass-
word, 

 
Account Lockout Default Domain Policy Pro-

perties

 



 
 

 

 

 

 

 

 
 





CATEGORY !!Network CATEGORY !!Update 
POLICY !!RemoteUpdate 
KEYNAME System\CurrentControlSet\Control\Update ACTIONLISTOFF 
. VALUENAME "UpdateMode" VALUE NUMERIC 0 
END ACTIONLISTOFF 
PART !!UpdateMode DROPDOWNLIST REQUIRED 
VALUENAME "UpdateMode" ITEMLIST 
NAME ! !UM_Automatic VALUE NUMERIC 1 
NAME !!UM_Manual VALUE NUMERIC 2 
END ITEMLIST END PART PART !!UM_Manual_Path EDITTEXT 

VALUENAME "NetWorkPath" 
END PART 
PART !!Display Errors CHECKBOX 

VALUENAME "Verbose" END PART PART !!LoadBallance 
VALUENAME "LoadBallance" END PART END POLICY 
END CATEGORY ; Udate END CATEGORY ; Network 





 Enabled

 D�sabled

 Undef�ned



 

 
 



 Remove Run Command from Start menu

 Run Only Allowed Windows Appl�cat�ons

 D�sable MS-DOS Prompt

 Remove Folders from Sett�ngs on Start menu



 Restr�ct Network Control Panel

 Restr�ct Pr�nter Sett�ngs

 Restr�ct Passwords Control Panel

 Restr�ct System Control Panel

 Remove Taskbar from Sett�ngs on Start menu

 Remove Run Command from Start menu

 H�de All �tems on Desktop

 D�sable Reg�stry Ed�t�ng Tools

 D�sable Context Menus for the Taskbar

 Deny Access to D�splay �con



 H�de Background Tab

 H�de Screen Saver Tab

 H�de Appearance Tab

 H�de Sett�ngs Tab

 Wallpaper Name

 Color Scheme

 Custom Programs Folder/Custom Shared Program Folder

 Custom Desktop �cons/Custom Shared Desktop �cons

 Custom Startup Folder/Custom Shared Startup Folder 

 Custom Start menu/Custom Shared Start menu

 H�de Start menu Subfolders



 H�de Dr�ves �n My Computer 

 H�de Network Ne�ghborhood

 No Ent�re Network �n Network Ne�ghborhood

 No Workgroup Contents �n Network Ne�ghborhood

 Remove F�nd Command from Start menu 



 Off
 Automat�c

 Manual



 

 

 

 

 





 

 
 
 

 
 

 

 Appl�cat�on Data

 Cook�es

 Desktop

 Favor�tes

 H�story

 My Documents

 NetHood

 Personal
 Pr�ntHood

 Recent

 SendTo

 Start menu

 Templates



%username%

\\Ntserver\Prof�les\%Username% 

%username%

\\Ntserver\Prof�les\%Username%.man.







%LogonServer%

\\ %LogonServer%\users\%UserName% 

%Logonserver%







 

 
 
 

 
 

 
 

 
 

 

 
 



 NTFS
 FAT

 FAT 32

Local disk.

Properties. 

 



 
 
 
 
 



 

 

 



 

 

 

 

 



 

 

 

 

 
 
 
 
 
 

 
 



 

 

 

Compress Properties  

View Options 

 

 

 

 

FORMAT drive: [/FS:file-system] [/V:label] [/Q] [/A:size] [/C] [/E] 

 
 
 
 
 

 



 

 

 

CONVERT ����: /FS:NTFS [/V] 
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Encrypt.
Encrypt (�����������) Decrypt (�����������)

Encrypt



Encrypt

copy

Encrypt



Decrypt 

\\Server\Public

\\Server\Public\Sergey

 
 

�r�perties.
Disk Properties Quota.

Enable 
quota management

Deny disk space to users exce-
eding quota limit

(Set warning level to)



Disk Properties 
Quota Entries

Quota
Add New Quota Quota Settings

����� (change)

����� (change)

Properties
File Properties Security

File Properties Security.
Name PermissionsAllow Deny Inherit permis-



sions from parent

Name

��’�_������\��’�_�����������
Add

Permissions

(Allow) (Deny)

Inherit permissions from parent

Advanced Access Control Set-
tings

Allow/Deny), 

Full Control Modify Read Execute Read Write
Special

View/Edit

Properties
Directory Properties Security

File Properties



Advanced
Access Control Settings 

Allow/Deny

 
 
 
 
 



 
 

View/Edit
Permission Entry

Apply these permissions down the 
tree

Apply onto

Folder Properties
Security Advanced

Owner
Current owner of this item

Change owner to

��

 
 

 
 
 
 

 
 



Computer name WCZ5 
User name CRAIGZ 



Workgroup NTDOMAIN 
Workstation root directory C:\WINDOWS 
Software version 4.00.950 
Redirector version 4.00 
The command was completed successfully. 
 





NET START [BAS��] [NWRED�R] [WORKSTAT�ON] [NETB�ND] [NETBEU�] [NWL�NK] [/L�ST] 
[/YES] [/VERBOSE] 

 BAS�C
 NWRED�R

 WORKSTAT�ON
 NETB�ND
 NETBEU�
 NWL�NK
 /L�ST
 /YES

 /VERBOSE



These Windows NT services are started: Alerter 
Computer Browser Content Index 
DHCP Client 
Eventlog 
IIS Admin Service License Logging Service 
Messenger MSDTC Net Logon 
NT LM Security Support Provider Plug and Play 
Print Server for Macintosh Protected Storage 
Remote Procedure Call (RPC) Locator Remote Procedure Call (RPC) Service Server , Spooler 
Task Scheduler TCP/IP NetBIOS Helper Workstation 
World Wide Web Publishing Service The command completed successfully. 

Computer User name Client Type Opens Idle time 
\\CZ2 Administrator Windows NT 1381 5 00:14:51 
WCZ3 JDOE Windows 4.0 0 00:00:08 
WCZ5 CRAIGZ Windows 4.0 0 06:02:51 
The command completed successfully. 

NET SESS�ON [\\��’�_����’�����] /DELETE 



 ADM�$

 ���$







 

 
 
 
 

 
 
 
 
 





�����������

�����������

Pinging cz3 [192.168.2.3] with 32 bytes of data: 
Reply from 192.168.2.3: bytes2 time=lms TTL_8 Reply from 192.168.2.3: bytes2 time<10ms TTL_8 
Reply from 192.168.2.3: bytes2 time=lms TTL_8 Reply from 192.168.2.3: bytes2 time<10ms TTL_8 
Ping statistics for 192.168.2.3: 
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss), Approximate round trip times in milli-seconds: 
Minimum = 0ms, Maximum = 1ms, Average = 0ms 



P�NG [-t] [-�] [n �����] [-1 ������] [-f] [-� TTL] [-v TOS] [-r �����] [-s �����] [[-j ������_������] | [-k 
,������_������]] [-w �������] [-R] [-S] [-4] [-6] �������_�����������: 

 

 
 

 
 

 



 

 

 

 

 

 
 

 
 
 

Tracing routeto zacker.com [192.41.15.74] over a maximum of 30 hops: 
1 254 ms 194 ms 162 ms qrvl-67.epix.net [199.224.67.3] 
2 151 ms 135 ms 154 ms qrvl.epix.net [199.224.67.1] 



3 163 ms 150 ms 173 ms svcrO-7b.epix.net [199.224.103.125] 
4 136 ms 160 ms 164 ms router05.epix.net [216.37.155.162] 
5 161 ms 145 ms 170 ms cpbgOl-7.epix.net [199.224.88.62] 
6 165 ms 149 ms 164 ms Seriall.ph.ALTER.NET [157.130.7.213] 
7 182 ms 242 ms 169 ms 161.ATM2.ALTER.NET [146.188.162.118] 
8 178 ms 149 ms 1839 ms 294.ATM7.ALTER.NET [146.188.160.126] 
9 168 ms 147 ms 155 ms 192.ATM10.ALTER.NET [146.188.160.93] 
10 260 ms 150 ms 176 ms uu.iadl.verio.net [137.39.23.22] 
11 163 ms 175 ms 166 ms iad3.dcaO.verio.net [129.250.2.62] 
12 235 ms 243 ms 244 ms dcaO.pao5.verio.net [129.250.2.245] 
13 224 ms 249 ms 255 ms p4-01.us.bb.verio.net [129.250.2.74] 
14 406 ms 272 ms 265 ms pao6.pvuO.verio.net [129.250.3.26] 
15 267 ms 250 ms 271 ms puO.vwh.verio.net [129.250.16.14] 
16 257ms 270ms 278ms zacker.com [192.41.15.74] 
Trace complete. 



 IP Statistics 
Packets Received = 130898 
Received Header Errors = 0 
Received Address Errors = 19 
Datagrams Forwarded = 0 
Unknown Protocols Received = 0 
Received Packets Discarded = 0 
Received Packets Delivered = 130898 
Output Request = 152294 



Routing Discards = 0 
Discarded Output Packets = 0 
Output Packet No Route = 0 
Reassembly Required =0 
Reassembly Successful = 0 
Reassembly Failures =0 
Datagrams Successfully’Fragmented =0 
Datagrams Failing Fragmentation = 0 
Fragments Created = 0 
 

ICMP Statistics Received Sent 
Messages 499 683 
Errors 44 0 
Destination Unreachable 0 154 
Time Exceeded 414 0 
Parameter Problems 0 0 
Source Quenchs 0 0 
Redirects 0 0 
Echos 1 522 
Echo Replies 27 1 
Timestamps 0 0 
Timestamps Replies 0 0 
Address Masks 0 0 
Address Mask Replies 0 0 
 

TCP Statistics  
Active Opens = 1893 
Passive Opens = 12 
Failed Connection Attempts = 37 
Reset Connections = 657 
Current Connections = 0 
Segments Received = 117508 
Segments Sent = 142099 
Segments Retransmitted = 378 
 

UDP Statistics  
Datagrams Received = 12399 
No Ports = 943 
Receive Errors = 0 
Datagrams Sent = 9129 



Interface Statistics Received Sent 
Bytes 44483612 20434045 
Unicast packets 94653 92824 
Non-unicast packets 4543 743 
Discards 0 0 
Errors 0 0 
Unknown protocols 15452  

Active Connections 
Proto Local Address Foreign Adress State 

TCP cz5:1044 CZ5:0 LISTENING 
TCP cz5:1025 CZ5:0 LISTENING 
TCP cz5:1025 CZl:nbsession ESTABLISHED 
TCP cz5:137 CZ5:0 LISTENING 
TCP cz5:138 CZ5:0 LISTENING 
TCP cz5:nbsession CZ5:0 LISTENING 
TCP cz5:nbsession CZ3:1531 ESTABLISHED 
TCP cz5:2521 netsurge.com:pop3 TIME_WAIT 
UDP cz5:1044 *. *  
UDP cz5:nbname   
UDP cz5:nbdataqram   

Nslookup ��’�_����� ��’�_�������. 



Server: nsl.secure.net Address: 192.41.1.10 
Name: zacker.com Address: 192.41.15.74  
Al�ases: www.zacker.com 

Nslookup – ��’�_������� 

Windows 2000 IP Configuration 
Host Name .......................................   : cz2 
Primary DNS Suffix ............................   : zacker.com 
Node Type.............................  . . . : Hybrid 
IP Routing Enabled ........................ .  : No 
WINS Proxy Enabled .........................   : No 
DNS Suffix Search List. : zacker.com 

Ethernet adapter Local Area Connection: 
Connection-specific DNS Suffix: 

Description ....................................... : 3Com Etherlink III (3C509/3c509b) 
Physical Address................................ : 00-60-97-B0-77-CA 
DHCP Enabled ................................. : Yes 
Autoconfiguration Enabled . . : Yes 



IP Address ........................................ : 192.168.2.21 
Subnet Mask  ....................................  : 255.255.255.0 
Default Gateway  ...............................  : 192.168.2.100 
DHCP Server  ....................................  : 192.168.2.10 
DNS Servers .....................................  : 199.224.86.15 
199.224.86.16 
Primary Wins Server  .........................  : 192.168.2.10 
Lease Obtained .................................  : Sunday, Feb 06, 2000 10:08:23 PM 
Lease Expires .............................  . . : Tuesday, Feb 09, 2000 10:08:23 PM 



 

 









 
 
 
 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 



 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 

 

Administrative Tools/Users and Computers 

Administrative Tools/Local Security Policy/User Rights Assignment  

 

1 Backup files and directories

2 Load and unload device
drivers

3 Shutdown the system 
remotely

4 Restore files and directories
5 Manage auditing and 

security log

6 Shutdown the system
7 Change the system time
8 Take ownership on files or 

other objects
9 Log on locally
10 Access this computer from

the network
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